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Abstract: Deep neural networks (DNNs) have famously been applied in various ordinary duties.
However, DNNs are sensitive to adversarial attacks which, by adding imperceptible perturbation
samples to an original image, can easily alter the output. In state-of-the-art white-box attack meth-
ods, perturbation samples can successfully fool DNNs through the network gradient. In addition,
they generate perturbation samples by only considering the sign information of the gradient and
by dropping the magnitude. Accordingly, gradients of different magnitudes may adopt the same
sign to construct perturbation samples, resulting in inefficiency. Unfortunately, it is often imprac-
tical to acquire the gradient in real-world scenarios. Consequently, we propose a self-adaptive
approximated-gradient-simulation method for black-box adversarial attacks (SAGM) to generate
efficient perturbation samples. Our proposed method uses knowledge-based differential evolution
to simulate gradients and the self-adaptive momentum gradient to generate adversarial samples.
To estimate the efficiency of the proposed SAGM, a series of experiments were carried out on two
datasets, namely MNIST and CIFAR-10. Compared to state-of-the-art attack techniques, our pro-
posed method can quickly and efficiently search for perturbation samples to misclassify the original
samples. The results reveal that the SAGM is an effective and efficient technique for generating
perturbation samples.

Keywords: deep neural networks; differential evolution; approximated gradient; perturbation samples

1. Introduction

Deep neural networks (DNNs) have achieved impressive success in various ordinary
duties, such as image classification [1], autonomous driving [2], and object recognition [3].
With the expansion of application domains, DNN robustness, which refers to the sensitivity
of its output results to tiny changes in the input image, has become an important research
field [4]. Clean images with tiny and imperception perturbation, known as adversarial
examples, may cause DNNs to misclassify the label of an image [5]. Researchers have
declared that this makes DNNs very vulnerable to adversarial examples. In real-world
scenarios, there is a security risk for the adversarial examples in the contexts of self-driving
vehicles [6], text classification [7], and medical diagnostic tests [8]. Adversarial examples
are dangerous for DNNs but are also a strategy to enhance DNN robustness.

The method of generating adversarial examples that cause DNNs to give an incorrect
output with high confidence is defined as an adversarial attack [9]. Adversarial attacks
generally consist of two types of attacks, namely white-box [10] and black-box attacks [11].
The adversarial examples generated by white-box attacks can fool DNNs with high success
rates, mainly because they have access to the internal knowledge of the DNN and the
gradient obtained by backpropagation. However, in a real-world scenario, it is very
impractical to have complete access to the internal information of a DNN. It is a new
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challenge for attackers to generate adversarial examples from the input image and output
in a black-box attack, without considering the internal details of DNNs [12].

In a state-of-the-art white-box attack, the adversarial image mainly adds or subtracts
adversarial examples to each point of the clean image in a sensitivity direction. Researchers
have proposed that adversarial examples are generated by looking for the sensitivity
gradient direction [13]. As a result, most attack methods only keep the gradient direction
without considering the gradient magnitude. The sensitivity direction can be directly
estimated from the loss of DNNs. However, black-box attackers cannot directly obtain the
gradient and may simulate it through other schemes, such as zero-order optimization [14],
evolution strategies [15], and the random search method [16]. A black-box attack can be
implemented by solving an optimization problem on minimum perturbation. Normally, it
is time-consuming to solve a high-dimensional optimization problem, and the mapping
from probability to categories is extremely non-linear.

Based on the above considerations, we propose a self-adaptive approximated-gradient-
simulation method for black-box adversarial attacks (SAGM) to generate perturbation
samples. The SAGM utilizes self-adaptive differential evolution (DE) to simulate the
gradient of each pixel and leverage the momentum gradient to improve its efficiency. In the
process of gradient simulation, the DE parameters are self-adaptively adjusted according
to the DNN confidence score. Finally, the perturbation image is continuously adjusted by
approximating the gradient to achieve the attack purpose.

We compare the SAGM with other state-of-the-art attack methods in two datasets,
namely MNIST [17] and Cifar10 [18]. Extensive experiments show that our proposed
SAGM can achieve high attack efficiency that is comparable with other attack methods.
Our attack method can generate an adversarial example faster and more efficiently than
other methods. Finally, the SAGM is applied to strengthen DNN robustness.

The paper can be summarized by providing the following main contributions:

1.  We construct an evaluation model based on similarity and confidence score to validate
the effectiveness of adversarial samples.

2. We propose a method to simulate the approximated gradient using differential evolu-
tion.

3. We propose a novel parameters adaptive scheme in which F and CR are adaptively
adjusted to explore the sensitive gradient directions by the feedback of the evaluation
model.

4. We propose an adversarial-sample-generation method based on quantized gradients,
preserving the magnitude and direction of the gradient, to generate an efficient
sample.

The remainder of this paper is organized as follows. Section 2 reviews related work
on recent white-box attacks, black-box attacks, and DE. The proposed SAGM is presented
in detail in Section 3. Section 4 gives the experimental results and analysis. The last section,
Section 5, is devoted to conclusions and future work.

2. Related Work

Image classification [19] is an image-processing method used to distinguish different
categories of objects according to their different features. For k-category images, the model
C converts input image x to output probability ¢, through a series of transfer processes in
the DNN:C(x) = t,, n € [1,k], and then selects the maximum probability to determine the
image category. Therefore, image x is correctly classified as t by model C, i.e., C(x) = t.
Studies on adversarial examples focus on the robustness of DNN to tiny permutations in
input, namely C(x + ) =t, 6 < p. DNN robustness is detected by the Ly,L1, and Lo norm
of the perturbations 4. The adversarial attack is to misclassify the tiny permutations of the
original image to an arbitrary category, i.e., C(x 4+ d) = t'. Two adversarial attack models
exist depending on whether the attacker has access to the DNN structure, i.e., white-box
and black-box attacks.

Some existing studies on adversarial attacks are surveyed in the following subsections.
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2.1. White-Box Adversarial Attacks

In a white-box attack, the attacker has full access to the internal structure of a DNN
and attacks the DNN with the adversarial samples generated by the DNN gradient.
Szegedy et al. [5] first discovered an intriguing property of DNNs, noting that the input-
output mappings are absolutely disconnected so that state-of-the-art DNNs are vulner-
able to adversarial examples. It is possible to cause a DNN to misclassify the input
images that are added to an imperceptible perturbation. These adversarial examples
are explored by optimizing the box-constrained problem of the input images. The box-
constrained problem is transferred into an unrestraint problem by the penalty function
method, i.e., c|r| 4 loss;(x +1,1), s.t. x +r € [0,1]™. The main task of the attack algorithm
is to search the approximate minimum r by the line search method to cause the DNN to
misclassify. The reason for the existence of adversarial samples is the non-linearity and
over-fitting of the DNN model. However, it is also possible that linear behavior in higher
dimensions can also produce adversarial examples to misclassify the images.

Therefore, Goodfellow et al. [13] proposed a fast-gradient-sign method (FGSM) attack
which generates adversarial examples to misclassify the images by the gradient of the loss
function. The gradient is the derivative of the cross-entropy loss function with respect to
the input image, which is obtained by the backpropagation of DNN. The input images
are perturbed with the direction of the gradient, and only a one-step gradient update
algorithm is performed. Therefore, an FGSM attack is very fast at generating adversarial
examples. However, it is not efficient that adversarial examples fool the DNN because of
the use of one-step modification in isolation. If the step is small, the perturbation preserves
the properties of the input images without fooling the DNN; otherwise, the input images
are converted to something else. To make the perturbation smaller and more efficient,
researchers proposed multiple-iteration optimization to improve the performance of the
FGSM, i.e., BIM attack [20] and PGD attack [21]. These iteration-based FGSMs tend to fall
into the trap of local optima because they greedily move in the direction of the current
gradient. To abscond from local optimal solutions, the momentum method is integrated
into the iteration FGSM, i.e., MI-FGSM [22]. The momentum method mainly accumulates
the velocity vector to maintain the previous gradient direction. Extensive experiments
show that the MI-FGSM is effective in generating adversarial examples.

In the above attack methods, the adversarial examples are obtained by solving non-
linear combinatorial optimization problems. However, it is difficult to solve the non-linear
constraint directly via existing algorithms. Therefore, Carlini and Wagner [23] proposed a
variety of representations of this non-linear constraint to accommodate optimization. CW
attacks use the Adam optimizer to find adversarial examples. The results show that the
Adam algorithm has faster convergence than other algorithms.

In the above attack methods, the adversarial examples are obtained by solving non-
linear combinatorial optimization problems.

2.2. Black-Box Adversarial Attacks

In a black-box attack, the attacker can only access the outputs of the DNN, and access
to the internal structure of the DNN is prevented. Therefore, the attacker cannot generate
adversarial examples through the gradients that are obtained by backpropagation. Based
on the transferability between models, the adversary constructs a surrogate model to
generate adversarial examples. The trained surrogate model is attacked in a white-box
attack to generate adversarial examples. Subsequently, the adversarial examples attack
the actual model through the black-box attack. The effectiveness of black-box attacks
depends largely on the transferability of attacks from the surrogate model to the actual
model. However, it seems impractical to the attacker that a great deal of knowledge is
obtained from the surrogate model. Chen et al. [24] proposed a zero-order optimization
method to generate adversarial examples in black-box methods. The ZOO attack used
zero-order optimization for the query gradient rather than using the first- or second-order
method. Experimental results show that the ZOO attack is as effective as the CW attack
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and significantly surpasses existing black-box attacks via surrogate models. However, it is
a very time-consuming query process evaluate the approximate gradient by adding small
perturbations to 128 pixels at each iteration.

To reduce the time required, researchers performed evolution strategies to estimate
the approximate gradient. Su et al. [25] proposed a one-pixel attack algorithm that applies
the DE to search the suitable pixel and only modify it to perturb test images. This one-
pixel modification perturbs the pixel point along an axis parallel to the n dimensions.
The results show that the proposed attack method can deceive the DNN through a few
modified pixels. However, the proposed attack may be perceptible to people, and it
is inefficient because there are fewer pixels to modify. Lin et al. [26] proposed black-
box adversarial sample generation based on DE (BMI-FGSM) to verify DNN robustness.
BMIFGSM utilizes DE to explore the approximated gradient sign, converting a white-box
MI-FGSM attack into a black-box MI-FSGM with an approximated gradient sign to form
adversarial examples. Li et al. [27] proposed an approximated-gradient-sign method using
DE for a black-box adversarial attack that searches the gradient sign by the DE algorithm.
The proposed algorithm applies the neighborhood selection operations to construct the
target image neighborhood and perform DE to optimize the weights between the target
image and each image in the neighborhood. The above DE-based black-box attacks only
retain the approximated gradient sign without keeping the gradient magnitude. Two
different components may obtain the same value by the gradient sign method. Therefore,
it is necessary to introduce the magnitude of the gradient to produce diverse values. The
quantized gradients which retain the sign and the magnitude of the gradient have been
successfully applied to distributed optimization.

2.3. Differential Evaluation

Differential evolution (DE) [28], proposed by Storn and Price, is an example of stochas-
tic population-based computing intelligence. Recently, DE has been widely used in diverse
fields, such as electrical and power systems [29], pattern recognition [30], artificial neu-
ral networks [31], robotics and expert systems [32], manufacturing science [33], image
processing [34], and gene regulatory networks [35], because of its comprehensibility, ro-
bustness, convergence, and ease of use [36].

In recent years, researchers have contributed to DE performance improvement [37].
These improvements have mainly focused on mutation strategies, crossover strategies [38],
and control parameters (i.e., population size NP, scaling factor F, and crossover rate CR).
Extensive studies show that the parameter setting helps to improve DE performance [39].
However, the parameter setting is one of the most persistent challenges in an evolutionary
algorithm (EA). An EA with better parameter values may have a greater order of magnitude
than one with poor parameter values. In the field of EA, parameter-selection schemes
usually include two approaches as follows: one approach is parameter turning, whereby
parameter values are carefully picked out before an EA is run and cannot be changed in
the process of running; and the other approach is parameter control, whereby parameter
values are randomly initialized for the starting run of an EA and can be adjusted in the
process of running. In the parameter-turning method, parameter values are set using
the experimental method or the trial-and-error method [40]. Store and Price indicated
that a good initial set of F is 0.5, and the effective range of F usually belongs to (0.4, 1).
Georgioudakis et al. [41] revealed that the global exploitation capability and the speed
of convergence are oversensitive to the parameters. Ronkkonen et al. [42] stated that Cr
should be between (0, 0.2) when the function is separable, but between (0.9, 1) when the
function is non-separable. According to the literature, proper parameters should be set
differently for different functions. Therefore, researchers have started to take into account
some self-adaptation techniques to automatically search optimal parameters for DE. The
SaDE algorithm employed a self-adaptation scheme by learning from historical experiential
solutions to control parameters F and Cr. Ali et al. [43] proposed an adaption algorithm
based on fitness for F. The calculation of F is based on the requirements of a diversified
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search in the early stage and enhanced search in the later stage, and the formula is as
follows (Equation (1)).

fmax

max(l,l o ) if ]}:;
max (1,1 — ’Jét‘%: ) otherwise

X

M

where the lower bound for F is l,;;, and fy;;;, and fix are the minimum and maximum
function values of the populations in a generation, respectively. The extensive experimental
results show that the self-adaptive DE outperforms the standard DE because of the less
sensitive parameters in self-adaptive DE.

3. Our Proposed Algorithm

In this section, our approach, entitled self-adaptive approximated-gradient-simulation
method (SAGM), is proposed to improve adversarial attacks. Its main feature is to enhance
the generation of adversarial samples. Our proposed framework is depicted in Figure 1.
The SAGM mainly includes two processes of simulating the approximate gradient and
self-adaptive generation of adversarial samples, in which the gradient of the pixel is approx-
imated by the evolutionary algorithms (EAs) to self-adaptively perturb the original image.
These two processes are performed iteratively until the perturbed image is successfully
attacked or the maximum number of runs is reached. In the following subsections, we
emphasize these two processes in detail.

l Perturbation vector Original image

EA Gradient > ‘ > ( ) ¢
l a Adversarial image
Input

Input i 2 i
i @ |
" s o
! - (6] ! Output

Original image ‘ Hidden layer

Figure 1. The SAGM framework.

3.1. Model Construction

In a DNN, the image x is entered into the hidden layer to retrieve its features, and
finally outputs the confidence vector of n categories p(x,n) € [0,1]. The SAGM is a black-
box attack method without concern for the DNN internal configurations; therefore, the
adversarial image x’ that is similar to the image x belonging to category t is identified as
another category #'(# # t). To achieve this goal, the SAGM needs to solve the following
constrained optimization problem presented in Equation (2).

minimize D(x') = ||x" — x||,
s.t. Clx"y=+
X' =x+0 @
5elo,1]"

The constrained optimization problem is to explore similar images with validity to
implement misclassification. C(x) = ' is an extremely non-linear function whose purpose
is to misclassify the image into category #'. In other words, the confidence that the image
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belongs to category t'(i.e.,p(x’, ")) is the highest among all categories. Based on this
consideration, the non-linear function is converted to the following Equation (3) function.

H(x') = p(x',t) — maxp(x’, k) 3)

where t is the category of the original image x,p(x’,t) is confidence in the category t,
r}(lixp(x’ ,k) is the maximum confidence among all categories k that do not belong to
t

category t.

When [(x’) is less than or equal to 0, the image is misclassified into other categories.
Therefore, the converted function has the same purpose as the original function, which is
to misclassify perturbed images. The constrained optimization problem (2) is transformed
into the following new constrained optimization problem for optimization (Equation (4)).

minimize D(x') = ||x" — x|,
s.t. p(x’,t) —maxp(x’, k) <0
k#t 4)
X' =x+0
Jeo,1]"

The main purpose of Equation (4) is to explore the perturbed vector § and add it to
the original image x to fool the DNN. The relationship between the three parameters in
Equation (4) is depicted in Figure 2.

\ \
//—'\\A\_ \_’//—\\
-\
/ \75 4/ ' \
| X - X |
\ /\ & /
\\\//(_F__‘}\\_’//

Figure 2. The relationship between the adversarial image and the original image.

Figure 2 shows that there is an area gap between the two different categories. The red
and blue dashed circles represent the feasible region X = {x‘x € Ikn;éltx p(x'+6,k) } and

initial solution Xy = {x|x € p(x,t) } of the model (4), respectively. The black dashed line
indicates the gap ¢ between the two categories.

Based on the characteristics of the model, model (4) is converted to an unconstrained
non-linear optimization problem using the exterior point method, which constructs a
penalty function to penalize points in the infeasible region, as seen in the following formula

(Equation (5)).
P(x) = { ]81 ’;Z); ®)

where M is a large positive number.

The penalty function (5) can be transformed into the unconstrained problem, but there
is a jump at the boundary. Therefore, to avoid this problem, the penalty function of

(4) is constructed as shown in Equation (6).

P (0) = cg{ {max (p(x +6,t) — rkn;ztx p(x+54, k),O)]
+[max(—4,0)] + [max(é —1,0)]}

(6)
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In (6), cq is the penalty parameter with an ascending sequence, making x gradually
approach the optimal solution from the outside of the feasible region. Therefore, (4) is
converted to the following augmented objective function (Equation (7)).

minimize f(6) =|| 0 ||2 +Pe, (6) (7)

In Equation (7), the first term on the right represents the similarity between the
perturbed image x" and the image x, and the two images can be ensured to be identical by
minimizing. The two terms on the right tend to the feasible point by imposing penalties on
the infeasible points. Therefore, the solution to the adversarial image x’ is actually to solve
the perturbed vectors 4.

3.2. Self-Adaptive Two-Step Perturbation

Perturbation based on sign gradients is an effective method for adversarial attacks.
However, the sign gradient method rejects the proportion among the raw gradients, result-
ing in components sharing the same coefficients. Therefore, after G iterations, perturbation
based on a fixed step size « may appear in two cases, as shown in Figure 3.

— T~ — T~ ~ T~ / ~ T~

s N , N s N Xer2, N
/ \ \ / \ \
I X X //?xgﬁ x') | X ) ,/)’/v\[ Coxh
\ 10X /A 1o\ x /

g+ g+l

\ / \ / \ \ /

N ;e N pd ~N e ~N P

(a) (b)

Figure 3. Self-adaptive two-step perturbation.

In Figure 3, the blue and red dotted circles represent the probability contours of x and
x', the two black lines represent the perturbation distances a and p in the gradient direction,
and x¢ is a perturbed image after ¢ generation. Figure 3a shows that the perturbation
image is not being converted into an adversarial image due to the small step size. Figure 3b
shows that the perturbation image is converted into an adversarial image that is easily
recognizable because of the big step size.

The main reason for this condition Is that each pixel of the original image is adjusted
at a fixed learning rate to achieve the purpose of the attack. Hence, each pixel with different
gradients is updated at the same learning rate. In this case, it cannot be motivated to
improve the efficiency of the attack. To deal with this problem, we propose an improved
two-step adaptive perturbation method to improve its efficiency. The first step is to adap-

tively adjust a to generate the temporary perturbation image Jc(’g 41, and the second step is

/

to fine-tune x o+1

image.
In the first step, we leverage the optimal gradient in the past to guide the next-
generation adaptive change of the pixel (Equation (8)).

by adding a step size  to move toward the boundary of the adversarial

5.
51( _ 51571 + i,best (8)
1107 pest [l

where 4, j,; is the optimal gradient for generation ¢.
Assuming that the initial optimal gradient §) = 0, then the cumulative gradient of
generation i can be written as the following (Equation (9)).

&1l 5.
,best
U= L Torpealy ©)
i=0 Y bestll
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Afterward, the 5é_1 and Jg are linearly combined to adjust the perturbation direction
and step size of the current generation (Equation (10)).

Jg =018, 1 +6y: 5, (10)

where 6; and 6, are hyperparameters that control the exponential decay rate, and 6; 46, = 1.
To conserve the direction and magnitude of the gradient, the perturbed vectors J are
calculated by the following Equation (11).

5
N G 11
s | sign(0), ifls] <1 (11)
87\ round (), otherwise

where A is a fixed parameter, max(-) is the gradient maximum. Function round (x) rounds
the variable x. The main purpose of Equation (11) is to set a different step size « for each
perturbation.

To further improve the success rate of adversarial images, the second step is adopted
to fine-tune the perturbation images to approach the boundary of the target images x’

g+2°
Therefore, B is updated by step-size derivation, as shown in Equation (12).
(Ax, Ap)
= A Ay (12)
Pe= ap,ap)

where Ax = x{ ., — X;1,Ap = Pg42 — pg1, and (a,b) denotes the scalar product of the

vectors a and b. xé 4o is the target image that belongs to the category with the highest
confidence other than the category ¢ of the original image.

3.3. Self-Adaptive Approximated Gradient Search

It is well known that black-box attacks only require access to the output, not to the
network structure. The gradient cannot be obtained directly because the value of the loss
function cannot be obtained. The perturbed image x’ is generated by the following iterative
algorithm (Equation (13)) on the basis of the original image x.

xg,H = xg +Jg (13)

Assuming p, is the unit vector of J¢, there exists a variable ag > 0 for which the
equation d; = ag-pe holds. In the iterative algorithm, p, represents the perturbation
direction of d¢, and a¢ represents the step of the gth generation along the search direction
pg- Therefore, the iterative function is written as follows (Equation (14)).

Xg i1 = Xg +ag - sign(Jy) (14)

Here, the initialization value of x{, is the clean image. The exploration process of x’ is
shown in Figure 4.

In Figure 4, the solid blue and red circles represent the probability contour of x and
x', respectively. The dotted concentric circles on the left indicate that the probability of
belonging to class t decreases with increasing radius. The clean image is perturbed by the
vector ¢, resulting in low probability. Meanwhile, the probability of other categories will
gradually increase. When the probability of belonging to class t drops to a certain threshold,
an adversarial image may be generated.

Based on the above analysis, a self-adaptive DE is proposed to simulate the perturbed
vectors d,. Differential evolution (DE) [28], proposed by Storn and Price, has been widely
used to solve numerical optimization problems because of its simplicity, robustness, con-
vergence, and ease of use. The three steps in DE, namely mutation, crossover, and selection,
are computed repeatedly until the termination criterion is satisfied. Mutation produces a
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mutant vector through mutation strategies, the crossover is the process of recombination
between the mutant vector and the target vector, and selection is to preserve the optimal
individuals for the next generation according to the greedy choice method.

—_——— =
~ ~

Ol NN
s TS TN
p(x;,1) N v\ \

Figure 4. The exploration process of perturbed image.

In the SAGM, we utilize adaptive DE to explore the perturbed vectors. The initial
perturbed vector between —1 and 1 is generated using uniformly distributed randomization,
and its dimension is consistent with the dimension of the input image. Each element of the
initial vector ¢y is generated by Equation (15).

dp = min + rand(0,1) - (max — min) (15)

where min and max are the minimum and maximum of the gradient, respectively, and
rand(0, 1) is a random number between 0 and 1.

After initialization, a mutant vector is produced with respect to the target vector. In
each generation of mutation, the mutant vector can be generated by the following mutation
strategy (Equation (16)),

Vi,g = 5rl,g + Fg ) (5r2,g - 5r3,g) (16)

where 11, 17, and r3 are three integers different from the index i. The scaling factor F is a
positive control parameter to scale the difference vector.

The scaling factor in the mutation strategy enhances the diversity of the population by
scaling the difference vectors. In the process of population evolution, the diversity of the
population gradually decreases. To maintain the diversity of the population in the later
stage of evolution, an adaptive mutation strategy based on fitness values is proposed. For
individuals with poor fitness values, a larger F was used to stretch the difference vector
to explore a larger space, otherwise, a smaller value is used. The F for each individual is
adjusted according to Equation (17).

. fz',g
max (fg)

where F; ¢ is the scaling factor corresponding to the ith individual in the ¢ generation, fq
is the fitness value in the g generation, f; is the fitness value corresponding to the ith
individual in the G generation, and 7 is a constant between 0 and 1.

After the mutant vector generation by mutation, a trial vector is generated by perform-
ing a binomial crossover on the target vector and the mutant vector (Equation (18)).

U, — Vg, if(rand(0,1) < CR o7 j = jrgna ) (18)
8 b, otherwise

Fig=1 (17)
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where rand is a uniformly distributed random number, j,,,4 is a randomly chosen index,
and condition j = j,,,4 ensures that the trial vector gets at least one variable from the
mutant vector CR € [0, 1].

The crossover operation improves the inherent diversity of the population by ex-
changing individual elements. To preserve the optimal individuals for the next generation
with the highest probability, a fitness-value-based method is used to modify the CR corre-
sponding to each individual. In other words, individuals with optimal fitness values were
given a smaller CR value for the cross-operation. The CR for each individual is computed
according to the normalization method (Equation (19)).

fig — min (fi,g)

"8 = max(fig) — min(fig)

where CR; ¢ is the crossover probability corresponding to the ith individual in the ¢ genera-
tion, f; ¢ is the fitness value corresponding to the ith individual in the g generation, and ¢ is
a constant between 0 and 1.

Finally, a greedy selection scheme is used to choose the best vector to survive to the
next generation. A greedy selection scheme is described in Equation (20)

(Si,g—«—l _ { ui,g' if(f(ui,G) < f(Xi,g)) (20)

5l-,g, otherwise

CR

(19)

where f (.) is Equation (7). Therefore, if the new trial vector yields an equal or lower value
of the objective function, it replaces the corresponding target vector in the next iteration;
otherwise, the target vector is retained in the next generation.

In the SAGM, we use self-adaptive DE to simulate the approximate gradient, and
then the clean image is perturbed in the gradient direction with an adaptive step size.
The pseudo-code of the self-adaptive approximated gradient search (5aGS) is shown in
Algorithm 1.

Algorithm 1: SaGS algorithm

Input: image: I. 5y =. Parameters: F, CR, o, and A. The objective function: f ().
Output: the adversarial image Is.

1. Ig =1+ ag - sign(p);

2. fo < f (lo);

3. forg+ 1toGdo

4. fruax = max(fg—l) and fyin = min(fg—l)/'
5.F«F 'fg—1/fmax

6. CR+CR- (fg—l *fmin)/(fmax *fmin)
7. Generate vector d¢ according to Equations (16) and (18);
8. k + sort(fe_1(Ig—1))

9. 8¢ = bp_q +0(k(1))/ [l 6(k(1)) 2/
10. 0" = 6;-6¢ + 92-(5§

11. « = A-6' /max(5");

12.if lx| <1 then

13. Ig =Ig_1 + g - sign(c)

14. else

15. Ig =11 + g - round(«)

16. end if

17. fo < fllg);

18. Compare fg and f,1 and preserve Jg
19. end for

20. Return I, dg, and fg;
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In Algorithm 1, DE is used to continuously adjust the direction and step size of the
perturbation and to generate a temporary perturbation image. In line 1, the clean image
is perturbed in the Jy direction with o. The perturbed image Iy is fed to the DNN for
testing, and its confidence and distance from I are obtained by Equation (7) (line 2). The
offspring vectors are generated according to Equations (16) and (18) for adaptive F and CR.
The effectiveness of previous perturbations is sorted in ascending line 8, and k (1) is the
subscript of the best perturbation. In lines 9 to 10, empirically excellent gradients are used
to guide the current perturbation. In line 12, gradients are normalized to be between —A
and A. In lines 12 to 16, I 1 is perturbed by different step sizes. The optima gradients are
preserved for the next generation in line 18. After G generation, the temporary perturbed
image I is returned.

3.4. Description of the Proposed Method

In this subsection, a self-adaptive approximated-gradient-based adversarial attack is
presented. The framework consists of two main steps: self-adaptive approximated gradient
simulation and boundary exploration. The pseudo-code of the SAGM is summarized in
Algorithm 2.

Algorithm 2: The SAGM algorithm

Input: image: original image Iy, parameters: «, 3, A, 61, 6, the objective function: f(.), F,
CR,T,G.

Output: perturbation image I.

1. Initialize perturbed vector éy;

2. fori+ 1toT do

3. I/G’ 5G/fG — SQGS(I(), 50, G, F, CR, o, /\, f()),
4. k + sort(fg)

5. AI' < T'(k(2)) - I' (k(1))

6. AS + 6c(k(2)) - 6 (k(1))

7. B= (Al AS)/(AS, Ad);

8. I < I'(k(1)) + B - sign(dg(k(1)));

9. end for

10. Return the perturbation image Iy;

In algorithm 2, the perturbed vector Jy is initialized between —1 and 1 according to
Equation (15). d¢ is the optimal gradient after G generation. The retention of the former
gradient helps barrel through local optima and accelerates convergence. In line 3, the
5aGS method simulates the approximate gradient of the image, and a set of temporary
perturbation samples are generated which may fool DNN with a high success rate. The
effect of perturbations is sorted in ascending order in line 4. In lines 5 to 7, 8 is updated
by Equation (12). In line 8, permanent perturbation samples are generated by the optimal
sample of the temporary perturbation samples. After T generation, the adversarial image
is returned.

4. Experiment and Evaluation
4.1. Experimental Setting

To evaluate the performance of the proposed SAGM, different experiments were con-
ducted on the two image datasets, namely MNIST and CIFAR10, which have different
image dimensions and category numbers. MNIST is a dataset of 28 x 28 gray-scale hand-
written digits in the range of 0 to 9, containing 60,000 training samples and 10,000 testing
samples. CIFAR-10is a 32 x 32 color image containing 10 categories, with 6000 images per
category. One DNN model, namely LeNet5 [44], was pre-trained in the MNIST dataset,
while three DNN models, namely ResNet18 [45], AlexNet [46], and GoogLeNet [47], were
selected as the CIFAR-10 dataset. For MNIST and CIFAR-10, all training samples were
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used to train the accuracy of the DNN used in this paper, and all test samples were used to
verify the robustness of the DNN.

Moreover, for this DNN model, parameters were consistent with the original frame-
work. All the experiments were carried out on a computer with an Intel Core i-7 CPU and
16 GB RAM. LeNet5 on the MNIST achieved an accuracy of 98.44%, and ResNet18, AlexNet,
and GoogLeNet on the Cifar-10 achieved accuracies of 98.90%, 96.46%, and 98.38%, respec-
tively. Furthermore, four attack algorithms, namely FGM [48], PGD, CW, and BMI-FGSM
were selected for comparison with our attack algorithm. The curves of training accuracy
and loss are shown in Figures 5 and 6, respectively.

10 A
0.8 1
0.6 1
0.4 4
- (GooglLenet
—— Lenet5
— AlexNet
2 4
0 —— ResNetl8
0 10 20 30 40 50
Figure 5. Network training accuracy.
— (GooglLenet
—— Lenet5
20 1
-~ AlexNet
—— ResNetl8
15 -
10 -
\
0.5 1
0.0 -
0 10 20 30 a0 50

Figure 6. Network training loss.

4.2. Measurement
4.2.1. Comparison

In this subsection, comprehensive metrics were used to evaluate different adversarial
attack techniques

The attack success rate (ASR) is the ratio of the number of successfully attacked images
to all the test images. The larger the value, the lower the accuracy of DNN. The calculation
is shown in Equation (21)
Numisyccess

ASR =
Numtotul

(21)

where Nummigyccess is the number of successfully attacked images and Num,y,; is the number
of all the test images. For the MNIST dataset, the ASRs of five attack methods on LeNet5
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are presented in Table 1. The results in Table 1 show that the SAGM has the highest value
on ASR; therefore, the proposed SAGM has better performance.

Table 1. Attack Success Rate on the MNIST Dataset.

DNN FGM PGD CwW BMI-FGSM SAGM
LeNet5 49.14% 92.75% 92.00% 99.40% 100.00%

For the CIFAR-10 dataset, the ASRs of five attack methods on ResNet18 and AlexNet
are shown in Table 2. PGD achieved a 100% success rate on ResNet18 and the SAGM, but
slightly lower than the SAGM on AlexNet. Therefore, the SAGM and BMI-FGSM a have
better performance among these attack algorithms.

Table 2. Attack Success Rate on the CIFAR10 Dataset.

DNN FGM PGD CW BMI-FGSM SAGM
ResNet18 98.59% 100.00% 95.70% 100.00% 100.00%
AlexNet 92.19% 99.12% 73.86% 100.00% 100.00%

Transferability AEs generated for one ML model can be used to misclassify another
model, even if both models have different architecture and training data. This property
is called transferability. The adversarial examples of the SAGM for MNIST and Cifar10
are shown in Figures 7 and 8, respectively. The proposed algorithm was found to have a
good effect.
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Figure 7. The adversarial examples of SAGM for MNIST.
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Robustness is a metric used to evaluate the flexibility of DNNs to adversarial examples.
The model robustness to adversarial perturbations is defined as the following Equation (22).

st.p(x, t)p(x+9,t) <0

The robustness of the three DNNs on the three norms is shown in Table 3. The smaller
the value, the smaller the distance between the adversarial examples and the real samples.
The best mean values are shown in bold. The results show that the samples generated
based on the white-box attack have a better adversarial distance than the black-box attack
because it utilizes the DNN gradient.

Table 3. Robustness of DNNs.

DNN Norm FGM PGD CcwW BMI-FGSM SAGM
1 1.61 x 10! 2.23 x 10! 2.66 x 10 1.40 x 102 1.39 x 102

LeNet5 2 9.47 x 10 1.32 x 1071 1.38 x 10! 1.230 x 10! 1.52 x 10!
Inf 1.43 x 10! 1.96 x 10! 2.60 x 10 2.03 x 10! 3.73 X 10

1 9.70 x 10 5.87 x 10! 2.22 x 102 6.16 x 10 1.11 x 10?

ResNet18 2 3.24 x 10 218 x 10 1.74 x 10 1.32 X 10 3.34 x 10
Inf 290 x 107! 297 x 107! 254 x 10 265 x 1071 241 x 1071

1 9.18 x 10? 5.18 x 10? 2.09 x 10° 5.85 x 10? 1.56 x 10°

AlexNet 2 1.33 x 10! 7.66 X 10 5.43 x 10! 9.39 x 10 1.57 x 10!
Inf 5.33 x 107! 3.00 x 1071 2.53 x 10 8.32 x 107! 4.10 x 107!

To further discuss the sensitivity of each class of images, we selected the testing
samples from the CIFAR-10 dataset on AlexNet and ResNet18 to verify the sensitivity. The
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adversarial examples are shown in Figures 9-18. From these figures, we found that the
SAGM algorithm has a better adversarial effect and higher clarity.
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Structural similarity (SSIM) measurement, consisting of three comparisons of lumi-
nance, contrast, and structure, was proposed to evaluate the similarity between two images.
The SSIM between image x and x’ is modeled as Equation (23).

SSIM(x,x') = % 2[ X, %)) " C (2, X, )5S(xn,x;)”} (23)

where m is the number of pixels and L, C, and S are the image’s luminance, contrast, and
structure, respectively, &« = B = v = 1. The comparison of structural similarity is shown in
Table 4, and the best mean values are shown in bold. The results show that CW has a clear
advantage on LeNet5 but is almost similar in the other two DNN.

Table 4. SSIM of DNNSs.

DNN FGM PGD CW BMI-FGSM SAGM
LeNet5 5.62 x 1071 7.66 x 1071 794 x 1072 625 x 107! 5.34 x 1071
ResNet18 7.92 x 1071 886 x 1071 257 x 1071 863 x 107! 8.39 x 1071
AlexNet 5.18 x 1071 6.68 x 1071 3.69 x 1071 692 x 1071 4.47 x 1071

4.2.2. Effectiveness of Adaptive Step

To verify the effect of the adaptive step, Equation (11) is embedded in FGM and PGD.
The effectiveness of adaptive steps is shown in Table 5. The results show that the adaptive
step size is beneficial to improve ASR.

Table 5. Effect of Adaptive Steps.

DNN FGM FGM-Adaptive PGD PGD-Adaptive
LeNet5 49.14% 49.25% 92.75% 92.80%
ResNet18 98.59% 99.62% 100.00% 100.00%
AlexNet 92.19% 93.15% 99.12% 100.00%

4.2.3. Evaluation

To sum up, we compared the SAGM with existing adversarial training algorithms
and the results show that the algorithm that we proposed has an excellent performance
in attack model evaluation metrics, such as attack success rate, transferability, robustness,
sensitivity, and structural similarity (S5SIM) measurement. The attack success rate is an
important evaluation index of the adversarial training algorithm, which is equivalent to
the accuracy of the recognition algorithm, Tables 1 and 2 show that the SAGM can reach
a very high success rate in this index and it can carry out accurate and no-miss attacks.
Figures 7 and 8 show the transferability of the SAGM. Table 3 shows the robustness of
SAGM compared with other existing algorithms. Figures 9-18 show the sensitivity of
SAGM, it has a better adversarial effect and higher clarity. Table 4 shows the result of SSIM
that the SAGM compared with other existing algorithms.

At the same time, the self-adaptive algorithm is also effective for existing adversarial
algorithms. When added to other adversarial algorithms, it can improve the ASK of other
algorithms, which is shown in Table 5

5. Conclusions

In this paper, we proposed a gradient simulation method for the black-box adver-
sarial attack, SAGM, for the score-based generation of adversarial examples. It is very
difficult to use adversarial examples to identify and successfully fool DNNs on MNIST
and CIFAR10. Two operations, namely the self-adaptive approximated gradient simulation
and the momentum gradient-based perturbation sample generation, were proposed to
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explore the sensitive gradient direction and generate the efficiency perturbation samples
to attack DNNSs. The extensive experiments showed that the SAGM achieves excellent
performance comparable to other attack algorithms in success rate, perturbation distance,
and transferability. In the future, the effect of this study will be a focus on improving the
evaluation model to generate more efficient adversarial examples to achieve a balance
between adversarial examples and the human visual system. In addition, we believe that
some sensitive pixels can be explored to perturb partial pixels of clean images to improve
the robustness of adversarial examples. Furthermore, another direction is the application
of other intelligent optimization algorithms to adversarial attacks.
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