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Abstract: An Internet of things (IoT) ecosystem is a fast-developing network in which users can
connect a heterogeneity of physical and virtual devices, including customized healthcare areas.
As medical resources are scarce, populations are aging with chronic diseases and require remote
monitoring, medical expenses are rising, and telemedicine is being demanded in developing nations,
the IoT is an attractive topic in healthcare. Through the IoT, people can enjoy better health and
diminish pressure on sanitary systems. In this study, previously published studies in Healthcare
IoT (HIoT) systems are detailed, analyzed, and taxonomically classified. By categorizing the articles
according to the types of HIoT systems, we dispense a detailed taxonomical study. In addition,
different evaluation methodologies, tools, and metrics are discussed, along with their advantages
and disadvantages. The studies indicate that power management, trust, privacy, fog computing, and
resource management are among the open issues. The future of the Internet includes tactile networks,
social networks, big data analytics, software-defined networking, network function virtualization,
the Internet of nano things (IoNT), and blockchain. It would be beneficial to study and research HioT
systems further in terms of interoperability, the implementation of real-world test beds, scalability,
and mobility.

Keywords: Internet of Things; e-healthcare; smart environment; security

1. Introduction

Today’s world has faced numerous obstacles relating to chronic disease public health
issues caused by hazardous viruses such as COVID-19 [1]. The increase in health-related
issues coupled with rising healthcare expenditures has encouraged people, especially the
elderly and disabled, to manage their health remotely. Many industries, such as remote and
smart healthcare systems, have benefitted from the IoT in the past few years as a network of
interconnected objects [2]. As part of the IoT, popular technologies like wireless body area
networks (WBANs), wireless sensor networks (WSNs), and radio frequency identification
(RFID) are used to transpose data to the cloud, which can then be analyzed and used for
instantaneous decision-making [3,4].

It is possible to make health management systems more customized, provident,
and cost-effective by using the IoT, including mental health services and the worldwide
pandemic [5–7]. This strategy categorizes IoT implementation in healthcare into three
categories: tracking people and other objects (staff, medical teams, and patients), person
authentication and identity, and autonomous data sensing and gathering. IoT-based
health monitoring, like WBAN, enables hospitals to prevent and manage hospital in-
fections, manage emergencies, and dispense post-discharge care anywhere. As a result,
the healthcare industry is completely redefined by the IoT in terms of its devices, ap-
plications, and users [8,9]. Therefore, healthcare environments can be dramatically
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revolutionized by leveraging IoT technologies such as connected medical sensors or
special medical devices [10–12].

Through the use of HIoT technology in healthcare systems, medical devices are con-
nected to the Internet so that appropriate therapeutic strategies can be developed for
patients. Eldercare supervision, telemonitoring, teleconsultations, and computer-assisted
rehabilitation are just some telehealth services offered by this technology [13]. Internet of
medical things and HIoT are abbreviations that are frequently used interchangeably to refer
to the integration of medical applications and equipment that can be linked to systems of
health care information technology [14,15]. Meanwhile, big data combined with IoT can be
used to support sanitary systems that are more effective in managing healthcare operations.
The analysis of healthcare practices can now be prescriptive, autonomous, and predictive
thanks to big data analytics [16].

Diabetes, obstructive lung disease, cancer, arthritis, and heart disease are some chronic
diseases that can be managed remotely by customized healthcare [17,18]. Rarely do system-
atic literature reviews (SLR) of HIoT research clarify the overall development and pinpoint
particular research problems, patterns, and future directions [19,20]. Investigating an HIoT
research plan is essential given the increased interest in the IoT in healthcare. Discovering,
classifying, and synthesizing a comparative technique of inquiry through a systematic
review may lead to the transposition of knowledge within research organizations [21,22].

1.1. Motivation

Numerous pieces of research have revealed that new criteria not typically addressed
in traditional IoT systems are present in smart health products [10]. They have also shown
how in order to fully utilize these technologies’ capabilities, those needs must be met by a
piece of infrastructure designed with them in mind. Significantly, data accessibility coupled
with contemporary intelligent processing algorithms at previously unanticipated scales and
temporal longitudes can (a) simplify a change in the medical profession from the current
reactive method of post facto diagnosis and care to a practical system for illness prognosis
at an early level, combined with the prevention, treatment, and general health rather than
disease management; (b) enable customization of care; and (c) improve the quality of life
of people with chronic illnesses [5]. As a result, adequate methods and strategies must be
provided to ensure proper medical distribution, based on standards like authenticating
and providing quick assistance. The articles that were looked into claim that there is not a
thorough, organized document reviewing IoT-based medical management solutions. As a
result, an effort has been made to close this gap. Therefore, the goal of this study was to
perform an extensive literature assessment of contemporary IoT techniques in the medical
industry. Additionally, difficulties are examined, and some directions for future research
are offered.

1.2. Contributions

IoT-based medical management solutions are therefore studied in this study. In con-
clusion, past research has been thoroughly examined, and future work has been identified.
The pros and cons of the various filters are outlined in the technique section before the
IoT articles on health systems are chosen and analysed. Then, some solutions for future
investigations are proposed based on their shortcomings and inadequacies. These have the
following goals.

• Examining primary approaches to IoT-based medical management systems;
• Presenting an SLR and examining possible approaches to IoT-based medical manage-

ment systems;
• Discussing important IoT challenges within the context of the methodologies under

discussion;
• Offering the category of the methods investigated and highlighting their key charac-

teristics.
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1.3. Roadmap of the SLR

To this end, we intend to analyze previous studies in order to answer the following
research questions:

• Why should IoT be incorporated into healthcare systems, practically speaking?
• What are the available research fields for IoT-based healthcare systems?
• What triumphs have been attained in this area?
• What current procedures and strategies are being used to integrate IoT into healthcare

systems?
• What are the key challenges facing the IoT, its emerging trends, and open questions?
• What new HIoT system research areas should be developed?

We followed recommendations to conduct an SLR with the goal of identifying, catego-
rizing, and systematically comparing current papers focusing on IoT in healthcare [23,24].
HIoT works are presented, systematically identified, and taxonomically classified in this
study. As a result, we will be able to analyze the constraints and potentials of the current
papers in a more comprehensive manner. This study offers a thorough analysis of recent
studies on practical methodologies, tools, and approaches in HIoT. In order to assess the
necessity of upgrading HIoT systems and to introduce unresolved issues and upcoming
trends, prior research is therefore chosen, collocated, and contrasted.

This article examines the existing study approaches, methodology, best practices, and
experiences in HIoT.

The articles selected for the SLR are based on an automated search in top databases
such as Google Scholar, ScienceDirect, etc., based on relevant keywords such as healthcare
IoT, medical diagnostic systems, smart healthcare, IoT in healthcare, etc. Further, inclusion–
exclusion criteria are applied to the selected articles. The inclusion criteria are as follows:

• Studies that define the use of IoT in healthcare;
• Studies made by researchers and professionals;
• Peer-reviewed articles;
• Articles published in English.

Only one exclusion criterion is considered: studies published in journals. The rationale
behind this exclusion criterion is that textbooks, white papers, dissertations, and editorial
notes were omitted, as research scholars and professionals frequently collect information
and publish new studies. The articles considered are from familiar publishers such as
Elsevier, IEEE, Springer, MDPI, Taylor & Francis, Wiley, etc. This SLR also shows how
quickly IoT research is developing, and how important it is for healthcare systems. In the
examples listed below, the results of this SLR are impressive.

• IoT and contemporary healthcare researchers want to analyze the related investigations;
• Medical professionals are interested in applying modern methods, approaches, strate-

gies, and technologies while working within the constraints of HIoT systems.

The remainder of this SLR is structured as follows: The background is presented in
Section 2, and Section 3 provides an explanation of the pertinent literature reviews on HIoT.
Section 4 discusses the research methodology in several ways. Section 5 presents the results
and discussions. Section 6 also addresses unresolved issues and potential developments.
Section 7 contains the conclusion and the scope for future research.

2. Background

IoT and healthcare are briefly defined in this section. An introduction to IoT and
healthcare is given first. Then, a description of HIoT’s layered architecture follows. Finally,
the main metrics used in this study are described.

2.1. Internet of Things

Ashton et al. defined the phrase “Internet of Things” for the first time in the context of
supply management [25]. Now, several IoT concepts are possible, including addressing
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devices on a network and ensuring that they are uniquely identified. These devices
communicate with computers to transpose data and extract critical information that allows
them to dispense suitable services more effectively. In other words, the IoT is a collection
of numerous hardware components, such as different types of sensors and actuators, that
connect to and communicate with one another online.

A typical IoT ecosystem also contains cloud interfaces, complicated algorithms, sen-
sors, communication interfaces, and privacy-protecting algorithms. Data collection from a
range of devices is the responsibility of sensors. Network and communication infrastruc-
tures are also dispensed by RFID and WSN technologies, and sophisticated algorithms
are used to process and handle data. Users can ingress various services at once thanks to
the cloud environment’s capacity for numerous client/server requests. Fog computing
addresses these problems and enables instantaneous analysis and rapid decision-making
near users by eliminating latency, dependability, resource constraints, and other problems
associated with cloud computing.

Moreover, IoT ecosystems feature communication interfaces, sensors, sophisticated
algorithms, and cloud interfaces [26,27]. Data collection from a range of devices is the
responsibility of sensors. Network and communication infrastructures are also dispensed
by RFID and WSN technologies, and sophisticated algorithms are used to process and
handle data. Due to problems with latency, dependability, resource constraints, and other
aspects of cloud computing, fog computing was created to circumvent these problems and
execute the same applications anywhere near users with instantaneous analysis and swift
decision-making capabilities [28].

Although IoT has advanced dramatically, it is still in its nascent stages. There are
numerous study concerns such as standardisation, device heterogeneity, scalability, secu-
rity, and privacy [29,30]. A unique issue in this industry is the interoperability of smart
devices, which enables the integration of diverse devices and multi-vendor systems.
Furthermore, a key element of IoT is the low-cost interoperability of smart objects, which
will soon enable clients to continue working with numerous providers [31–33]. IoT can
also help lessen construction costs, simplify organizational infrastructure challenges,
and support diverse infrastructure.

Nowadays, the IoT paradigm encompasses a wide range of applications such as
transportation, smart cities, monitoring, healthcare, and so on [34,35]. Despite the variety of
IoT devices, it is simple to link, collect, and compare data in IoT applications like smart cities
and smart homes in order to adjust to people’s needs. The adoption of the IoT paradigm,
for instance, has the potential to revolutionize sanitary systems in the healthcare sector [36].
It can be useful for telemonitoring in the hospital, as well as at home for elderly people with
chronic conditions [37,38]. The application of this technology will help healthcare systems
in the future to dispense high-quality care at low hospitalisation costs, with diminished
response times in detecting anomalies and longer life spans.

2.2. Healthcare

As well as other factors related to the pandemic, such as high prices, long distances,
and quarantine requirements, the world is currently shaped by epidemics and infectious
diseases spreading more widely, including COVID-19. Many elderly and disabled
people suffer from chronic diseases, so it is difficult, if not impossible, for them to
go to medical centres [39]. A practical, comprehensive, computer-aided technology is
therefore essential to offer patients long-term care and remote medical monitoring while
minimizing financial burden.

Through the analysis of large amounts of data, IoT has revolutionized sanitary systems,
turning them into intelligent and predictive systems. IoT devices have been connected to
record patients’ physiological data instantaneously, including blood glucose levels, tem-
perature monitors, and other crucial information. Patients will benefit from novel medical
services, including early diagnosis and continuous monitoring of serious diseases [40,41].
The IoT has several applications in the field of health care, including remote clinical monitor-
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ing, assisted living, chronic disease management, and preventative treatment. In addition,
there are a number of IoT applications in healthcare, including home healthcare, mobile
health, and e-healthcare.

As a result, IoT technology has allowed healthcare processes to be managed smartly,
and self-care is possible. To prevent pharmaceutical errors and human error, some events
can be identified, such as seizures, falls due to Parkinson’s disease, stroke rehabilitation,
neurologic monitoring, and heart monitoring [42–44]. However, further hurdles remain
to be overcome in order to produce successful and safe healthcare applications [45,46].
Numerous security protocols are available today to preserve data from assaults and threats.

The perception layer, networking layer, middleware layer, and application layer make
up the HIoT system’s prominent basic four-layered architecture. The following are the
explanations of the layers.

1. Perception Layer: At the bottom of the hierarchy, we have this layer, which we may
refer to as ’hardware’ or ’physical’. By collecting and signalling data, this layer
prepares data for transmission to the network layer.

2. Network Layer: In this layer, all smart devices are connected, and health data can
be exchanged among them. The cutting-edge technologies used by this layer allow
patients to securely transmit and receive health data from the base station.

3. Middleware Layer: In this layer, services are dispensed with names and addresses as-
sociated with requests. Non-homogeneous items can be used with HIoT applications
without requiring peculiar equipment platforms. Health data are collected from the
network layer and cached here.

4. Application Layer: Data from other layers are analyzed and combined in this layer
to dispense healthcare services. Healthcare services can be dispensed at this layer
to meet the needs of patients. In this layer, graphs, business models, and flowcharts
that control all activities and healthcare services can be produced. HIoT systems
cannot succeed without technological innovations, business models, and appropriate
business models.

An IoT-based healthcare system known as HIoT also consists of three key phases of
a workflow, namely data creation, data processing, and information consumption. The
phases mentioned are described as follows.

(1) Data generation: The process of generating the required data involves using a variety
of sensors, medical devices, and even direct data entry by patients or other involved
healthcare teams. The perception layer is used for this phase, while the network layer
is used to transpose the data collected.

(2) Data processing: In the data processing stage, collected data are analysed using well-
known mechanisms including machine learning techniques and data analysis tools.
Through the middleware layer, this stage is completed.

(3) Information consuming: In the information consumption phase, any decisions that
medical teams must make on behalf of patients can be made utilizing the outputs
and analytics from the data processing phase. This analytical information can even
be used to activate the actuators. The application and business layers are used for
this phase.

For greater understanding, the aforementioned processes are depicted in Figure 1 in a
layered IoT architecture of a healthcare ecosystem. Wearable sensors are used to gather
the user’s vital signs, as seen in this picture. An infrared link is then used to transmit the
data to the smartphone. Finally, the data are communicated from the mobile device to
the server across a network, such as an advanced fifth-generation network. By pressing a
button, the database server receives information from sensors or the patient’s details in an
instantaneous way [47].
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Other information is gathered from healthcare facilities and stored in the database,
such as physician opinions and medical analytics. The intuitive engine of the system
then studies the data that have been stored in the database to determine whether any
aberrant data have occurred. An alarm is transmitted to the patient or doctor when the
system recognizes an abnormal situation, and the patient is admitted to the hospital if the
alarm is accepted. As a consequence of recent improvements in healthcare systems and
digital communications, it is now feasible to connect to remote healthcare services from any
location, providing patients with the greatest options for personalized healthcare services.

2.3. Criteria for Evaluating HIoT Approaches

The criteria used to evaluate the suggested HIoT techniques are described in this
section.

(1) Security and Privacy: Smart healthcare systems must prioritise security and privacy
in order to protect health data against attacks such as side-channel attacks, physical at-
tacks, and malicious attacks, as well as to maintain privacy and prevent unauthorised
ingress to health data.

(2) Accuracy: Accuracy is essential for healthcare system carers. Depending on how the
system is used, accuracy in healthcare IoT systems refers to how accurately the data
collected reflect the patient’s condition, how accurate the data used in the computation
were, and how accurately the decision was made.

(3) Performance: Healthcare providers must perform well in order to obtain precise
data, process the data, and offer services quickly. This parameter is a combination of
efficiency, load balancing, resource utilization, overhead, and computing time, as well
as network quality of service (QoS) factors including throughput, latency, delivery
rate, mean time between failures, and bandwidth usage.

(4) Time: The time it takes for consumers to receive service after making a request is
described by this parameter. The concept of time encompasses calculation time,
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average response time, execution time (run-time), and latency (as the time lag in
healthcare systems).

(5) Cost: This refers to the overall expense a patient who requests healthcare services
may incur to receive the best care possible. The cost of computation, communication,
data storage, and the upkeep of the desired service are all included.

(6) Energy: Energy conservation is crucial for device and network survival, since HIoT
devices lack resources and are powered with meagre energy resources. Additionally,
when there are more HIoT devices linked to the network, the network’s energy usage
grows as well. On the other hand, more energy use results in higher operating
expenses, more carbon dioxide produced, and a shorter network lifetime.

(7) Interoperability: Interoperability refers to the capability of more than two HIoT
systems to communicate and exchange information in a dependable, consistent, and
efficient manner, use the information exchanged, and share resources. More than
one medical informatics system, for example, may be necessary. The capacity to
successfully grasp data across organizational or system boundaries is referred to as
data interoperability. HIoT systems require the usage of standardized communication
as well as a number of other interoperability-supporting technologies.

(8) Scalability: This refers to the capability of the system to extend and build an IoT-based
healthcare methodology as service needs and expectations grow. These capabilities
can be leveraged to create smart devices, new operations that act as user service
nodes, and network infrastructures, while not adjusting the quality or effectiveness
of healthcare services. Extending the system requires either the addition of new
hardware or services or improvement of the operation of current hardware or services.

(9) Reliability: The capacity of a system to carry out its necessary functions under
pre-determined circumstances and at a predetermined time. A healthcare system
based on IoT is said to be reliable if it can provide requested services to patients in
most conditions.

Research question 1 has been addressed in this section through our discussion of the
layered architecture of healthcare IoT and steps to evaluate different HIoT approaches.

3. Related Works

IoT healthcare systems developed from clinic-based systems to customer-based sys-
tems were discussed by Farahani et al. [48]. A multi-layer IoT healthcare architecture with
device, fog, and cloud layers has also been created to transform traditional healthcare
systems into intuitive healthcare systems. Important products and services, on the other
hand, were discussed, including mobile health, anomaly detection, early warning scores,
ambient assisted living, and two real-world case studies involving smart eyewear for covert
continuous heart rate monitoring and smart gloves in IoT for Parkinson’s disease. Some of
the difficulties and constraints of this market are data management, scalability, security,
privacy, interoperability, and standardization. However, it should be highlighted that this
study was not carried out methodically, and did not take into account the years covered by
the evaluated publications, the taxonomy, the articles chosen, or future research.

Cloud IoT-health, a paradigm for cloud computing with the IoT, was introduced
by Darwish et al. [49]. Before introducing the IoT and cloud computing as brand-new
technologies for use in healthcare systems, the authors of this paper dispensed a full
overview of their histories and current applications in healthcare systems. Then, particu-
lar challenges and issues within this spectrum were identified, including standardization,
storage, scalability, and adaptability. Despite offering sufficient arguments, this evalua-
tion was not systematic, the process for selecting the papers was murky, no taxonomy
was supplied for the chosen studies, and the analyzed publications’ covered years were
not specified.

A study on advanced IoT that offers individualized healthcare solutions was presented
by Qi et al. [50]. A four-layer design with levels for sensors, networks, data processing,
and applications was developed for this inquiry, and the technology employed in each of
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these tiers was fully explained. The authors also discussed the challenges of encouraging
researchers to conduct fresh research. The structuring of this survey, however, was lacking,
and it was not evident how the papers were picked. The papers under consideration did not
cover any certain years, and no taxonomy of the publications under study was dispensed.

Qi et al. developed their idea into four layers using an IoT layer-based method
and proposed a physical activity recognition and monitoring architecture. Emerging
tendencies were also described for researchers [51]. However, this review was not carried
out methodically, despite the article’s title. Additionally, there was no special method
of choosing the researched articles or any sort of classification to dispense readers with
a clear picture. Additionally, articles published in 2019 and 2020 were not taken into
account. Additionally, Dhanvijay and Patil dispensed a survey that examined the most
significant recent technological advancements and how they may be used in IoT healthcare
systems [52]. They focused particularly on WBAN and its security features.

In today’s real-time applications, QoS and quality of experience (QoE) play a vital
role. HIoT service systems are related to various types of quality indicators which can be
qualitative/quantitative, discrete/continuous, etc. There are recent studies that propose
an overall model normalization for the adequate prediction and presentation of QoS/QoE
in telecommunication systems that are used for better quality estimation. The overall
normalization of the quality models is an important step to adequately estimate the quality
in use, which cannot be assessed due to the differences between the various software
products [53–55]. Silva et al. proposed a QoE model for providing context-aware electronic
healthcare services. This model improved the user experience by producing better quality in
the provision of healthcare services [56]. Narralla et al. surveyed QoE in mobile healthcare.
They explored the role of 6G technology in order to enhance both QoS and QoE. They
concluded that not only is QoS sufficient in healthcare, but QoE is also needed in the
modern healthcare environment [57].

Additionally, a classification based on technology was used to give researchers a
clearer picture. Additionally, a few obstacles to developing this subject in future works
have been addressed. However, this inquiry was not methodical, the selection of the papers
was not precise, and no reference was made to the years that the papers were covered.
Research question 2 has been addressed in this section. Table 1 tabulates the pros and cons
of existing HIoT systems. In most of the works, security is a major issue.

Table 1. Pros and cons of existing HIoT systems.

References Advantages Disadvantages

[20]/2020 Efficient in terms of energy and battery Lack of interoperability techniques and methods

[11]/2021 Fewer maintenance costs and duplicate patient entries Failed to identify errors in a timely manner

[23]/2021 High efficiency Lack of data collection and statistical analysis code

[24]/2021 Improved decision-making skills Not suitable for real-time deployment

[8]/2022 Security solution for managing and tracking IoMT devices Restriction imposed on execution in a real network

[26]/2022 High utilization of resources Lack of service quality

[32]/2022 Scalable Lack of data for model construction

[40]/2022 Reliable approach Not resistant to future attacks

[57]/2023 High reliability and accuracy Not tested for deployment in real time

4. Research Methodology

It is impossible to read through the pertinent reports on evidence-based practices.
To support this practise, experts must assemble research. The purpose of the thorough
review is to locate, assess, and evaluate all reports that are currently available for a specific
research question or subject area. The SLR is performed based on the following phases:

• Planning and conducting
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• Reviewing process
• Inclusion and exclusion
• Quality assessment

4.1. Plan and Conduct

The choice of the report was completed in three stages, including: Stage 1: automated
search; Stage 2: article selection; and Stage 3: publication and related analysis.

Using specific keywords like healthcare IoT, medical IoT, smart healthcare, etc., in
Stage 1, we used Emerald, Google Scholar, ABI/Inform Global ProQuest, and ScienceDi-
rect as major search engines to find related papers. Thus, the search method is used to
automatically find 72 papers from books, magazines, and conferences. In Stage 2, a quality
evaluation checklist was created to evaluate only original publications published between
2015 and 2023 in peer-reviewed journals. In Stage 3, researchers examined the selected
publications to determine their applicability.

4.2. Review Process

The review process is performed based on certain inquiries. The following inquiries
are on the checklist:

• Will the study make the review procedure very clear?
• Is the analysis approach appropriate for the topic under consideration?
• Was the research evaluation carried out correctly?

‘Yes’ is entered if the analysis satisfies the assessment requirements.
The main search is performed using first-level keywords such as IoT, healthcare, smart

health, IoMT, etc. Further, an extended search has been performed.

4.3. Inclusion and Exclusion Criteria

The publishing year, topic approach, and journal rating are the primary issues in each
paper that need to be included or excluded. Table 2 lists the exclusion–inclusion criteria for
the HIoT analysis.

Table 2. Review of the exclusion–inclusion standards.

Criterion Rationale

Inclusion 1. Research that outlined the
healthcare IoT explicitly

Articles that directly offered IoT-based medical
management systems are sought, since this inquiry
intends to determine how IoT affects those systems

Inclusion 2. Studies conducted by
academics or professionals

This study has implications for both commercial
and educational strategies

Inclusion 3. Published studies in the field of
healthcare IoT Healthcare IoT serves as the reference domain

Inclusion 4. A paper subjected to
peer-review

A peer-reviewed article guarantees a particular
level of consistency and has a reasonable amount
of substance

Inclusion 5. A report written in English For reasons of viability, articles published in
languages other than English are excluded

Exclusion 1. Research that is exclusively
published in journals

Since academics and professionals use journals
more regularly to gather data and disseminate new
research, conference articles, books, unpublished
working papers, master’s and doctorate
dissertations, and editorial notes were excluded

4.4. Quality Assessment

Finally, the quality of the papers was assessed and included for review. The chosen
papers were optimised using three criteria, viz., monitoring of HIoT system, patient infor-
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mation analysis, and security architectures. After filters were applied, five well-known
publishers and articles pertinent to healthcare IoT were chosen, leaving 36 papers out.
Finally, 36 papers were collected and examined. The study’s selection was one that has
undoubtedly looked into the design and deployment of healthcare IoT systems; has clearly
and concisely stated their suggested process; and has detailed some thought-out param-
eters. Figure 2 depicts the methodology used to categorize the papers. The scanning
technique produced 36 related papers for additional investigation (30 research articles and
6 review articles).
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Research question 4 is addressed as follows. Sensor-based, resource-based, communication-
based, application-based, and security-based techniques are the five divisions in the taxon-
omy of IoT-based healthcare technologies. The taxonomy of IoT-based healthcare strategies
is shown in Figure 3.

4.5. Sensor-Based Approaches

A review of the publications revealed that some publications associated with HIoT
focused on wearable sensors and environmental sensors, and could be categorized accordingly.

4.5.1. Wearable Sensors

According to Ray et al. [58], galvanic skin response data are amplified, gathered,
and analysed in smart e-healthcare apps to identify an individual’s level of human
physiological activity. Furthermore, users’ cell phones display the collected data with
low power consumption. However, there was a lack of regard for security and privacy
concerns. Bhatia and Sood proposed an intuitive healthcare system that can provide
pervasive healthcare along with workouts by assessing instantaneous health conditions
acquired from gyms across wristbands and anticipating health status deficiencies using
artificial neural networks [59]. The test results confirmed the great performance and
efficiency of the suggested system.
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4.5.2. Environmental Sensors

Vilela et al. proposed a fog-assisted health monitoring system for instantaneous
applications, and they demonstrated the system’s high performance and security using a
hospital [60]. However, a major obstacle in this investigation was the interoperability of
diverse devices. Ray et al. prototyped a non-invasive, low-power, and economically viable
sensor system to detect intravenous fluid bag levels instantaneously for use in e-healthcare
applications [61]. Carers may utilize this tool to monitor intravenous fluid bag status online,
and estimate when bags will run out of fluid.

4.6. Resource-Based Approaches

As a consequence of the variability in available resources, resource limits, and the
dynamic and unexpected character of the HIoT environment, resource management diffi-
culties must be considered among the most difficult.

4.6.1. Scheduling

Ray et al. looked into three potential uses for IoT that could take advantage of in-
stantaneous impacts [58]. The researchers also created a context-sensible fog computing-
based architecture for time-critical applications, as well as a delay-tolerant technique for
dynamically distributing different workloads to resources. In order to balance the load
from healthcare systems to fog and cloud nodes, Abdelmoneem et al. proposed a dynam-
ically distributed scheduling and allocation technique based on patient movement [4].

4.6.2. Resource Allocation

Asif et al. demonstrated an instantaneous HIoT framework with software-defined
networks (SDN) and connection flexibility [62]. This paradigm also placed a heavy em-
phasis on allocating resources as efficiently as feasible. This system offers strong QoS,
small packet loss and small end-to-end latency, according to the simulation. However, the
system is overly complex and lacks proper security. Kavitha and Sharma demonstrated
how ant colony optimisation (ACO) may effectively use cloud resources and speed up
response times in life-critical healthcare applications by replacing ACO with a traditional
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first-come first-served virtual machine allocation technique [63]. Stefanova et al. proposed
a telehealth service that is modelled with generalized nets. This model was used to track the
changes in the health status of patients. In this model, telecommunications and navigation
technologies were used to monitor both active and mobile patients. The model used the
current location of the patient as one of the vital variables [64].

4.6.3. Offloading

Using the reinforcement learning technique, Min et al. introduced a privacy-aware
system to assist IoT healthcare equipment in protecting privacy [65]. In fact, this technique
aids HIoT devices in choosing the offloading rate, boosts computing efficiency, lowers
latency, safeguards user privacy, and conserves energy. Wang and Li used the in-network
caching and request accumulation capabilities of fog computing to minimize the latency of
retrieving patient data by approximately 28.5% [66].

4.6.4. Load Balancing

He et al. developed a provident hierarchical fog-cloud computing architecture for
sophisticated event filtering to address the entanglement of tailored services in massive
healthcare applications [67]. The load-balancing technique for fog computing was devised
utilizing graph partitioning theory. The efficacy, instantaneous detection, minimum latency,
and redundancy of this approach were all demonstrated. Bharathi et al. suggested an
energy-efficient sensor clustering method for selecting cluster heads [68]. They made an
effort to optimize factors including energy usage, sensitivity, specificity, accuracy, and
F-score.

4.6.5. Provisioning

Kumar and Silambarasan presented artificial bee colony (ABC) optimization, cuckoo
search optimization, and particle swarm optimization as three resource optimization strate-
gies for scheduling resources for virtual machines in a cloud system [69]. The ABC was
more effective than the other two approaches, according to the simulation data.

4.7. Communication-Based Approaches

The methods based on communication fall under the next classification category. This
section discusses technological and algorithmic methods for managing communications
through communication infrastructures.

4.7.1. Technological

A smart hospital system based on IoT, according to Caribinucci et al., provides auto-
matic instantaneous observation of patients, workers, and biomedical devices in nursing
institutions and hospitals for emergencies by merging several technologies such as smart
mobile, RFID, and WSN [70]. Catherwood et al. introduced a LoRa/Bluetooth-enabled
electronic reader and an IoT-based analyzer for customized monitoring with good coverage,
mobility, and ease of installation [71].

4.7.2. Algorithmic

Qiu et al. [72] demonstrated a self-retrievable time synchronization system with a high
level of balanced energy utilization and accuracy for IoT sensor networks. Almobaideen
et al. [73] devised a method for choosing a route based on the proximity of medical
facilities, as well as the quickest route for visitors with certain health issues and continuous
monitoring in crises. To operate personal healthcare devices, Woo et al. use a fault-tolerant
M2M-based IoT system with substitute copies [74].

4.8. Application-Based Approaches

Systems based on application-based approaches typically dispense one or more of the
following services. A medical IoT-based system also encompasses resource management,



Appl. Sci. 2023, 13, 12135 13 of 22

communication infrastructure, and sensors to dispense patient, caregiver, and user services.
This segment of the application-based category includes two subcategories: monitoring
systems and recommender systems.

4.8.1. Monitoring

Sood and Mahajan presented a healthcare monitoring technique based on IoT and fog
for the treatment of hypertension. This healthcare monitoring technique was contrasted
with cloud computing technology to demonstrate its high precision in reaction time, low
latency, and good bandwidth efficiency [75]. Furthermore, an artificial neural network was
used for predicting the severity of hypertension. As reported by Verma et al., their smart
tracking student interactive healthcare system measures symptoms of aquatic illness for the
purpose of identifying certain diseases using machine learning techniques based on k-cross
validation [76]. Based on the simulation, it was shown that the suggested methodology
performed better in terms of quick responses and accuracy.

4.8.2. Recommendation

Ullah et al. created a large data model with semantic interoperability for diverse IoT
devices in order to collect users’ sickness symptoms and propose medications with undesir-
able effects [77]. Ali et al. created a long-term care healthcare system based on IoT to collect
patient risk indicators and diabetes drugs [78]. They also demonstrated a successful fuzzy
ontology-based recommendation system which is based on a decision-making approach.
Additionally, this system guards against unauthorized ingress to patient data. To validate
this system, the performance, prediction accuracy, and suggestion precision were assessed.

4.9. Security-Based Approaches

The final category, security-based approaches, addresses aspects of a secure HIoT
system such as privacy, access control, secrecy, and trust in order to provide QoS in HIoT.

4.9.1. Privacy

To ensure privacy, data integrity, and authentication, Boussada et al. proposed
a privacy-preserving HIoT technique with a featherlight identity-based encryption
algorithm [79]. The results of the experiments proved the technique’s efficacy, privacy
preservation, and diminished transmission time. Elmisery and colleagues created a
seclusion-based fog middleware for HIoT that validated the proposed cloud-based
healthcare service. Game theory, according to the authors, was essential for this model
to have superior HIoT device groupings [80].

4.9.2. Access Control

Pal et al. developed a policy-based ingress control system to restrict unauthorized
access to HIoT’s limited resources [81]. Furthermore, to improve reaction time, the authors
adopted a distributed architecture. Yang et al. demonstrated an HIoT-based system with
self-flexible ingress control for authorized users in both normal and emergency situations.
According to simulation data [82], the system surpassed the existing systems in terms of
computational cost and efficiency.

4.9.3. Confidentiality

Kaw et al. designed a secure architecture that leverages information hiding in
encrypted graphics in which the clients’ data are protected and prevented from unau-
thorized access [83]. This project decreased computer costs as well as security concerns.
A guided alternative quantum walk based on image encryption was introduced by
El-Latif et al. to secure healthcare images in IoT from eavesdropping [84]. Simulation
and numerical analysis were used to illustrate the system’s effectiveness and security.
To solve resource limits while still meeting storage, security, and privacy requirements,
the authors developed a hybrid IoT-fog-cloud system that distributes fog between IoT
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devices and the cloud [85]. Additionally, the system combined fine-grained ingress
control with keyword-searchable encryption.

4.9.4. Trust

Manogaran et al. proposed the design of HIoT approaches within body-area sensor
networks (BSN) to reserve, analyze, and assess huge amounts of data, with a focus on
security [86]. Additionally, a map reduce-based prediction model was employed in this
architecture to forecast heart disorders. The BSN-Care security and privacy framework
was developed by Gope and Hwang to effectively meet the numerous security needs of
BSN-based healthcare systems [87].

5. Results and Discussions

Research question 3 is addressed in this section. In total, 36 publications have been
analyzed systematically to perform the review. The articles considered are from familiar
publishers such as Elsevier, IEEE, Springer, MDPI, Taylor & Francis, Wiley, etc. Around 30%
of the articles are from Elsevier, 24% are from Springer, 26% are from IEEE, and 20% are
from other publishers such as MDPI, Taylor & Francis, Emerald, IOP, etc. Figure 4 depicts
the percentage of publications from database sources. The publications demonstrate that
IoT holds a lot of promise for clinical settings and healthcare. IoT may also be applied
to medical applications that can save lives or enhance quality of life through monitoring
habits, tracking health-related metrics, assisting with independent living, regulating drug
use, etc. Internet-based patient systems have the potential to be helpful tools for public
health organisations to maximise their efficacy, similar to IoT healthcare solutions.
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Healthcare organisations supported by IoT operate with big data, which entails data-
handling techniques like data gathering, mining, and analysis. Greater threat might result
from attackers starting to alter data in order to give feedback to IoT devices. Risks linked
with IoT devices used in healthcare management systems include the lack of a strong
encryption strategy, a faultless access system, insufficient ability to protect personal privacy,
and issues with mobile device security.

We looked at and analysed the factors that influence IoT-based medical systems. The
attributes of IoT-based medical management systems are shown in Table 3. These factors’
effects could be advantageous or harmful. Additionally, some of the mentioned properties
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are reported indirectly. As a result, implicit qualities are identified and scored via a content
analysis of the chosen articles that have been discussed with respect to these attributes.

Table 3. Attributes of IoT-based healthcare systems.

Attributes Explanation

Response time The reaction time of a task is the amount of time that passes between when a
task is entered into the system and when it is completed.

Cost The cost of running or maintaining the IoT at a particular time.

Flexibility Flexibility is the ease with which IoT responds to unpredictability.

Scalability The ability of an IoT system to handle a growing number of subscribers is
referred to as scalability.

Security Security prevents unauthorised access to or misdirection of the services
provided by IoT devices’ hardware, software, or data.

Efficiency Efficiency is the ratio of productive labour to IoT resources, which translates to
the output-to-input ratio for a fog device.

Real-time

The medical system requires quick action. Real-time data production,
evaluation, and monitoring are crucial for tracking critical health issues,
keeping tabs on outbreaks and pathogens, and hastening the adoption of
remedies before the healthcare system becomes overburdened.

Overhead In addition to the immediate costs of providing an item or service, overhead
also refers to the ongoing costs of running a firm.

6. Open Concerns and Potential Developments

There are presently significant difficulties that must be solved in order to construct IoT-
based healthcare systems, but they have received little attention according to recent research
trends. After assessing the data acquired through this assessment as well as the expanding
requirements for deploying efficient HIoT approaches in the tangible world, we discovered
that open affairs, challenges, and upcoming directions in the HIoT sector may be split
into separate groups. Another key impediment to the development of IoT systems is the
shortfall of a real-world experimental set up environment for analysing their performance.
Unresolved issues in the computing environments in which HIoT systems are designed
and installed, such as fog computing, as well as some operational and technical issues, such
as power and resource management affairs relating to fog node storage and computing
capacity constraints, must be addressed. Multi-objective optimization and trust assurance
are two further unresolved difficulties in HIoT systems. Given the increased demand for
computer-aided approaches in the development of healthcare systems, a variety of HIoT
techniques, including IoNT, blockchain, etc., could be regarded as upcoming trends in the
healthcare field. The next section provides additional information on the aforementioned
obstacles, challenges, and trends.

6.1. Issues

Smart healthcare management based on IoT faces the following issues:

(1) Trust and Privacy: Trust and privacy management is a significant open problem
in IoT-based healthcare systems for data ingress and storage. Controlling access to
credentials, protecting the privacy of patients and service providers, and preventing
unauthorized access to any of these are all examples of trust. IoT-based systems for
the healthcare industry are developed based on the data collected by IoT devices.
As IoT devices are connected to the network, their susceptibility to data breaches
rises [43]. However, the analyzed studies show that only a few papers have properly
assessed this important parameter. As a result, trust and privacy are extremely
difficult to sustain, as open concerns. Reducing the risk of critical data being hacked
and improving data security is especially tough.
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(2) Power Management: Reduced energy usage, according to the reviewed literature,
is the key to minimizing high operational costs and large carbon emissions in HIoT
systems. Furthermore, a typical HIoT network is made up of tiny devices with limited
battery life. As a result, fundamental features such as data migration and systematic
standby control are critical to minimizing energy consumption while maintaining the
quality of smart healthcare services. As a result, low-power devices must be developed
in order to extend the life of HIoT systems and limit the likelihood of patients being
disconnected. As a result, another challenge for HIoT is power management [44].

(3) Fog Computing: Fog computing, which is location-aware and dependent on environ-
ment, context, and application needs, is an integral part of healthcare IoT. Furthermore,
low and predictable latency is required to deliver services to end users in emergency
situations, to save bandwidth, and save battery usage while essential data are de-
livered to the fog for processing and storing, and to diminish the volume of data
transposed to the cloud. More activities are required to fulfil the aforementioned needs
in HIoT systems, despite considerable advancements in this field. Fog computing is
therefore exceedingly difficult for researchers.

(4) Resource Management: HIoT nodes’ assignments are enormous despite their modest
computational and storage capacity. Therefore, in the HIoT context, managing and
effectively deploying smart healthcare equipment is essential. In general, resource
management might result in greater research and analysis. Furthermore, resource
management should successfully enact a wide range of services in order to make the
most use of existing resources and deliver relevant services in HIoT. This is owing to
smart gadgets’ mobility and relocation capabilities. Therefore, resource management
is another crucial unresolved topic in this study.

(5) Multi-objective Optimization: It is obvious that some QoS aspects of HIoT systems
were taken into account, while others were not. For instance, some algorithms only
take into account cost and delay, ignoring other considerations like reliability and
electricity. Therefore, an ideal mechanism that takes into account various aims to
make a tradeoff between various QoS parameters in HIoT systems may still be a work
in progress.

6.2. Challenges

The following are the challenges faced in IoT-based smart healthcare management:

(1) Scalability: In the healthcare system, scalability is crucial. This implies a system’s
ability to meet shifting demands and adapt to developments that will become more
significant in the future. According to the literature review, some of the suggested
methods for HIoT systems can work on a limited scale, and only a few nodes or
devices can vouch for their authenticity. Scalability is an important element. However,
it appears to be a challenge because the offered ways were generally applied in
confined contexts.

(2) Interoperability and Standardization: In the HIoT, interoperability is crucial for the
transposition of information and resources between patients and smart objects. Open-
source frameworks with reliable connections are the main obstacle to interoperability;
standards must be established so that horizontal platforms can be operable, pro-
grammable, and communicable, regardless of the model or the manufacturer, among
devices, operating systems, and applications. It is also important to acquire dynamic
and flexible architectures that are interoperable with large-scale IoT applications, and
to be able to interface with nonhomogeneous data centres and smart devices with
scalable architecture. The interoperability and standardization of HIoT systems are
the primary unresolved issues.

(3) Mobility: The literature has paid less attention to mobility as one of the biggest
obstacles in HIoT. When it comes to IoT healthcare systems, mobility means providing
patients with the ability to connect to the gateway whenever and wherever they
want. A mobile network improves the quality of service, makes information accessible
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no matter where users are, and makes the network fault-tolerant. It is essential in
the healthcare industry that mobility protocols are dependable so that packet losses,
network failures, and end-to-end delays are minimized. Therefore, mobility presents
an intriguing research problem.

(4) Real Testbed Environment: Only 24% of the examined research was carried out
in actual testbeds, while the rest was assessed using simulation tools. The HIoT
methodologies suggested in these studies should be enacted in real situations. To be
completely honest, all of the suggested methods need to be put to the test in actual
settings in order to determine whether or not they can deliver a system of healthcare
that is adequate. Real testbed implementation is difficult as a result.

6.3. Trends

The following are the trends in IoT-based smart healthcare management:

(1) Blockchain: Blockchain is a possible solution for the edge/IoT environment in the
future. Health data can be securely managed and analyzed using blockchain technol-
ogy. It is the greatest technology for the healthcare system because it cannot be altered
or deleted from blocks [8]. It may be that the Internet of edge-blocks can be used
to help the current edge-IoT environment handle decentralized end-user requests
transparently and autonomously. Furthermore, it is a permanent, clear consensus
system that relies on peer-to-peer and distributed communication rather than cen-
tralised authority; it is also an immutable, clear consensus protocol. Due to the fact
that researchers have not given this issue much consideration, blockchain in HIoT
may prove to be an important future development.

(2) Tactile Internet: The term Tactile Internet (TI) refers to the concept of sensory connect-
edness on the Internet [6]. In a digital environment, it develops perception skills by
reproducing stimuli and senses using standardized communication among devices.
Researchers are looking into TI-based applications in the areas of healthcare and
robotics in particular as a result of the emergence of 5G communications technol-
ogy. TI can be used in a variety of ways in healthcare, including Parkinson’s disease
tremor suppression, remote surgery, interactive medical training, trauma rehabilita-
tion, and virtual and augmented reality. As a result, TI applications offer some HIoT
possibilities that could present worthwhile research opportunities in the future.

(3) Software-Defined Networks/Network Function Virtualization: Support for software-
defined networks (SDN) in IoT systems helps improve IoT administration due to
resource constraints. The integration of IoT and network function virtualization (NFV)
allows for the rapid creation, administration, and deployment of novel applicant-
based services. Future research in this exciting area will aid in meeting the QoS needs
of HIoT [44].

(4) Online Social Networks: In the digital era, online social networks can serve as a reliable
platform link between healthcare providers and healthcare consumers at any time and
in any place. Through this paradigm, remote healthcare providers can share health
data with their patients through computationally and strongly resource-rich social
networks. Social network nodes include friendship, employment, shared interests,
knowledge, status, and other nodes that can be collocated to exchange information,
knowledge, or financial assistance. This HIoT paradigm is a whole new arena for
predicting a patient’s health status, and it offers numerous research opportunities.

(5) Big Data Analytics: Modern smart healthcare solutions are built upon IoT big data
analytics. Consequently, the development of contemporary medical telematics and
informatics, including illness diagnosis, remote and instantaneous health monitoring,
preventative systems, and emergency and alerting systems, is attributable to the
convergence of big data analytics and the Internet of Things [46]. Combined with a
complex background of other health-related information, data collected from diverse
devices in IoT environments contains a great deal of long-term information about
users’ personal lives. In order to generate intelligence for the creation of policies and



Appl. Sci. 2023, 13, 12135 18 of 22

more informed clinical decision making, it is important to investigate how to explore
all of this huge data under IoT systems. However, this topic has not received much
attention among all the investigations. In IoT-based healthcare systems, big data
analytics are therefore needed for further research.

(6) Service Quality: Applications using instantaneous HIoT have recently been developed.
QoS concerns revolve around HIoT data’s quality and timeliness for supporting
decisions. The timely collection, analysis, transposition, and use of data generated by
healthcare sensors is essential; however, there are times when the pertinent data are
not instantly accessible, which seems to be an issue for HIoT systems. The diversity,
volume, and speed of the instantaneous data produced by IoT devices creates a
significant barrier for data analysis. The immediate and life-critical nature of medical
wearable systems necessitates a high standard of service quality. There are significant
gaps in a variety of areas, including the instantaneous monitoring of patients, the
collection of data, and decision-making support based on QoS. It goes without saying
that the QoS must be the foundation for overcoming these difficulties [45].

(7) Internet of Nano Things: Nanorobots, precision medicine, minimally invasive surgery,
nanosensors, and nanorobot swarms for inaccessible human body parts are some of
the applications of the IoNT. Nanorobots can deliver medications to certain organs
with extreme precision. Furthermore, as a possible future avenue in sensing and
precision medicine, the IoNT is driving a nanoscale network revolution.

Table 4 is a reference mapping table for the issues, challenges, and trends of the current
study. Research questions 5 and 6 have been addressed in this section.

Table 4. Mapping reference table.

Issues

Trust and privacy [6,7,24,27,79]

Power management [44]

Fog computing [4,11,26,48]

Resource management [81]

Multi-objective optimization [24]

Challenges

Scalability [67]

Interoperability and standardization [77]

Mobility [4]

Real testbed environment [58,61]

Trends

Blockchain [6–8,19]

Tactile internet [6,31]

Software-defined networks [44]

Online social networks [10,22,56,71]

Big data analytics [23,27,52]

Service quality [45,66]

Internet of Nano Things [87]

7. Conclusions

Growing IoT adoption has the possibility to fundamentally alter how healthcare
services are used in clinical settings as well as at home. The IoT can improve medical
service maintenance, which will significantly improve the quality of medical equipment
and increase equipment compatibility. The vital position, immense significance, and
complex convergent nature of IoT also give medical organizations and sectors a substantial
opportunity to grow their businesses and sales using comparatively novel strategies. New
functional standards state that IoT requires a sophisticated safety infrastructure. The
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adoption of contemporary IoT technology in healthcare has been encouraged by this
research. As a result, the literature on IoT-based medical management system mechanisms
has been thoroughly analyzed for this study. The authors have carried out their research
with the selected papers, and all the six research questions have been addressed. The
research revealed that a number of studies sought to improve security, cost, real-time, and
efficiency. Additionally, the results showed that governments may benefit from IoT to
improve commercial and societal ties and general wellness. As a result, the inventions in
this research may be used to implement a landscape of IoT-based medical management
systems and offer some strategies for the implementation of the next innovative generation
of IoT-based health technologies.

The current paper did have some drawbacks. One was our exploration of Emerald,
ABI/Inform Global ProQuest, Google Scholar, and Science Direct. Examples of related
articles may be found in other scholarly magazines. Additionally, the publishers removed
any works written in languages other than English. Even so, there might be a wealth of
other research of a similar nature in different languages.

Future researchers interested in IoT technology in medical management procedures
will benefit in certain ways from these results. This review aids in identifying the IoT
requirements of healthcare and related industries. It is conceivable that carers and medical
professionals may use it to provide pervasive and assistive healthcare. Therefore, there is a
bright future for the development of IoT-based smart healthcare. This is a unique piece of
research motivated by recent developments in IoT-based medical technologies.
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