friried applied
e sciences

Article

Dynamic and Energy Efficient Cache Scheduling Framework
for IoMT over ICN

Abdullah Alourani 1@, Muhammad Sardaraz 2, Muhammad Tahir >*© and Muhammad Saud Khan 3

check for
updates

Citation: Alourani, A.; Sardaraz, M.;
Tahir, M.; Khan, M.S. Dynamic and
Energy Efficient Cache Scheduling
Framework for IoMT over ICN. Appl.
Sci. 2023, 13,11840. https://doi.org/
10.3390/app132111840

Academic Editors: Stefano Silvestri

and Francesco Gargiulo

Received: 12 October 2023
Revised: 25 October 2023
Accepted: 27 October 2023
Published: 29 October 2023

Copyright: © 2023 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

Department of Management Information Systems and Production Management, College of Business and
Economics, Qassim University, P.O. Box 6640, Buraidah 51452, Saudi Arabia; ab.alourani@qu.edu.sa

2 Department of Computer Science, COMSATS University Islamabad, Attock Campus, Attock 43600, Pakistan
Department of Computer Science, Air University Aerospace and Aviation Campus, Kamra 43570, Pakistan
*  Correspondence: m_tahir@cuiatk.edu.pk

Abstract: The Internet of Medical Things (IoMT) is the network of medical devices, hardware
infrastructure, and software applications used to connect the healthcare information technology.
Massive traffic growth and user expectations cause challenges in the current exhausting models of
IoMT data. To reduce the IoMT traffic, Information Centric Network (ICN) is a suitable technique.
ICN uses persistent naming multicast communication that reduces the response time. ICN in IoMT
provides a promising feature to reduce the overhead due to the distribution of commonly accessed
contents. Some parameters such as energy consumption, communication cost, etc., influence the
performance of sensors in the IoMT network. Excessive and unbalanced energy consumption
degrades the network performance and lifetime. This article presents a framework called Dynamic
Cache Scheme (DCS) that implements energy-efficient cache scheduling in IoMT over ICN to reduce
network traffic. The proposed framework establishes a balance between the multi-hop traffic and
data item freshness. The technique improves the freshness of data; thus, updated data are provided
to the end-users via the effective utilization of caching in IoMT. The proposed framework is tested on
important parameters, i.e., cache-hit-ratio, stretch, and content retrieval latency. The results obtained
are compared with the state-of-the-art models. Results” analysis shows that the proposed framework
outperforms the compared models in terms of cache-hit-ratio, stretch, and content retrieval latency
by 59.42%, 32.66%, and 18.8%, respectively. In the future, it is intended to explore the applicability of
DCS in more scenarios and optimize further.
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1. Introduction

The Internet of Things (IoT) represents a network comprising interconnected devices,
namely actuators and sensors, designed to measure various environmental variables and ex-
ecute actions as per predefined directives [1]. Currently, there are billions of interconnected
IoT devices generating an extensive volume of data, which has a significant impact on
conventional Internet traffic patterns. The characteristics of IoT depict that anyone can be
connected to the network at any time through any path from anywhere [2]. The IoT sector
is presently experiencing remarkable growth and is capturing the attention of researchers
due to its rapid expansion into diverse domains, including smart retail, smart agriculture,
smart homes, smart health, and many others [3]. IoT devices collect and process data to
understand the environment and make efficient and accurate decisions to improve daily
life activities in different aspects [4]. IoT devices are considered resource-constrained in
terms of memory, computing, and battery power [5].

Information Centric Network (ICN) is an effective technique for IoT networks and pro-
vides independent location content names in-network caching, which gives ICN valuable
contribution to data dissemination [6]. ICN not only reduces the load on data producers but
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also overcomes delays via the concept of unique location [7]. ICN provides persistent nam-
ing multicast communication which reduces the response time and provides the concept
of cache to minimize the network traffic [8]. Massive traffic growth and user expectations
cause challenges in the current exhausting scheme of IoT data networks [9]. Millions of IoT
devices are connected over the Internet which poses challenges for researchers. Sometimes
many loT devices request the same data item concurrently. It is necessary to minimize
redundancy over the network and fetch fresh data items [10].

The number of IoT devices has increased significantly and a huge increase is expected
in the future. IoT needs certain parameters for better performance and efficient resource
utilization over the Internet [11]. One of the primary requirements of IoT is addressing
the content over the Internet via unique content name rather than by IP address [12]. The
content consumers and devices search for the content name instead of the IP address. If
data are cached between the content producer and the content consumer, then instead of
retrieving data items from the content producer (source node), data might be available in
intermediate nodes. Hence, overall load on the source nodes is minimized and the content
consumer can retrieve the data item directly from the caching node instead of the content
producer. In this way, content consumers can obtain the data without activating the source
node. If the IoT data item is cached properly between the intermediate nodes, the IoT
network can achieve the advantage in terms of energy efficiency and source node load, and
consumers will obtain fresh data quickly [13]. Connected devices often retrieve identical
content, such as health reports, while running various applications. This redundancy
contributes to network congestion and affects data freshness.

This article presents a framework for energy-efficient cache scheduling in the [oMT
network. The proposed framework uses a multi-hop traffic load and freshness of the data
items to achieve the desired goals. The key finding of this research is the Integration of
IoMT with ICN, which enhances energy-efficient cache scheduling, balanced data traffic
load, and data freshness. The proposed framework addresses the challenges associated
with growing IoMT traffic and outperforms existing models in key performance aspects.
The results obtained are compared with Tag-Based Caching Strategy (TCS) and Client-cache
(CC) strategy. Results” analysis shows that the proposed framework outperforms the other
methods on selected parameters. This research has the potential to significantly impact the
efficiency and sustainability of IoMT in the healthcare sector and offers a promising avenue
for future advancements and applications by a further exploration of DCS’s applicability
in diverse scenarios and its ongoing optimization. The rest of the paper is organized as
follows. Section 2 presents the related work followed by materials and methods in Section 3.
Section 4 presents an experimental evaluation with detailed results and discussion. Finally,
Section 5 concludes the article.

2. Related Work

IoMT comprises intelligent devices, including wearables and medical monitors that
are utilized in healthcare monitoring spanning personal use, homes, communities, clinics,
and hospitals. These devices enable real-time location tracking, telehealth services, and
various other functionalities. IoMT facilitates secure wireless communication among remote
devices via the Internet, enabling swift and adaptable medical data analysis. Its impact on
the healthcare industry is multifaceted, with significant benefits observed when deploying
IoMT in various contexts, whether in a home setting, on an individual’s body, within
communities, or even within hospital facilities to obtain the most current data [14,15].
IoMT consumers consistently seek the latest published data due to its frequent updates,
where IoT data are cached away from the network edge [16]. IoT devices are small and
the data collected from billions of devices is so large that it can disrupt regular network
traffic. Therefore, ICN can be used to enhance the network scalability of IoMT [17]. The
integration of ICN with IoT is more suitable as it results in reliable data transmission and
consumes less bandwidth as compared to IP-based network communication [18]. ICN
plays a vital role in ensuring content availability over the network and facilitating rapid
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content access [2]. Several techniques have been proposed to address cache scheduling
including the implementation of caching mechanisms with different objectives, such as
data size, data lifetime, sensing cache, time-based cache, and collaborative caching. Some
models utilize cloud computing to store medical data in cloud storage, where additional
operations like scheduling and resource utilization prediction are performed [19-22].

Tag-based Caching Strategy (TCS) uses tag filters for the matching and lookup of the
requested contents for dissemination to the target node [23]. In TCS, all network nodes
are linked with specific lists of tags to identify highly requested content. Tag filters are
generated from the tag list through a hash function to enhance content distribution. As the
network node receives a request from a user, the corresponding tag filter decides whether
to transmit the content cache to the intermediate location or not. In this caching strategy,
the tags linked with the required contents are checked by the tag filters inside the CS,
and all the tags are hashed and mapped in a counter to find the most requested content.
If a tag counter for specific content crosses the threshold, then the content is considered
popular. As a result, all the nodes check the tags to identify the content location and
decide whether the content that needs to be cached reaches the preferred location or not.
TCS appears to be a promising approach for improving content distribution efficiency in
networks. However, its complexity and resource requirements, as well as the need for
careful parameter tuning, are potential drawbacks that need to be carefully considered.
Another article [24] presents the Client Cache (CC) strategy in which the cached contents
inside the network nodes are observed and considered valid. The on-path caching approach
is selected to cache transmitted contents which eliminates the requirements to inform the
client which node is appropriate to cache the preferred content. Moreover, the number
of nodes is reduced to be aware of the most essential nodes in terms of content quality
and cache size. The main objective of CC is to extend the content validity, which is
examined as the requested content is found inside the cache. The content material is
considered valid if the lifetime within the publisher is higher than the lifetime of the
version within the cache. While selecting the requested content, a validity test is performed
to check the content inside the content publisher whenever a content material request
arrives at the neighborhood-caching node. They show that the combination of the two
proposed schemes results in a notable improvement in content validity at the expense of
a certain degradation in both server-hit and hop reduction ratios. However, it requires a
more extensive and in-depth analysis of the trade-offs and challenges associated with the
proposed solutions. Authors in [25] presented a secure and energy-efficient framework
using IoMT for E-healthcare (SEF-IoMT) and explored the growing popularity of IoT in the
healthcare sector. The proposed framework explored the need for an improved framework
to address issues related to energy consumption, communication costs, and data security.
The proposed framework reduces energy consumption and communication overhead in
IoMT. Comparative experimental results show the effectiveness of the proposed method in
comparison to existing methods. However, it lacks a transparent evaluation of metrics and
an in-depth analysis of its findings to validate its scientific contribution.

Another article [26] presents a secure and energy-efficient IoT model for e-health,
focusing on the secure transmission and retrieval of biomedical images over IoT networks.
The authors utilize compressive sensing and a five-dimensional hyper-chaotic map (FDHC)
for image encryption, addressing the challenge of hyper-parameter tuning in FDHC. The
encryption technique is image-sensitive, depending on the initial scrambled row and
column for permutation and diffusion operations. Experimental results indicate that the
proposed method outperforms existing image encryption techniques. Consequently, it is
considered suitable for securing communication in energy-efficient IoT networks. However,
a clear discussion of the hyper-parameter tuning problem, sensitivity to input images, and
the practicality of the proposed method is missing. The study presented in [27] addresses
a crucial issue in the field of healthcare IoT by emphasizing the need for data security
and energy efficiency. This study addresses the critical challenges of storing sensitive
medical data securely and preventing cyber threats in the rapidly growing IoMT network.
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The integration of homomorphic secret sharing and artificial intelligence to enhance the
maintainability of disease diagnosis systems and reinforce secure communication is highly
important. However, the analysis of the results shows the proposed model suffers from an
increased packet drop ratio and imbalanced energy consumption in the presence of high
network load among IoT nodes. Age-based cooperative caching is presented in [28] for the
efficient utilization of cache and routing in ICN. This framework is designed to minimize
heavy computation and communication between routers. The algorithm dynamically
updates the freshness of data in routers by pushing popular data over the network edges,
while less popular data reside away from the edges. The method can be considered efficient
for ICN, but these schemes work with special-purpose applications, i.e., P2P systems that
mostly benefit web applications like web caching and distributed file systems. However,
the evolving nature of ICN and how this approach might adapt to changing network
conditions and requirements has not been considered for the evaluation and validation of
the proposed model.

In another article, the authors [29] present a model that aims to balance between
multi-hop communication costs and the freshness of transient data items. IoT devices
create extra traffic load, and it is necessary to make caching decisions to minimize the
traffic. The short lifetime of IoT data items leads to extra complexity in handling caching
decisions. The cost function is used for data items generated at the source node to address
the issue. The results analysis shows that this model effectively describes the effect of
data transiency and accurately represents the benefits of a caching system, particularly
in terms of reducing network load, and especially for substantially requested data items.
However, practical implementation and scalability considerations, as well as addressing
security and privacy concerns, are essential for the successful deployment of in-network
caching solutions in IoT ecosystems, which has been not considered in this study. The
article [30] discusses the role of TCP/IP in the Internet of Vehicles (IoV) and its limitations,
such as weak scalability, low efficiency in dense environments, and unreliable addressing
in high mobility situations. It highlights the potential of NDN technology in addressing
these issues through content caching. It proposes a data caching scheme that considers
the spatial-temporal characteristics of different message categories in VNDN, including
emergency safety, traffic efficiency, and service messages. Experimental results show that
this scheme outperforms existing data caching protocols, improving the average hit rate,
hop count, and cache replacement times by approximately 50%. However, unreliable
addressing in high mobility circumstances, especially considering vehicular networks,
is challenging and involves vehicles moving at high speeds, which can lead to frequent
changes in network topology. Moreover, Content-centric networking can raise concerns
about data privacy and security. An analytical model is presented in [31] to balance the
trade-off between multi-hop communication costs and data item freshness. Transient data
caching decisions are used to ensure data freshness. This model is known as a pull-based
caching scheme, as the scheme considers the rate of incoming requests from the content
consumers and data item lifetime to cache data items. However, the paper does not delve
into the technical challenges and complexities of implementing caching mechanisms for
transient data. Practical issues related to cache management, cache replacement policies,
and the scalability of such systems are not sufficiently discussed. Push-based caching is
proposed in [32] to minimize the traffic load and explores the potential of named data
networking (NDN) as a framework for facilitating IoT applications, particularly those
requiring push-based communication. In the push-based caching scheme, data servers
push the data items towards consumers with static networks. This scheme splits the IoT
data traffic into four main parts, i.e., periodic data, event trigged data, command base,
and data query supported by the NDN structure. However, reliability is still the issue in
push models and, for instance, more comprehensive evaluation of the proposed model
in practical IoT use cases is required, and lacks the consideration of potential challenges
and drawbacks.
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A caching scheme for the ICN-IoT data network is presented in [33]. The authors
proposed a novel caching scheme based on the IoT data lifetime and user request rate,
leveraging information ICN principles. This approach aims to reduce the energy consump-
tion of IoT devices by intelligently caching data at various network nodes. The approach
considers the incoming request rate of users to efficiently utilize the energy of IoT devices.
The main idea is to keep the source node in sleep mode to save energy for the network. With
the help of a cooperative caching scheme, the method also minimizes the traffic load and
provides fresh data to the users. Data items are cached at intermediate nodes, i.e., between
the content producers and content consumers, which leads to energy saving. The paper
provides a valuable contribution to the field of IoT by addressing the crucial issue of energy
efficiency through the innovative use of caching based on data lifetime and request rate.
However, addressing scalability and security considerations is essential for the practical
implementation of the proposed scheme in IoT networks. The paper [34] introduces the
concept of a sensing cache, strategically positioned at a wireless gateway of IoT sensors
to minimize energy consumption. A dynamic threshold adaptation algorithm allows the
sensing cache to adjust its parameters in real time, maximizing the combined hit rate of
the sensing service from multiple sensors. The sensor devices harvest energy from the
environment to save energy for sending or receiving information. However, sensing errors
may occur that can create problems with data freshness. The smart caching scheme for the
IoT platform presented in [35] creates and maintains the balance between the freshness of
data and energy of nodes. Freshness and energy consumption are the main parameters
considered. When IoT data are combined over the Internet, issues like freshness loss,
energy consumption, and increase in traffic load are raised. The freshness of data items
and energy are considered parameters of the cache to provide fresh data to users while
the energy of the sensors remains balanced. Data redundancy is also minimized in the
smart cache scheme by dropping the data item from the cache nodes that are no longer
needed. This leads to data freshness and less energy consumption. However, there are no
details provided about the experiment, the methodology, or the results and it lacks critical
analysis and empirical evidence. Freshness Aware Reverse Proxy (FARP) caching scheme
is presented in [36]. The scheme is based on data item freshness and access performance.
The caching scheme brings the advantage of access performance but when the data in the
cache is not fresh and expires at the source node, the method creates additional burden.
The cost function is used to balance the switching between used and unused data items
present at the cache nodes. The method also adjusts the two parameters for the cache node
to provide fresh data to the user. However, when the data expires, it may overlap with the
latest published data at the source node. A probabilistic caching scheme for IoT networks is
presented in [37]. This model considers the freshness of IoT data, energy, and storage as
measurement parameters to optimize the retrieval of data. ICN content is fetched through
unique name and location tags to ensure the freshness of data, data retrieval, ease of
transmission cost, and sharing of data. In-network caching also helps to optimize data
retrieval and manage network load. The proposed caching scheme also considers resource
constraints, i.e., energy and space to provide fresh data to users. However, it does not
provide a direct comparison with the state-of-the-art models. A coherent caching freshness
scheme for IoT is proposed in [38]. The method increases the speed of data retrieval while
minimizing the network load. The aim is to increase the cache hit rate and reduce network
delays. The authors worked on on-path caching scheme to improve the energy of caching
nodes. In this caching technique, the intermediate nodes not only resolve the problem
of energy but also resolve the problems of data freshness and redundancy. The method
uses the cost function for the energy-efficient utilization of caching nodes. However, sev-
eral critical aspects have not been considered in this study including scalability, security,
and interoperability.

All the cache frameworks discussed above have their advantages. Millions of IoT
devices are connected to the Internet which causes huge traffic load and poses several
challenges. The need for the efficient utilization of available resources to benefit from the
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IoMT network is still challenging. The performance and lifetime of the sensors in IoMT are
concerned with energy consumption, computation, and other parameters. The solutions
designed for this purpose should consider the relation between related parameters to
ensure that improving one parameter does not affect other parameters. Therefore, more
research and robust cache frameworks are needed to achieve the maximum advantages of
IoMT over ICN networks.

3. Materials and Methods

This section provides an overview of the proposed framework. Section 3.1 introduces
the system model employed for experimental purposes. Section 3.2 elaborates on the Cache
Routing and Replacement Policy utilized for the evaluation and analysis of this research
study, and, finally, Section 3.3 outlines the operational aspects of the proposed framework.

3.1. System Model

The network system model comprises of N routers, i.e., set r,, is the number of each
router, where n = 1,2,3,..., N as shown in Figure 1. The r router is the nearest to the
content consumer, while router ry is the nearest to the content generator. The term c is
used to represent the size of the cache on the router ;. The Poisson distribution is used to
follow the average number of requests of content service with the request rate 1 for class k
using the Zipf-Mandelbrot distribution with type factor Ay for class k. Network contents
are partitioned into three different classes, i.e., class 4, b, and c, based on characteristics as
discussed in [39]. The content classification depends on the jitter, delay, content utilization,
and the pattern of request rate. Class a requires low jitter and delay integrated with
repeatedly requested contents. Class b is user-generated content with less jitter and a
medium required delay. This class includes the content that has been generated and
distributed by volunteer subscribers, like sites, web-based social media content, etc. Class ¢
comprises video-on-demand content which is not the target of this research study. This
research follows Poisson distribution to make several requests for content service classes.
Due to content popularity, the Zipf-Mandelbrot distribution is used for request modeling,
which comprises a flattened factor [40—42]. The content on top rankings has more chance of

being requested as compared with lower rankings content.
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Figure 1. Workflow of popular content over the network. (a) Has no caching content (b) Both routers
have the same content but the content of R1 is older than the content of R2. (c) After some time, the
content of R2 expires. (d) Client needs less popular content, which is cached at R2. The age of the
content is determined by the distance from the server or source node.
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The cache receives request rate B, which is contingent upon the condition g > 0,
denoting the request intensity. Let P(i) be the probability of content requests; N is the total
number of requests, g is the vector, and « is the exponential factor for content popularity. In
this context, we can express the probability of accessing content i using Equation (1).

. —u
Pi) =

Yiz1 (i+q)
Each content may receive updates to replace the previous data item. It is assumed
that the content n receives updates as per the Poisson distribution request model bounded
with the refresh rate of A, > 0. As all the content of the data is subject to updates, then the
same content item that resides in the local cache can be considered as an older version of
the content. To measure the freshness of the content, the age A, with respect to time t can
be bounded as A, (t) € {0,1,2,...n}, where n represents the number of updates. The cost
of the fetching content is subject to the condition, i.e., cf > 0, in case of operations. For
performance, the cost metric can be integrated with time as ¢, = Ay (t) subject to ¢; > 0,

and linear growth rate.

M

3.2. Cache Routing and Replacement Policy

The caching technique characterizes the replication technique used to spread dupli-
cates of the content in the cache. Replication techniques have two measurements. Content-
based replication, which depends on attributes of the content and settles on caching choices,
e.g., pick popular content to store and ignore others. Node-based replication depends on
the qualities of the topology, e.g., picking more important nodes for storing the content.
Both content-based and node-based replication are resource optimization approaches. Both
techniques attempt to designate storage space to attain maximum advantage, e.g., increased
cache-hit-ratio. The replication techniques explored in the context of ICN are all node-
based since the content-based technique can work on a large Internet scale. There exists
several caching approaches, i.e., Leave Copy Everywhere (LCE), Leave Copy Down (LCD),
Bernoulli random caching, random choice caching, Probabilistic Caching (ProbCache),
centrality-based caching, and hash-routing [40-43]. In the IoT over ICN network, caching
nodes can be configured using one of the state-of-the-art cache eviction policies, i.e., Least
Recently Used (LRU), Least Frequently Used (LFU), First in First Out (FIFO), and random.
This research utilizes the LRU cache eviction policy because it is the most widely used cache
replacement strategy. At an instance when new content is required to be pushed into the
cache, it eliminates the least recently asserted content request. This replacement strategy is
proficient for line speedup activities because both search and substitution replacement can
be performed in consistent time, i.e., O(1). Nonetheless, its efficiency degrades under the
Independent Reference Model (IRM) supposition because of the likelihood that the current
requested content does not rely upon previous content requests.

3.3. Proposed Framework

This article presents a Dynamic Caching Scheme (DCS) to improve the freshness of the
cache contents and network performance. The proposed technique neither needs extensive
computations nor tags, filters, metadata, and additional network communication that
create extra overhead in IoT networks. Moreover, if the source node and user are at longer
distances, it may extend the retrieval delay because of the smaller size of the cache nodes. In
the IoMT network, each content has a lifetime and is expected to expire in some instance of
time. The proposed framework is designed to dynamically push popular content towards
edge nodes over the network by changing the data ages. Data ages are used to handle
the lifetime of content over the network while removing the contents that are no longer
needed. Each content in the cache has an age that decides the lifetime of the cached content.
Popular content over the network has a longer age. First, at the router node, the content
age is estimated in correlation with the freshness of the data item. If the age of the data
item is not matched with the source node, it is removed from the cache. In the proposed
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framework, an Interest Record Table (IRT) integrated with cache control is added at the
router to improve the working of CS while avoiding traffic load at the source node. Figure 1
illustrates the workflow of popular content across the network. This network consists of
a client and server, each connected to their respective routers, R1 and R2. The server is
responsible for generating two types of content: popular and less popular. Notably, both
routers can store at least one content item at a time. In deciding whether to cache data
or not, especially for transient small-sized data, a “period” field is introduced within the
packet. This field supplies updated data directly from the source node. To accomplish this,
the system incorporates the content’s age with the data item, with the first router node
establishing the initial age baseline. The quantitative findings indicate that when data
items are not cached at the nodes, this incurs a higher cost in the IoT network. Caching
policies are typically implemented in intermediate nodes. Each node possesses specific
cache threshold requirements and can dynamically adjust these thresholds based on the
request rate. To minimize retrieval delays, edge nodes employ smaller caching thresholds,
allowing them to cache more data items. In contrast, the root node has a larger caching
threshold, enabling it to cache data items for a longer duration. The system carefully
considers both data lifetime and request rates to reduce energy consumption, data retrieval
delays, and the overall network traffic load. When the request rate reaches the specified
threshold, it is recommended to cache the requested data in the edge node.

Figure 2 illustrates the architecture of the proposed model, showing the frequently
requested content cached at the edge nodes, i.e., R6 and R9. When the cache capacity of
an edge node reduces, and the validity of the content persists, it is stored in the cache of
an intermediate node. This strategy prevents excessive network load by accommodating
incoming requests at intermediate nodes, avoiding the need to route them back to the
source node. The Pending Interest Table (PIT) is involved in tracking unhandled interest
packets and recording relevant data names, along with their incoming and outgoing
edges. The Forwarding Information Base (FIB) aids in network bridging and routing by
determining the appropriate output network edge controller. Content replacement across
the network follows an LRU cache policy, primarily targeting content flows. Retrieving
content directly from the source node can lead to delays in terms of cache hit ratios for IoT
networks. The proposed framework utilizes diverse data types to optimize the bandwidth
utilization and alleviate network congestion. When users S1 and 52 send interest packets
for content C1, which is a popularly cached item at the edge node, the concept of content
popularity becomes evident. If another request arises for content C3 to be cached at the
edge node, but the cache is full, C3 is directed to an intermediate caching node. This
approach minimizes content replication within the network, ensuring efficient memory
utilization and a reduction in bandwidth consumption. The proposed framework enhances
three key caching parameters: cache hit ratio, network stretch, and latency. Edge nodes
copy content from the publisher, with content lifetime specified upon publishing data. IoT
data adheres to specific lifetimes, and require termination at some point in the network.
Consequently, the implementation of DCS enhances network performance and reduces
the network traffic load on the source node. Algorithm 1 is used to deploy the routing
policy for checking the age of the content at the cache of the edge node. If the content is
expired and removed from the cache, then new content is added to the cache, and age is
defined for this content. Upon receiving the age of the caching node, a message is sent
to the router for an update, i.e., if it is replaced by the replica, then add a new age to the
incoming contents until it expires and is removed from the cache node. If space is not
available at the cache of the edge node, then the content is passed to the higher threshold
value towards the central position. The workflow of the popular content over the network
shows that it is periodic, as when users request come for content that is popular over the
network, CS is first checked. If the requested content is available locally, then the same
is provided. Otherwise, the procedure checks the cached content at CS, a call to IRT is
performed, and the content is provided to the user. If the content is not available, then it
is shifted to PIT to check whether it is the same content requested by any other node. In
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case of the same content, the request with respect is removed. Another entry is made with
respect to the current request, and data are provided to the desired request. In contrast, the
FIB broadcasts the request for popular content.

Cloud Data Source
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Figure 2. The architecture of the proposed system. The architecture presents the workflow of interest
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f

packets sent from biomedical sensor devices toward the cloud data source. Content producers and
content consumers have caching nodes that cache the popular data for short lifetime. If the ordinary
request comes over the network, it is forwarded to CS to check; if found, then it is sent to the consumer,
or otherwise forwarded to PIT to check for any other entry in PIT. If it exists, then we discard the
existing entry and add updated entry against this request; if data are not present, it is further sent to
FIB to broadcast.
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Algorithm 1: Receiving age of the IoMT data items at the caching nodes.

Input :Interest data item arrives at cache
Output: Age of cache content
1 Remove expired content from the cache of node.
2 data_item arrives at intermediate node i
3 if (data_item is in cache) then
4 if (freshness_of_data_item<freshness_of_cached_data_item) then

5 refresh (cache)

6 add to cache_edge_node (data_item)

7 data_item_age = new_age (data_item)

8 forward_the_data_item to the next_hop’s_node

9 else

10 data_item_age = new_age (data_item)

11 forward_the_data_item to the next_hop’s_node
12 end

13 else if (node_cache has more space) then
14 cache (data_item)
15 new_age(data_item)

16 forward_the_data_item to the next_hop’s_node
17 else if (lifetime_data_item> caching threshold) then
18 | while (node_cache_has_no_space) do

19 ‘ call LRU replacement policy

20 end

21 cache (data_item)

22 forward_the_data_item to the next_hop’s_node
23 else
24 ‘ forward_the_data_item to the next_hop’s_node

25 end

4. Experimental Evaluation

This section presents an experimental evaluation of the proposed framework. First,
the experimental setup is presented, including details of the parameters, the dataset used,
the simulation environment, and the tools used for simulation. The experimental setup is
followed by Section 4.2 that covers the detailed results with relevant discussion.

4.1. Experimental Setup

To assess the performance of the proposed model, a distributed network of virtual IoT
devices is configured using open-source Icarus interlinked with the web-based Bevywise
IoT simulator [44,45]. The WUSTL-EHMS-2020 dataset is used for simulation [46]. This
dataset comprises 44 attributes, with 35 of them being network flow metrics, eight rep-
resenting patients’ biometric features, and one dedicated to the label. The configuration
of essential parameters is presented in Table 1. Data freshness can be defined as the time
elapsed between the creation of the IoT object and the retrieval of this object from the cache
store [47]. The data age is the age of the data item, which is the time between the arrival
at the router and the generation at the source node, while the period field is used to keep
count of the age [48]. Three network topologies, namely Tree, Abilene, and GEANT, have
been chosen for the comparative evaluation. To ensure a fair comparison, all algorithms
were executed within the same environment. To demonstrate the validity and accuracy of
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the results, each experiment was repeated 100 times, and the average value of each param-
eter was employed for a comparative analysis. The parameter used to measure network
performance utilization is the cache hit ratio CH,4;,, calculated with Equation (2) [49].

yk_| Hity
yk_, (Hit + Miss)’

CHratio = (2)

The content retrieval latency Contentgjsenc, parameter is used to monitor the traffic
load over the network, i.e., the time taken by the interest packet to obtain content from the
source node and send it back to the user. Let |R| be the total number of requests sent by the
user; then, the cache retrieval latency can be computed, as shown in Equation (3) [49].

21@1 latency R;

Contentgigtency = IR|

®)

The stretch shows the measurement of the distance from the content used to the
content publisher. The stretch can be computed as shown in Equation (4) [49].

YR | Hop — Traveled

Stretch = R y
Y.i—q Total — Hop

4)

The nominator in Equation (4) shows the number of hops between the content user
and the content publisher in terms of the cache hit occurrence. The denominator shows the
total number of hops, i.e., hops between the content user and the source.

Memory consumption shows the measurement of the transmitted content that can be
cached while downloading the data path for a time interval. Consumers can download
the content from multiple routers. In ICN, memory consumption means the capacity that
shows the volume utilized by interest and data contents, as shown in Equation (5).

U
memory consumption = Tm x 100 (5)
m

where U, shows the memory utilized by the cached content and T,, shows the cache
storage (total memory) of the router and the data delivery path.

Table 1. Experimental setup simulation parameters.

Parameter Description Parameter Value
Simulation time 48 h

Cache Size (elements) 500, 1000

Content size 10 MB

Catalog Size (elements) 106

Content Categories File

Topology Tree, Abilene, & GEANT
Zipf distribution (content popularity) 08&1.2

Replacement Policy LRU

4.2. Results and Discussion

The proposed framework significantly improves network performance while reducing
the traffic load directed at the source node. In contrast to DCS, the TCS employs tags that
require separate computations and fail to accommodate popular content when it regains its
popularity. Although the central caching node (CC) excels due to its strategic location, the
limited number of such nodes results in inadequate content availability, characterized by a
diminished cache-hit ratio, increased network stretch, and extended retrieval latency.

The proposed framework effectively leverages caching nodes to enhance the cache-hit
ratio and minimize the network stretch. In the case of DCS, each node is equipped with
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a table that calculates interests to identify the most frequently requested data across the
network, taking into account data names, access frequency, and a specified threshold value.
This threshold value helps us to recognize the most frequently requested content that needs
to be cached at the edge node, considering the cache’s service to multiple devices. The
results from these devices are consolidated by a central caching node.

The main challenge lies in selecting an optimal threshold to maximize the cache-
hit rate. The threshold adaptation algorithm outlined in [37] is utilized to enable the
caching node to learn and implement an optimal threshold strategy. Figures 3-5 depict
graphical comparisons of cache-hit ratios, latency, and stretch for CC, TCS, and the proposed
framework across various network topologies, including Tree, Abilene, and GEANT. The
proposed model is rigorously tested and validated under different cache size and content
popularity configurations, specifically, 500 and 0.8, 1000 and 0.8, 500 and 1.2, 1000 and
1.2. In DCS, the selection of optimal caching nodes, along with the essential role played
by edge nodes in maintaining data freshness, works to minimize the distance between
the source node and the end nodes. Figure 3 shows the results of the cache hit ratio for
different numbers of cache sizes and popularity. Results” analysis of Figure 3a shows that
the proposed framework gained 105.5%, 109%, and 21.42% improvement in terms of cache-
hit ratio over CC executed on Tree, Abilene, and GEANT network topology, respectively, for
cache size of 500 and popularity of 0.8. The improvement of DCS over TCS with the same
parameters and configuration is 72%, 76%, and 11.47%, executed on Tree, Abilene, and
GEANT network topologies, respectively. Figure 3b shows that the proposed framework
achieved 132.4%, 122.8%, and 55.3% improvement in terms of the cache-hit ratio over CC
executed on Tree, Abilene, and GEANT network topology, respectively, on the cache size of
1000 and popularity of 0.8. The improvement of the proposed model over TCS with the
same parameters and configuration is 59.2%, 65.9%, and 17.7% in the case of Tree, Abilene,
and GEANT network topologies, respectively.

(a) (b)

0.4 mce 0.5 mcc
0.3 S oS
mocs o I I mDCs

Network Topology Network Topology

Cache Hit Ratio
Cache Hit Ratio

(c) (d)

Network Topology Network Topology

Cache Hit Ratio
Cache Hit Ratio

Figure 3. Comparative analysis of cache-hit ratio with cache sizes and popularity of (a) 500 and 0.8,
(b) 1000 and 0.8, (c) 500 and 1.2, and (d) 1000 and 1.2.
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Figure 4. Comparative analysis of latency with cache sizes and popularity of (a) 500 and 0.8, (b) 1000
and 0.8, (c) 500 and 1.2, and (d) 1000 and 1.2.
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Figure 5. Comparative analysis of stretch with cache sizes and popularity of (a) 500 and 0.8, (b) 1000
and 0.8, (¢) 500 and 1.2, and (d) 1000 and 1.2.

Figure 3c shows the comparative results of the cache-hit ratio of DCS with CC and
TCS on the cache size of 500 and content popularity of 1.2. The results analysis shows that
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the proposed model is 115.3%, 114.2%, and 17.9% better than CC executed on Tree, Abilene,
and GEANT network topology, respectively. The improvement of the proposed model over
TCS with the same parameters and configuration is 47.3%, 70.4%, and 6.75% tested on Tree,
Abilene, and GEANT network topologies, respectively. Figure 3d presents the comparison
of the cache-hit ratio of DCS with CC and TCS for a cache size of 1000 and popularity of
1.2. The results analysis shows 56.14%, 64.15%, and 29.4% improvement over CC in the
case of Tree, Abilene, and GEANT network topology, respectively. The improvement of the
proposed model over TCS with the same parameters and configuration is 28.98%, 22.5%,
and 4.76% executed on Tree, Abilene, and GEANT network topologies, respectively.

Figure 4 shows the comparative results in terms of the latency of DCS with CC and
TCS for different cache sizes and content popularity. Figure 4a shows the results of models
with 500 elements for cache size, and the content popularity was set to 0.8. Three different
network topologies, i.e., Tree, Abilene, and GEANT were used in experiments for testing
and validation. The results analysis shows that the proposed model consumes less time,
ie., a29.31%, 30.35%, and 27.65% decrease in cache latency as compared to CC on Tree,
Abilene, and GEANT topologies, respectively. Meanwhile, DCS is 21.15%, 20.4%, and
17.07% more efficient than TCS executed with the same configuration of parameters and
topologies, respectively.

Figure 4b shows the comparative results of DCS with CC, and TCS in terms of cache
latency. For these experiments, 1000 elements of cache size and a 0.8 value of content
popularity are considered and executed on Tree, Abilene, and GEANT network topologies.
The results analysis shows that the proposed model is 28.8%, 35.41%, and 19.1% more
efficient than CC in the case of Tree, Abilene, and GEANT topologies, respectively. DCS is
30.1%, 26.19%, and 5.0% efficient in cache latency, as compared to TCS executed on the same
configuration of parameters and topologies. Figure 4c shows comparative results of DCS
with CC, and TCS in terms of cache latency for the cache size of 500 and content popularity
of 1.2. An analysis of the results shows that the proposed model is 26.1%, 27.6%, and 42.8%
more efficient than CC in the case of Tree, Abilene, and GEANT topologies, respectively.
DCS is 20.5%, 17.0%, and 28.2% efficient in cache latency as compared to TCS executed
on the same configuration of parameters and topologies. Figure 4d shows the compara-
tive results of DCS with CC, and TCS in terms of cache latency. For these experiments,
1000 elements of cache size and a 1.2 value of content popularity are considered and exe-
cuted on Tree, Abilene, and GEANT network topologies. The analysis shows that the cache
latency of the proposed model is 52.7%, 50.0%, and 51.2% better than CC and executed
in Tree, Abilene, and GEANT topologies, respectively. DCS is 30.5%, 24.1%, and 16.6%
more efficient than TCS executed on the same configuration of parameters and topologies.
CC showed a higher latency rate because of the long distance between the source and the
central position of the caching nodes. TCS increases the amount of similar content over
the network with the help of tags and filters near the source location, due to which it does
not select the central node for the caching; thus, latency increases, as shown in the results.
The proposed model retrieves a copy of the popular data item first in the edge node, then
increases the number of interest and sends it to the central position, which decreases the
distance that leads to a decrease in the latency.

Figure 5 depicts the comparative results of DCS with CC, as well as TCS in terms
of stretch. Figure 5a shows the results of 500 elements of cache size and a 0.8 content
popularity. The analysis shows that the stretch of the proposed model is 26.2%, 27.5%, and
23.8% better than CC executed on Tree, Abilene, and GEANT topologies, respectively. DCS
is 15.0%, 10.6%, and 13.5% more efficient than TCS executed on the same configuration of
parameters and network topologies.

Figure 5b shows the comparative results of DCS with CC, as well as TCS in terms of
stretch. For experiments, 1000 elements of cache size and a 0.8 value of content popularity
are considered and executed on Tree, Abilene, and GEANT network topologies. Results
analysis shows that the stretch of DCS is 26.22%, 27.5%, and 23.8% more efficient than
CC executed on Tree, Abilene, and GEANT topology, respectively. The proposed model
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achieved a percent improvement gain of 15.09%, 10.6%, and 13.5% as compared to TCS
executed on the cache size of 1000 and content popularity rate of 0.8 on different network
topologies. Figure 5c shows the comparative results of DCS with CC, as well as TCS in
terms of stretch for the cache size of 500 with content popularity of 1.2 on Tree, Abilene,
and GEANT network topologies. The analysis shows that the proposed model achieved a
percent improvement gain of 25.3%, 30.0%, and 30.4% as compared to CC executed on Tree,
Abilene, and GEANT topology, respectively. DCS is 14.5%, 27.5%, and 22.5% more efficient
than TCS when executed on the same configuration of parameters and network topologies.
Figure 5d shows the comparative results of DCS with CC, as well as TCS in terms of stretch.
For these experiments, 1000 elements of cache size and a 1.2 value of content popularity are
considered and executed on Tree, Abilene, and GEANT network topologies. The analysis
shows that the stretch of the proposed model DCS is 33.9%, 20.3%, and 19.0% more efficient
than CC executed on Tree, Abilene, and GEANT topology, respectively. DCS is 13.3%,
12.2%, and 8.9% more efficient than TCS when executed on the same configuration of
parameters and network topologies. DCS moves the popular content near the user while
the central position caching node is facilitated to provide the data item earlier than the
source node because of the smaller stretch. Results clearly show that when the data item is
placed near the user, it results in a decrease of the stretch.

5. Conclusions

IoMT is a significant and promising technology and provides an ease of access to
real-world health data instantly. Currently, the number of IoMT devices is increasing
exponentially, which intensifies the requirements. In the [oMT environment, the study of
ICN caching policies is involved in terms of content placement strategies. loMT contents
are distributed in terms of scalability and cost-effectiveness. With the rapid growth of
the IoMT network traffic, it is preemptory to be a suitable framework to address the
challenges. This article introduces a dynamic caching strategy designed for the IoMT. By
integrating IoMT with ICN, we propose a dynamic caching scheme aimed at reducing
energy consumption within information-centric IloMT networks. This study considers key
caching policy parameters, such as cache-hit ratio, stretch, and latency, to enhance the
IoMT network performance. The proposed framework is evaluated on selected parameters
through simulations while exploring various configurations involving network topology,
cache size, and content popularity. An analysis of the results demonstrates the superior
performance of the proposed caching framework, known as DCS, compared to others. The
dynamic nature of the DCS approach yields significant results as compared to existing
methods. In the future, it is intended to explore the pertinence of DCS in more scenarios
and further optimize the data exchange processes. The proposed policy can be improved
by including other related parameters including memory management of sensor nodes,
security, etc.
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