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Abstract: In today’s era of widespread web technology and cloud computing, ensuring data security
has become a crucial concern across various industries. Instances of data breaches and vulnerabilities
in cloud storage have emphasized the need for robust data protection and communication protocols,
particularly in sectors like social media, military, and research. This research proposes a Multi-Level
Steganography (MLS) algorithm that employs two encryption algorithms, AES and Blow-Fish, to
secure the cover image and embed encryption keys as key images within the stego image. The
proposed MLS algorithm incorporates a robust pixel randomization function to enhance the security
of the encrypted data. Experimental results demonstrate that the proposed algorithm effectively
protects data with high Peak Signal-to-Noise Ratio (PSNR) and low Mean Square Error (MSE)
values, ensuring superior image quality, reliable encryption, and decryption of secret messages.
The utilization of hybrid encryption with AES and BlowFish algorithms further strengthens the
algorithm’s security by augmenting the complexity of the encryption process.
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1. Introduction

In today’s digital landscape, the escalating threat of malicious attacks targeting busi-
nesses, government entities, and private individuals has prompted a growing need for
robust information security measures. As a result, developers and researchers are actively
seeking technical solutions to ensure the privacy and confidentiality of documents transmit-
ted over communication channels [1,2]. With the rapid shift of numerous services from local
networks to the Internet, the significance of information security and data protection has
reached new heights. To counteract the evolving processing capabilities of cryptanalysis,
encryption algorithms have undergone significant advancements to bolster their complex-
ity, thereby deterring attackers from swiftly compromising encrypted data [3,4]. It should
be remembered that encrypted data always take an attacker’s attention to try to crack
the encrypted data as a challenge. Complex steganography techniques hide the data’s
existence, leading to fewer attacking possibilities. Steganography represents the technique
of concealing data inside a cover medium, the origin of the word ‘Steganography’ is Greek,
and it means ‘hidden or covered writing’. Steganography mainly aims at concealing the
very presence of the message inside the cover medium [5-7]. Its technique contains many
secret communication methods that hide the mere fact of concealed data.

Conventional methods include the usage of microdots, invisible inks, etc. The recent
techniques of steganography attempt to take advantage of video files, digital media images,
audio files, etc. Steganography can combine hiding and encryption mechanisms. This
makes finding the data hidden in the object much more complicated since the data are un-
readable, and any attacking techniques see the results as unexpectable and confusing [8,9].
Therefore, much research has been conducted to enhance the hiding mechanisms, partic-
ularly as a message exchange mechanism for top-secret data. Some of the newest trends
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are to use steganography as the initial phase of opening the secure tunnels instead of
predefined certificates or private and public keys. As discussed earlier, steganography
handles concealing data in a cover source. Moreover, steganalysis represents the science
and art of revealing messages hidden through steganography, identical to cryptanalysis
utilized in cryptography [10-12].

The objectives of steganalysis are to detect suspicious packages, find out whether there
is a payload that is encoded into the packages and retrieve that payload. Therefore, the
main challenges of efficient steganography are as follows: Many researchers have been
working on steganography algorithms to make it difficult to detect/extract secret data by
steganalysis and to make it difficult for the Human Visual System (HVS) to find a slight
difference that happens on cover data such as audio, image, and video after the hiding
process. In addition, the use of multi-level steganography has been increasing in recent
years [6,13]. The hiding efficiency and the hiding payload secret message are two crucial
considerations that every effective and potent steganography system should consider.
Researchers developed the first factor to satisfy the efficiency of the steganography scheme
by making the visual quality of the stego image match with the cover image; when viewers
notice any distortion that raises the likelihood of the attacker’s suspicion, signalization
is used. The user’s requirements and the type of steganography scheme change these
two [14-16].

This research aims to develop and design a very effective and efficient data hiding
mechanism using the steganography technique with encryption algorithms to ensure
confidentiality and integrity and to increase the security of the stego image by a method
that does not show any difference in the image using visual attack tools. Also, the proposed
approach is designed to generate a stego image with the lowest quality changes to avoid
any visual attacks that can lead to the hidden message. The model also has an encryption
solution using AES and Blowfish to the hidden message to protect the content of the
secret message from being exposed and used by unauthorized individuals. Disinformation
represents intentionally inaccurate or false information that is deliberately spread. This
research mainly addresses the problem of detecting an attacker’s alteration of a concealed
confidential message. It also addresses the issue of improving the unauthorized individual’s
steganography of a personal protection technique by attaching an unauthorized individual
to verify integrity. This layer assists in recognizing possible amendments to a confidential
message that is not a constituent of the original message.

The main contributions of the research paper are summarized as follows:

1.  Development of an effective and efficient data hiding technique using steganography:
The research paper proposes a method that combines steganography and encryption
algorithms to ensure the confidentiality and integrity of the transmitted data. The
goal is to hide the message inside a cover medium to remain undetectable to attackers.

2. Enhancement of steno image security: The proposed approach aims to increase the
security of the steno image by minimizing any visual differences between the cover
image and the steno image. This helps to prevent visual attacks that may reveal the
presence of hidden data.

3.  Integration of encryption algorithms: The research paper utilizes advanced encryption
algorithms such as AES (Advanced Encryption Standard) and Blowfish to protect
the content of the hidden message. Encrypting the message prevents unauthorized
individuals from accessing and using confidential information.

The remainder of the paper is organized as follows. Section 2 discusses the related
work, and Section 3 presents the methods. Section 4 describes the result and discussion,
and, finally, we conclude the paper with future research directions in Section 5.

2. Related Work

The symmetric encryption technique is one of the oldest and most famous methods
of maintaining data security; the secret key can be a text or several random characters.
The secret key is implemented by a text message to change its content [17]. The method
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of encryption used in this technique is to convert each character to several alphabetic
characters when the sender and recipient know the keys of all parties and then use the
secret key to encrypt and decrypt the message. Blowfish is an encryption technique, more
specifically a block cipher. It is frequently referred to as a cipher. Blowfish uses keys ranging
from 3 to 2448 bits and has a 64-bit block size. Its creator, Bruce Schneier, claims it is free to
use, open source, and royalty free. Although Blowfish is utilized in several cipher suites
and encryption methods, AES is often employed. Blowfish is secure since no cryptanalysis
attempt has succeeded [18,19].

The tool (AES) was chosen because it meets our objectives. We need a powerful
encryption mechanism without the complexity of sharing multiple keys as asymmetric
encryption, especially when demanding to send the parameter required for extracting the
data on a secure tunnel. AES is a symmetric block encryption that uses a 128-bit encryption
key, which is very hard to break. Also, the block encryption mechanism makes it possible
to predict the encryption data using their language characteristic since it replaces the same
data block with different coding types and sizes each time. The AES overcomes the short
key use by 3DES and other symmetric encryption, which is technically the best choice for
our proposed algorithm [20]. Text steganography principles can be applied to a standard
text file by hiding the message in the header information of the file. Using it this way
helps maintain the original text file and jeep it the same without any change in the content
itself; on the other hand, this mechanism increases the size of the file. Another mechanism
replaces bits of the text file content and changes the original text, but it is not widely
used since it makes the text unreadable. Text steganography can also be applied to PDF
documents or other text standards [21].

The Least Significant Bit (LSB) is implemented by replacing the least significant bit
in the cover image with the bit from a secret message; the LSB method hides the binary
values “101100101” in a 24-bit image. The algorithm starts by uploading the cover image
and the secret message, and then an end marker represented by an array of characters is
added to the secret message [22]. This is performed to allow the awareness of the recovery
phase of when to stop recovering in case the secret message bit’'s numbers do not need
the full cover image pixels to be hidden since, in this case, the recovery tool continues to
extract wrong data if no ending marker is found. After that, the algorithm receives each
character in the secret message using a loop. It converts it to a binary value and selects
three sequence pixels from the cover image based on the index of the count parameter,
which starts from zero and is incremented each time a pixel is selected. Later, the algorithm
extracts the three-colour components, R, G, and B, for each pixel chosen and converts each
colour component to a binary value. It masks the least bit of each colour component to
zero by applying (AND with 11111110). This allows the replacement of the secret character
binary bits by the least bit in each colour component, which is performed later by applying
XOR with one bit from the selected character bits. It is worth mentioning that the least
significant bit (LSB) algorithm has been improved using the selected least considerable
bit (SLSB); these techniques proposed to enhance the performance of the LSB method by
hiding information only in one of the three colours at each pixel of the cover image to
reduce the chance of the confidential data being detected [23,24].

Peak signal-to-noise ratio (PSNR) measures the quality of the stego image compared
with the cover image in decibels. The higher the PSNR, the better the quality. Where MAX
is the maximum possible pixel value of the image, this metric describes the proportion of a
signal’s maximal strength to the power of corrupting noise that compromises the accuracy
of its representation. This metric determines signal reconstruction quality, like video coding
and data encoding [25].

Visual attack is the only stego attack that allows attackers visual analysis of the stego
image. The most common attack of this type is the display of the least significant bit of an
object as a binary image and analysis of the resulting image for differences between pixel
shows. This attack is too slow and expensive [26]. A statistical attack assumes that the
least significant bit of the cover file is random. This attack aims to compare the frequency
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distribution of the potential cover file with the expected distribution of the cover file. If
the new data are not the same as the statistical data expected to contain the standard data,
then it probably contains confidential data. It is worth mentioning that the distribution
analysis is performed via mathematical methods like the standard deviation of the image
histogram, which makes the analysis much faster and widely used [27]. Compared to some
state-of-the-art techniques, the proposed method has demonstrated improved perceptual
transparency measures, such as peak signal-to-noise ratio and the structural similarity
index. Additionally, the proposed method has exhibited high resistance to stego attacks,
such as pixel difference histograms and regular and singular analysis. The out-of-boundary
pixel issue in many current data-hiding techniques has also been effectively addressed
in work [28]. The study of information hiding holds great significance in data security.
With the advancements in computational technology, covert communication methods
have become widely recognized among researchers and common data communication
participants.

Image steganography is one of the top choices among experts in data hiding. The
biggest challenge in designing a steganographic system is to balance measures such as
the quality of the cover image, capacity, and robustness to various attacks [29]. This
study aims to comprehensively review various existing image steganography techniques
concerning their performance evaluation standards. The challenges faced and the future
directions of this field are also discussed [30]. A comprehensive performance evaluation of
reversible image steganography techniques was conducted. Techniques from the past two
decades were compared using standard test images, with PSNR and embedding capacity
as the evaluation parameters. The results of each technique were tabulated, analyzed, and
compared to provide a clear understanding of their performance. Descriptive statistics and
an in-depth analysis were also performed to assess these past techniques of the standard
test [31]. A study was conducted on the scaling parameter, alpha, in the context of image
steganography. Various cover and payload images, including live images from a webcam,
were preprocessed and normalized. The cover and payload images were then subjected to
Haar Discrete Wavelet Transformation (DWT).

The payload image was encrypted and combined with the cover image to form the
stego image. The performance of the stego image was evaluated using metrics such as
PSNR, MSE, and Entropy [32]. This article highlights the importance of establishing a
secure organization facing significant industrial and regulatory demands. The widespread
use of Wi-Fi networks for remote access to various resources and devices makes them an
essential component of modern organizations. Security measures must be taken to mitigate
Wi-Fi risks and prevent hacking attempts. This article provides an overview of essential
security measures for different organizational contexts to ensure a secure organizational
environment.

A case study is also analyzed to illustrate the minimal measures that organizations
require to build network security [33]. This study presents a hybrid shorthand approach that
combines the LSB steganography technique with the RSA and Caesar Cipher encryption
algorithms. This combination aims to increase the security of protected information and
ensure the confidentiality of secret communications. The effectiveness of the proposed
scheme has been demonstrated through experimental results, which have shown that the
quality of the cover image remains intact and is indistinguishable from the original image
while providing a high level of security [34]. As a result of the tremendous advances in
digital communications and media, 3D models have become the core of various applications
in diverse fields. Consequently, these models can be utilized in steganography, acting as
secure and innocent host media for sheltering covert data. In this paper, the Blowfish
encryption algorithm is performed on confidential data for higher security [28,35-38]. The
work described in the related works fails to include the benefits of LSB and AES advantage.
Therefore, we combined and developed a hybrid approach.
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3. Method

The cover images serve as containers for concealing classified multimedia information
from potential attackers. In this approach, the hidden capacity of the cover image is
divided, with 50% of the storage area allocated for the stego file. Within this allocation, 25%
is utilized for inserting the secret message, while the remaining 25% is dedicated to storing
decoy data, which is used to test credibility. The stego value, obtained from the image
during the upload function, acts as a key for encryption/decryption and serves as a basis
for a specific algorithm. The secret message is encrypted using Blowfish and AES methods
and embedded in the cover image during the embedding process. The encryption key is
derived from the stego value, ensuring that any alterations to the image are capable of
preventing successful key extraction and message decryption. The length of the encryption
and decryption keys varies depending on the size of the cover image, as it is derived from
the mask value obtained from the image. To counter visual and statistical attacks, the secret
message is divided into multiple parts and strategically inserted into different segments of
the cover image. To minimize noise and maintain the integrity of the embedded message,
it undergoes compression before insertion into the image. The process involves calculating
the message and image size and determining the segment number and split used within
the image. When comparing the cover image with the resulting stego image, the Peak
Signal-to-Noise Ratio (PSNR) is used as a measure of similarity. If the PSNR is not identical,
the secret message extraction is not performed, as it is contingent on the encryption key
derived from the mask value. Additionally, the histogram and weight of the image are
calculated to ensure the integrity and confidentiality of the stego image and the embedded
secret message.

3.1. Implementation Phase

Steganography is cloaking a hidden message inside an image or cover message. One
way to achieve this is to use the Least Significant Bit (LSB) approach, which entails swapping
out the least significant bits of the cover picture with those from the hidden message.
Figure 1 depicts the Least considerable method. We have a 480 x 480 colour image with
the dataset, and we want to hide a secret message of 100 bits within the image using LSB
steganography. The LSB approach replaces the least significant bit of each pixel in the
image with a bit from the secret message. This results in a slight change in the pixel values
that is not easily noticeable to the human eye, but the difference is sufficient to hide the
message. To ensure the secret message’s confidentiality, we encrypt it using AES encryption.
For example, AES operates on data in bytes rather than bits. The cipher processes 128 bits
of the incoming data at a time because each block is 128-bit long. The embedding process
can be described mathematically as follows using Equation (1).

We let the original pixel value of the ith pixel be denoted by P;, and we let the modified
pixel value after embedding the secret message be represented by P/. The modified pixel
value can be calculated using Equation (1),

Pi/ =P+ (2” * THZ'), (1)

where n is the number of least significant bits used for embedding (for example, n=1
for LSB), mi is the ith bit of the secret message, and the addition is performed in modulo
28 (since each colour component of a pixel is typically stored as an 8-bit value). The
process is similar for grayscale images, but the pixel values are 8-bit values instead of 24-bit
values. Similarly, if we want to use Blowfish encryption instead of AES, the secret message
would be encrypted using Blowfish, and the encrypted ciphertext would be hidden within
the image using LSB steganography. This example shows how LSB steganography and
encryption algorithms can be used together to hide a secret message within an image,
providing both confidentiality and imperceptibility to the hidden message. Steganography
and cryptography are commonly used to manipulate information and mask their presence.
Intentionally, cryptography messages up to make it understood.
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Figure 1. Least significant approach encryption and decryption process.

On the other hand, steganography masks or dissimulates the text and renders it
unnoticed. Steganography is very useful if it is forbidden to use cryptography, where
strong encryption is usually prohibited. Steganography can, therefore, stop these laws
and transfer a text anonymously. Our research focuses on the ways a strong defensive
mechanism can be developed. In cryptanalysis and steganalysis, a great effort has been
made to overcome the hiding skills, so our role is to create a new technique that is more
difficult to discover or defeat. The proposed model has two main functions, Embedding
the Message into Cover Image and Extraction the Message from the Cover Image. The
following processes are discussed: The data are securely embedded into the cover image
at multiple levels using compress and encryption algorithms AES and BlowFish. The
final output image combines a secret message and an image created using a dynamic
transfer model.

This model adapts the key image method to calculate a cipher key and implements
various data-hiding techniques to enhance security. The result is a smoothed stego image
that is difficult to detect, ensuring the confidentiality of the hidden information.

The stego image accompanies a key idea as the decryption key. Upon successful
upload, the decryption phase commences, followed by the decoding process, revealing
the hidden message. An integrity check ensures that any changes to the image, such as an
attack, did not alter the mask value and compromised the key for decryption. This helps
to ensure the accuracy and security of the recovered information. The flow diagram of
embedding images is shown in Figure 2. The LSB Approach:

1.  The LSB approach is an essential and widely used technique in steganography.
2. Itinvolves replacing the least significant bits of the cover media with secret data to
embed information. The altered bits are typically invisible to the human eye or ear,
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making it difficult to detect the hidden message. Supposing we have an image with
pixel values ranging from 0 to 255, we can modify the least significant bit of each pixel
to hide a secret message using the LSB approach. For instance, if the pixel value is
110 (in binary: 01101110), and we want to embed a bit of 1, we can change the LSB to
1 (01101111). This slight modification is often visually indistinguishable, especially
with large cover media such as images or audio files.

Cover model

Normalization

A

-

Extraction

of data bits

~

-

Generation of parity check bits

N

Watermark embedding <—Secret key

N

Stego model

Figure 2. Flow diagram of embedding images.

3.2. The Hybrid Approach with LSB

A hybrid Image Encryption Using Cryptography Steganography (Image Steganogra-
phy using LSB and Hybrid Encryption Algorithms (Algorithm 1)) combines two techniques:
Least Significant Bit (LSB) steganography and hybrid encryption. LSB steganography is a
commonly used technique for hiding secret messages within images. It works by replacing
the least significant bits of the cover image with the secret message bits. The least significant
bits of an image is the least important bits of the colour values of each pixel, and changing
them is unlikely to cause a noticeable change in the image. This makes LSB steganography
a good option for hiding secret messages within images without altering the appearance
of the cover image. Hybrid encryption is a method of encryption that combines two or
more encryption techniques to provide a higher level of security. In this research, using
LSB steganography, the hybrid encryption approach is used to encrypt the secret message
before it is hidden within the cover image. This means that the secret message is encrypted
using a combination of encryption algorithms, providing higher security than when using
only one encryption algorithm.

For example, we consider a scenario where an individual wants to send a secret
message to a friend. The individual can use LSB steganography to hide the secret message
within a cover image and then use hybrid encryption to encrypt the hidden message. The
individual can send the cover image to a friend, who can then use the decryption key to
decode the encrypted secret message and extract it from the cover image using the LSB
steganography technique. The LSB approach would replace the least significant bits of the
cover image with the encrypted secret message. For example, if the pixel values of a colour
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image are represented in an 8-bit format, the least significant bit could be replaced with the
corresponding bits of the encrypted secret message. Figure 3 depicts the hybrid approach
with LSB. The hybrid approach with LSB encryption is given below.

Load Images

v

Insert Message

v

Encrypt using BlowFish

v

Encrypt using AES

v

convert CypherText to Bit

v

Set LSB Embeding Map

v

Embeading CypherText with the Key
image

v

save Stego Image

Figure 3. Hybrid approach with LSB encryption and Embedding image process.

The resulting stego image appears visually similar to the cover image while concealing
the secret message within the least significant bits. To further improve the security of
the hidden message, AES and Blowfish algorithms could be used in a hybrid encryption
scheme. The secret message is first encrypted using AES, and the resulting ciphertext is
then encrypted using Blowfish. The final encrypted message is then hidden within the
LSBs of the cover image. This hybrid approach offers the advantages of both AES and
Blowfish, with AES providing strong encryption for sensitive data and Blowfish providing
fast and secure encryption for large amounts of data. The process is similar to a grey-scale
image, with the difference being that the pixel values are represented in an 8-bit or a 16-bit
format, depending on the image resolution. The encrypted secret message is then hidden
within the LSBs of the grayscale image.
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Algorithm 1 Hybrid approach with LSB encryption.

1.

® N

function hybridlmageEncryption(original image, secretMessage):
encryptedMessage = hybridEncryptionAlgorithm(encrypt(secretMessage))
stegolmage = embedMessageLSB(originallmage, encryptedMessage)
return stegolmage
function hybridlmageDecryption(stegoImage):
extractedMessage = extractMessageLSB(stegolmage)
decryptedMessage = hybridDecryptionAlgorithm(decrypt(extractedMessage))
return decryptedMessage
function embedMessagel.SB(originallmage, message):
stegolmage = copy(originallmage)
binaryMessage = convertToBinary(message)
bitIndex =0
for each pixel in originallmage:
if bitindex >= length(binaryMessage):
break
pixelLSB = getLeastSignificantBit(pixel)
modifiedPixel = setLeastSignificantBit(pixel, binaryMessage[bitIndex])
stegolmage.setPixel(modifiedPixel)
bitIndex = bitIndex + 1
return stegolmage
function extractMessageLSB(stegolmage):
extractedMessage ="
for each pixel in stegolmage:
pixelLSB = getLeastSignificantBit(pixel)
extractedMessage = extractedMessage + pixelLSB
return extractedMessage
function hybridEncryptionAlgorithm(plaintext):
symmetricKey = generateSymmetricKey()
encryptedSymmetricKey = asymmetricEncryptionAlgo-
rithm(symmetricKey)
ciphertext = AES.encrypt(plaintext, symmetricKey)
return encryptedSymmetricKey + ciphertext
function hybridDecryptionAlgorithm(ciphertext):
encryptedSymmetricKey = extractEncryptedSymmetricKey(ciphertext)
symmetricKey = asymmetricDecryptionAlgo-
rithm(encryptedSymmetricKey)
encryptedMessage = extractEncryptedMessage(ciphertext)
decryptedMessage = AES.decrypt(encryptedMessage, symmetricKey)
return decryptedMessage
function encrypt(message):
Perform encryption on the message using a specific Hybrid encryption algorithm
function decrypt(ciphertext):

3.3. Data Example

An evaluation of the three significant properties of any image steganography tech-

nique, undetectability, level of security, and capacity, was obtained to characterize the
strengths and weaknesses of the proposed method. Table 1 presents the cover images used
to test the proposed technique.



Appl. Sci. 2023,13,11771

10 of 20

Table 1. The cover images that were used to evaluate the proposed method.

Image 1 Image 3

4. Results and Discussion

The embedding and extracting algorithms were implemented using Python 3.6 on
VScode IDE utilising a web page and applied to bitmapped images with 256 colours of the
same size (500 x 500) with a 24-bit depth. Different secret texts were embedded to evaluate
the impact of the embedding process on the images. It has to be noted that the analysis
included three cover images, which were partitioned into different blocks, and two images
were used as encrypted messages and secret patterns.

4.1. Implementation Results

Different secret message sizes with different hidden patterns were used to test the
embedding ability of the proposed technique. Moreover, the quantity of imperceptibility
and the consistency of the stego image were determined for each Pick signal-to-noise ratio
(PSNR) and Mean square error (MSE). PSNR and MSE statistics with a range of secret
message sizes were compared with other steganography methods and results. The test was
conducted on the data example images with the same size and segment—secret message
sizes. The model showed stable results with increasing the size of the secret message on the
images due to the chosen high-frequency areas in each block and hiding the secret message
with the spectrum disruption of the message in each block.

Table 2 presents the proposed method’s results applied to three images. The secret
message used in this experiment had a capacity of 480 bits. The results show that the mean
squared error (MSE) and peak signal-to-noise ratio (PSNR) varied between the three images.
The MSE value of Image 1 was 0.00061387, and that of the PSNR was 80.2500. Image 2 had
a lower MSE value of 0.00019995 and a higher PSNR value of 85.1216. Similarly, Image 3
had an MSE value of 0.0002002 and PSNR had a value of 85.1163.

Table 2. Results on Images (Capacity, PSNR, and mean Error score)—First Message.

The Message
Secret Message :
Capacity MSE PSNR
Image 1 480 0.00061387 80.2500
Image 2 480 0.00019995 85.1216
Image 3 480 0.0002002 85.1163

Table 3 presents the results of the second secret message on three different images.
The results are reported in terms of capacity (bits), mean squared error (MSE), and peak
signal-to-noise ratio (PSNR). Image 1’s capacity was 2400 bits, and the MSE was 0.00060364,
resulting in a PSNR of 80.3230. Image 2’s capacity was 2400 bits, and the MSE was
0.00018866, resulting in a PSNR of 85.3740. Image 3’s capacity was 2400 bits, and the MSE
was 0.00018717, resulting in a PSNR of 85.4083. It can be observed from the results that
for all three images, the capacity remained the same for the second message. However,
the MSE and PSNR values varied among the images. A lower MSE value indicates that
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the difference between the original image and the stego image (with an embedded secret
message) is small, and a higher PSNR value indicates that the quality of the stego image is
more elevated.

Table 3. Results on Images (Capacity, PSNR, and mean Error score)—Second message.

The Message
Secret Message :
Capacity MSE PSNR
Image 1 2400 0.00060364 80.3230
Image 2 2400 0.00018866 85.3740
Image 3 2400 0.00018717 85.4083

Table 4 presents the results of the third secret message on the three images regarding
capacity, mean squared error (MSE), and peak signal-to-noise ratio (PSNR). All three images
had the same capacity of 4800 bits. The results show that Image 2 had the lowest MSE and
highest PSNR, while Image 3 had the highest MSE and the lowest PSNR. This indicates
that Image 2 had the best image quality and the slightest degradation in terms of distortion
after the steganographic process was applied compared to the other two images. These
results provide insights into the performance of the steganographic method for different
images and can be used to improve future steganographic algorithms.

Table 4. Results on Images (Capacity, PSNR, and mean Error score) — Third Message.

The Message
Secret Message :
Capacity MSE PSNR
Image 1 4800 0.0004425 81.6717
Image 2 4800 0.0001677 85.8855
Image 3 4800 0.00017741 85.6411

In Table 5, it can be seen that the first, second, and third messages were embed-
ded in Images 1, 2, and 3. After the secret message was embedded, the results showed
the PSNR and MSE values of each image. It can be observed that the PSNR values for
Images 1, 2, and 3 were 80.2500, 85.1216, and 85.1163, respectively, for the first message.
For the second message, the PSNR values were 80.3230, 85.3740, and 85.4083, respectively.
For the third message, the PSNR values were 81.6717, 85.8855, and 85.6411, respectively.
The MSE values, on the other hand, reflected the quality of the stego images. It can be seen
that the MSE values decreased as the PSNR values increased, indicating that the quality of
the stego images improved with the increasing PSNR values. Figure 4 depicts the summary
of the proposed PSNR method results with existing methods.

Table 5. The proposed Method Result Summary.

PSNR and MSE
Image 5 "
First Image Second Image Third Image
Image 1 80.2500 80.3230 81.6717
Image 2 85.1216 85.3740 85.8855

Image 3 85.1163 85.4083 85.6411
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Figure 4. The Proposed Method PSNR result summary with existing methods.

4.2. Comparison with Existing Works

Table 6 presents a comparison between the proposed method and previous related
works in the field of image steganography. The performance of the proposed method was
evaluated and compared to those of the classical least significant bit (LSB) method, the
over-multiplexed Vega (OMVG) method, the Kaur method, and the Liao method based on
the Peak Signal-to-Noise Ratio (PSNR) of cover images. The results show that the proposed
method outperforms the other ways regarding PSNR, with the highest values observed in
Images 2 and 3, where the PSNR reached 85.8855 and 85.6411, respectively. In contrast, the
classical LSB method had the lowest PSNR values among the comparison methods, with
PSNR values ranging from 50 to 58.62 in Images 1 to 3.

Table 6. Comparison between the proposed model and the related work for PSNR .

The
Classical OMVG
Image Kaur [41] Liao [42] Proposed
LBS [39] Method [40] Method
PSNR PSNR PSNR PSNR PSNR
Image 1 58.62 74.50 75.8 74.6 81.6717
Image 2 57.53 7441 78.13 79.68 85.8855
Image 3 50.00 74.45 79.85 80.24 85.6411

4.3. Run Time Results

The run time results and comparison between the proposed method and those of other
researchers are displayed below. The results are based on the average run time across all
image types. The proposed method, which uses encryption algorithms BlowFish and AES,
demonstrates impressive run time performance on average. The results are as follows.

Table 7 compares the run time of the proposed method with those of the related work
in terms of encryption and decryption processes. The proposed method has a shorter run
time than the classical LSB and OMVG methods, with a run time of 0.83 s for encryption
and 1.5 s for decryption. It also has a slightly shorter run time compared to the Kaur and
Liao methods, which have run times of 1.254 s and 1.54 s, respectively, for encryption and
1.642 s and 1.5 s, respectively, for decryption. This demonstrates the proposed method’s
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efficiency in terms of security and speed. Figure 5 compares the proposed model and the
related work for run time.

Table 7. Run time comparison proposed model and related work (seconds).

The
Classical OMVG
Process type Kaur [41] Liao [42] Proposed
LBS [39] Method [40] Method
Encryption 1.874 1.012 1.254 0.98 0.83
Decryption 2.018 1.492 1.642 1.54 1.5

Comparison of Run Time

20 - /‘
135 A
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Figure 5. Comparison between the proposed model and the related work for run time.

4.4. Visual and Statistical Test

The small colour changes between the cover and stego images are nearly invisible to
the human eye, which is a crucial aspect of successful picture steganography. This ability to
conceal the changes is a testament to the effectiveness of the technology proposed. Table 8
depicts the visual effects on the data example images. The subtle colour shifts in a stego
image can often remain unnoticed, making it challenging to detect the presence of hidden
information. To overcome this challenge, a histogram comparison technique is utilized
to distinguish between the cover and stego images. This is achieved by comparing the
histogram of the cover image with that of the stego image.

The experiments conducted and the individual histograms drawn for both the cover
and stego images demonstrate the effectiveness of this technique. Figures 611 display the
histograms of the RGB channels of both the cover image and the stego image, as opposed
to the histograms of just the Red, Green, and Blue channels, as their forms tend to remain
similar even with the highest amount of secret data input.



Appl. Sci. 2023,13,11771 14 of 20

Table 8. Display of visual effects on the data example images.

Cover Image Stego Image
Image 1 Image 1

A

Figure 6. Original Image 1 histogram.
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Figure 11. Cover Image 3 histogram.

4.5. Level of Security

A brutal force attack is one of the common image technique attacks. It means thor-
oughly monitoring all possible stego keys until a correct one is recognized. The first
element of the Stego key, a predefined pattern, can be selected from an unlimited number of
images over the web, mobile telephones, computers, etc., in the steganography technique
suggested. Hence, the number of distinct hidden patterns is very high. In addition to
the secret pattern, the attacker should be aware of the secret message size to insert the
secret text, given that the secret pattern size is connected with the secret message size. The
text is also inserted in a random order based on a colour range distribution of the hidden
design and the number of pixels matched. However, using a stego key, it is hard to retrieve
the hidden text by searching for a particular example in a picture in stego in which the
embedded order is executed, because the text is concealed in different addresses on each
block according to the cover attributes and the secret pattern used. This research presents a
new approach to steganography based on the LSB technique, which uses AES and BlowFish
encryption algorithms to conceal text inside an image. The proposed method takes into
account the limitations of the LSB process. It improves upon them through randomization
in pixel selection and a mask as a password encryption key. This method is expected to
be further improved with advancements in encryption and compression algorithms, as
well as the implementation of machine learning and Al to enhance its resistance against
cryptanalysis and steganalysis attacks. The user interface should also be improved to make
it more user-friendly and customizable for different users. The proposed method effec-
tively addresses the two limitations of traditional LSB (Least Significant Bit) processes by
incorporating a secret key based on the image and dividing the image into smaller blocks.
This not only adds an extra layer of security to the hidden text through the use of a mask as
both a password encryption key and as a minimum bit shift during data hiding, but also
reduces the visual impact of the embedded text. Furthermore, by splitting the image into N
frames and disconnecting it from its sequential order, the proposed method increases its
resistance to attacks and enhances its overall security. This approach can be improved in
future work by adjusting the dimensions of the masks used. The current limitation of the
proposed method is that it needs to be enhanced by a more complex encoding method. The
improvement should focus on the encryption and decryption algorithms, making them
faster using a lightweight algorithm. Additionally, a compression algorithm should be
applied to more significant messages to reduce the message size. Machine learning and Al
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should test the method against cryptanalysis and steganalysis attacks. The model’s GUI
should also be enhanced to be more user friendly and usable, with added options to control
desired processes.

5. Conclusions

This research introduces a novel steganography approach based on the Least Signifi-
cant Bit (LSB) technique, employing AES and Blowfish encryption algorithms to conceal
text within an image. The proposed method addresses the limitations of traditional LSB
processes by incorporating randomization in pixel selection and utilizing a mask as a
password encryption key. Future advancements in encryption and compression algorithms,
along with machine learning and Al integration, are expected to enhance the method’s
resistance against cryptanalysis and steganalysis attacks. The user interface will also be
improved to enhance user friendliness and customization for different user needs. The
proposed method effectively overcomes two limitations of traditional LSB processes by
incorporating a secret key derived from the image and dividing the image into smaller
blocks. This enhances security by using a mask as both a password encryption key and a
minimum bit shift during data hiding while minimizing the visual impact of the embedded
text. By splitting the image into multiple frames and eliminating sequential order, the
proposed method enhances resistance to attacks and overall security. Future work aims
to optimize the dimensions of the masks used in the method. The current limitation lies
in the complexity of the encoding method, which will be addressed by introducing faster,
lightweight encryption and decryption algorithms. A compression algorithm will also be
applied to more significant messages to reduce size. Machine learning and Al techniques
will evaluate the method’s robustness against cryptanalysis and steganalysis attacks. The
graphical user interface (GUI) will be enhanced to be more user friendly, offering additional
options for controlling desired processes.
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