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Abstract: As drones are widely employed in various industries and daily life, concerns regarding
their safety have been gradually emerging. Denial of service (DoS) attacks have become one of
the most significant threats to the stability of resource-constrained sensor nodes. Traditional brute-
force and high-rate distributed denial of service (DDoS) attacks are easily detectable and mitigated.
However, low-rate TCP DoS attacks can considerably impair TCP throughput and evade DoS
prevention systems by inconspicuously consuming a small portion of network capacity, and whereas
the literature offers effective defense mechanisms against DDoS attacks, there is a gap in defending
against Low-Rate TCP DoS attacks. In this paper, we introduce AccFlow, an incrementally deployable
Software-Defined Networking (SDN)-based protocol designed to counter low-rate TCP DoS attacks.
The main idea of AccFlow is to make the attacking flows accountable for the congestion by dropping
their packets according to their loss rates. AccFlow drops their packets more aggressively as the loss
rates increase. Through extensive simulations, we illustrate that AccFlow can effectively safeguard
against low-rate TCP DoS attacks, even when attackers employ varying strategies involving different
scales and data rates. Furthermore, whereas AccFlow primarily addresses low-rate TCP DoS attacks,
our research reveals its effectiveness in defending against general DoS attacks. These general attacks
do not rely on the TCP retransmission timeout mechanism but rather deplete network resources,
ultimately resulting in a denial of service for legitimate users. Additionally, we delve into the
scalability of AccFlow and its viability for practical deployment in real-world networks. Finally, we
demonstrate the effectiveness of AccFlow in safeguarding network resources.

Keywords: drones security; DoS attack; Software-Defined Networking

1. Introduction

Drones or Unmanned Aerial Systems (UAS) are unmanned aerial vehicles operated
by radio remote control devices [1]. Due to their high degree of flexibility and adaptability,
UAS are widely used in both military and civilian applications. However, a number of se-
curity concerns have arisen [2,3] pertaining to the confidentiality, integrity, and availability
of drones. One emerging threat is the “Low-rate TCP DoS Attack”. In this type of attack,
assailants exploit the TCP retransmission timeout mechanism [4]. To launch such an attack,
the attackers set up periodic on–off “square-wave” traffic patterns with a peak transmission
rate that is significant enough to exhaust the network bandwidth. When subjected to this
attack, legitimate TCP flows experience severe packet losses, resulting in retransmission
timeouts. If the period of the attacking flow coincides with the retransmission timeouts,
the legitimate TCP flows encounter another peak as they attempt to recover from these
timeouts, leading to further packet losses and longer retransmission timeouts. This cy-
cle continues, ultimately throttling the legitimate TCP flows to nearly zero throughput.
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Compared to general DoS attacks in which malicious users cause a denial of service by
sending continuous high-rate flows, rather than relying on the TCP retransmission timeout
mechanism, the time-averaged bandwidth usage of the low-rate TCP DoS attacking flow is
small. In some cases, it can even be much less than the total available bandwidth. This is
why we refer to such an attack as the low-rate TCP DoS attack.

Another noteworthy characteristic of the low-rate TCP DoS attacking flow is its
periodic traffic pattern, which bears a resemblance to legitimate TCP periodic traffic, such
as video traffic adopting the DASH (Dynamic Adaptive Streaming over HTTP) [5] standard.
Despite the apparent similarity in traffic patterns, a fundamental distinction exists between
benign TCP periodic flows and the low-rate TCP DoS attacking flow.

The key difference lies in how they respond to the packet loss. Legitimate TCP flows
follow a protocol that involves backing off and entering retransmission timeout when
their packets are lost. In contrast, the low-rate TCP DoS attacking flow does not exhibit
this behavior.

Although the low-rate TCP DoS attack has been proposed for nearly ten years, it has
not been fully addressed. Sun et al. [6] use signal processing (autocorrelation of the traffic)
to detect the periodic burst attack at the congested router. Whenever attacks have been
detected, the router traces back to its upstream routers to find the attack source. Such
a solution may not work if the congested router has multiple upstream routers so that
the bursty traffic it detects consists of the aggregate traffic from these upstream routers.
Therefore, it is possible that the upstream routers cannot detect the bursty attacking traffic,
which disrupts or halts the tracing back process. The work by Chang et al. [7] addresses
this problem by assigning high priorities to the packets that are destined for high loss
rate TCP application ports. However, such a defense mechanism can be breached if the
attackers send large volumes of traffic to a specific protected port to cause a high loss rate
at this port. Consequently, the attackers’ traffic will be marked as high-priority traffic.
Wang et al. [8] propose a defense method based on sFlow and an improved Self-Organizing
Map (SOM) model in Software-Defined Networking (SDN). This approach defines a metric
to differentiate between genuine normal traffic and large-scale attack traffic, allowing for
the issuance of drop or rate-limiting rules near the source of the attack. However, when two
types of traffic are very similar, stricter restrictions may affect the experiences of normal
users. Bhuyam et al. [9] proposed a mechanism based on correlation coefficients to detect
low-rate and high-rate DDoS attacks. Partial rank correlation is used to detect low-rate
attacks. However, this mechanism may not be effective when only one macro traffic attacks
the network. Ruchi Vishwakarma et al. [10] present a honeypot-based approach that can be
taken as a productive outset towards combatting Zero-Day DDoS Attacks to analyze ways
to prevent SSH and Telnet Protocol Attacks [11]. Tang [12] proposed a detection method to
identify LDOS attacks at the transport layer and used data mining technology to analyze
network anomalies under LDOS attacks to complete the detection. Furthermore, because
all of the aforementioned solutions target solely the ideal low-rate TCP DoS attack, one
alternative strategy for attackers to circumvent the defense could be splitting their traffic
into multiple attacking flows to trigger distributed DoS attacks. Additionally, they do not
illustrate how their defending protocols will impact the benign periodic flows, such as the
aforementioned video traffic. In this paper, we introduce an Accountable Flow (AccFlow)
protocol to offer effective defense against low-rate TCP DoS attacks. AccFlow has been
developed to offer effective defense against low-rate TCP DoS attacks while ensuring that
there is no performance degradation for legitimate periodic flows. Additionally, AccFlow
offers robust protection against general DoS or DDoS attacks.

In contrast to previous literature, our approach to designing AccFlow distinguishes
itself by integrating the principles of Software-Defined Networking (SDN) [13] and em-
phasizing flow accountability. Within the SDN architecture, decisions concerning packet
routing and forwarding are centralized, distinguishing it from conventional networking
approaches. This centralized approach empowers explicit execution of distinct policies
for various flows, thereby offering flexibility and innovation in network configuration.



Appl. Sci. 2023, 13, 11749 3 of 20

For instance, one notable advantage of this centralized architecture is that it empowers
network operators to effectively manage traffic, resulting in the creation of low-latency
and congestion-free networks. This is particularly advantageous in data center environ-
ments [14,15]. Although originally not designed to address security issues in computer
networking, the concept of SDN, a network architecture that centralizes control and offers
innovative avenues for reevaluating and mitigating such challenges [16]. Notably, the cen-
tralized network architecture enables the controller to perform real-time traffic monitoring
and analysis. When attacking flows are identified, the controller can promptly block them,
preserving network resources for legitimate flows. This ability to quickly respond to threats
and prioritize legitimate traffic is one of the key advantages of SDN-based defense tech-
niques. These techniques offer immediate benefits to the deployed routers or Autonomous
Systems (ASes) since they do not necessitate reconfiguration in other parts of the network.
Despite these advantages, flow-based security protocols must be scalable to effectively han-
dle a large volume of attacking flows, particularly when considering deployment in Wide
Area Networks (WANs). In this paper, we propose to use flow aggregation (we use source
IP address-based flow aggregation; the detailed explanation is in Sections 4.1 and 5.2) and
virtual centralized controller (the concept of virtual centralized controller is that we use
multiple coordinated processors to serve as the centralized controller; the details are in
Section 4.2). to solve the scalability problem so that our protocol can be deployed in both
Local Area Networks (LANs) and WANs.

The reason why the low-rate TCP DoS attack and other kinds of DoS attacks work
well is that whenever a congestion happens, the router drops the packets from all flows
regardless of who causes the congestion. In other words, accountability for the congestion
is not considered for packets dropping [17]. As a result, even legitimate TCP flows that
diligently adhere to the congestion avoidance protocol and transmit at reasonable rates
are erroneously affected by congestion. This congestion is primarily caused by attacking
flows that flood the network with large volumes of traffic, depleting available bandwidth.
Therefore, in order to effectively combat DoS attacks, AccFlow considers congestion ac-
countability when implementing packet drops. To be precise, the more accountable flows
are to contribute to the congestion, the more assertively AccFlow drops their packets. We
establish a connection between each flow’s accountability for congestion and its loss rate.
Essentially, the higher the loss rate, the greater the flow’s accountability to cause congestion.
This connection is rooted in the behavior of attacking flows, which consistently exhibit high
loss rates due to their higher accountability for congestion. They do so because they must
continually send an excessive number of packets to overwhelm the network. In contrast,
legitimate TCP flows, with their lower accountability for congestion, rarely experience
consistently high loss rates. Instead, they adapt by reducing their transmission rates and
may even enter timeouts when their packets are dropped. As a result, there is a positive
correlation between a flow’s loss rate and its accountability for causing congestion. AccFlow
safeguards the network by prioritizing the dropping of packets from flows with higher loss
rates and corresponding higher probabilities. Conversely, packets from flows with lower
loss rates are dropped with lower probabilities.

Through extensive simulations using ns-3 [18], we illustrate that AccFlow proves
effective in defending against both the low-rate TCP DoS attack and general DoS attacks.
In summary, this paper makes the following contributions.

• AccFlow is the first SDN-based security protocol that considers flow accountability
when defending against DoS or DDoS attacks.

• We demonstrate that AccFlow, which does not cause any performance degradation
to benign flows, can effectively defend against both the low-rate TCP DoS attack and
general DoS attacks even if attackers are able to vary their strategies.

• We use flow aggregation and virtual centralized controller to solve the scalability
problem of AccFlow and make it deployable in real networks.

The rest of the paper is organized as follows. In Section 2, we give a brief introduction
to the low-rate TCP DoS attack. In Section 3, we elaborate on the AccFlow protocol. In
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Section 4, we consider the deployment of AccFlow in real networks and its interaction with
other security protocols. In Section 5, we thoroughly study the effectiveness of AccFlow in
different simulation settings. Finally, we conclude in Section 6.

2. Low-Rate TCP DoS Attack

In this section, we provide a brief overview of the low-rate TCP DoS attack and its
effectiveness in causing denial of service to legitimate TCP flows. The characteristics of
an ideal low-rate TCP DoS attacking flow can be represented by a triple {R, P, D}, where
R indicates the peak data rate, P indicates the attacking period and D indicates the burst
duration within one period, as illustrated in Figure 1a. In order to overflow the network, R
needs to be larger than the bottleneck link bandwidth. P should be small enough, compared
to the RTTs of legitimate TCP flows, to attack most of the traversing flows. D is negatively
correlated with R if the amount of traffic generated by the attackers in one period is fixed.
A detailed discussion on the choice of R, P, and D can be found in [19].

R

P D

(a) Low-rate TCP DoS attacking flow.

Server

Bottleneck Link

10Mbps

Legitimate User Attacker

(b) Network topology.

Figure 1. Attacking traffic and network topology.

We set up simulations on the ns-3 platform to illustrate the effectiveness of low-
rate TCP DoS attacks. We create a “dumbbell” network topology whose bottleneck link
bandwidth is 10 Mbps , as illustrated in Figure 1b. In this simulation setup, nine legitimate
TCP flows and one attacking flow are traversing the bottleneck link. We configure the
network so that each legitimate TCP flow is transmitting at 1 Mbps and the attacking flow
triple {R, P, D} is {30 Mbps, 200 ms, 67 ms}. Note that we scale down the bottleneck link
bandwidth and flow rates in order to accelerate the simulation. As illustrated in Figure 2a,
without being attacked, all legitimate TCP flows fairly share the bottleneck link bandwidth
and achieve their desired data rates. However, they are throttled to nearly zero throughput
under attack, as illustrated Figure 2b. Note that the time-averaged data rate of the attacking
flow (around 3.5 Mbps) is far less than the bottleneck link bandwidth. Therefore, attackers
use much less resources to achieve very effective DoS attacks.
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Figure 2. Effectiveness of the low-rate TCP DoS attack.
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3. AccFlow Design

In this section, we provide an in-depth look at AccFlow. AccFlow is a transport layer
protocol deployed on the SDN centralized controller. The controller’s role encompasses
monitoring all traversing flows, conducting flow analysis, and instructing the switches
or routers to implement different routing and forwarding policies for various flows, as
illustrated in Figure 3. The architecture of AccFlow is depicted in Figure 3 as well. AccFlow
comprises two primary modules: Aggressive Detection and Early Drop. Aggressive
Detection is responsible for blocking attacking flows that exhibit detectably aggressive
behavior, whereas Early Drop is employed to safeguard the network when attackers
attempt to evade detection by intelligently altering their attacking strategies. As Flow Data,
computed by other layers, traverses the Transport Layer, AccFlow, equipped with these
two modules, effectively safeguards the network from attacks through Flow Prioritization
and Flow Analysis.

switchswitch

host Flow
s in

Fl
ow

s 
ou

t

host

Flow Priori zing

Flow Analysis

AccountableFlow
(Aggressive Detec�on)

(Early Drop)

Transport Layer

Flow DataOther Layers

Layer component compu ng

Figure 3. AccFlow architecture.

3.1. Aggressive Detection

To effectively detect attacking flows, it is essential to identify unique features that
set them apart from legitimate ones. Given that attackers consistently generate high
traffic volumes to overload the network, the loss rates of their flows (the ratio of lost
packets to the total transmitted packets) are expected to be higher compared to legitimate
flows. Consequently, a straightforward method to distinguish between legitimate flows
and attacking flows is by using the loss rate as a differentiator. In order to validate the
effectiveness of this intuitive approach, we conducted a study on the loss rates of each
flow during the simulation, as discussed in the previous section. The centralized controller
closely monitors the traffic and performs periodic statistical analysis on all traversing
flows. The flow analysis period of the controller should be set to two or three times the
typical Round-Trip Times (RTTs) of the traversing flows. This enables the controller to gain
accurate insights into the behaviors of these flows and respond rapidly to attacks. In our
simulation, we configured this period to be 0.5 s, which is approximately twice the typical
RTTs of the traversing flows. In the rest of the paper, we use the term detection period to
indicate the controller’s analysis period. The results of the simulation are presented in
Figure 4a.
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Figure 4. Loss rate and uniform loss rate of each flow.

It is evident that the loss rate of attacking flows remains consistently high. However,
we have observed that in certain detection periods, the loss rates for some legitimate flows
are even higher. Consequently, relying solely on loss rate as a detection criterion may lead
to false positives.

Upon closer examination of the traffic generated by each flow, we have identified the
reason behind these higher loss rates in legitimate flows during specific detection periods.
This phenomenon occurs when a legitimate flow sends only one packet within a detection
period, and that single packet is dropped. In such cases, the legitimate flow reacts by
stepping back and waiting for one retransmission timeout before entering the TCP slow
start phase. At the outset of the slow start, the flow sends out one packet to probe the
available bandwidth. In cases of extreme network congestion, this newly generated packet
is highly likely to be dropped. Consequently, the legitimate flow is compelled to endure an
even longer retransmission timeout. This explains why the loss rate of a legitimate flow is
either 1 (the only packet is dropped) or 0 (waiting in retransmission timeout). In contrast,
the attacking flow adopts a different strategy. It continuously dispatches a substantial
volume of packets without any form of backing off, even when a significant number of
preceding packets are dropped. As a result, the attacking flow maintains a consistently
high loss rate.

In our framework, we propose to use Uniform Loss Rate (ULR) which is defined in
Equation (1). We use it to differentiate the attacking flow from legitimate flows.

ULR = loss rate× usage rate (1)

The usage rate of one flow is defined in Equation (2). In the equation, the usage rate of one
flow is the ratio of the number of its transmitted packets in one detection period over the
total number of arriving packets from all flows in this detection period.

usage rate = transmitted packets÷ total packets (2)

The attacking flow is featured with high ULR since it has to consistently send large numbers
of packets (high usage rate) and never backs off even if its packets are dropped (high loss
rate). As illustrated in Figure 4b, there is a notable gap between the ULR of the attacking
flow and legitimate flows. Therefore, ULR is an effective feature to leverage to differentiate
the attacking flow from legitimate ones. Whenever detecting a flow with excessively high
ULR while other flows’ ULRs are close to zero, the centralized controller will identify it as
an attacking flow and completely block its traffic.

Although Aggressive Detection proves to be a straightforward and precise defense
mechanism against the ideal low-rate TCP DoS attack, it necessitates a substantial ULR (Up-
stream Loss Rate) gap to effectively distinguish between the attacking flow and legitimate
flows. Finding a reasonable ULR (Upstream Loss Rate) threshold can be a challenging task,
particularly when attackers continuously alter their strategies to reduce the ULRs of their
flows. For example, instead of launching a single attacking flow, attackers can divide their
traffic into N flows and synchronize them to create periodic burst flows. The usage rate of
each individual attacking flow decreases by a percentage of N−1

N , including its ULR. As the
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number of synchronized attacking flows increases, the ULR gaps between legitimate flows
and attacking flows diminish, rendering it more challenging for the controller to detect the
attacking flows. However, it is important to note that even as the ULR gaps decrease, the
network still experiences the same volume of attacking traffic, allowing the DoS attack to
remain effective. We present the shortcoming of Aggressive Detection in Figure 5. Note
that when the attackers split their traffic into 50 synchronized flows, the ULR differences
between attacking flows and legitimate flows are close to zero. To tackle such distributed
attacks, we design the Early Drop module in the next subsection.
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Figure 5. ULR of each flow under distributed DoS attack.

3.2. Early Drop

Early Drop is proposed to effectively deal with the aforementioned distributed attacks.
The design of Early Drop is also based on consistent flow monitoring and periodic flow
analysis by the centralized controller. However, Early Drop does not purely rely on the ULR
to detect attacking flows. In fact, Early Drop is a heuristic algorithm illustrated in Algo-
rithm 1 that conducts flow-based packet dropping according to each flow’s loss rate without
explicitly detecting attacking flows. Next, we elaborate on the Early Drop algorithm.

The algorithm is executed during every detection period. The first 4 lines of the code
are executed only once at the beginning of each detection period, whereas the remaining
lines are executed whenever a packet arrives within that detection period. The aggregate
loss rate, denoted as L (line 2), represents the ratio of the number of dropped packets
from all flows in the previous detection period to the total number of arriving packets in
the previous detection period. Similarly, usage Ui of flow Fi (line 4) reflects the number of
packets sent by Fi in the previous detection period. Loss rate Li of Fi (line 4) is calculated
as the ratio of the number of dropped packets from Fi in the previous detection period
to Ui. It is important to note that these values, namelyL, Ui, and Li, are computed based
on statistics from the previous detection period. In the event that the current detection
period is the first, the controller initializes all these values to zero. These values remain
constant within the current detection period and are updated at the start of the subsequent
detection period. The rest of the lines of the codes, starting from line 5 to the end, execute
the packet-dropping policy based on these calculated values.

We add a condition L > Th1 in line 5 for packet dropping. This is because Early Drop
initiates packet dropping before the network bandwidth is fully exhausted. Therefore,
it is necessary to make sure that the network is being attacked before applying such an
aggressive dropping policy. In other words, Early Drop is a self-protective mechanism
that automatically begins dropping packets when the network shows a sign of being
attacked. We use aggregate loss rate to verify whether the network is being attacked or
not for the following reasons. This approach is grounded in the behavior of legitimate
TCP flows, which adhere to congestion-avoidance protocols. When packets are lost due
to substantial congestion, legitimate flows respond by throttling their transmission rates,
aligning them with the available bandwidth. Consequently, even if these flows initially
have high original transmission rates, they adjust their data rates to match the prevailing
network conditions. Therefore, it is rare for the network to witness a consistently high
aggregate loss rate under normal situations. However, when attackers are trying to cause
denial of service to legitimate flows by exhausting the network bandwidth, they have to
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continuously generate traffic even though many of their packets are dropped, i.e., they
never back off when meant to do so. As a result, the network will experience a very high
aggregate loss rate under attack. We verify our analysis by studying the aggregate loss rate
in both normal and attacked scenarios. The experimental results, illustrated in Figure 6,
show that even 40 legitimate flows each with the original 1 Mbps transmission rate are
traversing the 10 Mbps bottleneck link, the aggregate loss rate is well below 10% (the
real network is always bandwidth over-provisioned to tolerate the traffic burst caused
by legitimate flows, which makes it rare for the network to have a large aggregate loss
rate under normal situation). However, when the attackers are trying to launch an attack,
the aggregate loss rate is more than 65%. Thus, aggregate loss rate is an effective feature
to indicate whether the network is under DoS attack or not. The network operators can
have different configurations for the threshold Th1 based on their own policies and traffic
characteristics. For instance, if they want to aggressively protect their network, they need
to set a relatively low threshold for Th1 and vice versa.

Algorithm 1: Early Drop

1 if the beginning of kth detection period then
2 Calculate the aggregate loss rate L;
3 for each traversing flow Fi do
4 Calculate its usage Ui and loss rate Li;

// Loss rate Li is the ratio of the number of dropped packets from Fi
in the previous detection period to Ui

5 if L > Th1 then
// Th1 is set up based on policies and traffic characteristics

6 for each arriving packet do
7 Find the flow Fj it belongs to;
8 if Uj > Th2 then

// Th2 is set up to make sure that Early Drop will not falsely
blame the legitimate TCP flows

9 if Lj > 0.5×L then
10 Drop the packet with probability Lj;
11 else if Npacket > Th3 then
12 Drop the packet with probability Lj;
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Figure 6. Aggregate loss rate for normal and attacked scenarios.

The main idea of the Early Drop algorithm is that it drops the packets from accountable
flows with reasonable probabilities. By “accountable”, we mean that Early Drop only
blames the flows that are accountable for the congestion. By “reasonable”, we mean
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that Early Drop drops the packets of accountable flows according to their loss rates. We
achieve accountability by line 8 of the algorithm. In particular, if a flow only sends one
or two packets during one detection period, it is not accountable for the congestion so
that Early Drop will not drop its packets. We add the threshold Th2 to make sure that
Early Drop will not falsely blame the legitimate TCP flows who have just recovered from
retransmission timeouts and send one packet in the beginning of the TCP slow start process
to probe the available bandwidth. Th2 should be small and increase with the duration
of the detection period since a longer detection period may contain more TCP slow start
processes. We set Th2 as 5 in our simulations when we test the effectiveness of AccFlow
in the next section. Furthermore, we accomplish reasonability by considering its loss rate
while dropping packets from a particular flow (lines 9 to 12). Specifically, Early Drop
divides all flows into two groups, i.e., the high loss rate group and the low loss rate group.
All flows whose loss rates are above half of the aggregate loss rate L will be categorized
into the high loss rate group and Early Drop immediately drops their packets according
to their loss rates. On the contrary, flows whose loss rates are no greater than half of the
L will be assigned to the low loss rate group and Early Drop applies packet dropping to
these flows only when the number of queueing packets Npacket in the router is larger than
Th3. The threshold Th3 is used to indicate that the network is slightly congested so that it is
positively related to the router’s buffer size. We set Th3 to be 10% of the router’s buffer size
in our simulations. Again, the network operators can have different configurations for Th3
according to their policies. To sum up, Early Drop blames the flows that are accountable for
the congestion, and the higher their loss rates, the more aggressively it drops their packets.
The fundamental difference between Early Drop and other Active Queue Management
disciplines such as RED and WRED is that Early Drop selectively drops packets from more
accountable flows (often the attacking flows) early before the router buffer is exhausted so
that the packets from less accountable flows (often the legitimate flows) can be enqueued.
However, RED and WRED simply drop all arriving packets when the buffer is full so that
the legitimate flows will suffer from denial of service.

Note that we can use Aggressive Detection as a supplement to Early Drop. In particular,
Early Drop is always active to protect the network whereas Aggressive Detection will be
applied to completely block the attacking flows if they perform aggressively enough to
be detected by the controller. In the next section, we thoroughly test the effectiveness of
AccFlow through substantial amounts of simulations.

4. Deployment of AccFlow

In this section, we address the deployment of AccFlow in real networks and its
interaction with other security protocols. Although AccFlow offers advantages like flexible
control and real-time response to attacks, it also faces scalability challenges due to the
centralized network architecture. The centralized controller must create an entry in the
routing table for each distinct flow, which can strain CPU and storage resources. To
overcome this scalability issue, we propose the use of flow aggregation and a virtual
centralized controller. These solutions aim to optimize AccFlow’s performance and ensure
its practicality in large-scale networks.

Flow aggregation involves grouping similar flows together, reducing the number of
distinct flows and, consequently, the load on the controller. The virtual centralized controller
concept employs multiple coordinated processors to serve as the centralized controller,
allowing for distributed handling of flow management. Together, these measures enhance
AccFlow’s scalability, making it suitable for deployment in both local area networks (LANs)
and wide area networks (WANs).

By addressing scalability concerns and optimizing AccFlow’s performance, we aim to
make it a viable and effective solution for enhancing network security and mitigating DoS
and DDoS attacks.
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4.1. Flow Aggregation

Flow aggregation can prevent the attackers from amplifying their attacking scale by
faking huge numbers of flows. Furthermore, with protocols like ingress filter [20] and
Passport [21], ASes can limit the range of their acceptable source IP addresses. As a result,
the number of distinct attacking flows that can be used to attack the bottleneck link is
limited. Moreover, the existing security protocols, such as MiddlePolice [22,23], Mirage [24],
Phalanx [25], Pushback [26], and DoS-limiting architecture [27], can be applied to further
limit the attacking scales. For instance, Mirage adopts the concept of frequency hopping
in wireless networks to “hop” the destination IP addresses among all available addresses.
Each time a user wants to send traffic to this site, it has to solve a computational puzzle to
obtain the new IP address, which will limit the volumes of traffic that the computationally
limited attackers can send. MiddlePolice, on the other hand, allows the destination to
determine which source IPs are allowed through self-defined traffic control policies. Since
AccFlow does not cause disruption to the existing network infrastructure, it can effectively
interact with these security protocols to defend the network against extremely large-scale
DDoS attacks.

4.2. Virtual Centralized Controller

In order to deal with large numbers of flows, we can also adopt the concept of a virtual
centralized SDN controller. Specifically, multiple processors can serve as the conceptual
centralized controller. Each processor keeps its routing table and tackles a certain number
of flows. In order to tolerate individual processor failures within the distributed virtual
centralized controller system, we can adopt the Paxos protocols [28]. In fact, the B4
architecture [14], a worldwide large-scale SDN data center network built by Google, also
adopts the concept of virtual centralized controller by clustering their networks to deal
with millions of flows traversing Google’s data centers. By embracing these techniques
to solve the scalability problem, AccFlow can be deployed in real networks. We present a
straightforward deployment architecture in Figure 7.

We consider deploying AccFlow on both core routers and border routers. Typically,
border routers are responsible for dealing with the inter-domain flows such as BGP ses-
sions [29] whereas core routers carry the traffic across the AS and may execute a particular
traffic engineering policy such as MPLS [30]. Consider the situation where a remote legit-
imate client and the attacker are sending their traffic to the AS through an undeployed
border router R1. Since the attacking flow D exhausts the bandwidth of the victim border
router R1, the client’s flow A is throttled to zero throughput (flow A is not able to traverse
R1 in Figure 7). Attacking flow D continues to propagate in the AS until it counters a
deployed core router R2 which drops its packets to save the network resources for the
legitimate flow C (attacking flow D is not able to traverse R2 in Figure 7). When the AS
deploys AccFlow on its border router R3, it protects the inter-domain traffic B from being
attacked so that B can safely enter the AS. Apart from launching inter-domain attacks, the
attacker can also compromise the nodes within the AS to generate local DoS attacking
flows, such as the attacking flow E. The deployed core router R4 can protect the network
from such an attack. Furthermore, the deployed routers can stop the local attacking flows
from leaving the AS to attack remote sites. To sum up, AccFlow is compatible with the ex-
isting security protocols and is incrementally deployable without disruption to the existing
network infrastructure.
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Figure 7. Deployment of AccFlow.

5. Experimental Results

In this section, we thoroughly study the effectiveness of AccFlow on the ns-3 platform
in four major simulation setups. We use the network topology illustrated in Figure 1b
in all simulation setups whereas the traversing flows are different under different setups
(AccFlow is not limited to the simple dumbbell network topology. It is effective to protect
both the inter-domain and intra-domain traffic). The first setup regards the distributed
low-rate TCP DoS attack, in which we consider different types of legitimate traffic and
different attacking strategies. The second setup is about another DoS attack derived from
the low-rate TCP DoS attack. We call it the Short Selfish TCP Flow (SSTF) attack because
the attackers selfishly consume nearly the whole network resources by generating excessive
numbers of short TCP flows. The third setup is designed to verify that AccFlow does not
falsely drop packets from legitimate periodic flows. Finally, we consider the general DoS
attacks in the fourth setup.

5.1. Distributed Low-Rate TCP DoS Attack

In this setup, we design three different simulation settings. In setting one, we have
five legitimate TCP flows each with 1 Mbps transmission rate to simulate drone activities,
such as Data Transfer and Telemetry and Remote Control Signals. In a real network, the
attackers are able to launch different scales of distributed attacks by splitting their traffic
into different numbers of synchronized subflows which refer to the individual streams
of network traffic that are coordinated or synchronized by the attacker. By dividing their
traffic into multiple subflows, attackers can make the attacks more challenging to detect and
mitigate, as the traffic may appear more like legitimate network activity. In our simulations,
we varied the number of synchronized subflows from 1 to 50 to replicate real-world attacks.
(Note that we scale down the number of flows in order to accelerate the simulation. As
you can see in our experiment results, the performance of AccFlow is not impacted by
the scale of DDoS attacks.) The total aggregate rate of these synchronized attacking flows
reached approximately 30 Mbps, which is three times the bandwidth of the bottleneck
link. This setup effectively mimics attacks that surpass the network’s capacity, resulting in
network congestion and potential service disruptions. The attacking period P is 200 ms
and the attacking duration D in one period is 67 ms to simulate the real attacks. In setting
two, we use the same attacking traffic as that of setting one but we have nine legitimate
TCP flows each with a different transmission rate, ranging from 0.3 Mpbs to 1.1 Mpbs.
This setup mimics diverse drone activities, including real-time adaptive data transmission
and adaptive flight planning. The reason we have both setting one and setting two is
that TCP uses the max–min fairness [31], where the network first satisfies the flows with
smaller demands (lower transmission rates) and then evenly distributes the bandwidth to
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flows with larger demands if the network resources are limited. As a result, in a congested
network, flows with smaller transmission rates can obtain their fair bandwidth shares more
easily than flows with higher rates. Therefore, we need to consider both the two settings in
our simulation. In the third setting, we test the effectiveness of AccFlow when attackers
are varying their attacking rates from 20 Mbps to 60 Mbps which is more varied. Without
loss of generality, we assume that attackers split their traffic into five attacking flows in this
setting and we use the same legitimate TCP traffic as that of setting two. We summarize
the three simulation settings in Table 1.

Table 1. Simulation settings .

Simulation
Setting

Legitimate TCP Flows Attack Scales Aggregate Attacking Rate

Setting One 5 flows with same rate 1 Mbps 1 to 50 attacking flows 30 Mbps

Setting Two
9 flows with different rates ranging

from 0.3 Mbps to 1.1 Mbps 1 to 50 attacking flows 30 Mbps

Setting Three
9 flows with different rates ranging

from 0.3 Mbps to 1.1 Mbps 5 attacking flows 20 Mbps to 60 Mbps

The simulation results are illustrated in Figure 8. Figure 8a illustrates the results for
setting one when five 1 Mbps legitimate TCP flows are traversing the network. Since the
whole bandwidth of the bottleneck link is 10 Mbps, which is large enough to hold all the
legitimate traffic, all the five flows should not experience any packet losses (in this paper,
we only consider packet losses caused by network congestions). and achieve their ideal
throughput when they are not attacked. As we can see in Figure 8a, AccFlow can effectively
protect the legitimate flows from being attacked since the average throughput of the
legitimate flows is close to the desired transmission rate. Furthermore, the performance of
AccFlow does not degrade as the number of attacking flows increases. Figure 8b illustrates
the simulation results for setting two. Note that we set up nine legitimate flows in this
setting but we only plot the results for five of them in the figure for a concise presentation.
With AccFlow, all nine legitimate flows are able to achieve their desired data rates even
under large-scale attacks. In setting three, we vary the aggregate attacking rates from
20 Mbps to 60 Mbps. Again, we plot the simulation results for 5 legitimate flows in the
figure. The results show that AccFlow can also effectively defend the network even if
attackers are able to change their attack rates.

Here, we make a detailed explanation of the effectiveness of AccFlow. Consider one
legitimate TCP flow and one attacking flow in our simulations. Assume that attackers
launch DoS attacks in the detection period Tk. Due to severe packet losses in Tk, the
legitimate TCP flow envisions a heavily congested network and enters a retransmission
timeout. Therefore, in the next detection period Tk+1, either its loss rate is zero if it is still
waiting in the timeout or its usage is very low if it just recovers from the timeout and sends
small amounts of packets to probe the available bandwidth. Under both scenarios, AccFlow
will not further blame the legitimate flow. However, the attackers have to continuously
send high volumes of traffic in order to overflow the bottleneck link. Thus, the attacking
flow still has a large usage in the next detection period Tk+1 in spite of its high loss rate in
Tk. Under such a situation, AccFlow will Early Drop its packets according to its loss rate.
Furthermore, if the network is still congested after Early Drop, the router itself will also
drop packets since it cannot deal with so much traffic. Therefore, the attacking flow will
experience an even larger loss rate in the detection period Tk+1. This cycle repeats so that
the loss rate of the attacking flow increases in each detection period until the network is
not congested or its loss rate equals one. Under both scenarios, the attacking flow can no
longer harm the network.
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Figure 8. Under all three settings, AccFlow can effectively defend legitimate TCP flows from being
attacked. The achieved throughput for each legitimate flow is almost the same as its original
transmission rate.

In order to be a real-time defending technique, AccFlow needs to react to attacks very
fast. Here, we study the convergence time of AccFlow, i.e., how long it takes AccFlow to
clear up the attacks. We define the convergence time as the time when all legitimate flow
loss rates are zero. Without loss of generality, we randomly pick up one simulation setup in
each of the three settings listed in Table 1 to study its convergence time. Specifically, we test
the scenarios where attackers set up 20 and 30 attacking flows in setting one and setting
two, respectively. As for setting three, we use the case when attackers are generating traffic
at a rate of 40 Mbps. Our simulation results are illustrated in Figure 9. Under all three
scenarios, AccFlow can react to the attack quickly and the convergence time is in the order
of seconds or tens of seconds.

As a flow-based defending technique, AccFlow needs to be scalable to deal with large
numbers of attacking flows. Although the performance of AccFlow does not decline as
the number of attacking flows increases (as illustrated in our simulation results), huge
numbers of flows will exhaust the CPU and storage of the centralized controller. We discuss
the scalability problem and propose our solutions in Section 4 where we consider the
deployment of AccFlow in real networks.

5.2. Short Selfish TCP Flow Attack

In this section, we discuss a very effective DoS attack which is similar to but still
fundamentally different from the low-rate TCP DoS attack. The attacking technique is that
malicious users periodically set up many short TCP flows to gain unfair share of network
resources. Specifically, the early coming short TCP flows congest the network and cause
all flows (including both legitimate TCP flows and themselves) to enter retransmission
timeouts. Then, the attackers selfishly start new short TCP flows to occupy the whole
network bandwidth since no one apart from attackers is transmitting now. The interesting
point of such DoS attacks is that it seems that the attackers never deviate from the TCP
protocol since these short TCP flows will back off when their packets are lost. However,
the attackers are able to cause very severe denial of service to legitimate users simply by
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breaking their traffic into small short flows. We name such an attack the Short Selfish TCP
Flow (SSTF) attack. Note that the difference between the SSTF attack and low-rate TCP
DoS attack is that the former cannot synchronize all these short TCP flows to create the
regular periodic burst traffic since transmitters have to wait for the ACKs before sending
new packets. We set up simulations to illustrate the effectiveness of the SSTF attack. In our
simulation, we have 10 attackers and each of them sends one short TCP flow with 3 Mbps
data rate every 200 ms. Furthermore, we have nine legitimate TCP flows with 1 Mbps
transmission rate each. The results, illustrated in Figure 10, show that the SSTF attack is
able to effectively throttle the legitimate users to almost zero throughput.
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Figure 9. Convergence time of AccFlow.

Now, we explain why the SSTF attack can cause such an effective denial of service to
legitimate users even though each individual short flow itself behaves exactly the same as
a legitimate TCP flow (here, we mean each short TCP flow complies with the TCP protocol
and will back off when a congestion happens). First, let us reconstruct the attacking
procedure. Assume that attackers first set up n short TCP flows A = {A1, A2, ..., An} to
cause congestion. Then all the legitimate flows and attacking flows in A will suffer from
severe packet losses and enter retransmission timeouts. After a short period, attackers
set up another set of short TCP flows B = {B1, B2, ..., Bm}. Since no one is transmitting
now, B will occupy the whole network resources. When the legitimate flows try to recover
from timeouts, they may face another set of short attacking flows started by the attackers
after flows in B finish. Again, congestion happens and the legitimate flows are forced to
enter even longer retransmission timeouts. The cycle repeats and the attackers are able
to selfishly utilize nearly the whole network resources. In a word, by sacrificing a small
fraction of their traffic, the attackers create a “clear” network environment for most of their
traffic and cause severe denial of service to the legitimate users.
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Figure 10. Effectiveness of the SSTF attack.

The trick played by the attackers is to evade accountability by continuously generating
fresh short flows. In particular, it is the flows inA that cause the congestion so that we have
no reason to blame the flows in B. However, when flows in A experience severe packet
losses, the source should realize that the network is congested and should not start new
flows. Thus, flow set B should not be generated because both A and B come from the same
source (attackers). Therefore, although each individual short TCP flow complies with the
TCP protocol, the attackers still behave maliciously by periodically setting up new TCP
flows even though the previous flows experience high loss rates.

We propose to use flow aggregation to defend against the SSTF attack. Specifically,
all flows with the same source IP address will be aggregated as one flow. (It is possible
to conduct flow aggregation based on other properties such as source IP address and
application port pair. We leave the discussion of different aggregating properties in future
works.) Consequently, although flow Ai ∈ A and flow Bj ∈ B are different flows, they
may have the same source IP address since they are both generated by the attackers. As a
result, AccFlow will aggregate them as one flow. Therefore, flow Bj will be blamed for the
congestion caused by flow Ai. Similarly, the subsequent flows will be accountable for the
congestion caused by their precedent flows as long as they have the same source IP address.
Thus, the attackers are not able to selfishly over-utilize the network resources by creating
new flows. A potential problem for conducting such flow aggregation is that attackers
can spoof their source IP addresses to keep generating new flows. However, the network
security community has proposed effective mechanisms such as Stackpi [32] and packet
filters [33] to prevent source IP spoofing. AccFlow can embrace such security protocols
to prevent attackers from faking flows. Another potential problem is that the Network
Address Translation (NAT) router translates the IP addresses of the hosts within its LAN to
its public IP address. Then, all the flows from different hosts will have the same source IP
address after they leave the LAN. When they reach other remote sites that deploy AccFlow,
they will be aggregated as one flow. Thus, a single compromised host within the LAN
may cause denial of service to all the legitimate hosts within the LAN since their flows are
aggregated as the same flow. To solve the problem, we can deploy AccFlow on the NAT
router so that it will drop the packets from the local attacking flow and save bandwidth for
legitimate flows. Therefore, the local attacking flow will not be able to leave the LAN to
attack the remote sites.

We test the effectiveness of AccFlow when the network is faced with the SSTF attack
under similar simulation settings in Table 1. As illustrated in Figure 11, Accountable Flow
can effectively defend against the SSTF attack. Note that we set the minimum number of
attacking flows to five since the SSTF attack needs to be distributed in order to be effective.
The convergence time is also in the order of seconds to tens of seconds. We do not present
the results for the convergence time in the paper due to space constraints. Note that the
achieved data rates (throughput) for higher rate flows, i.e., ones with rates of 0.9 Mbps
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and 1.1 Mbps, are slightly less than their desired data rates. We attribute such slight
performance degradation to the fact that TCP max–min fairness serves the low rate flows
first in congested networks.
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Figure 11. AccFlow effectively defends against the SSTF attack.

5.3. Benign Periodic Flow

Real-life networks, such as the Internet, also carry periodic or bursty flows whose
traffic patterns are similar to that of the low-rate TCP DoS attacking flows. One example is
that YouTube generates periodic traffic by loading chunks of a video with pauses between
each chunk [34]. In this subsection, we show that AccFlow does not falsely drop the
packets from benign periodic flows through the following four experiments. In the first
experimental setup, five normal TCP flows each transmitting at a rate of 1 Mbps and one
benign periodic flow are sharing the network resources. The analysis in [34] reveals that
the peak rate for a typical YouTube flow ranges from hundreds of kilobytes to several
megabytes. The interval of each video chunk ranges from hundreds of milliseconds to
seconds. We set the peak rate and period of the periodic flow in our simulation to be 3 Mbps
and 200 ms so that it can represent real video traffic. Since the bottleneck link bandwidth
is 10 Mbps which is large enough to hold all the traffic, the first setup is congestion free.
In the second setup, we create a fairly congested network by generating nine normal TCP
flows and the same periodic flow. In the third setup, the network becomes quite congested
by carrying 15 normal TCP flows and the same periodic flow. Finally, in the fourth setup,
the network is very congested as 20 normal TCP flows and the same periodic flow traverse
the bottleneck link.

The simulation results are illustrated in Figure 12. For clear presentation, we use
characters “N”, “F”, “Q”, and “V” to represent words “Not”, “Fairly”, “Quite”, and “Very”,
respectively. The character “Cg” represents the word “Congested”. Thus “F Cg” means
that the network is fairly congested, which corresponds to the second setup. As illustrated
in Figure 12a, the benign periodic flow achieves its desired throughput in all four setups no
matter whether AccFlow is applied or not. Furthermore, AccFlow also does not have any
negative effect on the normal TCP flows, as illustrated in Figure 12b. The results indicate



Appl. Sci. 2023, 13, 11749 17 of 20

that AccFlow seamlessly coexists with benign flows, maintaining their performance without
degradation. This successful coexistence can be attributed to the fundamental difference
between benign periodic flows and attacking flows.

In benign periodic flows, the objective is not to overwhelm congested links, unlike
attacking flows. Therefore, the network does not experience a high aggregate loss rate, and
as a result, AccFlow does not implement its aggressive dropping policy. In situations where
a legitimate bursty flow momentarily reaches a peak rate that might cause a high aggregate
loss rate, triggering AccFlow to drop a few packets, the adverse impact does not propagate.
Legitimate flows naturally adjust by entering retransmission timeouts after encountering
packet losses. Consequently, the network becomes less congested, and the aggregate loss
rate falls below the threshold Th1.
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Figure 12. AccFlow harmoniously coexists with the benign periodic flow and normal flows without
causing performance degradation.

5.4. General (D)DoS Attack

Although AccFlow is primarily designed to address low-rate TCP DoS attacks, it also
serves as a defense mechanism against general DoS attacks. The distinction between low-
rate TCP DoS attacks and general DoS attacks lies in their respective methods of operation.
The former relies on the TCP retransmission timeout mechanism to launch attacks, whereas
the latter disrupts legitimate users’ services by inundating the network with a high volume
of traffic.

As previously mentioned, the central concept behind AccFlow is to hold attacking
flows accountable for network congestion by promptly dropping their packets based on
their loss rates. Consequently, any attacking flows that contribute to congestion are unable
to disrupt legitimate flows by excessively utilizing network resources.

In fact, the effectiveness of AccFlow against general DoS attacks stems from our
deliberate decision not to rely on the periodic nature of low-rate TCP DoS attacking flows
when designing the algorithm.

To test the effectiveness of AccFlow when the network is faced with general DoS
attacks, we use similar simulation settings listed in Table 1 except that the attackers consis-
tently generate traffic without pause. As illustrated in Figure 13, AccFlow can effectively
defend against the general DoS attacks. Furthermore, AccFlow also has a quick convergence
time under such attacks, which is in the order of tens of seconds.
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Figure 13. AccFlow provides a strong defense against the general DoS attacks.

6. Conclusions

In recent years, the defense against low-rate TCP DoS attacks in SDN has garnered
significant attention from researchers. However, the application of such defenses to drones
has not been a focal point of research, and there are currently no related studies. This
paper introduces AccFlow, an incrementally deployable SDN-based protocol, designed to
counter both low-rate TCP DoS attacks and general DoS attacks in the context of drones.
Consistent with previous studies of defending DDoS attacks where they propose an SDN-
assisted DDoS attack defense method [35,36] and the DDoS Attack Detection System
using Apache Spark [37], we concentrate on defending low-rate TCP DoS attacks on
drones and still demonstrated effectiveness for normal DDoS. We deploy AccFlow on the
SDN-centralized controller and use Aggressive Detection and Early Drop to protect the
network when attackers try to evade detection by varying their attacking strategies. The
main idea of AccFlow is to make the attacking flows accountable. Through substantial
amounts of simulations in each setup, we demonstrate that AccFlow, which does not cause
any performance degradation to benign flows, can effectively defend against both the
low-rate TCP DoS attacks and the general DoS attacks even if attackers are able to vary
their strategies.
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