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Abstract: Software-defined networking (SDN) is a unique network architecture isolating the network
control plane from the data plane, offering programmable elastic features that allow network op-
erators to monitor their networks and efficiently manage them. However, the new technology is
security deficient. A DDoS attack is one of the common attacks that threaten SDN controllers, leading
to the degradation or even collapse of the entire SDN network. Entropy-based approaches and their
variants are considered the most efficient approaches to detecting DDoS attacks on SDN controllers.
Therefore, this work analyzes the feasibility and impacts of an entropy-based DDoS attack detection
approach for detecting low-rate and high-rate DDoS attacks against the controller, measured in
terms of detection rate (DR) and false-positive rate (FPR), triggered by a single or multiple host
attacks targeting a single or multiple victims. Eight simulation scenarios, representing low and high
DDoS attack traffic rates on the controller, have been used to evaluate an entropy-based DDoS attack
detection approach. The experimental results reveal that the entropy-based approach enhances the
average DR for detecting high-rate DDoS attack traffic compared with low-rate DDoS attack traffic by
6.25%, 20.26%, 6.74%, and 8.81%. In addition, it reduces the average FPRs for detecting a high DDoS
attack traffic rate compared with a low DDoS attack traffic rate by 67.68%, 77.54%, 66.94%, and 64.81.

Keywords: software-defined networking; entropy; attack detection; controller; dynamic threshold;
static threshold; distributed denial of service

1. Introduction

SDN is among the most innovative communication technologies developed and will
eventually replace conventional networks in managing network traffic flows. In addition,
SDN assists data centers in controlling costs by boosting network traffic management
efficiency and entirely controlling network features to meet ever-changing network busi-
ness needs by isolating the data layer from the control layer [1]. The controller allows
applications to develop programmes to manage network flow [2].

SDN has many advantageous features, such as network programmability, enabling
the fast deployment of SDN networks, and dynamic management. In contrast, traditional
networks take longer to deploy and face challenges in meeting requirements to add a new
host to the network [3,4]. Figure 1 compares SDN and a traditional network architecture.

The controller is an essential feature of the SDN architecture, which is responsible
for controlling the entire network operations through persistent monitoring of network
devices and routing network traffic flow by generating new rules or modifying existing
table instructions in the switch according to new incoming packet features and the packet
flow behavior [5]. Further, an SDN controller has proactive or reactive modes to deal with
network traffic packets. In their attempt to secure an SDN network from DDoS attacks,
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researchers [6] have discovered that preinstalling rules in the switch table to process
incoming packets in a proactive mode has a more significant effect on SDN performance
than a reactive mode. In contrast, in a reactive mode, rules are created and installed inside
a switch table whenever incoming packets match the switch table’s rules [7].
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Additionally, the controller has various roles, employing different modules to collect
statistical information concerning network traffic and identify tasks for each network com-
ponent [8]. Furthermore, an SDN controller gathers the required information from the
network packets and then applies additional analysis to discover DDoS attacks. Nonethe-
less, a centralized controller has challenges and issues that affect network performance in
terms of security, reliability, and scalability [9].

The integration of an SDN controller in the network could potentially bring many new
security challenges, especially when the centralized controller acts as an operating system.
Any unaddressed threat to the centralized controller may lead to a network breakdown.
For instance, in DDoS attack scenarios, the attackers flood a network by sending a massive
number of spoofed IP packets to the controller, thereby congesting and overwhelming the
controller, resulting in the exhaustion of network resources and the collapse of the entire
SDN networks [10].

Because security is an essential feature of any network, coupled with the importance of
SDN controllers in the SDN architecture, network security has received much attention from
network security researchers [11]. Although SDN offers several advantages that contribute
to protecting a network from malicious attacks, its flexibility and programmability attract
the attention of adversaries seeking to disrupt or destroy the network by targeting the SDN
controller [12]. This paper evaluates the effectiveness of the entropy-based DDoS attack
detection method, focusing on the ability to detect attacks with varying attack traffic rates
(such as a high attack traffic rate and a low attack traffic rate) targeted directly at the controller
and triggered by a single or multiple attack hosts that target a single or multiple victims.

Security challenges in SDN are increasing, specifically in a controller. A DDoS attack
is among the most dangerous attacks that could threaten an SDN controller [13] due to
its ability to cripple an entire network. The basic idea of a DDoS attack is that attackers
send enormous amounts of packets to unique IP address destinations from distinct IP
address sources to flood entire network devices, preventing legitimate users from obtaining
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their desired computing services [14]. DDoS attackers often spoof the source IP addresses
by launching attacks from multiple forged source IP addresses to evade detection [15].
Attackers may also use different traffic rates (i.e., low and high rates) to launch their
attacks, making it difficult for the controller to differentiate between attack traffic flow and
regular network traffic flow. Therefore, this study aims to detect DDoS attacks targeting the
SDN controller. The study’s contribution is an analysis of the impact of an entropy-based
mechanism to detect low-rate and high-rate DDoS attacks that multiple or single hosts
trigger toward a single or multiple host victims with a high DR and a low FPR in various
network scenarios.

The remainder of the study is structured as follows: Section 2 presents related work,
followed by Section 3, which explains DDoS attack behavior in the SDN. The details of
an entropy-based DDoS attack detection approach are in Section 4. Section 5 presents
the results and the discussion. Section 6 provides a comparative analysis, and Section 7
concludes this paper with insights on future research directions.

2. Related Work

This section presents relevant studies that proposed detecting DDoS attacks in SDN
based on the entropy method.

Fan et al. [16] suggested a fusion entropy method for calculating the randomness of
network traffic, which was evaluated and verified using eight simulation scenarios [3]. The
proposed approach detects DDoS attacks by comparing an entropy value with a threshold
value. The suggested method sets a threshold, which assists in increasing DRs and lowering
FPRs. However, the dataset and the number of features used to detect DDoS attacks were
unclear, and this study only focused on high-rate attacks.

Mousavi et al. [17] proposed an entropy-based detection method that analyzes network
traffic flows to ascertain the probability of the incoming packets’ flow in the controller.
This approach appears to be lightweight and effective in spotting early-stage threats.
Nonetheless, while the suggested method seeks to detect attacks as early as possible,
significant drawbacks limit its effectiveness since it has trouble detecting varying rates of
DDoS attacks with a high DR and a low FPR.

A DDoS attack can be seen as an outlier by the variation in the probability distribution
of incoming network traffic flow. Therefore, Sahoo et al. [18] proposed an attack detection
method by combining information distance and generalized entropy to detect low-rate
DDoS attacks on the controller. The proposed method experiment showed that it effectively
detects low DDoS attack traffic rates by combining generalized entropy with the information
distance. However, the proposed method was not very successful at detecting high traffic
rates because of the fluctuations in attack traffic rates of the network traffic flow.

Perez-Diaz et al. [19] presented a flexible method to detect and mitigate low-rate and
high-rate DDoS attack traffic in SDN networks with similar behavior to normal traffic. The
proposed strategy relies on intrusion detection and prevention systems (IDS and IPS). The
proposed approach employs six machine learning models for DDoS classification in the IDS.
One issue is that the proposed method has a fixed threshold that is ineffective in detecting
low-rate DDoS attack traffic against multiple victims.

Finally, Jiang et al. [20] proposed an entropy-based DDoS defense mechanism (EDDM)
that thwarts attacks on legitimate network users in flash crowd scenarios by tracking attack
traffic flows. The EDDM consists of three phases drawing upon traffic statistics gathered
inside a given window size employed to calculate an entropy value for detecting DDoS
attacks. The entropy value in sFlow is compared with a static threshold to determine the
traffic packet rate targeting a single victim. However, a lag exists in processing new packets,
and the multiple-victim attack detection accuracy is low.

Table 1 summarizes related work on attack detection methods and analyzes their
weaknesses and strengths according to their approaches.
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Table 1. Summary of work related to DDoS detection approaches against SDN.

Author (Year) Method Strengths Drawbacks

Fan et al. [16] Entropy

- Detecting high
DDoS attack
traffic rate with
a high
detection rate

- Low attack
detection rate for
detecting low-rate
attack traffic

Mousavi et al. [17] Entropy

- Lightweight
method

- Detecting
high-rate DDoS
attack traffic
with a high
detection rate

- Low attack
detection rate for
detecting low-rate
attack traffic

Sahoo et al. [18] Generalized
entropy

- Detects high-rate
DDoS attacks
targeting a single
victim efficiently

- False-positive rate
increases during
different attack
traffic rates

- Low attack
detection rate
for detecting
low-rate attack
traffic targeting
multiple victims

Perez-Diaz et al. [19]
IDS based

on machine
learning models

- DDoS attack
classification

- Ineffective in
identifying
low-rate DDoS
attacks that target
multiple victims

Jiang et al. [20] Entropy

- Avoids the
dropping of
legitimate packets

- Delay in
processing new
packets

- Low attack
detection rate for
detecting low-rate
attack traffic
that targets
multiple victims

3. DDoS Attack Behavior

A low-rate DDoS attack has characteristics similar to normal network traffic in traffic
patterns [21]. Conversely, a high-rate DDoS attack is distinguishable from normal traffic. In
addition, low-rate DDoS attacks targeting multiple or single victims are more challenging
to detect with low FPR and high DR.

In DDoS attack scenarios, an attacker typically spoofs the source IP addresses of the
generated packets with many unique IP addresses, resulting in many spoofed packets
without matching rules in the switch table’s flow entries (flow table). Consequently, the
process forces the switch to forward all the packets to a controller for additional processing
to develop new instructions for dealing with the incoming packets. Making matters worse,
an attacker constantly generates and sends new spoofed packets into the network until the
SDN controller becomes exhausted.

As for the controller’s performance under a DDoS attack, the efficiency is remarkably
affected due to treating and managing all new incoming packets that lead to denying
legitimate users from accessing services or resources, which could result in an entire SDN
network’s collapse [5].

The role of a detection approach is to identify DDoS attack behavior using observations
of the entire SDN network traffic flows from the hosts toward the destination. However,
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other existing detection approaches might observe all the network traffic flow incorrectly,
which is one of the reasons for their inability to detect low-rate and high-rate DDoS attacks
with a high DR and a low FPR [22]. Therefore, to overcome the abovementioned issues, the
incoming network traffic must be collected from the hosts to be analyzed and used as input
for the detection approach. This study also aims to analyze the entropy algorithm’s impact
on detecting low-rate and high-rate DDoS attacks against the SDN controller that target a
single and multiple victims’ hosts with a high DR and a low FPR.

4. Entropy-Based DDoS Attack Detection Approach

Entropy is an algorithm for calculating the probability of a random variable occurring
during a specific period [15,23]. The entropy algorithm is most commonly used to detect
DDoS attacks based on analyzing traffic statistics collected from network traffic flows [24].
This study employed the entropy algorithm to compute network traffic packet randomness
by using one packet header feature of the network traffic flow, like the destination IP and IP
address and the source or destination port. In addition, entropy-based statistics are utilized
for analyzing network traffic flows based on the packet header features to detect abnormal
packets in the network traffic flows [17,24].

Randomness is measured during the abnormal packet detection stage to calculate the
probability of an attack in the network. The attack probability is calculated as a percentage,
as shown in Equation (1):

pxi =
xi
n

(1)

where xi is the frequency of each unique source IP address of the total number among all
source IP addresses that occurred in the total number of n packets during time t.

As stated before, an entropy algorithm is a statistical means to compute incoming
packet randomness in network traffic flows to detect DDoS attacks of various traffic rates
(i.e., low or high attack traffic rate), which is this work’s primary goal. The entropy
algorithm depends on the probability calculation of the source IP address, and the presence
of randomness in the behavior of packets is considered a sign of DDoS attacks. The formula
for the entropy-based detection approach is expressed in Equation (2) [25].

H(Xi) = −
n

∑
i=1

P(xi) log2 P(xi) (2)

P(xi) denotes the probability of a specific feature from the packet header features
within the time interval t, n represents the total number of features in network traffic at a
given time, and H(xi) denotes the entropy value. In the DDoS attack detection approach,
the entropy calculating the incoming traffic packets’ probability to the source IP address
based on the IP frequencies i = 1, 2, . . . , n, P(xi) > 0.

Attack and normal traffic have different probability distributions derived by com-
puting the source of packet header features’ probabilities and are considered a variable
of entropy, which, in turn, is used to measure the randomness and uncertainty in the IP
source address variable. The higher the uncertainty, the higher the entropy, which is a
factor contributing to detecting DDoS attacks in a network. Indeed, the probability is
considered an indicator of an attack against the controller. Thus, if a controller receives a
large volume of packets, the probability value will be high, indicating abnormal behavior in
the network traffic. Therefore, the probabilities of source IP addresses P(xi) that launch the
attack towards a distinct destination in 5 s are used as input to calculate the entropy value
using Equation (2). Figure 2 presents the entropy-based detection approach’s flowchart.
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5. Experimental Scenarios

This work analyzed the impact of an entropy-based approach in detecting DDoS
attacks using a statistical traffic analyzer. The analyzer calculates entropy that depends
on one feature of the packet header features within a specific time t (window size), which
is compared with a predefined threshold via preparation and configuration of multiple
simulation scenarios and later evaluated using various evaluation metrics.

The primary purpose of analyzing the impact of the entropy-based technique is to
evaluate and detect various DDoS attack traffic rates (high or low attack traffic rates)
against an SDN controller with high DRs and low FPRs. Therefore, this section presents the
simulation scenarios employed to assess the entropy-based approach’s performance and
analyze the entropy method’s impact on detecting a low DDoS attack traffic rate compared
with a high DDoS attack traffic rate.

The entropy-based detection approach’s performance assessment employs eight simu-
lation scenarios with low and high attack traffic rates [26]. Based on this, there are different
assumptions regarding the single host’s attack scenarios and the multiple hosts’ attack
scenarios against a controller targeting a single or multiple victim(s).
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Each simulation scenario run lasts 30 min, with the average result recorded every
5 min. Thus, the window size is divided into n slots, and each slot is equal to m seconds.
The computation of the time slot is shown in Equation (3) [3].

Time slots(n) = (5 ∗ 60)/m = 300/5 = 60 (3)

In addition, the network traffic is aggregated every m seconds, where m is a config-
urable variable. Hence, the entropy-based detection method is run every 5 s to check for the
existence of DDoS attacks in the aggregated traffic. This work determined the parameter
m = 5 s through trial-and-error experiments.

In the scenarios, a single or multiple hosts’ attacks triggered low-rate and high-rate
DDoS attacks against the controller targeting multiple or single victim hosts. The attacker
used a unique source IP address to launch a DDoS attack against the victim(s). Based on
that, a low DDoS attack traffic rate was sent at a rate of 0.2 s per packet, with a total number
of attack packets sent in 1 s equal to 5 packets for a single host’s attack and 15 packets
for multiple hosts’ attack. Meanwhile, a high DDoS attack traffic rate was sent at a rate
of 0.03 s per packet, meaning that the total number of attack packets sent in 1 s equals
33 packets triggered by a single host’s attack, while multiple hosts’ DDoS attacks will send
166 packets to the victim (S). Table 2 shows the distributed number of packets for high- and
low-rate DDoS attack traffic and normal traffic during 1 s.

Table 2. Distribution of packets’ numbers for various DDoS attack traffic rates with the normal traffic.

Attack Source

Number of Low
DDoS Attack Traffic

(5 s/Packet per
Attacker’s Host)

Number of High
DDoS Attack Traffic

(5 s/Packet per
Attacker’s Host)

Number of Normal
Packets (5 s/Packet

per Legitimate Host)

Single Host’s Attack 5 33 63

Multiple Hosts’
Attack 15 166 61

The experiment was conducted on a workstation running a 4.20 GHz Intel® Core
i7-7700 CPU with 16 GB of RAM and a 250 GB SSD hard drive running the Ubuntu Linux
14.04 operating system. The network topology consisted of 64 hosts, an OpenFlow switch,
and a POX controller. Additionally, Mininet version 3.7 (32-bit) virtualized the prototype
network scenarios to emulate network elements.

6. Results and Discussion

This section analyzes the impact of the entropy-based low-rate and high-rate DDoS
attack detection approach regarding DR and FPR and discusses the experimental results
obtained by implementing the DDoS attack detection approach in the following scenarios:
(i) a single host with low-rate attack traffic against a single victim host (LSS), (ii) a single
host with a high attack traffic rate against a single victim host (LSM), (iii) a single host with
a high attack traffic rate against multiple victim hosts (LMS), (iv) a single host with a low
attack traffic rate against multiple victim hosts (LMM), (v) multiple hosts with low attack
traffic against a single victim host (HSS), (vi) multiple hosts with high attack traffic against
a single victim host (HSM), (vii) multiple hosts with high attack traffic against a single
victim host (HMS), and (viii) multiple hosts with high attack traffic against multiple victim
hosts (HMM) [22].

Figure 3 illustrates the average DRs and FPRs of the entropy-based detection technique
for all low-rate DDoS attack scenarios.

As observed in Figure 3, the fluctuation of DRs and FPR is because of the variations of
the DDoS attack traffic rates in each scenario. The lowest FPR and highest DR are obtained
when a low-rate DDoS attack is triggered by multiple host attacks that target a single
victim. Meanwhile, the lowest DR and the highest FPR are obtained with a low-rate DDoS
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attack triggered by a single host attack targeting multiple victims. The rationale behind the
difference between the DRs and FPRs for low-rate DDoS attacks is a perceptible difference
in the amount of attack traffic received by a single or multiple victims.
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In addition, the high-rate DDoS attack simulation scenario aims to check the entropy-
based detection technique’s ability to detect high-rate DDoS attack against the controller by
a single or multiple hosts’ attack that targets a single or multiple victim hosts in terms of
DR and FPR. Furthermore, the detection technique depends on the entropy and threshold
values to detect high-rate DDoS attack traffic. Figure 4 presents the average FPR and DR
for all high-rate DDoS attack scenarios.
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As shown in Figure 4, DRs and FPR fluctuate due to the high DDoS attack traffic rate
variation in each scenario. The lowest FPR and highest DR are obtained when a high-rate
DDoS attack is triggered by multiple host attacks targeting a single victim. Meanwhile, the
lowest DR and the highest FPR are obtained when the high-rate DDoS attack is triggered
by a single host attack that targets multiple victims. The rationale behind the difference
between the DRs and FPRs for high-rate DDoS attacks is a perceptible difference in the
amount of attack traffic that a single or multiple victims receive.
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7. Comparative Analysis

This section compares the performance of the entropy-based detection approach by
comparing the results of low-rate DDoS attack scenarios with high-rate DDoS attack rate
scenarios in terms of DRs and FPRs by executing single-host and multiple-host attack
scenarios that target a single or multiple victims. The evaluation metrics used in the
benchmarking are DRs and FPR [22]. Those metrics are widely employed to assess an
IDS that detects DDoS attacks in SDN and traditional networks. Figures 5 and 6 show the
average DRs and FPRs of high and low DDoS attack traffic rates for all scenarios.
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Figures 5 and 6 present the performance of the entropy-based detection approach in
discerning low-rate and high-rate DDoS attacks. The detection approach clearly outper-
formed others in detecting high-rate DDoS attacks of the average DR and the average FPR
in all simulation scenarios because the detection approach can collect more statistics on
new incoming network traffic since it has a high traffic rate, which increases the amount
of statistical information about the incoming traffic flows. At the same time, the detection
approach is affected by a low DR and a high FPR in detecting low-rate DDoS attack traffic
against controllers that target multiple victims.
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The number of attack sources that increase or decrease their attack traffic rates (spoof-
ing source IPs) determines the DDoS attack rates on a network. The DDoS attack could
be triggered by a single host’s attack (single attacker) or multiple hosts’ attacks (multiple
attackers), affecting the attack DR and FPR. Based on that, the entropy-based detection
approach proved its ability to detect high-rate DDoS attack that targets a single or multiple
victims with a high DR and a low FPR by depending on incoming network traffic statistics,
which can change its values per the network traffic flows within a period t (window size).

Figure 7 shows the entropy-based detection approach’s enhancement for detecting
low-rate and high-rate DDoS attacks focusing on a single or multiple victims using the DR
and FPR metrics. By comparing high and low DDoS attack traffic rates, detection results in
the following: a low attack rate with a high attack rate triggered by a single host’s attack
that targets a single victim (L/HSS), a low attack rate with a high attack rate triggered by
a single host’s attack that focuses on multiple victims (L/HSM), a low attack rate with a
high attack rate triggered by multiple hosts’ attacks that target a single victim (L/HMS),
and a low attack rate with a high attack rate triggered by multiple hosts’ attacks that target
multiple victims (L/HMS).
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Figure 7 demonstrates that the entropy-based detection approach enhances the average
DDoS attack DRs for detecting a high DDoS attack traffic rate compared with a low DDoS
attack traffic rate by 6.25%, 20.26%, 6.74%, and 8.81%. In addition, the entropy-based
detection approach reduces the average FPRs for detecting a high DDoS attack traffic rate
compared with a low DDoS attack traffic rate by 67.68%, 77.54%, 66.94%, and 64.81 for
L/HSS, L/HSM, L/HMS, and L/HMM, respectively.

8. Conclusions and Future Research Directions

The performance of the entropy-based detection approach shows significant results
based on the resulting DR and FPR in detecting high-rate and low-rate DDoS attacks against
the SDN controller, which triggers a single host’s or multiple hosts’ attacks irrespective
of whether a target is a single or multiple victims. The simulation scenarios were used
to assess the performance of the entropy-based detection technique in spotting different
DDoS attack traffic rates in terms of DR and FPR.

The DRs and FPRs of the low-rate DDoS attack traffic are evaluated and compared with
the high-rate DDoS attack traffic by adopting an entropy-based detection technique in terms
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of average DR and average FPR. In addition, the results obtained from the comparison
of low-rate DDoS attack traffic and high-rate DDoS attack traffic demonstrated that the
entropy-based detection approach detects high DDoS attack traffic rates with a high DR and
a low FPR in all simulation scenarios. Future research could add security layers through
the infrastructure layer to increase the network traffic analysis granularity.
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