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Abstract: Nanotechnology is a discipline of science and engineering that emphasizes developing,
modifying, characterizing, and using nanoscale components in a variety of applications. Owing
to their multiple advantages, including adhesion strength, surface hardness, long-term and extra-
high-temperature corrosion resistance, improvement of interfacial behavior, etc., nanocoatings are
efficiently utilized to minimize the influence of a corrosive environment. Additionally, nanocoatings
are often applied in thinner and finer concentrations, allowing for greater versatility in instrumenta-
tion and reduced operating and maintenance costs. The exemplary physical coverage of the coated
substrate is facilitated by the fine dimensions of nanomaterials and the significant density of their
grounded boundaries. For instance, fabricated self-healing eco-sustainable corrosion inhibitors includ-
ing PAC/CuONPs, PAC/Fe3O4NPs, and PAC/NiONPs, with uniform distributions and particulate
sizes of 23, 10, and 43 nm, correspondingly, were effective in producing PAC/MONPs nanocomposites
which exhibited IE% of 93.2, 88.1, 96.1, and 98.6% for carbon steel corrosion in 1M HCl at the optimum
concentration of 250 ppm. Therefore, in this review, further steps are taken into the exploration
of the significant corrosion-mitigation potential and applications of nanomaterial-based corrosion
inhibitors and nano-modified coatings, including self-healing nanocoatings, natural source-based
nanocoatings, metal/metallic ion-based nanocoatings, and carbon allotrope-based nanocoatings, to
generate defensive film and protection against corrosion for several metals and alloys. These have
been illuminated through the in-depth discussion on characterization techniques such as scanning
electron microscopy (SEM), electrochemical impedance spectroscopy (EIS), potentiodynamic polar-
ization (PDP), atomic force microscopy (AFM), energy dispersive spectroscopy (EDS), etc. After
providing a general summary of the various types of nanomaterials and their protective mechanisms
in wide corrosive media, we subsequently present a viewpoint on challenges and future directions.
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1. Introduction
1.1. Corrosion and Its Adverse Impacts: An Economic Aspect

Corrosion is defined to be the degradation of a substance as a result of chemical
interactions with its nearby surroundings. Corrosion of metallic structures has a significant
influence on the world economy. According to estimates from the World Corrosion Organi-
zation (WCO), the current worldwide cost of corrosion (COC) is larger than $2.5 trillion, or
around 3.4% of the world’s GDP [1]. Furthermore, according to a study by the National
Association of Corrosion Engineers (NACE), corrosion costs around the globe are estimated
to be roughly $255 billion [2]. Corrosion costs to the US economy annually, both indirect
and direct, are projected to be $552 billion, or 6% of GDP [3]. Corrosion has a significant
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influence on the price of maintaining and implementing restorations on vehicles, consumer
electronics, aircraft, overpasses, and industrial sites, such as those that generate and trans-
mit energy, manufacture pharmaceuticals, desalinate water, process petrochemicals, and so
forth [4–6]. The impact of indirect corrosion is associated with a specific loss of production
due to delays and interruptions as well as taxation and overhead expenses imposed by
corrosion, among other things. The survey from NACE highlights the transformation in
corrosion strategic framework and utilization of cutting-edge innovation in the automotive
sector as among the most notable great successes in corrosion prevention [7,8]. Before
1975, the automotive industry was losing billions of dollars a year to corrosion because
automobile manufacturers were using few protection approaches. As of 1975, automobile
manufacturers have been implementing corrosion strategic methods, which has resulted in
a yearly reduction in corrosion-related production and execution expenses of automobiles
of 9.6 billion US dollars, or 52%, from 1975 to 1999 [9]. As a consequence, the COC per unit
of a fresh automobile was 44% lower in 1999 than it was in 1975 [10]. To preserve the per-
formance and quality of components from environmental deterioration, corrosion-resistant
films are sprayed on a variety of substrates. In 2018, the marketplace for preventive coatings
was estimated to be worth EUR 26.5 billion [9]. The IRL group’s assessment predicted a
quantity of 7.4 million tonnes in 2018 and development of more than 2 million tonnes by
2023. With the highest utilization of these coatings’ methods, Asia-Pacific is accountable for
the greatest quantity growth, accounting for 84% of worldwide quantity (6.2 million metric
tonnes) in 2018 [9,11]. Europe devoured 0.4 million tonnes last year, while the American
region used 0.5 million tonnes (7% of the overall worldwide quantity) [12–15]. In 2023,
a minor increase is anticipated for both industries, as per the IRL organization and the
European Council of the Paint, Printing Ink, and Artist’s Colours Industry [16]. Consump-
tion is closely tied to government spending on infrastructure and the rise in demand from
the electricity industry, as well as from the automobile, transportation, and oil and gas
industries. As a result, during 2020 and 2021, the worldwide paints and coatings industry
grew at a world-level increase rate of 8.5% [17]. Surface preparation constitutes about 45%
of the expense of a routine operation, whereas the expense of coating chemicals varies from
5 to 21% of the entire operation [18,19]. While investing in excellent anticorrosive coatings
materials, such as high-performance zinc or urethane and epoxy polyamide systems, might
seem costly, when the operational duration is longer than 10 years, benefits of about 40%
might well be realized [20].

Numerous anticorrosive coatings are proven to be effective in developing protection
against the harmful impacts of corrosion. Corrosion coatings are divided into water- (H2O),
solvent-, and powder-oriented categories by dispersive medium categorization, along with
other significant coating compositions. Since laws and guidelines governing the emission of
volatile organic compounds (VOCs) through solvent-oriented coverings have been enacted
and effectively implemented, H2O-borne coverings have grown significantly as a part of
the industry [21–25]. Thus, corrosion mitigation techniques have been devised and widely
applied in the automotive, stream, manufacturing, and marine enterprises for corrosion
lessening and eradication. These techniques include organic/polymer composites, cathodic
and anodic prevention, and corrosion-preventing elements. However, efficient barriers are
designed to influence low-cost methods. Furthermore, hydrophobic films and inorganic–
organic combinatorial films have extended the life span of a variety of substances in
conditions that are susceptible to corrosion [26–34]. Nano-modified coverings or coverings
relying on the incorporation of nanoparticles (NPs) have traditionally been used to prevent
the corrosion of metal components. These coatings are primarily used as a physical barrier
against corrosive substances like H+ and O2

−. The major factors of metallic deterioration
are associated with atmospheric impacts, which are brought on by metal susceptibility
to weathering variables and immensely influenced by common climatological elements
such as periods of moistness, humidity levels, and acidification, as well as by temperature,
other pollutants’ actions, and acidity. For instance, in an experiment, to improve material
protection, Nawaz et al. [35] created polymeric nanocomposite coatings that were altered
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with NP-based corrosion inhibitors (CIs). In this study, yttrium oxide NPs containing
CIs (imidazole) were added to the epoxy composition before being deposited on the steel
surface. Yttrium oxide NPs are permeable and have a large surface region. So, in this
experiment, 3.0 weight % of Y2O3 NPs were added to 10 mg/mL IMD H2O, and the
composition was then sonicated at ambient temperature for 30 min. The mixture was
then placed on a heated surface at 70 ◦C for 24 h while being moderately stirred. The
surplus solvent was evaporated, and crisped doped Y2O3 NPs were produced. The pictorial
representation of infusing Y2O3 using imidazole is shown in Figure 1.
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Similarly, to prevent corrosion of AZ61 Mg alloys, Alonso et al. [36] created inorganic–
organic hybrids nano-loaded containing a variety of safe, non-hazardous, and eco-friendly
CIs using the sol–gel method. Using pH testing and SEM in a Hanks’ balanced salt medium
throughout a typical corrosion experiment, the coating’s efficacy was assessed. According
to the findings, adding an inhibitor to the sol–gel coating considerably increased its ability
to prevent corrosion, making it a superb obstacle for L-cysteine-doped hybrid sol–gel
coatings. Images of the dried specimen substrate taken following the HBSS corrosion
experiment are shown in Figure 2. It is evident how the corrosion negatively impacted the
coating’s exterior stratum morphologically and, in some circumstances, the alloy’s interior.

Continuing ahead, Figure 3 shows the SEM observations of the surface geometries
of the specimens. According to electron microscopy, Specimen 0, which represented the
AZ61 alloy as obtained, had a clean appearance containing small blemishes that were
probably the result of surface cleaning (Figure 3a). Specimen A’s exterior (Figure 3b)
contained white spots and fissures all across it, offering it a degraded aspect. The SEM
pictures of specimen A-SG revealed a surface that was fractured and covered with a lot of
contaminants (Figure 3c). Compared to the untreated specimen, the fracture width in this
specimen seemed to be less. Specimen A-SG-CIS displayed a uniformly fractured texture
containing minor white stains but no dissociation from the underlying alloy (Figure 3d).
SEM scans of specimen A-SG-DMG showed that the substrate was fractured, however,
the covering was still attached to the surface. In comparison to the prior specimen, the
fractures appeared to be thicker and the distance among them was bigger (Figure 3e).
Specimen A-SG-QUI displayed patches of the slightly disintegrated covering and yellowish
aggregates of insoluble salts of Hanks’ medium on its surfaces (Figure 3f). The substrate
of specimen A-SG-AMIN (Figure 3g) was uniform and had fewer tiny fractures than the
specimen. The SEM pictures of specimen A-SG-GRA revealed consistent surface corrosion,
minimal fissures, and substantial white salt accumulation (Figure 3h). The overlaying sol–
gel covering of Specimen A-SG-TI, which contains TiO2 NPs as CIs, revealed a fractured
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exterior containing white granules. This sample’s fracture width resembled that of an
untreated, deteriorated alloy (Figure 3i). Researchers verified that all coverings eroded to
some degree from the statistics acquired herein, in contrast to the deterioration of the AZ61
alloy throughout the Hanks’ medium experiment performed.
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specimen A-SG-TI. Reprinted with permission from Ref. [36]. MDPI (2022).
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1.2. Nanomaterials/Nano-Modified Coatings as Corrosion Inhibitors

Today, nanotechnology is a rapidly expanding subject with uses in academia. Due to
their outstanding and distinctive basic physicochemical characteristics, including greater
external region, mechanical characteristics, optical activity, and chemical reactivity, NPs
with sizes ranging from 1 to 100 nm have been used in a variety of production, ecological,
health sciences, agricultural, and food applications [37–39]. The most significant use of NPs
in the industrial sector is their ability to preserve metal from corrosion in distinct predica-
ments. Metals are employed as basic materials or fundamental materials in enterprises
and several other fields due to their many appealing features, including electrical and
thermal conductance, increased boiling and melting ranges, greater compressive strength,
greater mass-to-volume fraction, and flexibility. Electrochemical interactions involving
metals and their surroundings occur when metals engage with their environment [40,41].
A variety of methods are employed to slow the corrosion rate (CR), including metallic
surface treatment, environmental alterations, the application of CIs, and changes in pH
and utilization of coatings. As compared to their typical macroscopic counterparts, nano-
materials (NMs) and their additives have a high surface-to-volume ratio, making them
effective CIs [42,43]. By obstructing the active surface area on the metallic substrate, NMs
restrict the pace of corrosion and halt surface reactions. They also give toughness, flatness,
endurance, optical properties, and heat resistance. These substances are eco-sustainable
and biodegradable. This review article’s goal is to examine novel and effective methods
for employing NP-based coatings/nano-modified coatings to generate more potent CIs
and corrosion mitigation for several metals and alloys. Over the past decades, various
nanomaterials have been used by numerous research teams based on their suitability for
anti-corrosion purposes. Here, some of them are examined together with their additives
and exceptional anticorrosive properties.

In an experiment, to utilize nano-modified coatings in defensive coverings to avail
CIs in the long term, Calegari et al. [18] created sodium carboxymethylcellulose (CMC-Na)
microparticles carrying benzotriazole (BTA) as CIs. The produced biopolymeric CMC-Na
microparticles were morphologically evaluated using SEM, and their discharge character-
istic was investigated by UV–Vis. The findings demonstrate that the microparticles that
were created were uniform, circular, and of a matrix sort of character. SEM morphologies
of the spray-dried particulates produced under various testing circumstances are shown in
Figure 4. It is clear to see that, independent of the empirical conditions, all microparticles
exhibited a spherical form with a flawless substrate as their most distinguishing feature.
The dearth of coatings or incrustations on the microspheres’ substrates together with their
uniform texture indicates that the CIs were disseminated throughout the biopolymeric
matrix. Spherical-shaped particulates with homogeneous substrates were frequently pro-
duced when this family of biopolymers was used. The suitable proportion (1.25:1) amongst
the encapsulated substance and the encasing polymeric matrices, together with the usage
of poly (vinyl alcohol) (PVA) as a plasticizer in this study, helped to generate homogenous
particulates. A preferred approach to improve the elasticity, hardness, and impact strength
of polymeric coatings while reducing instability is the inclusion of plasticizers. Thus, it is
probable that PVA reduced the intermolecular contacts in the CMC-Na matrix, increased
polymeric chain motion, and, as a consequence, enhanced the physical characteristics of the
resultant particulates and enhanced the corrosion mitigation of the nano-modified coatings.

Moreover, it was found that the spray flow volume and input temperature had a big
impact on the procedure outputs and discharge patterns. The optimal variables to generate
greater processing outputs, better encapsulating rates, and superior releasing qualities
were determined from the various process variables examined to be an intake pumping
frequency of 2.5 mL/min, a temperature of 170 ◦C, and a drying air-flow frequency of
440 L/h.
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Furthermore, in their demonstration, Asif et al. [44] utilized a biodegradable polyol
based on cardanol to generate nanocomposite polyurethane (PU) coverings. In order to
create nanocomposite anticorrosive coverings, magnetic hydroxyapatite NPs (MHAP) were
distributed 1–5% in PU compositions. As measured using submerged and electrochemical
techniques, MHAP’s anticorrosive efficacy improved with increasing intensity. Figure 5
shows the FT-IR spectra of MHAP NPs. The -OH bending vibration was responsible for
the maximum absorption at 3570 cm−1. While the phosphate moiety displayed absorption
at 630 and 1035 cm−1, the stretching vibrations of carbonyl were recorded at 871 and
1458 cm−1. At 570 and 1619 cm−1, the stretching oscillation of the Fe-O bond took place.
This demonstrated that the formation of MHAP NPs was robust.
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In terms of elasticity, cross-cut adherence, gloss, pencil stiffness, and chemical stability,
the nanocomposite PU coverings demonstrated excellent coating characteristics. The
coatings were further examined using SEM and TGA for surface morphology and thermal
characteristics. The introduction of MHAP enhanced the hydrophobic properties of PU
coatings, and a maximum result (105) was seen at a 3% dosage. The created coatings
demonstrated their hydrophobicity with outstanding anticorrosive efficacy.

Using low-carbon steel (CS) surfaces, Halim et al. [45] developed Tin (Sn) matrices
nanocomposite coverings including NiO and ZnO NPs, both separately and in combination.
Investigating the impact of NPs’ reinforcements upon the microstructural geometry and
density of Sn coverings, altering the interfacial barrier between the substrate and coating,
and examining the corrosion protection of the low-CS sample were the main objectives. In
this study, NiO and ZnO NPs of different types were employed. The thermal degradation
of nickel acetate Ni((CH3COO)24H2O) at 500 ◦C for 2 h in a muffle furnace produced
the nano-sized NiO powder. With the use of a ball milling method for 1 h at 600 rpm,
the resulting NiO powder’s size was brought down to the nanoscale. The well-known
up–down method was used to synthesize ZnO on the nanoscale. In short, 98% pristine
ZnO powder (Adwic) was utilized as the precursor substance, and SS balls were utilized to
grind the content for 24 h at 600 rpm while it was at atmospheric pressure and ambient
temperature. The proportion of balls to powder was 10:1. Following grinding, a very
granular nanopowder containing several nanometers was produced. Sn-coated low-CS
surface and Sn-nanocomposite coverings comprising NiO and ZnO NPs were shown
in the substrate’s cross-sectional nanostructure, which was responsible for the corrosion
mitigation process.

In the inter-metallic layering of Sn-composite coverings, Figure 6 depicts the shape
of the protective coating, which is crucial to its production. Moreover, the inclusion of
reinforced NP elements had a significant impact on the density of the interface and inter-
metallic coatings of Sn-composite-coated films. Sn was the only coating applied to the
low-CS surface, and it is an erratic, extremely thin coating having an extremely modest
thickness (Figure 6a). Interestingly, Figure 6b depicts a reasonably thick covered film and
the existence of ZnO NPs in the protective coating. It was intriguing to discover that the
inclusion of NiO NPs in the protective coating (Figure 6c) exerts a significant impact upon
the interfacial layer’s width, preventing it from thickening. Employing combined oxides
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of NiO and ZnO NPs results in a noticeable alteration in the coating thickness because it
significantly thickens the interfacial film of protective coatings.
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EIS evaluations were also performed in order to verify the information acquired
from the PCP operations. When reporting on corrosion and its prevention for metals in
a variety of corrosive conditions, the EIS approach could be effectively used. Following
being submerged for 1 h in a 3.5% NaCl medium, Nyquist graphs were recorded for the
LCS, LCS + Sn, LCS + Sn + ZnO, LCS + Sn + NiO, and LCS + Sn + ZnO + NiO specimens.
Figure 7 illustrates how every spectrum only displays one semicircle, whose diameter is the
shortest for the LCS specimen. The width of the semicircle increased after applying a Sn
layer to the steel, demonstrating that the layer’s inclusion enhances resistance to corrosion.
A broader semicircle resulted from the addition of 0.25% ZnO NPs to the Sn-coated film
upon the substrate of the LCS specimen, while adding 0.25% NiO NPs to the Sn covering
had a significantly greater impact. The steel specimen that contained both NiO and ZnO
NPs together with the Sn covering offered the maximum semicircle radius. Following
introducing NiO and ZnO, presumably separately or together, the resistance indices RS,
RP1, and RP2 rose. Additionally, the existence of Q (with “n” values that ranged from 0.67
to 0.80) might be viewed as a double-layer capacitance with certain apertures to lessen
the charged specimen interfaces. Furthermore, it was seen that the values of Cdl and YQ
decreased with the addition of the Sn protective film. Significant declines were noted with
the addition of NiO and ZnO NPs, with the LCS + Sn + ZnO + NiO specimen showing
the lowest value. The EIS and PDP investigations both show that Sn covering upon steel
improves corrosion protection in the chloride medium and that this action was increased
by the addition of NiO and ZnO NPs.

Various nanomaterials have been used by numerous research teams based on their
suitability for anti-corrosion purposes as listed in Table 1.
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Table 1. Summary of some recently investigated nano-modified/nanomaterial-based corrosion
inhibitors/coatings for several metals in various corrosive media.

S. No.
Nano-Modified

Coatings/Nanomaterials
Based CIs

Metal/Alloy Corrosive
Environment

CI
Concentration

Techniques
Used Best IE% Refs.

1. Nanocomposite
polyurethane coatings Mild steel (MS) 3.5 wt.% NaCl

medium 3% loading SEM, FT-IR Hydrophobic nature
attained up to 105◦ [44]

2. ZrO2 NPs
AA2024

aluminium (Al)
alloy

3.5 wt.% NaCl
medium 20 ppm PDP, EIS 93.6% [46]

3. Ce (OH)3 in the PEO coating AZ31 Mg alloy 0.5 wt.% NaCl
medium 50/50 vol.% EIS, gravimetric

method 91.36% [47]

4.
NiAl-layered double

hydroxide (NiAl-LDH)
nanocoating

AZ31 Mg alloy 3.5 wt.% NaCl
medium - FT-IR, XED, SEM

Achieved minimal
corrosion current

density of 1.06 nA cm−2
[48]

5. Polyvinyl
pyrolidone-stabilized NPs Carbon steel 1M HCl medium 0.1% PDP, EIS, SEM 98.39% [49]

6. Polyaniline–silver
nanoparticle coatings 6061 Al alloy 1M HCl medium 20 wt.% SEM, TEM, TGA,

XRD 96% [50]

7. CeO2 NPs Al 3.5 wt.% NaCl
medium - EIS, DFT Rcoat 690 kΩ cm2 [51]

8. ZnG@ZIF-8/EP coatings AZ31B Mg alloy 3.5 wt.% NaCl
medium -

EIS, PDP,
gravimetric

analysis
99.8% [52]

9. Lotus petal-integrated
manganese oxide NPs MS 1M HCl medium 200 ppm XRD, TGA, SEM 72.63% [53]

10. Wood fly ash NPs 7075-T651 Al
alloy

3.5 wt.% NaCl
medium - EIS, PDP 97.61% [54]

11. Silver NPs encapsulated
with SiO2

2024-T3 Al alloy 0.1 M NaCl
medium 50µL SEM, EIS

Lesser pits were found
on the surface after
inhibitor addition

[55]

12. Zinc Molybdate (ZM)
encapsulated NPs MS 3.5 wt.% NaCl

medium 1% content EIS, PDP Attained a CR
0.0005941 mm/y [56]

13. Stearic Acid/CeO2 bilayer
nanocoating AZ31B Mg alloy 3.5 wt.% NaCl

medium -
SEM, XRD, EIS,
Contact angle

analysis
89.63% [57]

14. Mechanized hollow
mesoporous silica NPs AA2024 Al alloy 0.1M NaCl

medium - EIS, PDP, XRD
A coating thickness of

about 4.5 µm was
attained

[58]

15. Ceria-doped Polyvinyl
chloride nanofiber Al 0.1M HCl

medium 5 wt.% SEM, EIS, TEM 85.7% [59]
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2. Utilization of Various Nano-Modified Coatings for Corrosion Mitigation

Nanomaterials (NMs) are substances that demonstrate at least one morphological
property at the nanoscale, or within 100 nm, including particulate size, architectural dimen-
sion, particle aspect, etc. [60]. These NMs can be found as 2D nanolayers, nanoplatelets
or nanosheets as well as OD NPs, 1D nanotubes, nanorods, and nanowires. Particularly
in the areas of electrical, photonic, thermal, mechanical, chemical, physical, and magnetic
activity, NMs exhibit improved characteristics. Their very tiny dimensions that permit
enhanced surface volume fractions, and wide surfaces for efficient interaction are primarily
responsible for these behaviors. By applying nanocrystalline structured coatings upon
metal substrates, NMs have the potential to reduce the extent of corrosion. Coatings using
nano-modifications have been successfully used to lessen the negative impacts of corro-
sion [61,62]. The dimensions or sizes of NMs, in conjunction with their intense layering,
provide strong adhesion and extremely suitable physical coverage of the protective film.
Because there are many different kinds of coating substances and techniques for many
different environmental factors and applications, the most widely used method for in-
hibiting, limiting, minimizing, or mitigating the impacts of corrosion is the nano-modified
coating of stacked corrosion inhibitors. These coatings treat the inside or outside surfaces
of a particular material at a variety of temperatures, enabling crucial advantages: notably
extremely smooth substrates and effective interfacial permeability on the substrates. In
the long term, nanocoatings are likely to be less expensive than they initially appear to
be, notably when used on a massive scale. This is because of the significant savings that
can be realized from greatly reduced repair costs, protection, the prevention of equipment
failures, and other factors. Without modifying bulk substances, nano-modified coatings
offer an efficient way to address corrosion, abrasion, and wear concerns through surface
treatment. Nanostructured coatings are used in a variety of technological systems, such as
maritime, aviation, automobile, medical (dental, orthopedic), athletic, architectural, energy,
and packaging materials. Research predicts that the market for nanostructured coatings
will grow by 20% between 2020 and 2030 [63].

Nanocoatings are created using a variety of synthetic techniques, based on the intended
function. In addition to more conventional techniques, including chemical vapor deposition
(CVD) and physical vapor deposition (PVD), new techniques like sol–gel and laser cladding
processes are also utilized to create nanostructured coatings. Other methods include the
spray-coating method and the electrodeposition method [64–66]. The CVD process entails
the deposition of the covering over the preheated substratum after chemical interactions
dissociate vaporous or gaseous material adjacent to it. Coating metallic or ceramic materials
is a popular application for this technique. The substrate’s temperature is important
since it may affect how well the coating adheres to the substrate. Owing to the intrinsic
characteristics of the CVD process, multi-directional layering of coating substances on a
substrate is conceivable. The CVD method is costly for covering wide surfaces because it
requires elevated substrate temperatures and a slow pace of precipitation. The intended
material is transformed into a gaseous state and then deposited using the PVD technique
on a substrate region. The PVD process involves three stages: i) the intended substance
evaporates; (ii) the evaporated substance is transported to the substratum; and (iii) the
intended substance is deposited as a coating over the substratum. The spray-coating
method involves passing the desired substance through a nozzle and depositing it over a
substratum to form a coating. In the industrial sector, spray-coating methods are frequently
employed to apply organic binders and lacquers onto erratically structured glass, fabrics,
wood, and metals. Among the most popular spray-coating methods is thermal spraying.
The coating substance is warmed or liquefied and sprayed over the substrate during
this procedure. Typically, chemical or electrical techniques are used to warm the coating
substance. In comparison to other traditional techniques such as PVD and CVD, thermal
spraying allows for the faster coating of surfaces with vast surface regions. Increased
toughness, reduced permeability, and improved adherence are all benefits of cold-sprayed
coatings [67,68]. In this approach, a solvent with a chemically active constituent is used as a
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precursor, accompanied by polycondensation and hydrolysis to create a sol unit. A coating
is created by drying and heating a gel that is created by gently polymerizing a sol. Coatings
made using the sol–gel technique have consistent physical and chemical properties. The
sol–gel technique’s ability to form a coating relies on a number of variables, including
the catalyst’s chemistry, the primary substance used to make the sol, heating, density,
pH, etc. The sol–gel method could be utilized to create coatings that are wear-resistant.
Sol–gel technology has also been utilized to create coatings for nanocomposite materials
that are microns thick. The electrodeposition process includes depositing a metal or alloy
coating substance along a conductive substratum that is submerged in an electrolyte
with a salt of the metal that is to be covered utilizing an electric current (electrolysis).
By altering empirical variables including the electric voltage, current density, exposure
duration, and content of the plating medium, the content, geometry, and smoothness
of the coating can be changed. Utilizing a high-energy laser to shred granular or wire
feedstock’s intended substance over the substratum, laser cladding is a technique for
producing nanostructured coatings. Laser procedure variables like power input and scan
rate significantly impact coating integrity. When contrasted to alternative technologies,
laser cladding provides benefits including excellent cooling rates, minimal dispersion rates,
and flexibility of mechanization. This technique could be utilized to layer coatings using
a variety of powders. However, several drawbacks of the laser cladding method include
non-uniform content, poor metallurgical integrity, and coating defects.

Additionally, a range of criteria, such as the needed nanoparticle size, surface proper-
ties, and levels of biodegradability, biocompatibility, and cytotoxicity, influence the choice
of matrix materials. By incorporating organic or inorganic NPs, it is possible to change
the physical characteristics of coating matrices [69–71]. For instance, a nanocomposite
or nanocoating comprising some inorganic NPs could prevent cracks from forming and
spreading, fill porosities, and begin fracture bridging, deflection, and bowing. Therefore, a
competent design of a nanocomposite might create the composite material system with the
desired physical characteristics by taking into account the intricate interplay between the
matrix, interface, and NPs. In this section, the various types of nano-modified coatings in-
cluding self-healing-based nanocoating, natural source-based nanocoating, metal/metallic
oxide-incorporated nanocoating, and carbon allotrope-based nanocoating have been dis-
cussed with their excellent corrosion-inhibition efficiency and fabrication procedures for
various nanocoatings.

2.1. Self-Healing-Based Nano-Modified Coating

Among the best ways to avoid corrosion of highly chemically reactive metals and
their alloys is to coat and cover them. When corrosive media permeate the covering and
contact with the alloy substrate, pristine coverings over metals created using conventional
techniques such chemical conversion, electroless Ni, and plasma electrolytic oxidation
(PEO) cannot continue to defend against corrosion [14,72]. To enhance protection against
corrosion and extend the lifespan of a coating, CIs are physically applied to the sealant
matrix. However, this has the downside of early inhibitor leaking preceding the com-
mencement of corrosion, which reduces the effectiveness of corrosion inhibition. The
unpredictable discharge of inhibitors is frequently addressed by the development of smart
self-healing nanocoatings, which have gained significant interest in the field of corrosion
research during the past ten years.

These coatings are considered to be “active” coatings with the ability to recover from
an initial scratch or imperfection and so persist to provide structures underneath with
corrosion prevention. The responsiveness of coatings to exterior stimuli is a characteristic
shared by all systems [73]. A trigger’s reaction could be instantaneous or managed through
evaluation of the triggers. They are typically coatings made of a top coat and a primer. The
top layer might deteriorate and act as a trigger when exposed to UV light. A capsule’s ability
to discharge an active ingredient is stimulated by light. The material can restore the top
coat’s damage. A novel method for building pH-responsive smart nanocontainers (MSN-
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MBT@LDH) was provided by Ouyang et al. [66]. By using pH-regulated MSN-MBT@LDH
nanocontainers comprising an MBT-loaded MSN core and a cover made of LDH nanosheets,
they show how to fabricate a proactive SNAP covering over Mg alloy with greatly improved
corrosion resistance. The mechanized MSN-MBT@LDH nanocontainers exhibited a pH-
dependent liberation of MBT from MSN in acidic circumstances and were readily produced
by a straightforward two-step sorption procedure. The SNAP coating incorporating MSN-
MBT@LDH nanocontainers showed a considerable improvement and enhanced resilience
in corrosion protection in NaCl medium as contrasted to plain SNAP covering. This was
partly attributable to the trapping of hostile Cl− ions availing the benefit of the extra LDH
nanoplates that were not deposited over the MSN interface, and mostly to the corrosion
inhibition of MBT caused by flaws occurring at the coating interaction. Researchers presume
the suggested approach will open the path to the thrilling development of an inhibitor-
loaded nano reservoir as well as its comprehensive implementation for the preparedness of
smart corrosion protection coating materials in the sector of corrosion science due to the
reduced expense and ease of development of MBT-loaded and pH-responsive MSN-based
nanocontainers in this work.

Similarly, incorporating nano-oxides of various metals (MONPs), such as CuONPs,
Fe3O4NPs, and NiONPs, into primary alginate-modified cellulose (PAC), Gouda et al. [74]
effectively produced unique self-healing eco-sustainable nano-modified coating. The
results from spectroscopy showed that the synthesis of PAC/CuONPs, PAC/Fe3O4NPs,
and PAC/NiONPs with uniform distributions and particulate sizes of 23, 10, and 43 nm,
correspondingly, was effective in producing PAC/MONPs nanocomposites. By using
gravimetric and electrochemical methods, the protective effect of the as-prepared PAC and
PAC/MONPs nanocomposites for C-steel corrosion in 1M HCl was investigated. Using
250 ppm of PAC/Fe3O4NPs, PAC/CuONP, and PAC/NiONPs, the IE% was 93.2, 88.1,
96.1, and 98.6%, correspondingly. Figure 8 shows the impedance graphs for the working
electrode in HCl media for the following conditions: (A) Nyquist in the lack and presence
of numerous PAC doses; (B) Nyquist in the lack and presence of numerous nanocomposite
inhibitors at 250 ppm; (C) Bode and (D) phase angle depictions in the lack and presence
of numerous PAC doses at 323 K. The Nyquist curves clearly show that an increase in
the quantity of nanocomposites causes a concomitant increase in the capacitance loops’
width. The Nyquist diagram’s non-ideal half-circle characteristic might be explained by
considering surface roughness as a result of the formation of an adherent nanocomposite
coating that was gathered alongside the corrosion byproduct. In both the untreated and
treated media, the Nyquist curves show that there is just one capacitive looping and no
inductive looping. The values obtained in the intermediate frequency region of the phase
angle curve (Figure 8D) vary from 51.1 for the uninhibited metal to 87.5 with an increment
in the PAC concentration. The maximum phase shift in the intermediate frequencies’ ranges
was 90◦ in the case of an ideal capacitor. Therefore, the capacitive regimen in the presence
of nanocomposites was improved by the phase angle strategy approaching the values of
the angle 90◦ in the existence of PAC.

Similarly, in an attempt to assess the corrosion protection effectiveness for straight-
to-coating materials, González et al. [75] added CeO2 NPs to aqueous adhesives with
up to 70% biobased composition. In this, isobornyl methacrylate monomers and 2-octyl
acrylate were batch miniemulsion-polymerized with a phosphate polymerizable surfactant
(Sipomer PAM200), resulting in the creation of phosphate-functionalized elastomers. These
adhesives might be applied directly to steel, allowing the functionalized polymer granules
to react with the metals and form a thick phosphatization barrier across the polymer and
metals to prevent rapid corrosion. As per the EIS studies, the in situ integration of the CeO2
NPs throughout the polymerization procedure resulted in their uniform dispersion in the
finished polymer layer, producing exceptional anti-corrosion efficacy. Following 41 days
(about 1000 h) of soaking in a NaCl H2O medium, steel substrates covered with the com-
posite polymer coating (30–40 m thick) demonstrated decent barrier corrosion protection
and active inhibitory capabilities because of the existence of CeO2 NPs. This research paves
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the way for the creation of environmentally friendly hybrid anticorrosion waterborne films.
Kaseem et al. [76] showed that LDH films formed on the permeable interface of the PE
film were functionalized using WO3 implanted onto the substrate. Owing to the excellent
durability of the albumin-WO3 composite, the electrochemical analyses in a 3.5 wt.% NaCl
medium demonstrated that the altered LDH layer (LDH-ALB-WO3 film) successfully col-
lected the chloride anions throughout the corrosion experiment. It was discovered that the
layer constructed from the PE coating became dense when the interface of the LDH layer
was decorated with WO3 NP-functionalized albumin molecules. The composite covering
created in this work was regarded as a smart-healing layer for actively preventing the
corrosion of Mg alloys. In addition, the flake-like structure containing albumin and WO3
NPs obtained in this work is suggested to improve the functional characteristics of the
AZ31 Mg alloy. By using Diels–Alder (DA) bonds to cross-link the PU prepolymer using
furan-altered CeO2 and create a unique NIR-triggered self-healing anti-corrosion covering,
Wang et al. [77] were able to successfully prevent mild steel (MS) from corroding when it
was damaged. A variety of techniques were used to precisely characterize the produced NP
and PU coatings. The generated covering (PU-DA-d@CeNPs5) showed an impedance value
at 0.01 Hz of 1.29 × 10−9 Ω cm2, outstanding mechanical properties (38.89 ± 0.52 MPa),
and noteworthy adhesive capabilities (12 MPa). Following 100 days of constant soaking,
the impedance factor at 0.01 Hz was greater than 107 Ω cm2. Dopamine’s capacity for
photothermal transformation also permitted the covering to self-heal in a matter of seconds
when exposed to near-infrared light. Prior to and following self-healing, the coating’s
tribological and mechanical resistance was essentially unaltered. This research offered a
practical method for creating an anti-corrosion polyurethane covering featuring superior
mechanical properties and a significant degree of self-healing.
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Najjar et al. [78] fabricated self-healing covering of epoxy resin integrated with core–
shell NPs of organic polysulfide@urea-formaldehyde resin as self-healing agents and
PANI/ZnO nanocomposites. The self-healing efficacy and corrosion mitigation property of
the scratched covering on the anodized 2024-T3 Al alloy substrates in 3.5% brine medium at
65 ◦C were examined. In this work, 0.045 g of ZnO NPs and 4.5 g (48 mmol) of aniline were
combined in 200 mL of distilled water to create PANI/ZnO nanocomposites. To obtain
a homogeneous suspension of ZnO, the liquid was aggressively agitated with magnetic
stirring in an ice water bath for 4 h. After that, in the ZnO suspension, 1 g (3 mmol) of
DBSA was vigorously agitated for 2 h at 0 ◦C. The PANI/ZnO nanocomposite initially
appeared as a white precipitate, which was subsequently strained and repeatedly rinsed
with methanol and distilled water. After 12 h of drying in a vacuum oven at 50 ◦C, the
result yielded 3.49 g of PANI/ZnO nanocomposite (PZ1). Core–shell NPs comprising
a healing agent were disseminated in epoxy resin and TEPA matrices together with the
manufactured nanocomposite in proportions of 0, 5, 7.5, and 10 weight percent to create
coating material. As revealed from the Bode graphs, in the scenario of a scratched covering
without core–shell NPs (EPZ1), the coating resilience began to deteriorate immediately
following 96 h of exposure to corrosive fluids. On the other hand, the Bode graphs of the
coatings (EPZ1C5, EPZ1C7.5, and EPZ1C10) with different quantities of core–shell NPs
reveal that, for all of the coatings, the resistance (Rc) was decreased upon scratching owing
to the penetration of electrolytes via the scratches. Furthermore, the decrease in coating
resistance over time was not as pronounced as it was for coatings without additional
core–shell NPs, showing that these particulates had a protective impact against corrosion.
The permeable oxide layer on anodized substrates improved the covering efficiency. The
improvement in corrosion resistance of coatings was caused by the addition of 1.54 wt%
of PANI/ZnO nanocomposite. Eventually, the EPZ1 coating on anodized aluminum that
included 7.5 wt% core–shell NPs exhibited the best self-healing behavior.

2.2. Plant Extract and Natural Source-Based Nanocoatings

The examination of the utilization of nanotechnology in various biological phenomena
is known as nanobiotechnology, which is the fusion of biology and nanotechnology [73,79].
Making biocompatible, environmentally safe, and biologically active NMs and NPs is an-
other focus of nanobiotechnology. The production of natural and non-hazardous additives
has proven crucial owing to the toxicity and expensive price of synthetic additives. The
efficacy of nanocoatings is being improved by adding organic elements like plant extracts
as “green” additions. Plant extracts are employed as coating framework additives because
they are eco-benign, non-hazardous, inexpensive, effortlessly accessible, and heavy metal-
free. They come from the plants’ stems, leaves, branches, fruit, and seeds [80–82]. They
contain bioactive components with antioxidants that may aid in improving nanocoatings’
characteristics. In an experiment, as a capping and reducing reagent, Khan et al. [5] used
an extract from the leaves of Abutilon indicum (L.) Sweet to create chromium oxide (Cr2O3)
NPs. The NPs’ sizes varied between 17 and 42. Utilizing a live/dead staining approach and
agar well penetration, the antibacterial and anticorrosion efficacy of the green-produced
NPs was assessed using four distinct bacterial strains, including S. aureus, E. coli, B. subtilis,
and B. bronchiseptica. By observing a color alteration after the introduction of a metal salt
precursor to the leaf extract, the formation of Cr2O3 NPs was optically observed. The
reaction mixture’s color shift from red to black signified the production of Cr2O3 NPs. The
surface plasmon resonance (SPR) process on the NPs’ interface was responsible for this
color change. To decrease and stabilize the metal ions to nano size, certain phytocompounds
may function as ligands and establish chelates with various metal ions. After dissolving
in H2O, chromium sulfate salt (Cr2(SO4)3) transforms into readily floating ions. Owing
to a lack of electrons, the readily floating Cr3+ ions are drawn to the phytomolecules of
the plant (polyphenols, etc.). As a consequence, metallic ions and phytomolecules within
plants produce chelate complexes when O2 is used as the donor and Cr3+ as the acceptor
in the donor–acceptor mechanism (Figure 9). This causes flavonoids, polyphenols, etc.
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to oxidize and change into the keto state (Figure 9). On either end, the adjacent tannins,
alkaloids, flavonoids, and other plant phytomolecules stabilize Cr3+ while reducing it to
the zero-valent isotope Cr0. They easily oxidize throughout air drying and carbonization to
become Cr2O3 NPs covered in Abutilon Indicum phytomolecules (L.) Sweet leaf infusion.
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Sudha et al. [71] used Delonix elata leaf extract as a capping and reducing reagent
to produce nickel oxide NPs (NiO NPs) in an environmentally friendly way utilizing
ultrasonic waves. Utilizing SEM and Brunauer–Emmett–Teller examination, the phase
formation, crystalline nature, physical and thermal durability, and surface area of the
synthesized NiO NPs were examined. When contrasted to the other three electrolyte
media, the NiO NP-coated Zn metal sheets demonstrated outstanding corrosion-inhibition
behaviors. They demonstrated an 88.6% increase in resistance to corrosion in 1 M H2SO4,
compared to improvements of 75.74%, 68.4%, and 56.8% in the corrosion resistance in
1 M HCl, 3.5% NaCl, and 6 M KOH media, correspondingly. Moreover, in 1 M HCl, 3.5%
NaCl, 6 M KOH, and 1 M H2SO4 environments, NiO NP-coated Mg metal plates showed
good corrosion-prevention efficacy of 71.9%, 61.1%, 55.9%, and 79.5%. The Tafel curve
demonstrated that the generated large surface region and mesoporous NiO NPs effectively
reduce the corrosive character of Mg and Zn sheets under all electrolytes, particularly in
acidic media.

Toghan et al. [8] produced nanocrystalline cellulose (CEL) through the acidic hydroly-
sis of macrocrystalline cellulose (NCC). A morphological representation of NCC revealed a
rod-shaped framework with a mean diameter of 10–25 nm, and a thickness and a width of
100–200 nm. Pristine NCC and CEL were discovered to have BET surface areas of 10.41
and 27 m2/g, correspondingly. DFT analyses were carried out to examine the degree of
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interactions between the active centers of NCC and CEL molecules on the substrate of
the SS316 alloy. Figure 10 shows the optimal geometries for CEL and NCC’s HOMO and
LUMO orbitals. As per the FMO concept, HOMO and LUMO energies determined whether
an inhibitor molecule was acting as a donor or acceptor at the contact between the inhibitor
and the metallic substrate. The compounds with higher EHOMO and reduced ELUMO
values were regarded as very potent CIs as a result. In comparison to CEL’s maximal
EHOMO value of 5.73 eV, the NCC’s is 5.45 eV. Figure 10 shows that the HOMO value was
found on the hydroxy, pyran, and sulfate moieties of the inhibitor compounds, indicating
that the sulfur and oxygen atoms were the preferred spots for electrophilic interactions on
the Fe surface.
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Furthermore, MC simulations were used to identify the associations between the
inhibitory molecules and the SS316 alloy substrate as well as to propose a descriptive
notion for the operation of adsorption. The broadest appropriate adsorption arrangements
for the inhibitory molecules over the SS316 alloy substrate are shown in Figure 11 as
a result. These layouts are produced by the adsorption locator unit and proffer basic
plane frameworks, indicating an increment in the adsorption and the extremely high
surface treatment. Additionally, the NCC (2831.49 kcal mol−1) exhibited a more elevated
negative value of the absorption coefficient than the CEL (2133.54 kcal mol−1), which also
supports the notion that NCC was aggressively adsorbed onto the substratum of the SS316
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alloy, forming a staunchly adsorbed coating that prevents corrosion. These outcomes are
consistent with the findings of the experiments. Furthermore, the adsorption energy values
of NCC for the post-geometry optimal phase, i.e., relaxed (130.73 kcal mol−1), were also
greater than CEL (61.39 kcal mol−1) and much more negative than CEL (2962.22 kcal mol−1)
for the pre-geometry optimal phase, i.e., unrelaxed (2194.93 kcal mol−1).
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Similarly, Assad et al. [83] researched the ability of gum arabic-NPs (GA-NPs) to
prevent corrosion in reinforced concrete after 180 days of exposure to a CO2 atmosphere.
Utilizing a variety of accepted methods, the steel reinforcement of concrete was tested
both with and without GA-NPs. Figure 12 shows the physical examinations of accelerating
carbonated samples following 180 days of CO2 treatment (both with and without the
GA-NP inhibitor). When a 3% GA-NP inhibitor was used, it could be observed that the
cube concrete sample (cube) had shallower carbonation depths than the reference sample.
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Figure 13 shows the 2D and 3D AFM geometries of the steel reinforcing substrate
for treated and untreated concrete using the GA-NP inhibitor. Figure 13a,b shows that
the exterior of the reinforced steel was badly eroded and severely damaged, exhibiting
a surface roughness of 2.186 m, in the absence of GA-NP inhibitor. The production of
reaction products, primarily iron (II) carbonate-FeCO3 and magnetite-Fe3O4, as a result
of CO2 penetration could be attributed to the significant average surface imperfection. In
contrast, the picture of the reinforced steel surfaces (Figure 13c,d) was greatly improved
when GA-NP inhibitor was present, resulting in an increase of 75% over the reference steel
reinforcement’s surface roughness of 546.6 nm (without inhibitor). This finding additionally
demonstrated that the creation of a thin coating and the sorption of inhibitor prevented
CO2 from penetrating the surface of the steel reinforcing.

The outcomes show that adding 3% GA-NP inhibitor into concrete prevented corro-
sion by causing inhibitor molecules to adhere to the substrate of the metal reinforcement,
forming a defensive coating. As a result, it was discovered that the IE% increased up
to 94.5% with a reduction in the CR of 0.57 × 10−3 mm/year. Additionally, the findings
demonstrate the existence of the GA-NP inhibitor, which caused calcium hydroxide absorp-
tion and decreased the Ca/Si to 3.72% and 0.69%, correspondingly. As a result, the pH was
raised by 12.5 and 9.27%, correspondingly, and C-S-H gel was created. It could be said that
eco-friendly GA-NPs offer the substantial capability to suppress corrosion and enhance the
carbonation resilience of the concrete matrices to produce reinforced concrete constructions
with long-lasting architecture.
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2.3. Metal/Metallic Oxide-Incorporated Nanocoatings

Contemporary human civilization has grown significantly as a result of the use of
metals. They are necessary for everything from machinery to architecture to technology
to consumables. Regrettably, the majority of naturally available and natively inexpensive
metals are rarely appropriate for the prevalent industrial purposes in several fields. Owing
to unfavorable operating conditions, they gradually lack vitality or crumble. Another of
the biggest problems that cause disastrous device breakdown is still metal corrosion. It
takes place in commercial facilities including those for electricity, chemical manufacturing,
food manufacturing, and building, among others, presenting environmental and public
health risks in addition to a heavy financial strain. For the mitigation of metallic corrosion,
some studies used nanocoatings centered on metal or metallic oxide [20,84]. The chemical,
physical, and thermal characteristics of a nanocoating are enhanced by the inclusion
of metals. The metallic coating is created at the nanoscale, which essentially protects
the covered substrate or greatly improves all of the coating’s qualities. Several pristine
metals including nickel (Ni), phosphorous (P), cobalt (Co), tungsten (W), copper (Cu), zinc
(Zn), and iron (Fe), etc., are used in metallic nanocoating. Utilizing a nanosized covering
strengthens this improvement since NMs function differentially than micromaterials. For
instance, when the thickness of the Zn covering needs to be enhanced to offer the necessary
shielding, a finer nanocoating of Zn resolves both the surface integrity and weldability
issues. Nevertheless, pristine Zn corrosion resilience is inadequate in extreme oxidizing
circumstances and extreme temperatures, thus, it is alloyed with other metals to increase
corrosion resistance. It has been demonstrated that Zn-Ni alloy coverings are harder than
Zn and Cd individually. Additionally, due to Cd’s inadequate adhesive wear resilience,
Zn-Ni alloys are a top contender to replace it in aeronautical applications.
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In order to manufacture Ni-P-Si3N4 composites using the electroless coating process,
Dhakal et al. [85] included nano Si3N4 (mean diameter ~20 nm) and submicron Si3N4 (mean
dimension 200 nm) granules when covering a Ni-P alloy in a low-CS surface. Minimal
surface flaws including voids and micropores were present in the composite covering
comprised of 20 nm Si3N4 NPs, however, following the addition of 200 nm Si3N4 NPs, these
flaws were more noticeable. Figure 14 displays the SEM pictures of the coating’s interface
and cross-section. In contrast to the Ni-P-SN, which seems to exhibit a coarser texture
with voids and holes (Figure 14a), the Ni-P covering has a distinctively smoother surface
shape (Figure 14b). Furthermore, the Ni-P-nSN coating’s uniform texture (Figure 14c)
shows no discernible variations from the standard Ni-P covering (Figure 14a). The inherent
covering process of the P and Ni atoms in the Ni-P-nSN sample has not been affected by
the included nSN particulate, hence the coating surfaces exhibit considerably fewer surface
flaws including holes, cavities, and uneven cluster formation.
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Figure 15 displays the EDS findings of the pristine and eroded substrates denoted by 
area “I” and zone “II” in all three samples. Ni-P coating’s oxygen level improved from 0.6 
wt.% on the uncorroded substrate to 4.8 wt.% (Figure 15a,b). The severe dissolving of Ni, 
however, was indicated by the Ni content dropping from 90.5 wt.% in the initial substrate 
to 83.4 wt.% in the damaged area. Moreover, compared to the oxygen level of the Ni-P 
covering in its deteriorated area, the oxygen level was greatly decreased in the Ni-P-SN 
deteriorated substratum (Figure 15a) and even substantially reduced in Ni-P-nSN (Figure 
15c,e). Figure 15e shows that the Ni content in Ni-P-corroded nSN’s interface (87.6 wt.%) 
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Figure 15 displays the EDS findings of the pristine and eroded substrates denoted by
area “I” and zone “II” in all three samples. Ni-P coating’s oxygen level improved from
0.6 wt.% on the uncorroded substrate to 4.8 wt.% (Figure 15a,b). The severe dissolving
of Ni, however, was indicated by the Ni content dropping from 90.5 wt.% in the initial
substrate to 83.4 wt.% in the damaged area. Moreover, compared to the oxygen level of
the Ni-P covering in its deteriorated area, the oxygen level was greatly decreased in the
Ni-P-SN deteriorated substratum (Figure 15a) and even substantially reduced in Ni-P-nSN
(Figure 15c,e). Figure 15e shows that the Ni content in Ni-P-corroded nSN’s interface
(87.6 wt.%) was barely altered from the surface’s initial level (Figure 15f) (88.5 wt%). It im-
plies that, relative to the other samples, Ni-P-nSN has a much lower rate of Ni disintegration.
Ni-P coverings could also be classified as high-P coverings due to their mean P-contents
of 9 wt.% (Figure 15b) and 11 wt. % (Figure 15d,f), and Ni-P-nSN and Ni-P-SN composite
coatings, respectively. As all the circumstances remain similar for regular Ni-P and the
composite coverings, the increase in P concentration of about 2 wt.% in both Ni-P-nSN and
Ni-P-SN composite coverings has only been seen as a result of particle integration. The in-
crease in P concentration in this research is a sign that the metallic Ni stage in the composite
coverings is diminishing while the Ni-P alloy stage is increasing. It is important to note that
the passive nature of Ni-P-based coverings is improved with raising P concentration. The
composite coatings’ enhanced P concentration is advantageous for their corrosion-resistant
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characteristics. Furthermore, as both composites have almost similar P contents, the P addi-
tion to the corrosion protection capabilities of composite coverings should be identical. As
a result, it is possible to consider that the added Si3N4 particles’ larger particle dimension
is the only factor contributing to Ni-P-increased nSN’s anti-corrosion performance. The
addition of Si3N4 NPs (20 nm) afforded the covering a more stable, defect-free interface
morphology and served as excellent CIs for the Ni-P framework.
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In order to increase the corrosion prevention of steel in corrosive conditions, Bird-
eanu et al. [86] reported the development of novel sandwich-type composites centered on 
5,15-(4-carboxy-phenyl)-10,20-diphenylporphyrin or 5,10-(4-carboxy-phenyl)-15,20-(4-
phenoxy-phenyl)-porphyrin and MnTa2O6. Using the drop-casting method, thinner coat-
ings with a sandwich- or single-type configurations were produced on CS. By using elec-
trochemical examinations including PDP and open circuit potential (OCP), the prevention 
of steel corrosion activity was assessed in corrosive environments of 0.1 M HCl. It was 
explained how changes in the anodic (βa) and cathodic (βc) Tafel curves might affect CR. 
The steel electrode coated using sandwich-type layers of 5,15-(4-carboxy-phenyl)-10,20-
diphenylporphyrin on the bottom surface and MnTa2O6 on the upper achieved the highest 
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In order to increase the corrosion prevention of steel in corrosive conditions, Bird-
eanu et al. [86] reported the development of novel sandwich-type composites centered
on 5,15-(4-carboxy-phenyl)-10,20-diphenylporphyrin or 5,10-(4-carboxy-phenyl)-15,20-(4-
phenoxy-phenyl)-porphyrin and MnTa2O6. Using the drop-casting method, thinner coat-
ings with a sandwich- or single-type configurations were produced on CS. By using elec-
trochemical examinations including PDP and open circuit potential (OCP), the prevention
of steel corrosion activity was assessed in corrosive environments of 0.1 M HCl. It was
explained how changes in the anodic (βa) and cathodic (βc) Tafel curves might affect CR.
The steel electrode coated using sandwich-type layers of 5,15-(4-carboxy-phenyl)-10,20-
diphenylporphyrin on the bottom surface and MnTa2O6 on the upper achieved the highest
corrosion prevention efficacy of 91.76%. The two bis-carboxyl-substituted porphyrins’
dense and adhesive coatings were hypothesized to provide a physical protective function
that underlies how the inhibitors prevent the oxidation of CS. These create massive, chemi-
cally acid-resistant supramolecular frameworks (see Figure 16), preventing the acid from
coming into direct contact with the steel. In the instance of trans-porphyrin (Figure 16a),
as opposed to the cis-derivative scenario, the dense coatings of quadrilateral construction
blocks accumulated both in J-type and H-type operations are more prominent, which
results in the physical barrier impact (Figure 16b). Figure 16b shows how the cis-porphyrin
is helicoidally accumulated over small rings that link collectively while providing scope for
big holes and tiny apertures, which could serve as sites of interaction between the acid and
metal and the commencement of pitting corrosion.
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(4-phenoxy- phenyl)-porphyrin (b). Reprinted with permission from Ref. [86]. MDPI 2021.

As channels for innate antioxidants, including phenolic, anthocyanins, flavonols, and
pectin compounds, Khadar et al. [53] utilized extracts of dried flower petals, like lotus
and rose petals, to create nano-manganese oxide using an economic and environmental
process called ultrasonic wave-aided green formulation. The produced nano-manganese
oxides were employed to improve MS (MS-corrosion-inhibitory)’s behavior in an acidic
medium (1 M HCl). Through the use of TGA and FTIR analysis, functional groups and
thermodynamic properties of the produced metal oxides were examined. By using BET
surface area measurement, it was discovered that the samples made from the RP and LP
extracts, accordingly, had specific surface dimensions of 27.914 and 39.438 m2g−1. Excellent
electrochemical characteristics were seen for LPM, and in 1M HCl medium, RPM and LPM
had greater corrosion prevention efficiencies (51.50% and 72.63%, respectively) than the
bare MS plate.

Using a one-step electrospinning approach, Radwan et al. [87] created Polystyrene-
nickel oxide (PS-NiO) superhydrophobic nanocomposite coverings on Al substrates. The
polystyrene coating’s hydrophilicity, thermal properties, and surface roughness are sig-
nificantly impacted by the introduction of NiO NPs. The produced coating’s geometry
was assessed, and the results showed that a beaded-fiber architecture had formed. The
micro/nanoscale pattern of the bead fibers combined with the coating’s already-improving
surface ruggedness led to an improvement in WCA and a decrease in CAH. PSN-2 ob-
tained the greatest corrosion protection in saltwater by recording the maximum WCA of
155◦ ± 2 and the minimum WCAH of 5◦ ± 3. However, raising the proportion of NiO over
that point lowers the coating’s ability to defend against corrosion because NiO tends to
aggregate on the coating substrate and because the hydrophilic characteristic of the metal
oxides increases the hydrophilic nature. Similarly, AlTp, a MOF composed of aluminum
terephthalate, and its two nanocomposites comprising iron oxide and graphene oxide
(GO) were created by Mirzayi et al. [61]. The AM60B Mg alloy was subsequently shielded
against corrosion by the produced nanocomposites in a 30% ethylene glycol medium in-
cluding 0.5 M NaCl. The inhibitory properties of the constituents in the dosage region of
50–400 ppm were examined using the PDP and EIS. For AlTp/Fe2O3, AlTp, and AlTp/GO,
correspondingly, the IE% determined from EIS data were 86.52%, 90.2%, and 90.8%. PDP
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demonstrated this pattern to be valid. The outcomes show that adding NPs to the AlTp
architecture enhanced its ability to suppress.

Preethi et al. [88] created convenient, affordable, and environmentally acceptable
silver NPs (AgNPs) using the edible native Macrolepiota mushroom. The characterized
studies supported AgNPs of 20–50 nm in size with a spherical morphology. Corrosive
bacteria Terribacillus aidingensis EN3, Bacillus thuringiensis EN2, and Bacillus oleronius EN9
were used to investigate the biocorrosion effectiveness of myco-synthesized AgNPs and
the mushroom extract towards MS. In several exploratory conditions, the effectiveness
of MS’s corrosion inhibition was assessed using weight reduction evaluation, EIS, and
surface assessment. In both systems, II and IV, lower CR (0.07 mm/y, 0.14 mm/y), lower
weight reduction (0.006 ± 2, 0.011 ± 2), and higher corrosion inhibition efficacy (59%, 18%)
were found. In both surface characterization experiments (XRD and FTIR), peak strength
decreased when mushroom extract and AgNPs were present. According to EIS tests,
mushroom extract and AgNPs operate as a corrosion-inhibiting eco-friendly substance that
adheres to MS substrates in cooling H2O stack systems, preventing corrosion.

2.4. Carbon Allotrope-Based Nanocoatings

Owing to their inexpensive, non-hazardous, readily accessible key ingredients, and
simple manufacturing processes, carbon allotrope-based nanocoatings have attracted sig-
nificant attention in the past ten years [70,89]. They are used in pharmacology, detectors,
optoelectronics, catalyst supports, and cell imaging. Currently, carbon dots (CDs) are used
as sustainable CIs and have shown encouraging outcomes. For instance, dopamine was
used by Cui et al. [90] to create unique nitrogen-doped carbon dots (NCDs), which were
then tested in a 1 M HCl medium as CIs for Q235 CS. The corrosion behavior of CS in
1 M HCl medium was then investigated using the EIS methodology in both the exclusion
and inclusion of NCDs. Figure 17a shows the Nyquist graphs, which are constituted of
a depressed and inductive capacitive curve. The semi-diameter of the capacitive curve
grows as the intensity of NCDs rises, showing that the inclusion of NCDs successfully
hinders the charge transfer operation at the steel-solution functionality. The finding that
all Nyquist graphs exhibit the identical depressed form indicates that NCDs do not af-
fect the steel corrosion in HCl media. Instead, this depressed curve is mostly due to
corrosion-induced non-uniformity and deposited molecules over the metallic substrate.
The impedance modulus ratio at the minimum frequency (10 Hz) in the addition of NCDs
is larger than those in blank media in the context of the Bode graphs in Figure 17b, and
it increases with rising NCD contents. The maximal impedance modulus measurement
at 400 ppm NCDs is 295 Ωcm2, which is 10 times more than the value at zero concentra-
tion. Additionally, while NCDs are introduced to the HCl medium, the phase angle peak
increases in size and becomes more pronounced as the quantity of NCDs increases. These
results demonstrate substantial NCD binding over the steel substrate and enhanced NCD
concentration-dependent corrosion inhibition.

The surface topography and hardness of the specimens were also examined using
LSCM and SEM following 60 h of exposure. The steel substrate was pristine before it was
exposed to the corrosive substance, and it only had sanded marks (Figure 18a). The steel
had a surface irregularity of around 0.27 µm (Figure 18b). The steel substrate had been
exposed to a 1 M HCl medium for 60 h when it was significantly rusted, turned weak,
and then became permeable (Figure 18c). When contrasted to the corrosion-free steel, the
substrate roughness of the steel significantly improved to 5.18 µm (Figure 18d). In contrast,
the deterioration of the steel substrate was greatly reduced with the introduction of 400 ppm
NCDs, but the refined flaws remained discernible (Figure 18e). The corrosion-damaged
steel’s surface hardness was just about 1.0 µm at this time (Figure 18f). These findings show
that the adsorbed NCDs successfully prevent acid steel corrosion.
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By attaching HMS to the GO substrate, Yan et al. [91] created novel dual-functional
GO-based (GAS) NMs. The efficacy of GAS-passive covering’s corrosion prevention was
improved by GAS NMs’ superior dispersal and solubility with epoxy resin. Following
40 days of exposure, |Z|0.01Hz of GAS-Coat persisted at 890 ΩM cm2, and Fb barely
rose to 0.48. Furthermore, GAS-Coat only offered passive protection against corrosion
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while the covering had been degraded. It is significant to observe that by injecting and
discharging the CIs’ MBT, GAS NMs offered extra proactive corrosion prevention for epoxy
coating. In affected regions, GAS-Coat had accomplished self-healing and continued to
have higher corrosion resistance over prolonged exposure. GAS-Coat offers a significant
deal of possibility for useful anticorrosion operations because it performs both active and
passive corrosive protection.

In order to create a proactive (inhibitive)/passive (barrier) anti-corrosion covering
solution, Keshmiri et al. [62] created a sustainable MOF centered on cerium (Ce-MOF) on
GO nanosheets (GO@Ce-MOF). The 1,3,5-benzene tricarboxylic acid used in the construc-
tion of the Ce-MOF NPs produced a dense configuration resembling a straw sheaf. The
Ce-MOF NPs were then housed in the GO as a nanocontainer, and the resulting NPs were
then introduced to the epoxy matrices. Raman spectroscopy and transmission electron
microscopy (TEM) were used to validate the effective production of NPs. TGA and BET
techniques were used to measure the NPs’ surface region and thermal behaviors. Utilizing
the EIS approach and a salt spray experiment, the produced nanostructures’ passive and
active anti-corrosion abilities were examined in epoxy matrices. GO@Ce-MOF/corrosion
EP’s resistance was improved by about 500% over Blank/EP according to the EIS data from
the damaged coverings after 48 h. Additionally, following 7 weeks of exposure to corro-
sive solutions, the GO@Ce-MOF/EP covering demonstrated better protective qualities,
exhibiting low-frequency coefficients greater than 1010 Ωcm2. Similarly, unique N and S
co-doped CDs (N, S-CD) with a significant S and N concentration of 19% and 17%, corre-
spondingly, were created by Zhang et al. [92]. The Tafel data demonstrate that N, S-CDs are
a highly effective mixed inhibitor, and the g ratio rises as N, S-CD levels increased. Since
the polarization assessment and the EIS findings are in agreement, it could be concluded
that a persistent N, S-CD adsorption coating could be created on the copper (Cu) substrate
to substantially prevent Cu corrosion. The anti-corrosion capabilities of N, S-CDs were
investigated in relation to temperature using the polarization curve. Though the corrosion
procedure was accelerated by the temperature increase, Cu in a 0.5 M H2SO4 medium at
298–318 K was well protected by N, S-CDs. The novel NMs exhibit outstanding efficiency
for Cu (99.88%) at a dose of 50 mg in 0.5 M H2SO4 medium; this research may offer a
fresh perspective on the exploration of highly potent CIs for metal preservation that is also
environmentally acceptable.

3. Effect of Grain Size and Corrosion Inhibition Mechanism

Noticeably, innate micro-architectural permeability, which exhibits weakness in im-
peding the permeation of superfluous entities deleterious to a particular surface, typically
inhibits the effective utilization of nanocoatings for inhibiting or reducing corrosion, foul-
ing, and scratching from self-healing functionality. The efficacy of nanocoatings against
corrosion could be considerably impacted by grain size. It has been shown in numerous
trials that the corrosion resistance of nanocoatings with greater grain size showed superior
corrosion resistance when the grain size of the NPs was increased while annealing at
greater temperatures. This trend might be a result of twins forming after annealing. It
was frequently noted that when grain size grew, the density of the twins also grew. Low
free energy is a characteristic of twin boundaries that increases resistance to corrosion.
Therefore, although the annealed coatings exhibited a higher grain size, improved twin
density after annealing improved the uniformity of the passive coating and decreased the
sensitivity of the annealed coverings to pitting corrosion. The corrosion investigations
of nanocrystalline nickel-tungsten (Ni-W) nanocoatings have also demonstrated that the
corrosion rate enhances with grain size in an acidic medium (pH 3), while the corrosion
rate reduces with an increment in grain size in an alkaline medium (pH 10) [93,94]. This
indicates that the pH affects the nanocoatings’ corrosion behavior in addition to their grain
size. The development of passive oxide coating, which relies on W concentration, and the
active sites accessible for corrosion, which rely on grain boundary volume, were discovered
to be two conflicting elements that affect how these nanocoatings (grain size: 5 to 63 nm)
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behave in media of varying pH levels. Therefore, the emergence of corrosion in an alkaline
medium, where corrosion intensified with the reduction in grain size, was attributed to
the increasing grain boundary volume. On the other hand, in an acidic saline condition,
the rate of corrosion reduced as the grain size increased. In this instance, W concentration
was the dominant factor in corrosion, and coatings with greater W concentrations demon-
strated better corrosion resistance as a result of robust oxide layer development. As a result,
nanocoatings demonstrated greater corrosion resistance in an alkaline medium than in
an acidic medium. Furthermore, the NPs’ smaller size is more favorable since it allows
them to enter extremely tiny pores, indentation patterns, and capillary regions both in the
coating matrices and at the metal substrate.

The superior corrosion-mitigation tendency of nanocoatings has been centered on the
high surface-to-volume ratio and light characteristics as a result of particle size as a major
advancement in nanotechnology [67,95–97]. All metallic substrates, either electroplated
or precoated, could be covered with nanocoatings using a variety of covering techniques,
which might shield the metallic surface against corrosion impacts for multiple decades.
Often, the coverings are translucent, and they also improve the surface’s aesthetic effect.
The most crucial prerequisite for a potential adsorbent is, indeed, a broad specific surface
region regarded as adsorption, which is a phenomenon that involves the accumulation of
corrosion inhibitor molecules on an adsorbent’s surface. The permeability of the adsorbents
defines their adsorption capabilities, whether adsorption is driven by long-range linkages
(physisorption) or by chemical interactions, including ionic or covalent bonds (chemisorp-
tion). Since physical adsorption favors porosity with a size similar to the adsorbent’s
molecular radius, substances such as nanomaterials that are frequently characterized by
small mesopores and micropores are frequently regarded as effective adsorbents. The most
common means of immobilization is physical adsorption which is easily initiated at mild
temperatures. Considering a multilayer adsorbate over an adsorbent, physical adsorption
has been shown to possess a minimal enthalpy of adsorption (<−40 kJ/mol), whereas
chemical adsorption (chemisorption) entails a chemical reaction involving the adsorbate
and adsorbent and typically results in the emergence of chemical bonds. It also has a
greater enthalpy of adsorption, ranging from 80 to 240 kJ/mol [98,99]. To further explain
the inhibition process of the nano-modified coatings, some researchers have documented
the adsorption behavior of NP-based corrosion inhibitors or coatings. For instance, in an
experiment to increase the effectiveness of inhibition for an St37 steel substrate, a proposed
nano-modified coating created by inserting silver nanoparticles (AgNPs) formed in situ
through reduction of AgNO3 utilizing organic honey in carboxymethyl cellulose (CMC)
matrices was used by Solomon et al. [100]. When the system temperature was raised to
40, 50, and 60 ◦C, correspondingly, the IE% declined to 61.0%, 60.9%, and 60.8%. CMC
molecules were physically adsorbed over the metallic substrate in the acid medium, accord-
ing to the fluctuation of η with ∆Gads0 value and temperature. Similarly, in order to explain
the corrosion-inhibition mechanism of nanocoating, Nawaz et al. [35] created polymeric
nanocomposite coatings that were altered to incorporate CIs. The CIs (imidazole)-loaded
yttrium oxide NPs employed in this study were added to the epoxy composition before be-
ing deposited on the substrate material. According to EIS, the infused material (Y2O3/IMD)
appeared to be pH-responsive, a characteristic that aids in the liberation of the inhibitor
from the particulates and enhances corrosion mitigation. After the electrolyte first contacts
metal, corrosion action caused a localized pH variation. Because the hydrolysis of Fe ions
facilitated the CIs’ escape, it was anticipated that the pH at the damaged region would
approach acidic levels in the anodic zones. As per the conceptual layout shown in Figure 19,
the inhibitory impact reported for the Y2O3/IMD-modified covering was caused by the
adsorption capability of imidazole over the surface of the steel.
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For the generation of a preventative coating featuring enhanced corrosion protection
and self-healing capabilities, Sazou et al. [101] studied conducting polyaniline (PANI)-based
paint formulations. The regulated inhibitor discharge process suggested that corrosion-
inhibitory dopant ions were discharged via the breakdown of PANI as a result of metal
electrolysis at tiny holes or an ion-exchange mechanism. The dopant anions that were
discharged created a second physical shield that prevented oxygen reduction or the transit
of aggressive anions. These PANI-based coatings are often known as “smart coatings”
because the dopant anion is discharged when needed, or more specifically when the coating
is degraded and results in metallic corrosion and, therefore, a reduction in PANI. Along
with the production of oxide, complexes comprising the metallic ions were generated
on the metallic substrate, forming extensive anodic shielding. Furthermore, in these
circumstances, PANI discharged the dopant anion (DBSA), which developed complexes
with Fe and resulted in the passivation of steel. The lowering of PANI, which indicated its
physical absorption over the metallic substrate, caused the discharge of inhibitory dopants
and superior corrosion mitigation.

Moreover, the effects of incorporating various loading proportions of TiO2-NPs within
pristine epoxy resin were examined as an aspect of preparation of epoxy-TiO2 nanocom-
posite coatings using the solvent intercalation technique with the use of sonication [102].
In this experiment, the epoxy polymeric resin was altered with polydimethylsiloxane
(PDMS), and distinct stacking ratios of TiO2-NPs were presented to the altered polymer
matrices to generate PDMS-reconfigured epoxy nanocomposite coating structures. These
coating platforms were created to further enhance the corrosion-resistant effectiveness and
to accomplish the hydrophobicity of the formed coated substrates. Only a mild flexion of
the Bode graphs at the minimal frequency area and one semicircle in the Nyquist graphs
indicated that the integration of distinct loading rates of TiO2-NPs within the epoxy poly-
mer metrics had considerably improved the barrier characteristics of the nano-modified
coatings. These results may be explained by the significant contribution of the integrated
TiO2-NPs in varying the framework of the epoxy polymer matrices. The integrated NPs
helped to reorganize the polymer metrics through physical interactions caused by Van
Der Waal’s force, which enables closure of the pore spaces of the epoxy metrics and in-
fluences the infiltrated electrolyte to transit a greater length in an attempt to advance the
surface layer sorption and result in the effective corrosion inhibition. To create active
(inhibitive)/passive (barrier) anti-corrosion coating systems, Keshmiri et al. [62] created
a sustainable MOF centered on cerium (Ce-MOF) on GO nanosheets (GO@Ce-MOF) in
an aquatic medium. The 1,3,5-benzene tricarboxylic acid used in the fabrication of the
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Ce-MOF NPs produced a dense shape resembling a straw sheaf. The generated NPs were
then incorporated into the epoxy matrices using the GO as a host for the Ce-MOF NPs
in a nanocontainer. They concentrated on one of the most crucial aspects of employing
nano-modified coatings to shield metals from corrosion: their adhesion strength following a
mechanical flaw. The formation of OH− ions beneath the coating causes coating separation
and adhesion reduction. Two events at the metal/coating substrate interface account for
this: (1) a deterioration of interfacial adhesive bonds caused by the production of hydroxyl
ions, and (2) an increase in pH. In this investigation, a cathodic disbonding analysis was
used to explore the coatings’ wet adhesion intensity. The Blank/EP specimen was given
the largest delamination diameter (11.39 mm), followed by GO/EP (9.69 mm), Ce-MOF/EP
(6.6 mm), and GO@Ce-MOF/EP (5.88 mm). The outcomes demonstrate that Ce-MOF NPs
considerably increased Ce-MOF/EP’s adherence over the metallic surface. The 1,3,5-BTC
configuration had a significant number of electron donors, which helps strengthen the
bonds between the metal and the coating. The local pH decreased as a result of a reaction
between hydroxyl ions and cerium cations that resulted in the formation of insoluble
cerium oxides/hydroxides at the cathodic regions. When GO@Ce-MOF/EP was contrasted
to the Ce-MOF/EP composite, covering delamination occurred less frequently throughout
the experimental period of 24 h due to the regulated discharge of Ce-MOF NPs. Another
factor contributing to the GO@Ce-MOF nanoparticles’ remarkable barrier characteristics
was their active involvement in fixing the micro flaws in the epoxy coating. These NPs
might make it easier for corrosive substances to enter the coating/metal interface.

Furthermore, in order to generate corrosion inhibitors for the AM60B Mg alloy in a
30% ethylene glycol medium comprising 0.5 M NaCl, Mirzayi et al. [61] created an alu-
minum terephthalate (AlTp) MOF and its two nanocomposites comprising GO (AlTp/GO)
and iron oxide (AlTp/Fe2O3). For the AlTp, AlTp/GO, and AlTp/Fe2O3, the values of
∆Gads0 were 26.92, 26.85, and 27.83 kJ mol−1, correspondingly. In this procedure, in-
hibitory molecules were adsorbed over the metallic substrate by electrostatic interaction.
Contrastingly, ∆Gads0 values found here range within the two magnitudes mentioned,
indicating that physisorption and chemisorption were two forms of interaction involved in
the adsorption process of the inhibitors upon the AM60B substrate.

4. Challenges and Future Outlooks

This article provides a thorough analysis of the fabrication of nano-modified coatings
(self-healing-based nanocoatings, natural source-derived nanocoatings, metal/metallic
oxide-incorporated nanocoatings, and carbon allotrope-based nanocoatings), as well as their
performance in terms of corrosion mitigation. The practical difficulties in the emergence
and fabrication of nanostructured coatings for preferred corrosion inhibition effectiveness
include: (i) choosing the precise nanocoating substance that is particularly suited for a
given substrate and operational surroundings (e.g., the flexibility of accumulation, which
becomes quite difficult for a substrate with complicated geometries and variability in
volume, adhesion on the substratum, etc.); (ii) choosing the proper fill/reinforcement;
(iii) chemical impediment in the manufacture of nanocoatings; (iv) ability to be applied
upon wide surface region; and (v) protracted effectiveness.

In regard to improving the mechanical characteristics that might slow the dispersion
of cracks in the covering, numerous underpinning pathways for interface reinforcement,
including the engagement between NPs and the matrix, must be improved. This might lead
to the creation of unique microstructures (for example, a refined scale lamellar framework).
The weak tribological and mechanical capabilities of certain coating matrices, such as
their low resilience to interface erosion and wear, might be effectively accounted for by
NPs in this approach. Additionally, since the maximal packing capacity of NPs with a
greater surface region is constrained, homogeneous dissemination of NPs in the matrix is
essential to achieving superior mechanical characteristics (such as ductility and strength)
of nanocomposite coverings. Moreover, competent preparatory and treatment techniques
are required to produce excellent particle dispersion. Additionally, using methods like
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molecular assembly or atomic layer deposition (ALD), the interface between the NPs and
the matrices could be accurately altered at the atomic or molecular scale to produce certain
intriguing shapes, including core–shell hybrid NPs. Considering this, more research is
still required to discover the mechanical characteristics of additional types of NPs using
improved characterization approaches and established NP manufacturing processes. It is
also important to provide statistical assessments of the mechanical characteristics of NPs
in regard to size dependence and material influences, etc. Furthermore, it is crucial to
have a greater understanding of the functions represented by NPs in the context of each
application. It might, therefore, be highly beneficial to have direct visualizations of the
interfacial behavior of NPs in operations at the nano, micro, and even atomic levels.

5. Conclusions

In this review, several nano-modified coatings including self-healing-based nanocoat-
ings, natural source-derived nanocoatings, metal/metallic oxide-incorporated nanocoat-
ings, and carbon allotrope-based nanocoatings have been discussed in terms of their succes-
sive corrosion mitigation. The attained results show that nano-modified coatings possess
superior corrosion protection for metals as compared to conventional coatings due to the
lack of holes and flaws in the covering and the creation of a shield against the infiltration of
corrosive electrolytes. Owing to the tiny granular dimensions of nanocrystalline formations,
which offer superior void occupancy and greater coating surface stability, they are prefer-
able to microcrystalline frameworks for enhancing corrosion resistance. Among all these
coatings, self-healing nanocoatings have shown better corrosion mitigation properties with
the bonus of a self-healing nature. The mechanized nanocontainers involved in this coating
can exhibit a pH-dependent liberation of the inhibitor from the specific core in a corrosive
solution and could be readily produced through a straightforward two-step sorption pro-
cedure. Additionally, numerous researchers presume the self-healing nanocoatings could
open the path to the thrilling development of an inhibitor-loaded nano reservoir as well
as its comprehensive implementation for the preparedness of smart corrosion protection
coating materials in the sector of corrosion science due to the reduced expense and ease of
development of inhibitor-loaded and pH-responsive-based smart nano containers.

Additionally, research has thus far concentrated on the configuration of inhibitor
stacking and coating preparation mechanisms with varying degrees of intricacy, such as
the physical adsorption of the active agents in the shells and the physical packing of the
pores with distinct chemical species, in order to advance the self-healing processes. These
processes must be appropriately developed for the novel class of active agents, particularly
eco-benign and bio-based agents with incredibly outstanding characteristics in comparison
to existing conventional products utilized in various sectors, such as automobiles, con-
struction, airspace, etc., which could be facilitated by adhering to the outlined research
dynamics and viewpoints or establishing new groundbreaking strategies to utilize the
extremely intriguing characteristics of nano-modified coatings. This will help to safeguard
our history, culture, and future.
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