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Abstract: Software is widely used in various fields. There is no place where it is not used from the
smallest part to the entire part. In particular, the tendency to rely on software is accelerating as
the fields of artificial intelligence and big data become more widespread. Therefore, it is extremely
important to evaluate the reliability of software because of the extensive damage that could occur if
the software fails. Previously, software reliability models were developed based on mathematical and
statistical grounds; however, immediate response was difficult. Therefore, in this study, a software
reliability model was developed that depends on data using deep learning, and it was analyzed
by replacing the activation function previously used in deep learning with the proposed software
reliability model. Since the sigmoid function has a similar shape to the software reliability model,
we utilized this to propose a deep learning software reliability model that replaces the activation
function, the sigmoid function, with the software reliability function. Two datasets were compared
and analyzed using 10 criteria, and the superiority of the proposed deep-learning software reliability
model was proved. In addition, the results were compared by changing the parameters utilized in the
proposed deep-learning software reliability model by −10%, −5%, 5%, and 10%, and it was found
that the larger the parameters, the smaller the change.

Keywords: deep-learning software reliability model; software reliability growth model; activation
function; sensitivity analysis

1. Introduction

Software is widely used in many fields. There is no place where it is not used from the
smallest part to the entire part. Currently, the fields of artificial intelligence and big data
have gained considerable attention and are based on software along with high-performance
hardware. These fields require many calculations. Therefore, to make the calculations
as simple as possible and to learn quickly, the code, structure, and configuration of the
software are extremely important. As the artificial intelligence and big data industries
develop, they must rely heavily on software. If part of the developed software fails owing
to a code error or an error in the calculation process, it can cause many problems. The error
in the computation may produce unexpected results, or the error may cause a malfunction
in a machine that operates in real time; therefore, research to improve software reliability
has been steadily conducted [1–4].

There is plenty of study in the field of system reliability that extends beyond software
reliability. The study is being conducted on how to ensure reliability and service in more
complex systems than software. It has been shown that information about system failures
and errors is important to increase the reliability of a system and to troubleshoot problems.
In addition, sustainable development is becoming a very important topic in system reli-
ability. Sustainable development means operating production processes and developing
products in a way that is environmentally friendly and considers the environment and
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economic aspects of workers. To create a sustainable production environment, breakdowns
and energy waste must be minimized or eliminated, and maintenance is essential. For
sustainable development, technologies equipped with intelligent learning self-diagnosis
and self-adaptive technologies that monitor, control, and process data are needed [5,6].

Software reliability is a field in which how well software works is measured, and
software reliability growth model (SRGM) is developed based on software failure. Because
software failure data follows a Poisson distribution that indicates the number of failures
that occurred during a period of time, the SRGM currently being studied is based on
the SRGM that assumes a nonhomogeneous Poisson process (NHPP) [7]. The SRGM
assuming NHPP, which started with Goel-Okumoto [8], has been extended to SRGMs
reflecting various assumptions such as independent assumptions, uncertain operating
environments, and dependent assumptions. From a parametric perspective, SRGMs are
developed by estimating optimal parameters. In addition, software reliability models from
a non-parametric perspective that depend on data have been continuously studied, based
on deep learning or other machine learning algorithms such as deep neural networks
and recurrent neural networks [9,10]. However, in deep learning, the typical nonlinear
activation function used can cause training difficulties due to the saturation behavior,
so new activation functions such as noisy or self-regularized non-monotonic activation
function are being studied [11,12].

In this study, based on the theoretical background of the problem of activation function,
we would like to propose a deep learning software reliability model by combining a
software reliability model from a parametric perspective and a software reliability model
using deep learning from a non-parametric perspective. Because the structure of the
existing software reliability model is similar to the sigmoid function, the proposed software
reliability model utilizes the shape of the sigmoid function and applies it to learning instead
of the activation function of deep learning. This is a deep learning software reliability model
by using an activation function with mathematical assumptions to solve the problem of
deep learning that only depends on data. The superiority of the model is demonstrated by
comparing 10 criteria using two datasets. Furthermore, the performances of the proposed
deep-learning software reliability model are compared when the parameters of the model
are changed. This paper is composed as follows: In Section 2, we introduce related research.
In Section 3, the theoretical background of software reliability models is provided and the
proposed software reliability model is introduced. In Section 4, numerical examples are
provided. The results of the sensitivity analysis are presented in Section 5. Discussions and
conclusions are given in Sections 6 and 7.

2. Related Research

The study of software reliability is essential for reducing software failures and man-
aging them better. Past SRGMs were developed based on mathematical and statistical
assumptions. Early SRGMs were studied by Goel and Okumoto [8] under the assumption
that independent software failures are continuous problems. Based on this, the SRGM
was proposed by assuming that software failures would occur in an S-shape [13–15].
Zhang et al. [16] proposed a software reliability model that assumes incomplete debug-
ging with a functional form of the fault detection rate. Yamada et al. [17] developed a
SRGM with a constant defect detection rate by assuming incomplete debugging, in which
defects detected during the testing phase are not corrected or removed. An incomplete
debugging about defect detection rate, in which the defect detection rate is a function,
has also been studied [18–20]. Roy et al. [21] presented a software reliability model that
considers the case of incomplete debugging and error detection in the testing phase, with a
sharp increase in the early stages and then a constant form of defect detection. Because the
software operating environment is different for software, comparison is hard; therefore,
SRGMs that consider the uncertain operating environment have been developed [22–24].
Chang et al. [25] proposed a software reliability model with a fault detection rate function
that considers the uncertainty of the operating environment and a new test coverage, and
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Song et al. [26] proposed an uncertain operating environment software reliability model
using a fault detection rate function that includes three parameters.

In addition, SRGMs which assume that software failures occur dependently have been
studied because the developed software is composed of complexity [27,28]. A dependent
SRGM was developed that assumes that past errors or faults will continue to contribute to
software failures if they are not corrected [29,30]. Furthermore, Lee et al. [31] proposed a
dependent SRGM that assumes an uncertain operating environment.

SRGMs with mathematical and statistical assumptions make predictions based on
failure trends. However, because it is not known when and how failures will occur, there
is an ongoing debate about software reliability from a nonparametric perspective, as
opposed to an immediate failure perspective [32]. Miyamoto [33] developed a software
reliability model for software failures that occur in open-source software using deep neural
networks (DNNs). In addition, because software failures have time-series characteristics, a
software reliability model using long short-term memory (LSTM) was proposed [34,35].
Wu et al. [36] proposed a structure in which the weights of the software reliability model
are learned through the weights of the DNN. Batool et al. [37] proposed a model to predict
software errors and defects by synthesizing not only deep learning but also various machine
learning techniques. Sreekanth et al. [38] improved current methodologies such as RE and
MRE by evaluating the estimation required for software development. Bhuyan et al. [39]
demonstrated the superiority of the proposed feedforward neural network through a
comparison between the feedforward neural network and the existing parametric SRGM.
Mittelman [40] proposed a convolutional neural network-based time series model utilizing
software failure data with time series data characteristics. Pan et al. [41] proposed a
convolution neural network model that solved problems such as limited data size and
insufficient number of experiments. To solve these problems, they built and utilized the
PROMISE Source Code (PSC) dataset, which is an extension of the original dataset.

3. Software Reliability Model
3.1. NHPP Software Reliability Growth Model

Software reliability is the ability of software to successfully perform its intended
function for the intended duration under given conditions of use. The reliability function
for evaluating software reliability is shown in Equation (1), which is the probability that
the software will operate for at least t hours.

R(t) = P(T > t) =
∫ ∞

t
f (u)du (1)

The probability density function f (t) assumes that the time to failure of the software is
a random variable T. To measure the reliability function R(t), the mean number of failures
is assumed to follow an exponential distribution with parameter λ. The parameter λ
follows the NHPP, a function that changes over time. The model is derived by Equation (2),
where N(t) is the number of failures that have occurred by time t, and n is the number
of failures.

Pr{N(t) = n} = {m(t)}n

n!
e−m(t), n = 0, 1, 2, . . . , t ≥ 0 (2)

where a mean value function m(t) is the integral of λ(t), the intensity function, which is the
number of failures at time t, from time 0 to time t, which is the m(t) from 0 to time t and
follows Equation (3). The intensity function λ(t) is the number of instantaneous failures at
time t.

m(t) =
∫ t

0
λ(s)ds (3)
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The m(t) is used to develop a software reliability model through a differential equation,
with a(t) representing the number of failures and b(t) representing the failure detection
rate. It is expressed as Equation (4), which is the most basic SRGM.

dm(t)
dt

= b(t)[a(t)−m(t)] (4)

When Equation (4) is multiplied by η, it is defined as a SRGM with assumptions about
an uncertain operating environment added. When the m(t) is multiplied once more, it is
defined as a SRGM which assumes that software failures occur dependently. By solving
each differential equation with respect to m(t), one can derive the SRGM that satisfies each
condition. The a(t), b(t), and η are expressed in variable shape. The functions contain
a number of parameters with meanings such as number of software failures, expected
number of failures, failure detection rate, etc. The parameters included in each model
can have different meanings for the same parameter, so please refer to the references for
each model. The software models developed on this basis are as follows: Models 1–9 are
SRGMs obtained through the basic form of differential equations, Models 10–12 are SRGMs
assuming an uncertain operating environment, Models 13 and 14 are SRGMs assuming a
dependent failure, and Model 15 is the SRGM assuming a dependent failure in an uncertain
operating environment. Table 1 shows the descriptions for the 15 models.

Table 1. Software reliability growth models.

No. Model Mean Value Function Note

1 Goel–Okumoto (GO) [8] m(t) = a
(

1− e−bt
)

Concave

2 Ohba (IS) [15] m(t) =
a(1−e−bt)

1+βe−bt S-shaped

3 Zhang et al. (ZFR) [16] m(t) = a
p−β

[
1−

(
(1+α)e−bt

1+αe−bt

) c
b (p−β)

]
S-shaped

4 Yamada et al. (YID 1) [17] m(t) = ab
α+b

(
eαt − e−bt

)
Concave

5 Yamada et al. (YID 2) [17] m(t) = a
(

1− e−bt
)(

1− α
b
)
+ αat Concave

6 Pham–Zhang (PZ) [18] m(t) = ((c+a)[1−e−bt]−[ ab
b−α ](e−at−e−bt))

1+βe−bt Both

7 Pham et al. (PNZ) [19] m(t) =
a(1−e−bt)(1− α

b )+αat
1+βe−bt Both

8 Teng–Pham (TP) [20] m(t) = a
p−q

[
1−

(
β

β+(p−q) ln
(

c+ebt
c+1

)
)α]

S-shaped

9 Roy et al. (RMD) [21] m(t) = aα
[
1− e−bt

]
−
[

ab
b−β

(
e−βt − e−bt

)]
Concave

10 Pham (Vtub) [24] m(t) = N
[
1−

(
β

β+abt−1

)α]
S-shaped

11 Chang et al. (TC) [25] m(t) = N
[

1−
(

β

β+(at)b

)α]
Both

12 Song et al. (3P) [26] m(t) = N

[
1−

(
β

β− a
b ln
(

(1+c)e−bt

1+ce−bt

)
)]

S-shaped

13 Kim et al. (DPF1) [29]
m(t) = a

1+ a
h

(
1+c

c+ebt

)a S-shaped,
dependent

14 Lee et al. (DPF2) [30]
m(t) = a

1+ a
h

(
b+c

c+bebt

) a
b

S-shaped,
dependent

15 Lee et al. (UDPF) [31] m(t) = N
[
1−

(
β

α+bt−ln(bt+1)

)α] S-shaped,
dependent
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3.2. Software Reliability Model Using Deep Learning
3.2.1. Deep Neural Network

An artificial neural network is organized through nonlinear connections and modeled
after the biological system of human thinking. Based on neurons (nodes), the most basic
unit of information, the artificial neural network comprises input, output, and hidden layers.
The input layer takes the information, the output layer considers or makes judgments based
on the information received, and the hidden layer transmits the information between the
input and output layers. It not only transmits information but also performs information
transmission through a nonlinear combination. After the weights and biases of each layer
are combined, along with the information obtained, the sum and product are combined,
and the result is derived through a nonlinear transformation using the activation function.
When there are many hidden layers in the structure, it is a DNN, as shown in Figure 1. The
circles in the figure represent neurons. The data put to the input layer is informed to the
next hidden layer through a combination of sums and products with weights, biases, and
activation functions. This process is repeated until the output layer [42,43].

Figure 1. Structure of DNN model.

When transferred from layer to layer, the sigmoid function, hyperbolic tangent func-
tion, or rectified linear unit (ReLU) function is used to convert the nonlinear functions. In
addition, the result transmitted to the output layer uses a sigmoid or softmax function for
categorical variables and an identity function for continuous variables. In the field of soft-
ware reliability, the sigmoid function is used because the software failure itself is a structure
that increases in a sigmoid form, and the identity function is used because the dependent
variable is a continuous variable. If the final predicted value y is obtained through the
above process, a loss function representing the difference between the actual value and the
predicted value is learned based on the partial derivative value for a specific parameter,
where θ represents the weight and bias parameters, and α represents the learning rate. It is
expressed as Equation (5).

θt+1 = θt − α
∂

∂θ
Loss(θ) (5)

3.2.2. Recurrent Neural Network

A recurrent neural network is a model with cells that remember information from
previous points in time, and it is specialized for learning sequential data. It is designed so
that information from past points in time can influence future points in time. Figure 2a
shows the structure of the RNN model represented by Equation (6). ht−1 is information
about the previous layer, xt is information about the current layer, θh is the weight and
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bias of the previous layer, and θx is the weight and bias of the current layer. The activation
functions utilized are a hyperbolic tangent function (tanh) [44].

ht = tanh(θhht−1 + θxxt) (6)

Figure 2. (a) Structure of RNN model, (b) structure of LSTM model, and (c) structure of GRU model.

However, while recurrent neural networks can influence later time points, they suffer
from the problem that, as the time horizon becomes longer, the information from farther
back in time is not reflected as well. To solve this problem, a model that has the ability
to train long-term dependence, LSTM, was developed. An LSTM has a memory cell c.
Memory cell c consists of a forget gate (ft), an input gate (it), a new memory cell (gt), and
an output gate (ot). The ft determines how much previous information is reflected, the it
contains new information, the gt determines how much new information is reflected, and
the ot indicates the amount of previous information passed to the next layer. The θx, f, θx, g,
θx, i, and θx, o are the weight for each gate connected to the input data. The θh,f, θh,g, θx, i,
and θx, o are the weight of each gate for the previous layer. The ct contains information
about the long-term state by combining previous information and current information, and
the ht contains information about the short-term state. The activation functions utilized
are a sigmoid function (σ) and the tanh. Memory cells can be used to solve the problem of
vanishing gradients. The structure of the LSTM follows Equation (7). Figure 2b shows the
structure of the LSTM model [45,46].

ft = σ(xtθx, f + ht−1θh,f)

gt = tanh
(

xtθx, g + ht−1θh,g

)
it = σ(xtθx, i + ht−1θx, i)

ot = σ(xtθx, o + ht−1θx, o)

ct = ft ◦ ct−1 + gt ◦ it

ht = ot ◦ tanh(ct)

(7)

LSTM solved the problem of the vanishing gradient for RNN. However, the larger
the data size, the more computational effort is required by multiplying the number of
parameters, resulting in inefficiency. To improve this, a gated recurrent unit (GRU) model
was proposed. It reduces the four operations of the LSTM to three, creates an update
gate (zt) that combines the ft with the it in the LSTM into one, and replaces the ot with a
reset gate (rt). The rt and zt determine the size of previous information forgotten and how
much previous information is retained. The gt is the gate that determines the information
candidates at time t. θx, r, θx,z, and θx, g are the weight for each gate connected to the input
data. θh,r, θh,z, and θh,g are the weight of each gate for the previous layer. The ht, which
integrates the ct and ht of the LSTM, contains information from the previous and current
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layers together. It learns as it transfers to the next layer through Equation (8). Figure 2c
shows the structure of the GRU model [47,48].

rt = σ(xtθx, r + ht−1θh,r)

zt = σ(xtθx,z + ht−1θh,z)

gt = tanh
(

xtθx, g + (rt ◦ ht−1)θh,g

)
ht = (1− zt) ◦ gt+zt◦ht−1

(8)

The structure of the deep-learning model used in this study is as follows: The DNN
consists of four hidden layers. The activation function is a sigmoid function, and the
number of nodes in each layer is used as the training size of the dataset. The parameter size
is equal to the number of nodes, and the number of nodes is defined by the data size. All of
the recurrent neural network types have a first-order difference. All deep-learning models
are trained equally with 100 epochs to minimize overfitting, and the optimization method
utilizes Adam, which simultaneously considers the acceleration of the previous training
and the structure in which the learning rate is not constant and changes with each training.

3.2.3. Proposed Software Reliability Model

Typical failure occurrences follow either an S shape, in which failures occur in increas-
ing numbers and then decrease past a certain point, or a concave shape, in which many
failures occur at the beginning and end. The SRGMs developed thus far are based on
the assumption of these shapes. The S-shaped form is similar to the sigmoid function in
deep-learning activation functions. The sigmoid function has an S-shaped or sigmoidal
curve with 1/2 when x is 0 in Equation (9) [49–51].

f (x) =
1

1 + exp(−x)
(9)

In this study, the sigmoid function was the activation function used because it most
closely resembles the shape of the software reliability model, and a generalized software
reliability model was developed with a b(t) function whose input value is not a simple
indexing number but the failure detection rate of the software reliability model. The failure
detection rate function b(t) utilizes b2t

bt+1 wherein parameter b is the shape parameter and
has a structure in which the failure probability changes with time. The final model follows
Equation (10).

m(t) =
1

1 + exp
(
− b2t

bt+1

) (10)

As mentioned previously, this model is a modified sigmoid form. In this study, instead
of using the well-known sigmoid or ReLU activation function in deep learning, the pro-
posed model was employed by converting it into a modified form of the proposed software
reliability model. This is the proposed deep-learning software reliability model, which ap-
plies mathematical and statistical assumptions instead of only data-dependent models, and
the structure of this model is the same as that of the model defined in Section 3.2.1. There
are a total of four hidden layers, and the number of nodes in the hidden layer is the same as
the number of data. We do not have more nodes than the number of data, as this can lead
to overfitting problems. The activation function utilizes the proposed software reliability
model that is similar to the form of the sigmoid function. An optimizer method utilizes
Adam, which simultaneously considers momentum and adaptive learning rate [52]. Based
on this, we structure a deep learning software reliability model and train it for 100 epochs.
Table 2 shows a description of the software reliability model using deep learning and
the proposed deep learning software reliability model. In addition, 20 models (the four
software reliability models using the deep learning introduced in Sections 3.2.1 and 3.2.2,
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the proposed deep-learning software reliability model introduced in Section 3.2.3, and the
15 models introduced in Section 3.1, are compared.

Table 2. Software reliability models using deep learning and the proposed deep-learning software
reliability model.

No. Model Mean Value Function and Structure

16 DNN Hidden Layer = 4, Activation Function = Sigmoid, Optimizer = Adam
17 RNN Difference = 1, Optimizer = Adam
18 LSTM Difference = 1, Optimizer = Adam
19 GRU Difference = 1, Optimizer = Adam
20 Proposed Model m(t) = 1

1+e−
b2 t

bt+1

4. Numerical Examples
4.1. Data Information

Two datasets were used. Dataset 1 contains the failure data of critical, major, and minor
errors, representing the data of 231 faults over a period of 38 weeks [53]. Dataset 2 contains
the failure data generated by AVRO using the Apache open-source software. AVRO is a
program that provides communication technology with external modules and serialization
functions to support external storage and input/output, and a total of five releases from
version 1.0.0 to version 1.7.7 were considered. Monthly data were collected on bugs, new
features, improved features, and other fixed issues in each AVRO version. The period was
five years, from July 2009 to July 2014, with 949 cumulative failures per month [54]. The
two datasets show that the number of failures remains more or less constant as the time to
failure increases, rather than a trend of a significant decrease. For Datasets 1 and 2, 90% of
the training data were used for training and parameter estimation, and the remaining 10%
were used to compare the predictions of the trained and estimated models.

4.2. Criteria

Twenty SRGMs, software reliability models using deep learning and the proposed
deep-learning software reliability model, were compared using 10 criteria to determine the
superior model. These 10 criteria were based on the difference between the actual (yi) and
predicted values (m̂(ti)). The mean squared error (MSE) is defined as the sum of the squares
of the difference between the predicted number and the actual number of failures [55].
The mean absolute error (MAE) measures the difference between the predicted number
of failures and the observed value, considering the number of observations as the sum of
absolute values [56]. Predictive ratio risk (PRR) is measured by dividing the distance from
the predicted number of failures to the actual number of failures by the predicted value
with respect to model estimation [57]. Predictive power (PP) is measured as the distance
from the actual number of failures to the predicted number of failures divided by the actual
value [58]. R2 measures the success of the fit in explaining the variation in the data [59].
Root mean square prediction error (RMSPE) estimates the closeness of the model to the
predicted observations [60]. The mean error of prediction (MEOP) sums the absolute value
of the deviation between the actual number of observations and the estimated curve and
is defined elsewhere [61]. The Theil statistic (TS) is the ratio of the average deviation of
all periods to the actual observations [62]. Pham’s criterion (PC) considers the tradeoff
between the uncertainty of the model and the number of parameters in the model [63]. The
prediction sum squared error (preSSE) represents the sum of the differences between the
predicted and actual values [64]. Table 3 shows a description of the 10 criteria.
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Table 3. Criteria for model comparisons.

No. Criteria Formula

1 MSE ∑n
i=1(m̂(ti)−yi)

2

n

2 MAE ∑n
i=1|m̂(ti)−yi |

n

3 PRR
n
∑

i=1

(
m̂(ti)−yi

m̂(ti)

)2

4 PP
n
∑

i=1

(
m̂(ti)−yi

yi

)2

5 R2 1− ∑n
i=1(m̂(ti)−yi)

2

∑n
i=1(yi−yi)

2

6 RMSPE
√

Variance2 + Bias2.

7 MEOP ∑n
i=1|m̂(ti)−yi |

n+1

8 TS 100 ∗
√

∑n
i=1(yi−m̂(ti))

2

∑n
i=1 yi

2 %

9 PC n
2 ∗ log

(
∑n

i=1(m̂(ti)−yi)
2

n

)
+
(

n−1
n

)
10 preSSE

n
∑

i=k+1
(m̂(ti)− yi)

2

Based on the above criteria, the existing SRGMs and software reliability models using
deep learning are compared with the proposed deep-learning software reliability model.
The R2 value is closer to 1, and the other nine scales are closer to 0, indicating a better fit.
Using R and MATLAB, we estimated the parameters of each model using the least-squares
estimation (LSE) method, calculated the goodness of fit, and compared their performance.
The LSE method estimates the parameters that minimize errors. We want to estimate the
optimal parameters of each model through Equation (11) [65].

LSE =
n

∑
i=1

(yi − m̂(ti))
2 (11)

The proposed deep learning software reliability model selects the parameter b through
the LSE method, and the parameters of deep learning are trained by the given data. The
model is trained 100 times for each selected parameter to present the best results.

4.3. Results of Dataset 1

Table 4 lists the estimated parameter values of the SRGM assuming an NHPP using
Dataset 1 and the structure of the software reliability model using deep learning. It also
shows the estimated parameter values and structure of the proposed deep-learning software
reliability model. The parameter b of the proposed deep-learning software reliability model
is estimated to be 0.52. Based on the estimated parameter b, the structure of the deep-
learning software reliability model has four hidden layers. The Adam optimization method
is used, and the learning rate is set to 0.000001. Figure 3 shows the estimated value of m(t)
for each model and deep-learning structure.
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Table 4. Parameter estimation and structure of model from Dataset 1.

No. Model Estimation and Structure

1 GO â = 405.3473, b̂ = 0.01966
2 IS â = 398.5632, b̂ = 0.02049, β̂ = 0.02548

3 ZFR â = 48.7172, b̂ = 0.00231, α̂ = 0.04331,
β̂ = 0.23542, ĉ = 0.17070, p̂ = 0.35612

4 YID 1 â = 205.0374, b̂ = 0.04056, α̂ = 0.01222
5 YID 2 â = 98.4888, b̂ = 0.08904, α̂ = 0.04632

6 PZ â = 27.1595, b̂ = 0.06871, α̂ = 0.02132,
β̂ = 2.16867, ĉ = 232.0570

7 PNZ â = 40.2796, b̂ = 0.29103,
α̂ = 0.13231, β̂ = 0.05003

8 TP â = 17840.283, b̂ = 0.02703, α̂ = 0.00375, β̂ = 0.01292,
ĉ = 15.38103, p̂ = 0.60263, q̂ = 0.10827

9 RMD â = 42.38821, b̂ = 0.02091,
α̂ = 10.00201, β̂ = 0.00959

10 Vtub â = 1.82256, b̂ = 0.50401, α̂ = 0.52648,
β̂ = 12.54998, N̂ = 399.1401

11 TC â = 0.04460, b̂ = 0.84140, α̂ = 12.34453,
β̂ = 220.2973, N̂ = 2627.4388

12 3P â = 0.09480, b̂ = 0.000000315, β̂ = 8.18127,
ĉ = 0.01147, N̂ = 706.1525

13 DPF 1 â = 209.7896, b̂ = 0.00754,
ĉ = 12.9492, ĥ = 31.45712

14 DPF 2 â = 206.8508, b̂ = 0.00316,
ĉ = 5.22432, ĥ = 28.1848

15 UDPF b̂ = 0.01562, α̂ = 0.49790,
β̂ = 0.49731, N̂ = 472.0649

16 DNN Hidden layer = 4, Optimizer = Adam, Epoch = 100
17 RNN Difference = 1, Optimizer = Adam, Epoch = 100
18 LSTM Difference = 1, Optimizer = Adam, Epoch = 100
19 GRU Difference = 1, Optimizer = Adam, Epoch = 100
20 Proposed model b̂ = 0.52, Hidden layer = 4, Optimizer = Adam, Epoch = 100

Figure 3. Prediction of all models for Dataset 1.
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Table 5 presents the results for the 10 criteria based on the estimated values. The
proposed deep-learning software reliability model had the best results for MSE, PRR, PP,
R2, RMSPE, MAE, MEOP, TS, and PC, with values of 1.5764, 0.0173, 010191, 0.9995, 1.255,
1.255, 1.2197, 0.9968, and 8.7077, respectively, for all criteria. The recurrent neural network
types showed good results, as did the LSTM. In addition, among the previous SRGMs, PZ
showed the best results in MSE, R2, RMSPE, MAE, MEOP, TS, and PC with 3.5923, 0.9977,
2.6764, 2.1584, 2.0967, 2.0933, and 33.9348, respectively, compared with other SRGM, and
Vtub showed good results in PRR and PP (0.0578 and 0.0507, respectively). In terms of
prediction, preSSE was the best model for the proposed deep-learning software reliability
model with a result of 4.728, followed by LSTM with 12.845. The best model among the
NHPP SRGMs was TC with a result of 52.177.

Table 5. Comparison of all criteria from Dataset 1.

No. Model MSE MAE PRR PP R2 RMSPE MEOP TS PC preSSE

1 GO 13.9920 3.1187 1.0978 0.4134 0.9954 3.7951 3.0296 2.9696 45.8249 138.994
2 IS 14.0172 3.1232 1.1019 0.4145 0.9954 3.7983 3.0339 2.9723 45.8555 145.058
3 ZFR 13.9948 3.1191 1.0976 0.4133 0.9954 3.7955 3.0300 2.9699 45.8282 140.045
4 YID 1 13.6219 3.1393 0.9056 0.3590 0.9955 3.7452 3.0496 2.9301 45.3691 73.479
5 YID 2 13.3450 3.1495 0.7134 0.3016 0.9956 3.7073 3.0595 2.9002 45.0200 52.222
6 PZ 6.9523 2.1584 0.0684 0.0789 0.9977 2.6764 2.0967 2.0933 33.9348 232.611
7 PNZ 14.2497 3.1105 0.2259 0.1308 0.9953 3.8316 3.0216 2.9969 46.1351 70.068
8 TP 13.1042 3.0831 0.8088 0.3311 0.9957 3.6736 2.9950 2.8739 44.7105 79.662
9 RMD 13.9770 3.1179 1.0934 0.4122 0.9954 3.7931 3.0288 2.9681 45.8067 137.644

10 Vtub 7.9408 2.3265 0.0578 0.0507 0.9974 2.8602 2.2601 2.2372 36.1948 109.486
11 TC 10.9547 2.8162 0.2133 0.1326 0.9964 3.3595 2.7357 2.6276 41.6646 52.177
12 3P 13.7490 3.1007 1.0277 0.3939 0.9955 3.7623 3.0121 2.9437 45.5270 120.537
13 DPF 1 20.3656 3.0736 0.4568 1.4588 0.9933 4.5774 2.9857 3.5827 52.2060 672.499
14 DPF 2 17.4659 3.2987 0.3703 0.9978 0.9942 4.2419 3.2044 3.3179 49.5949 886.313
15 UDPF 8.7018 2.4885 0.0855 0.0947 0.9971 2.9942 2.4174 2.3419 37.7505 113.299
16 DNN 5.9825 2.4459 0.0600 0.0726 0.9980 2.4459 2.3760 1.9418 31.3809 17.932
17 RNN 5.6534 2.3462 0.0606 0.0734 0.9981 2.3787 2.2772 1.9312 29.5519 36.121
18 LSTM 2.5088 1.5576 0.0285 0.0324 0.9991 1.5847 1.5118 1.2865 16.1464 12.845
19 GRU 3.2422 1.7118 0.0364 0.0418 0.9989 1.8033 1.6614 1.4625 20.3779 17.703
20 Proposed model 1.5764 1.2555 0.0173 0.0191 0.9995 1.2555 1.2197 0.9968 8.7077 4.728

4.4. Results of Dataset 2

Table 6 lists the estimated parameter values of the SRGM assuming an NHPP using
Dataset 2 and the structure of the software reliability model using deep learning. It also
shows the estimated parameter values and structure of the proposed deep-learning software
reliability model. The parameter b of the proposed software reliability model was estimated
to be 0.76. The structure of the proposed deep-learning software reliability model is the
same as that for Dataset 1. Figure 4 shows the computed estimates of m(t) for each model
and deep-learning structure.

Table 7 presents the results for the 10 criteria based on the estimated values. The
proposed deep-learning software reliability model had the best results of 34.9817, 0.9995,
5.9145, 5.9145, 5.9145, 5.9145, 5.9145, 5.8070, 0.9571, and 96.9617 for the MSE, R2, RMSPE,
MAE, MEOP, TS, and PC criteria, respectively, for seven of the ten criteria. Among the
recurrent neural networks, LSTM showed the second-best results of 265.2696, 1.6538, 0.9958,
16.2892, 16.1755, 15.8759, 2.6661, and 148.8709 for MSE, PP, R2, RMSPE, MAE, MEOP, TS,
and PC, while RNN showed the best results in PRR. In addition, among the previously
proposed SRGMs, PNZ exhibited the best results for all the criteria. For prediction, preSSE
yielded the best result of 133.128 for RMD, followed by 146.460 and 174.911 for GO and the
proposed model, respectively.
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Table 6. Parameter estimation and structure of models from Dataset 2.

No. Model Estimation and Structure

1 GO â = 1200.6573, b̂ = 0.02594
2 IS â = 1090.2373, b̂ = 0.03435, β̂ = 0.21312

3 ZFR â = 395.6997, b̂ = 0.01072, α̂ = 0.13188,
β̂ = 1.29491, ĉ = 1.07014, p̂ = 1.06829

4 YID 1 â = 735.9191, b̂ = 0.04609, α̂ = 0.00821
5 YID 2 â = 560.7125, b̂ = 0.06328, α̂ = 0.01755

6 PZ â = 0.02306, b̂ = 0.00172, α̂ = 0.00172,
β̂ = 0.02247, ĉ = 0.92125

7 PNZ â = 249.3358, b̂ = 0.44707,
α̂ = 0.05410, β̂ = 9.86286

8 TP â = 16.13260, b̂ = 0.01055, α̂ = 0.07844, β̂ = 0.00020,
ĉ = 0.86459, p̂ = 1.07014, q̂ = 1.06829

9 RMD â = 53.30543, b̂ = 0.02660,
α̂ = 22.98703, β̂ = 0.01071

10 Vtub â = 8.59529, b̂ = 0.50025, α̂ = 0.00184,
β̂ = 17.01916, N̂ = 39, 113.5827

11 TC â = 0.07169, b̂ = 1.02720, α̂ = 0.32387,
β̂ = 2.09164, N̂ = 3111.1052

12 3P â = 1.44644, b̂ = 0.00468, β̂ = 2.31208,
ĉ = 30.67715, N̂ = 1663.2977

13 DPF 1 â = 912.3438, b̂ = 0.00016,
ĉ = 0.56449, ĥ = 145.4555

14 DPF 2 â = 955.6838, b̂ = 0.00280,
ĉ = 34.39205, ĥ = 177.6015

15 UDPF b̂ = 2.75584, α̂ = 27.11226,
β̂ = 3.15487, N̂ = 1490.17003

16 DNN Hidden layer = 4, Optimizer = Adam, Epoch = 100
17 RNN Difference = 1, Optimizer = Adam, Epoch = 100
18 LSTM Difference = 1, Optimizer = Adam, Epoch = 100
19 GRU Difference = 1, Optimizer = Adam, Epoch = 100
20 Proposed model b̂ = 0.76, Hidden layer = 4, Optimizer = Adam, Epoch = 100

Figure 4. Prediction of all models for Dataset 2.
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Table 7. Comparison of all criteria from Dataset 2.

No. Model MSE PRR PP R2 RMSPE MAE MEOP TS PC preSSE

1 GO 417.7167 1.0046 3.0998 0.9936 20.6300 15.4403 15.1595 3.3075 163.9212 146.460
2 IS 473.8190 0.9943 3.0358 0.9927 21.9712 17.7702 17.4471 3.5226 167.3238 2358.03
3 ZFR 423.4813 1.0000 3.0371 0.9935 20.7719 15.5361 15.2536 3.3302 164.2912 190.859
4 YID 1 369.1211 1.0917 4.1090 0.9943 19.3920 14.9690 14.6969 3.1091 160.5819 2702.19
5 YID 2 369.8950 1.1528 4.7333 0.9943 19.4118 14.9997 14.7270 3.1124 160.6384 3432.36
6 PZ 753.2823 1.0465 3.3918 0.9884 27.6128 24.8414 24.3897 4.4415 179.8414 2233.55
7 PNZ 301.2450 0.1147 0.1115 0.9954 17.5194 14.3911 14.1294 2.8087 155.0954 17,417.7
8 TP 365.2466 1.1372 4.5168 0.9944 19.2898 14.4809 14.2176 3.0928 160.2969 1390.88
9 RMD 416.1812 1.0054 3.1091 0.9936 20.5921 15.3974 15.1175 3.3014 163.8217 133.128

10 Vtub 306.2931 0.8128 2.1844 0.9953 17.6654 13.7406 13.4908 2.8322 155.5441 3147.84
11 TC 367.9481 1.0283 3.4991 0.9943 19.3617 14.7116 14.4441 3.1042 160.4959 487.299
12 3P 380.4131 1.0555 3.6816 0.9941 19.6872 14.9196 14.6484 3.1563 161.3954 245.064
13 DPF 1 1686.1575 2.6213 86.7665 0.9740 41.4468 30.7013 30.1431 6.6451 201.5971 10,674.2
14 DPF 2 1947.4844 2.7591 125.063 0.9700 44.5237 29.2403 28.7087 7.1415 205.4874 1217.06
15 UDPF 618.8834 1.5780 14.0278 0.9905 25.1109 18.8242 18.4820 4.0258 174.5352 577.008
16 DNN 521.7809 0.8215 3.3469 0.9920 22.8425 22.8425 22.4272 3.6966 169.9272 2606.87
17 RNN 266.8270 0.5646 1.7034 0.9958 16.3355 16.3008 15.9989 2.6739 149.0260 1192.65
18 LSTM 265.2696 0.5696 1.6538 0.9958 16.2892 16.1755 15.8759 2.6661 148.8709 1034.38
19 GRU 298.8604 0.6227 1.8510 0.9953 17.2917 17.0695 16.7534 2.8299 152.0305 978.347
20 Proposed model 34.9817 0.1325 0.2242 0.9995 5.9145 5.9145 5.807 0.9571 96.9617 174.911

5. Sensitivity Analysis
Results of Variation for Changes in Parameters

The software reliability model estimates the number of failures m(t) by estimating
a parameter that contains mathematical assumptions. Whenever the parameters change,
the m(t) in the software reliability model also changes; therefore, it is extremely sensitive
to small changes in the estimated parameters [66,67]. To evaluate the sensitivity of the
model to changes in parameters, the parameters of the proposed model were varied by
−10%, −5%, 5%, and 10%. Figure 5a shows the estimates of the time-varying parameters
for Dataset 1. From −10% to 10%, the change in parameter b did not cause much change in
m(t), so the last eight time points are presented with a zoomed-in graph. Figure 5b shows
the estimates of the time-varying parameters for Dataset 2, with the results for the last nine
time points zoomed in because they are similar to those for Dataset 1.

Figure 5. (a) Predicted change in parameter b for Dataset 1 and (b) predicted change in parameter b
for Dataset 2.
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Table 8 and Figure 6 show the results of comparing the MSE values based on the changed
estimates for Datasets 1 and 2 with the MSE values of the proposed deep-learning software
reliability model for a numerical comparison. The comparison criterion was the MSE of the
proposed deep-learning software reliability model, and the MSE of the changed parameters
was divided by that of the proposed deep-learning software reliability model. The results
for Dataset 1 show that the MSE increases by factors of 3.378 (−10%) and 2.459 (−5%) as
b becomes smaller, and by factors of 1.670 (5%) and 2.054 (10%) as b becomes larger
compared with the previously estimated values. The results for Dataset 2 show that the
MSE increases by factors of 1.587 (−10%) and 1.258 (−5%) as b becomes smaller, and
by factors of 1.119 (5%) and 1.350 (10%) as b becomes larger compared with the original
estimate. This demonstrates that the MSE increases more for smaller than for larger values
of the estimated fault detection rate b, indicating a poor estimate. This is because Datasets 1
and 2 have a high percentage of failures that either decrease in number or recur, even as
the number of time points increases.

Table 8. Comparison of MSE by parameter b change.

Data −10% −5% 5% 10%

Dataset 1 3.3781 2.4595 1.6995 2.0537
Dataset 2 1.5870 1.2583 1.1185 1.3501

Figure 6. Comparison of MSE by parameter b change.

6. Discussions

A deep-learning software reliability model was developed by combining an existing
software reliability model developed from a parametric perspective with the software
reliability model using deep learning developed from a nonparametric perspective. We
compared with traditional software reliability models and demonstrated the superiority
of our proposed model using two datasets. However, since the proposed deep learning
software reliability model only depends on parameter b, we believe that additional as-
sumptions about uncertain operating environments or dependent failures as described in
Section 3.1 are needed. We believe that this will allow us to manage software failures for
more general situations.

7. Conclusions

In this study, we developed a deep learning software reliability model to replace the
existing software reliability model because software failures are similar in shape to sigmoid
functions, and we compared the traditional SRGMs and the software reliability model
using deep learning. The first dataset had the best results on 10 criteria, and the second
dataset had the best results on all 10 criteria except PRR, PP, and preSSE. The proposed
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deep-learning software reliability model did not show much difference from the actual
value as the time point became larger than the existing software reliability model, and it
provided a better fit than the software reliability model using deep learning. In addition,
the change in the estimation value according to the change in parameter b of the proposed
model was examined, and the smaller the parameter b, which is the failure detection rate,
the worse the estimation value. Even when b was larger, the estimation value was good
compared with a smaller one. It is believed that this is because the number of failures did
not decrease owing to the characteristics of the data used.

This study is meaningful because the previously developed software reliability model
using deep learning does not provide a mathematical basis and relies solely on data,
whereas the proposed deep-learning software reliability model is based on data and fits the
mathematical basis. Therefore, further research is planned on other models that transform
the software reliability model into an activation function based on mathematical and
statistical assumptions that include multiple parameters rather than a single one.
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