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Abstract: Smart cities have experienced significant growth in recent years, transforming people’s lives
into a more futuristic version. The smart city initiative includes a diverse collection of specifications,
encompassing a large number of users whose requirements vary significantly and heterogeneously.
Each device in smart cities generates a significant amount of data, which places a load on the gateways.
Smart cities face a major challenge due to the enormous amount of data they generate. Through
software-defined networking (SDN), network information paths are optimized, ensuring that traffic
flow is evenly distributed across all network nodes. A considerable number of IoT devices with
limited resources are susceptible to various security threats, such as device hijacking, ransomware,
man-in-the-middle (MiM) attacks, and distributed denial-of-service (DDoS) attacks. These threats
can pose a severe challenge to network security. Additionally, DDoS attacks have disrupted web
businesses, resulting in the loss of valuable data. To counter DDoS attacks in a smart city, several
options exist, yet many challenges remain. This research presents a secure and intelligent system to
combat DDoS attacks on smart cities. SDN security controllers and machine learning models with
optimization are employed in this study to reduce the impact of common DDoS attacks on smart
cities. This work utilizes an SDN based on security controllers and a detection mechanism rooted in a
machine learning model with optimization to mitigate various types of prevalent DDoS attacks within
smart cities. Employing binary classification, XGBoost achieved an accuracy of 99.99%, precision of
97%, recall of 99%, an F1 score of 98%, and a false-positive rate of 0.05. In multiclass classification,
the average accuracy is 99.29%, precision is 97.7%, recall is 96.69%, and the F1 score is 97.51%. These
results highlight the superiority of this approach over other existing machine learning techniques.

Keywords: smart city; software-defined networking; DDoS attack; cybersecurity

1. Introduction

It is anticipated that by 2050, about 66% of the world’s population will be living in
cities [1]. The “smart city” concept focuses on ICT-based solutions to improve the everyday
lives of people, government, economics, mobility, environment, and living conditions in
urban areas [2]. In a smart city, many disparate systems and services are involved in
complex connections with other systems in order to provide new data-oriented intelligent
functions that leverage physical and cyberspaces. Governments, institutions, and private
companies are all interested in learning about the potential benefits of smart city initiatives,
as they solve many of the existing issues that affect densely populated areas. Future
smart cities will have more technology to facilitate and improve the quality of life of
their citizens. On the technological side, smart city initiatives require systems that can
support large numbers of people using a diverse range of devices. The environment of
a smart city is characterized by heterogeneity, with many different systems that need
to be able to interoperate with one another and efficiently accomplish their functions.
The interoperability aspect in a smart city is still elusive. This is because smart cities
are distributed architectures, which necessitate a certain degree of interoperability and
interoperation for managing heterogeneous systems that comprise diverse platforms. The
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nature of smart cities necessitates this requirement. These heterogeneous systems are
designed independently of one another, and each one features a unique operating system,
programming platform, and tier of service.

These heterogeneous devices produce a significant amount of data on the network,
thereby increasing the load on the gateways. The advancement of the internet of things
(IoT) has spurred its adoption in domains like smart homes, smart cities, and related sectors,
contributing to its exponential growth in recent years. Conversely, due to this development,
IoT networks [3-6] are witnessing an upswing in security concerns, notably botnet attacks,
often appearing as network anomalies. In a similar vein, providing security solutions
proves challenging due to the limited resources accessible to devices connected to IoT
networks in general. This challenge has been addressed through the utilization of the
software-defined networking (SDN) computing paradigm, creating an environment that
offers extra resources and adaptability for any anomaly mitigation systems.

This complexity and loading challenge can be surmounted by adopting SDN architec-
ture for an efficient network management platform. The segregation of the control and data
planes in SDN facilitates streamlined management, control, dynamic rule updates, analysis,
and a broader network perspective from a centralized control point. Measurement stands
out as one of the most pivotal and intricate aspects of centralized network management.
The overarching objective is to identify DDoS attacks before smart city systems become
inaccessible. DDoS attacks inundate a smart city device or a set of devices with a substan-
tial number of packets, rendering them vulnerable. Smart city switches fail to identify a
match if the incoming packet’s source addresses are spoofed, which is commonly the case,
necessitating the transmission of the packet to the controller. There’s a possibility that the
resources of the smart city controller could be depleted due to the constant processing of
genuine and DDoS-spoofed packets. If the controller becomes incapable of receiving new
legitimate packets, the SDN architecture might falter, rendering the controller unreachable.
The use of SDN for network assessment in smart cities has been explored in various studies.
Detecting DDoS attacks with speed and precision remains highly challenging. Some DDoS
attackers employ packets that mimic normal traffic to disrupt the functioning of smart
city systems. During a DDoS attack, the normal network conceals the traffic, leading
traditional packet-based intrusion detection systems (IDS) to fail to identify it. Through
the application of advanced machine learning algorithms and optimization approaches, a
novel countermeasure will be devised through the monitoring and prompt identification of
instantaneous network changes.

Cyber-attacks on smart cities are escalating, posing a threat to the advancements
achieved in technological innovation. Smart cities are more susceptible to DDoS attacks,
regardless of the nature of the targeted traffic. Smart cities that rely heavily on software-
driven, complex digital networks to operate numerous city systems and services are
vulnerable to cyber-attacks. When a DDoS attack is launched against a target in an SDN
network, the controller triggers multiple flow entries due to the large volume of spoofed
source addresses. This study addresses the following questions:

1.  Whatis the best SDN framework and testbed for smart cities that can be used for evaluation?
2. How is the effectiveness of the anomaly mitigation schemes determined?
3.  How is the best multiclass classification determined?

The failure of the controller can lead to the breakdown of entire or partial smart city
systems. As a result, this study proposes a secure and intelligent framework based on an
SDN scheme to protect smart cities from DDoS attacks.

The main goals of this work are to introduce an intelligent learning-based DDoS
detection framework that mitigates the DDoS attacks on smart cities. The detailed objectives
of this work can be summarized as follows:

e To propose an intelligent learning-based DDoS framework for eliminating DDoS
attacks on smart cities.

e To improve the efficiency of the smart cities” SDN-enabled centralized network by
further enhancing the model.
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e  Tosimulate the proposed framework in smart city systems for evaluation and benchmarking.

The remainder of this paper is organized as follows. Section 2 summarizes and
discusses related work on DDoS attacks in smart cities. Section 3 describes the framework,
algorithm, and features of the proposed work. Section 4 describes the evaluation and
performance metrics of the proposed framework. In Section 5, we make final remarks and
directions for future work.

2. Background and Related Work

DDoS attacks, which have been extensively studied, are among the most prevalent
and serious security concerns. A variety of projects are now using SDN-based security
measures to prevent such assaults. Here is a summary of some important works in this area:

Jests et al. [7] proposed an SDN-based solution to combat DoS and DDoS attacks
in IoT networks. The solution relies on OpenState, a potential technique for network
monitoring, as it does not send packets to the controller. The SDN controller can identify
DoS and DDoS attacks based on their entropy levels, as has been shown. The impact of
this parameter was better understood by evaluating the application’s performance in three
different scenarios. The first scenario measures the attack’s bandwidth and entropy values
in a generic testbed, while the second and third scenarios are more focused on IoT scenarios.
According to the experimental findings, an attack can be detected by comparing the entropy
levels of different aspects. Chuanfeng et al. [8] presented a method for improving DDoS
protection and data management security in SDN-enabled smart cities. A DDoS attack
defense approach based on traffic classification was presented in this paper. The authors
used a software-defined network function, virtualization design, and traffic categorization
approach to improve SDN flexibility and load against DDoS attacks. According to the
experimental results, the suggested approach can not only identify DDoS attacks quickly,
but it can also correctly pinpoint the origins of DDoS attacks. As a result, SDN controllers
are less vulnerable to attack, and the system is more efficient.

Da et al. [9] used the SDx paradigm to propose an overall framework for software-
defined internet of things (SD-1oT). The controller pool in the proposed system consists of
SD-IoT controllers, switches connected to an IoT gateway, and IoT devices. Researchers
developed a method for identifying and mitigating DDoS attacks using the SD-IoT archi-
tecture. The similarity measured by the cosine of the packet message rates at the boundary
SD-IoT switch ports is employed in the algorithm to assess whether DDoS attacks are
present in the IoT. Experiments conducted in this study demonstrate that the suggested
algorithm performs well and that the proposed framework can be easily adapted to in-
crease IoT security for diverse and susceptible devices. Narmeen et al. [10] proposed an
efficient DDoS attack detection system based on DDoS detection techniques. According
to the findings provided in this work, DDoS attacks may be detected and mitigated in a
large-scale network that includes a smart city based on SDN architecture. This framework
can meet all DDoS attack detection and mitigation requirements. This study first surveys
and classifies SDN-based DDoS attack identification and resolution systems based on the
detection approach. Second, the authors presented an SDN-based DDoS Framework, which
utilizes the SDN’s properties for network security. Applications for smart cities may be
secured with the framework presented here.

Application identification in network architecture has been advocated by Suh et al. [11].
This can help to prevent distributed denial-of-service (DDoS) attacks by restricting data
flow. YuHunag et al. [12] proposed a DDoS attack identification technique that relies on
network traffic statistics. The controller monitors the amount of traffic and the frequency of
specific events that are associated with DoS attacks. Braga et al. [13] introduced a technique
based on self-organizing maps. Researchers have developed a way to detect fraudulent
internet patterns using this method. Zhang et al. [14] discussed the current state of prior
network behavior and analysis. They developed a flow count identification technique
for anomaly detection. This approach can be used to detect anomalous traffic flows that
are associated with DDoS attacks. In another work, the authors compared the known
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testbeds to the one that is used to create the IoT-Bot dataset, which is a simulated network
environment that simulates real-world traffic [15].

A variety of datasets have been presented in the literature to assist researchers in
modeling botnet operations and generating attack traffic statistics [16-19]. These datasets
were generated using a variety of testbeds. Alomari et al. [17] built the DDoS Botnet traffic
testbed using a high-tier server and virtual machine. The number of bots in their testbed
was larger, but their produced botnet activities were restricted to HTTP DDoS attacks
exclusively. They did not use machine learning algorithms. The data generated by this
network testbed was intended to provide evidence of malicious activity on the internet.
However, it is difficult to verify any results due to the lack of comprehensive network
packet capture. The amount of data that can be retrieved and analyzed is also limited by
network traces.

Bhatia et al. [19] built their testbed using real devices connected to a local network in a
different way. They used Botloader and IP-Aliasing, two pieces of specialist software, to
replicate flash events and other DDoS attacks on their testbed. The decision to use physical
computers instead of a virtualized testbed has some drawbacks. It is more expensive,
more difficult to install, and does not offer the same level of robustness as a virtualized
environment. However, their methodology also encompasses a wider range of botnet
operations, including port scanning using machine learning methods. In another study,
Sharafaldin et al. [20] developed two independent testbeds based on physical computers.
One testbed was for the network of the victim, and the other was for the network of the at-
tacks. The authors chose to use the Ubuntu/Kali Linux platform for malware detection, and
they used a wide range of popular operating systems in their approach. Moustafa et al. [15]
built their UNSW-NB15 dataset using IXIA’s Perfect Storm testbed to create both normal
and malicious network traces. The researchers used IXIA to set up three virtual servers,
two of which generated regular traffic and the third of which carried out attacks on the
other two. Most of the existing work in this area has been addressing DoS/DDoS and IoT.
However, there are fewer works that address the applicability of SDN to smart cities.

Jagtap et al. [21] proposed a novel intrusion detection and prevention system to
prevent DDoS attacks. The authors introduced a long short-term memory (LSTM) and
graded rated unit (GRU) deep learning model as the “block-attack” model, where the
LSTM and GRU contribute to enhancing the rate of accuracy in detecting DDoS attacks
in an SDN environment. They used the CICDDo0S2019 dataset for the experiments. They
achieved 98.5% accuracy in detecting and preventing the DDoS attacks and 95.5% accuracy
for the SVM-based method.

Recently, Negera et al. [22] introduced a lightweight model for botnet attack detection
in software-defined network-orchestrated IoT. The aim of this model is to enhance the
security framework of IoT by harnessing the capabilities of IoT devices to efficiently thwart
botnet malware attacks. By dynamically allocating computational resources, the model
achieves rapid response times. Notably, empirical evaluation showcases the model’s
exceptional performance, yielding remarkable metrics such as 99% precision, recall, and F1
score, in conjunction with an impressive accuracy rate of 99.4%. Furthermore, the model’s
size, a mere 118 KB, coupled with its minimal parameter count of 19,414, contributes to its
agile execution time of a mere 0.108 milliseconds. A comparative analysis of the existing
work is presented in Table 1.
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Table 1. Comparative analysis of existing works.

Detection Machine
Authors Methodology SDN Learning Test Strategy ~ Attacks Type Dataset
Jests Gale?;l]o—Bra] ones Entropy-based solution SDN No Experiments DoS/DDoS Bot-IoT
Chuanfeng Xu [8] Entropy-based solution SDN Yes Simulation DDoS UNB ISCX
Da Yin [9] Anomaly-based SDx No Experiments DDoS N/A
Narmeen Zakaria [10]  Entropy-based solution SDN No Simulation DDoS N/A
J. Suh [11]. CONA No No NetFPGA- DDoS N/A
OpenFlow
C. YuHunag [12] Anomaly-based No No OpenFlow DDoS N/A
R. Braga [13] Anomaly-based No No OpenFlow DDoS N/A
Y. Zhang [14] Anomaly-based Yes No OpenWatch No N/A
Moustafa, N [15] Anomaly-based NO No IXIA DoS UNSW-NB15
PerfectStorm
Alomari et [17] Anomaly-based No No Simulation DDoS HTTP Botnet
Bhatia [19] Entropy-based solution No No Simulation DDoS CAIDA
Sharafaldin [20] Anomaly-based No Yes CICFlowMeter DDoS Many

3. Proposed SDN Simulation Framework

The proposed SDN simulation framework for smart cities is shown in Figure 1. The
framework has three layers: the infrastructure layer, the secure and intelligent SDN layer,
and the service layer. The suggested architecture enables diverse networks that include IoT
devices, RFID, WSN, ZigBee, sensors, and other network devices. The infrastructure layer
includes both the IoT devices and the forwarding devices. The IoT devices, such as RFID,
ZigBee, sensors, and WSN, create a variety of IoT applications suitable for smart cities.
These wireless devices collect massive volumes of network data, which are then sent to an
SDN-based smart city controller for processing. The forwarding devices sublayer consists
of MQ telemetry transport (MQTT) gateways, which make it easier for the SDN controller
to receive control and data packets. The secure and intelligent SDN layer consists of the
global and local SDN controllers. The global SDN controller is responsible for controlling
and monitoring communications between the global control center and the IoT application
domains. The local SDN controller manages and monitors the communications within
an application domain. The service layer makes IoT services possible through the use of
SDN controllers. It also provides network services such as routing, security, and quality
of service throughout the city. The control plane, which is the low-level details of the
configuration and operation of typical network devices such as switches and routers, is
traditionally dependent on the operating system of the device in question. This can make it
difficult and time-consuming to dynamically reconfigure a network.

SDN is intended to address this issue, according to the article [23], by the idea of
separation of control and data planes, which will allow for software-based device design,
as seen in Figure 1. As a result of these principles, a software-based element may be used to
operate and configure the network, providing all accompanying benefits, such as dynamic
control. Using a logically centralized controller, network performance may be monitored
and dynamically adjusted.
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Figure 1. Proposed secure and intelligent SDN framework for smart cities.

3.1. Feature Space and Classification Model

The proposed test framework has three major components: the network platform,
the simulated IoT services, and the feature extraction and attack analysis. The network
platform consists of both normal and malicious virtual machines, including a firewall.
The simulated IoT services include certain IoT services that sense the data in the network.
The Node-RED tool [24] is used to represent the flow model of MQTT. Node-RED is a
flow-based visual programming tool built on NodeJS, which is commonly used in IoT
system development. Developers have the freedom to use Node-RED in a variety of ways,
and the same system can be constructed in a variety of methods. The BoT-IoT dataset [25]
has been used to obtain the data features. The XGBoost methods were then used to analyze
the feature vectors to differentiate between normal and abnormal cases. The packets are
collected using the pcap utility to produce the required network flow. The extracted features
from the network flow, as shown in Table 2, are stored in the database.

Table 2. Feature set used in the framework [26].

Sr. No. Name Description

seq Sequence number assigned by the Argus

L. extractors

2. stddev Standard deviation

3. min The minimum timeframe for all instances
4. mean The average timeframe for all instances

5. max Maximum timeframe for all instances

6. N_IN_Conn_P_DstIP No. of incoming connections/destination IP
7. N_IN_Conn_P_SrcIP No. of incoming connections/Source IP
8. drate Packets/second destination to source

9. State_number Numeric value for feature state

The BoT-IoT dataset is a composition of normal traffic, probing attacks, DDoS and DoS
attacks, and information theft, as shown in Figure 2. The normal traffic consists of legal
network transactions. Virtual machine traffic flows are included in the data collection. The
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probing attack, also known as an information-gathering attack, is carried out by malicious
individuals who use scanning or fingerprinting techniques to illegitimately obtain data
from remote computers. Port scanning and OS fingerprinting are two forms of probing
attacks found in the BoT-IoT dataset. In a DdoS attack, a malicious user overwhelms
resources or services with invalid requests. Botnets, which are collections of hacked nodes
on the network, are often used to carry out these attacks. The dataset includes HTTP, TCP,
and UDP DdoS attacks.

= Normal Traffic

m Probing Attacks

OS Fingerprinting

TCP

BoT-loT —
= DDoS and DoS UDP
HTTP

Keylogging
Data Theft

While attackers can use an information theft attack to gain access to sensitive or secret
information, malevolent users may also use it. Data theft and keylogging are two types of
information theft attacks in the dataset. The BoT-IoT data collection contains 9543 legitimate
instances and 73,360,900 non-legitimate traffic flow instances. In this experiment, only
740,637 randomly selected examples were used. However, the retrieved instances include
all forms of attacks, except for theft attacks, which have a negligible number in the BoT-
IoT dataset.

To validate the proposed model, a typical smart parking configuration was selected
using ten simulated IoT devices. The Node-RED root is used to establish the connection
between smart devices and Amazon Web Services (AWS) that generate normal traffic using
the MQTT protocol. MQTT was created to connect devices in remote locations where there
is not much network bandwidth or where a “small code footprint” is required. It is a
good choice for wireless networks with varying levels of latency due to sometimes limited
bandwidth or unreliable connections.

MQTT started as an IBM-owned protocol that was used to communicate with SCADA
systems in the Oil and Gas industry. It is now an open-source protocol that is run by
the Organization for the Advancement of Structured Information Standards (OASIS). The
MQ in MQTT stands for “message queuing,” but in MQTT communication, there is no
longer any message queuing. The protocol now has publish-and-subscribe messaging, and
smart automation systems are using it more and more. Today, MQTT is one of the most
popular open-source protocols used in fog and edge computing and to connect the internet
of things (IoT). Aside from MQTT, there are other well-known messaging protocols that
IoT applications can use.

=Information Theft

Figure 2. Structure of BoT-IoT dataset.
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The gradient-boosted tree (GBT) approach is categorized as supervised learning based
on the approximation method through the optimization of certain loss functions as well
as the use of multiple regularization strategies [27]. In our analysis, we are looking for a
function that can improve the performance of the proposed model. Therefore, loss function
L becomes a good indicator of how accurate our model’s predictions are. If the prediction
results 7J; are close to the actual values y;, then the loss will be the smallest, and if the
predictions are completely off from the original values, then the loss will be the greatest.
The loss can be defined by using Equation (1).

L = |y; — 7l 1)

Based on the value of L, the model is iterated for update until the best result is achieved.
To obtain the classification, the binary cross-entropy (Log loss) has to be employed. In
XGBoost, we have many numbers of trees [23,24]. Let us assume that we have G trees,
then the prediction model can be defined as Zgzl fg- The f; represents the prediction
of the decision. We create predictions using all decision trees that we have, as shown in
Equation (2):

9i= 2521 fo(xi) 2)

The x; represents the feature vector for the data point i. We can also define the
prediction using this model at any step t, as shown in Equation (3).

9=y folx) 3)

We must optimize the loss function in order to train the model. For binary classification,
we use LogLoss, as shown in Equation (4).

L= —%(Zﬁl yilog(pi) + (1 —yi)log(1 — pi) (4)

The multiclassification can be represented as shown in Equation (5):

1
L=~ (Lt I vilos(pi)) ®)

where N represents the total rows, and M is the collection of classes. The objective function
consists of a loss function and regularization at the iteration f that has to be minimized. We
can define the objective function of XGBoost by Equation (6) [27].

L=y, l.(yir?i(t*l) T Ai(x) +Qfy) ; stx = yAl(H) ©

The simple approximation function can be computed by Equation (7). The f(x)
represents the loss function [, while a is the predicted value obtained from the previous step
(t —1). The Ax is defined as a new learner in this context for iteration t. Now, applying the
second-order approximation, Equations (8) and (9) can be obtained as follows.

f(x) = f(a) + f'(a)(x —a), Ax = fy(xy), @
f(x) = f(a) + f'(a) (x — a) + 1/2f" (a)(x — a)? ®)
£ = Y 0 (v 0V + gifi (ki) + 12 fF ()] + QU ) ©)

where g; = ay%tfl)l' (yir]?(til))/ and h; = 32y~(t71)l.(yi,g(f*1)).
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Packet Sensing Machine
192.168.0.2

Software Defined Gateway

To generalize the above equation, the constant parts can be removed, as shown in
Equation (10).
Y n
Lh=3 1 L8 filxi) +1/2hif7 (xi)] + Q(fr) (10)

Equation (10) is the sum of quadratic functions that has one variable, which can be
minimized further, as shown in Equations (11) and (12).

. 1 G
argminy Gy + Esz = _E'H >0 (11)
) 1 G?
miny Gx + EHXZ = _ﬁ (12)

3.2. Simulated Attack Model

To simulate the attack model, we deployed six virtual machines with the Kali Linux
operating system to generate a botnet-simulated attack model, as shown in Figure 3. In this
work, we modeled denial-of-service (DoS) attacks [17,24,26-28] that can disrupt normal
service and make it unavailable to users. The virtual machines act as bots to target remote
servers or machines. The attack can be identified by the large volume of data generated,
which can prevent legitimate users from accessing the service. Additionally, the attack can
crash the system by increasing the request load, making the provided service unavailable.
This type of attack can also be carried out through a protocol that abuses the working of the
internet protocol (IP) to deplete the computing resources of the target machines so that they
cannot respond to requests from legitimate users. To set up the test scenario, TCP, UDP,
and HTTP were used.

Virtual Machine
Clusters
192.168.0.110

Internet

e

@
3

e
Bot-1 Bot-2
192.168.0.100 | 192.168.0.101 192.168.0.102

perature

1]

_ I S
Bot-4 Bot-5 Bot-6
192.168.0.103 192.168.0.4 192.168.0.5

[y
Bot-3

e

c
3
2

<

Attacking Machines H

Virtual Machines Setup

Target Machines
1oT MQTT

C1—

e
Ubuntu Mobile \ R
192.168.0.3 )
[
Windows 8 .
192.168.0.4 I_LI

I

Metasploit
192.168.0.5

e gf

o
=)
=4

Linux Server 192.168.0.1

L]

Ubuntu-Tap
192.168.0.6

Figure 3. Modified test framework for SDN-based smart city [29].

4. Results and Discussion

Anomaly mitigation schemes must be tested to ensure their effectiveness. Evaluating
a plan helps to determine its effectiveness. Therefore, it is necessary to use a structured
dataset that effectively represents the environmental trace flow characteristics in which the
model will be implemented, as this cannot be achieved on a real-world network. The BoT-
IoT dataset provides an appropriate setting for traffic flow in a connected IoT environment,
so we will use it for this purpose [26]. The dataset contains both real and simulated
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IoT traffic, as well as threats. The dataset was created on an IoT testbed using feature
extraction methods and network platforms. Virtual machines were used to generate valid
and malicious traffic on the network platforms. The MQTT protocol is used to simulate
smart city network traffic [29]. A temperature sensor station, humidity sensor, CO2, and
smart lights are some of the scenarios simulated. Fourteen new features were derived
from the thirty features to improve the predictive power of the classifiers that will be used.
The BoT-IoT consists of normal traffic, probing attacks, DDoS, and information theft. The
BoT-IoT contains 9543 instances of legitimate traffic flow, while it has 73,360,900 illegitimate
instances. However, only 740,637 cases were randomly selected for this simulation. The
theft attacks, which are negligible, are not included in the extracted occurrences. As
illustrated in Figure 4, the model’s performance is evaluated using the confusion matrix to
quantify the accuracy of its predictions.

Predicted class

Malicious Legitimate

] + TP FN Sensitivity
<
e
'Tg —
g FP N Specificity
Precision NPV Accuracy

Figure 4. Performance measurement through confusion matrix.

The performance of the model can be accessed through metrics such as accuracy,
detection rate, false-positive rate, false-negative rate, F1 score, etc. We will present a brief
definition of these metrics.

a.  Accuracy: This is the measure of all positive classifications of all instances in the
dataset of an intrusion detection system that can be derived as follows:

(Acc = TN +TP)/(TP + FP+ TN + FN)

where TN represents the total negative classified instances, TP represents the positive
classified instances, FP represents false-positive classified, and FN represents false-
negative classification of the data.

b.  Detection Rate (DR): The true-positive rate (TPR) is the number of properly recog-
nized malicious observations to the total number of malicious observations in the
dataset, which can be derived as follows:

DR =TP/(FN + TP)

C. False-Positive Rate (FPR): This is the percentage of normal observations to the total
number of normal data that are incorrectly labeled as attacks:

FPR = FP/(FP 4+ TN)

d. False-Negative Rate (FNR): An attack’s misclassification rate, which is also known as
precision, is calculated as follows:

FNR = FN/(FN + TP)

e. F1: Recall and accuracy may be weighted averaged to calculate F1 using the formula:

F1 Score = 2 x (Recall x Precision)/(Recall 4 Precision)
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To see how well it stacks up with existing classification algorithms, k-fold cross-
validation tests validate that the XGBoost classifier performs supervisor decision tree,
k-nearest neighbor, naive Bayes, and gradient boosting.

In the 10-fold cross-validation procedure, a random number generator divides the
dataset into ten equal pieces. Only a component of the split dataset is used for each
assessment, and the remaining portions of the dataset are used for training purposes. Once
for each segment of the partitioned dataset, the procedure is repeated to obtain superior
results. The ratio of features in the dataset and the ratio of the training instances have been
balanced to avoid overfitting. It ensures low variance and bias, as well as the avoidance of
overfitting. In light of the dataset’s asymmetry in terms of instances of traffic flows, the
classifiers are evaluated in terms of the entire classification report, rather than on individual
instances. The classifier’s classification capability will be captured this way, allowing
us to categorize distinct instances of binary classification (normal and attack instances),
multiclass classification, and port scan. The classification report contains information on
the accuracy, precision, recall, and F1 score.

Regarding detection accuracy, all classifiers achieved a satisfactory level of success,
with XGBoost achieving the highest level of success and NB achieving the lowest level
of success. Conversely, the XGBoost classifier achieved the lowest false-positive rate
(FPR) with a value of 0.06, as shown in Table 3. This demonstrates that it is able to
categorize network traffic cases with the lowest possible number of false positives. A
detailed performance analysis of the multiclass classification performance is shown in
Appendix A.

Table 3. Average performance metrics of binary classification.

No Algorithms Accuracy (%) Precision Recall F1 Score FPR
1 NB 96 55 50 53 0.90
2 k-NN 97.1 61 85 75 0.64
3 DT 97.9 93 93 93 0.16
4 GRB 98.3 57 88 63 0.87
5 XGBoost 99.9 97 99 98 0.06

Figure 5 depicts the performance of the classifiers in binary classes, such as normal
and attack examples, which provides a better insight into the classifier’s performance. The
XGBoost classifier outperformed the other classifiers in terms of average recall, F1 score,
and precision. It is possible to have a better understanding of how well the classifiers work
by looking at the average performance of the binary classifiers in two classes. With respect
to average recall accuracy and F1 score, the XGBoost classifier is found to be superior to
other classifiers.

Figure 6 shows the classification accuracy for multiclass classification. A high per-
centage of attacks are detected by all classifiers in multiclass classification, where the
performance is similar to the binary class classification. The k-NN and NB classifiers have
the lowest detection accuracy for TCP, UDP, OS fingerprinting, and keylogging. Both the
XGBoost and DT produced similar findings; however, the XGBoost had the best detection
accuracy for both attack and nonattack.

The precision of the classifiers in multiclass classification is presented in Figure 7. In
all attacks and typical cases, the XGBoost, GRB, and DT classifiers attained a precision of
between 84 and 99.99. The naive Bayes and k-NN have obtained a precision of 5-72 percent
in all types of attack and normal instances, excluding the exception of DDoS TCP attacks,
where naive Bayes has reached a precision of 82.1 percent, and keylogging attacks, where
k-NN achieved a precision of 98.7.
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Figure 5. Average recall, precision, and F1 measure of the classifiers.
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Figure 7. Precision of multiclass classification.
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A multiclass classification system, except for keylogging attacks and normal cases,
achieved recalls of 83-100% in all attacks and normal cases, respectively, in Figure 8§,
depicting the results of the multiclass classification system. There was a negligible difference
in recall value between the two methods, except in the case of keylogging attacks (INB

reported an 86% rate of recall).

EDT mkNN mNB " GRB mXGB

DoS DDoS DDoS DDoS Key OSFR PortSc Normal
TCP UDP HTTP  TCP UDP  HTTP Logging
Attack class

Figure 8. Recall of multiclass classification.

Regarding attacks and regular situations, classifiers such as the XGBoost, GRB, and
DT classifiers all earned F1 scores of 82-100%, whereas NB and k-NN only received F1
scores of 4-70% in all but OS fingerprinting assaults, when k-NN scored an impressive 88%,
as shown in Figure 9.

EDT mkNN mNB = GRB mXGB
DoS TCP DoS UDP DoS HTTPDDoS TCP  DDoS DDoS Key OSFR PortSc Normal

UDP HTTP  Logging

Attack class

Figure 9. F1 score of multiclass classification.
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The proposed model is compared with the existing work, as shown in Figure 10. In the
reinforced learning approach, the random forest method [8] is applied, which has obtained
an accuracy of 99.54%. In another work, the authors have applied ANN to obtain a high
accuracy of 99.84% in the SDN environment. In our proposed work, we obtained slightly
better than the existing work [8], which is 99.9%, as shown in Figure 10.

B Existing work m Proposed

100

99.9

99.9
99.8
99.7
99.6 99.54
99.5
99.4

99.3
Accuracy

Figure 10. Comparative analysis of accuracy with existing work [8].

5. Conclusions

The heterogeneity and interoperability requirements must be met when designing
a smart city application. These stringent requirements must be met by all smart city
components, including devices, network equipment, vendor-proprietary software, com-
munication technologies and protocols, and a variety of other smart services and smart
city applications. SDN has emerged as a possible resilient future internet architecture
in recent years. Numerous recent studies have shed light on how SDN can be used to
improve the resilience and security of communication networks in smart cities. This work
conducted a comprehensive and in-depth study to explain the essentials of SDN from
the resilience perspective, followed by a proposal of a secure and intelligent framework.
XGBoost achieved an accuracy of 99.99%, a precision of 97%, a recall of 99%, an F1 score of
98%, and an FPR of 0.05 using binary classification. In multiclass classification, the average
accuracy was 99.29%, precision 97.7%, recall 96.69%, and F1 score 97.51%.

In our future work, we will explore and try the DDoS attack on high-performance targets.
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Appendix A

Table A1. Multiclass Classification Performance Metrics.

Algorithms
DT kNN NB GRB XGB

Class

DoS TCP Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec Fl

DoS TCP 98.5 99.8 995 998 975 702 682 533 963 59.6 523 563 983 995 995 985 99.6 993 996 99.7

DoS UDP 982 995 995 997 983 611 712 69.6 986 465 53 51 989 99.2 994 995 995 995 995 995

DoS HTTP 981 982 95 962 982 612 61 666 98 52 60 3 983 945 95 926 994 972 995 975

DDoS TCP 983 99.2 992 996 823 682 61 61 623 821 10 19 983 983 99 988 992 992 995 993

DDoS UDP 98.6 989 996 996 8.2 622 605 62 765 322 45 40 982 989 996 992 99 99 996 993

DDoSHTTP 981 982 982 982 983 383 383 61 975 72 72 8 98 989 989 976 991 992 992 985

Key Logging 98 986 875 933 782 987 792 693 682 6 876 8 9 99 792 89 992 996 876 941

OS FR 983 90 893 90 892 51 466 892 862 9 123 10 978 83 712 78 99 92 882 90

Port Sc 98 97 978 98 982 72 793 50 983 14 533 20 984 93 9.5 97 993 96 977 989

Normal 983 90 832 885 966 69 485 70 902 5 2 2 989 89 785 83 996 96 965 983
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