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Abstract: The fuzzy vault is an innovative way to share secret keys, combining traditional cryptogra-
phy with biometrics and biometric template protection. This method forms the basis for the reliable
operation of unmanned aerial vehicles (UAVs) through anonymizing drone operators and safely
using their data and onboard information. However, due to the inherent instability of biometrics,
traditional fuzzy vault schemes face challenges, such as reduced recognition rates with increased
chaff points, impractical runtimes due to high-order polynomial reconstruction, and susceptibility to
correlation attacks. This paper proposes an efficient fuzzy vault scheme to address these challenges.
We generate two secret keys based on biometrics: the first key is produced from the operator’s
unique features like the face and iris, using a confidence interval; the second key, used to construct a
polynomial, is based on what the operator remembers. These dual-key fuzzy vaults enable the stable
generation of genuine points during encoding, easy extraction during decoding, and effective opera-
tor authentication while maintaining anonymity. Our experimental results demonstrate improved
security and secret acquisition accuracy using the AR face database. These results are achieved
regardless of increased false vaults, enabling real-time polynomial reconstruction and resilience
against correlation attacks. Importantly, our enhanced fuzzy vault scheme allows the application of
this secure, real-time authentication process, safeguarding the anonymity of drone operators.

Keywords: fuzzy vault scheme; biometric authentication; template protection; anonymous;
confidence interval; operator authentication; autonomous UAVs; security for internet of things

1. Introduction

Mutual communication environments based on wired, wireless, and mobile networks
give us various service models for convenience in many domains, such as communica-
tion, education, banking, payments, entertainment, shopping, etc. Security systems are
organized with devices, protocols, algorithms, and various security policies and proce-
dures to apply more powerful security to eliminate vulnerabilities in these service models.
Specifically, end-to-end or application layers in the security systems are mainly based
on authentication and authorization factors (what users remember, such as a password,
and what users have, such as a security card) and modern cryptographic algorithms (e.g.,
AES, RSA, and ECC). In these systems, the most general thought is that more security
is associated with less convenience because security improvements generally require a
user to possess and remember additional factors with complicated secret keys. However,
these security solutions do not prevent illegal sharing and proxies. These are severe vul-
nerabilities in which root or increased permissions can be passed to an unauthorized user,
such as an attacker, despite a system equipped with robust security solutions. Fortunately,
adding biometrics to an authentication system and biometrics-based keys to cryptographic
algorithms have become good solutions for added security in any system [1–5].
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Applying biometrics to a general cryptographic algorithm-based security system
protects against illegitimate sharing and proxies while improving security and usability [6].
Although using biometrics confers a significant security advantage, combining them with
traditional cryptographic algorithms because all acquired biometrics from a sensor have
different bit sequences, while those in a cryptographic key are the same. The fusion of
biometrics and cryptography—using biometric features in conventional cryptographic
algorithms—is generally referred to as bio-cryptography, and there has been increasing
interest in this concept [7–9]. The initial purpose of bio-cryptography is to protect the
biometrics themselves, and recently, the technique has been extended to the generation
and sharing of a biometrics-based secret key [10–13]. Two general approaches exist to
the relationship between a biometric and its secret key: key binding and key generation.
In key generation, the secret key is generated from biometrics, which includes biometric
information; however, in the key binding approach, the secret key is generated from
another resource or by a cryptographic mechanism, so it does not include any information
from biometrics. Only biometrics is used to hide it by binding, shielding, etc. Whereas
notable solutions, such as the fuzzy vault scheme, have been proposed as key binding
solutions, applicable key generation schemes have not yet been proposed—despite several
attempts—to the best of our knowledge [7].

The fuzzy vault scheme is the most practical key binding scheme based on the polyno-
mial reconstruction problem [13]. Some researchers have applied it to protect biometric
templates because they are irreplaceable. The template is hidden in the polynomial in the
fuzzy vault for biometric template protection. Well-known fuzzy vault schemes are mainly
based on fingerprints [14–18]. In addition to fingerprints, the fuzzy vault for variable
biometrics such as faces, irises, signatures, and palmprints has also been proposed [19–25].
To improve it for template protection, some researchers have extensively studied applying
(1) cancellation with periodic transformation, (2) multimodal with more than two bio-
metrics such as fingerprints, hand veins, face, palm veins, and so on, (3) lattice masks
for providing several requirements (e.g., diversity and revocability) without the error cor-
recting code, (4) smart card environments considering automatic fingerprint alignment,
verification accuracy, template size, and (5) chaotic system-based multimodal considering
the forgery, a significant difference of intra-class, and the security of unimodal biometric
leakage [26–32].

Others have used it to share secret information or a secret key with conventional cryp-
tography. Originally A. Juels and his colleagues also introduced their scheme focusing on
secret sharing or key distribution [13]. Many modified fuzzy vault schemes that use various
biometric features (e.g., face, iris, or signature) have since been proposed based on this pre-
liminary version and have tried various strategies to improve their performance [5,33–37].
More recently, there have been attempts at applying a biometric cryptography scheme to
physical unclonable function (PUF) [38], Body Area Networks (BAN) [2,39–43], Electro-
cardiogram (ECG) [44], or wireless networks for symmetric key distribution through the
transformation of fuzzy vault schemes.

With each application, researchers have sought to improve the security, efficiency,
or practicality of the fuzzy vault scheme; however, several problems still need to be
solved [45,46]. There is a drop-off in recognition rates when the number of chaff points
increases, the runtime of higher order polynomial reconstruction is unrealistic for real-
world applications, and the scheme remains vulnerable to a correlation attack [47–49]. In
this paper, to solve these problems, we focus on the improved fuzzy vault for key or secret
sharing.

Significantly, our enhanced fuzzy vault scheme paves the way for the practical im-
plementation of a secure, real-time authentication process, safeguarding the anonymity
of drone operators for unmanned aerial vehicles (UAVs) you can trust. In the context of
drone operation, where secure control and data privacy are paramount, our proposed
system can authenticate operators securely and swiftly while maintaining their anonymity.
This proposed implementation acknowledges the importance of ensuring security without
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sacrificing operator convenience and privacy. The anonymous operator authentication
enabled by our enhanced fuzzy vault scheme demonstrates the potential of biometric
cryptography in the increasingly prominent field of drone technology.

The organization of this paper is as follows: Section 2 introduces the fuzzy vault
scheme for binding biometric templates and sharing secret keys, Section 3 describes a
genuine point generation scheme based on confidence interval analysis and uses it to
improve the practicality of the fuzzy vault scheme, and Section 4 presents the analyzed
result of it and compares the differences from the existing quantum modular adder. Finally,
Section 5 presents conclusions.

2. Related Works
The Fuzzy Vault Scheme

The fuzzy vault scheme is the most popular key-binding-based bio-cryptographic
algorithm. It can help share secret information such as a password, PIN, or short key for
protecting biometric templates. The key in a conventional cryptographic algorithm has the
same bit sequence every time it is used. However, biometric features have a different bit
sequence at every sensor reading, making it almost impossible to generate a conventional
cryptographic key from biometric features. Instead of devising a key generation scheme
from biometrics, the fuzzy vault scheme is an alternative solution for applying biometric-
based security advantages to existing cryptography by binding the secret key with biometric
features.

The fuzzy vault scheme, proposed by Juels and Sudan [13], is a biometric cryptosystem
based on the polynomial reconstruction problem and error-correcting codes. It is an
improvement on the previous research by Juels and Wattenberg [12]. Since its creation, more
practical fuzzy vault schemes have been proposed by many researchers; a representative
work is the fingerprint-based fuzzy vault scheme proposed by Uludag et al. [14,15].

Juels and Sudan’s fuzzy vault scheme consists of LOCK and UNLOCK algorithms that
encode and decode a secret message using biometric features same as Algorithms 1 and 2.
The parameters are a finite field F of cardinality q, a constructed polynomial P(x), poly-
nomial degree k, a number of genuine points t, a number of chaff points r, the number
of all points n(k ≤ t ≤ r < n < q), a secret S, biometric features f = α1, . . . , αt and
f ′ = α′1, . . . , α′t′ (t ≤ t′), a set of genuine points G = (α1, p(α1)), . . . , (αt, p(αt)), a set of chaff
points C = (α1, y1), . . . , (αr, yr), a set of all points R = (α1, p(α1)), . . . , (αt, p(αt)), (αt+1, yt+1),
. . . , (αn, yn) when n = t + r, and a set of candidate points Q = (α′1, y′1), . . . , (α′t, y′t).

Algorithm 1: Locking Algorithm in Juels and Sudan’s Fuzzy Vault Scheme
input :A secret S and biometric features f
output :A set of all points R

1 Initialize R to 0;
2 Construct P(x);
3 The secret S is divided into s0, . . . , sk−1 and encoded in coefficients of

P(x) = s0 + s1x1 + . . . + sk−1xk−1;
4 Generate G;
5 G is the output of the polynomial projection (α1, p(α1)), . . . , (αt, p(αt)) by

calculating P(x) with f , for which each element is an input of P(x). The
cardinality of G is t, and every element in G is a genuine point on the polynomial;

6 Generate C ;
7 αi ∈ Fq and yi ∈ Fq (t + 1 ≤ i ≤ n, n = t + r) are randomly picked. It is checked

whether αi /∈ f and yi /∈ p(α1), . . . , p(αt). If not, choose and check a random
number repeatedly. Every (αi, yi) in C = (α1, y1), . . . , (αr, yr) is a chaff point that
does not lie on P(x);

8 Return R as a permutation of G and C;
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Algorithm 2: Unlocking Algorithm in Juels and Sudan’s Fuzzy Vault Scheme
input :A set of all points R and biometric features f ’=α1’, ..., αt’
output :A secret S

1 Initialize Q to 0;
2 Extract candidate genuine points from R by using f ’;
3 Every element in R is compared with f ’. For i = 1, . . . , t’(αj, yj) (1 ≤ j ≤ t’) as a

candidate for a genuine point in R is found when αj ≈ αi’, i.e., | αj − αi’|< ε, and
added to Q;

4 Reconstruct P’(x);
5 The candidate polynomial P’(x) is reconstructed with Q using the Reed-Solomon

decoding algorithm, an error-correcting code in network communications, to
recover S correctly. If an attacker tries to reconstruct P’(x) without any biometric
information from f ’, the number of cases required to calculate P’(x) is
C(n, k + 1), where n = t + r, which is the complexity of the fuzzy vault scheme;

6 Return S’ as the coefficients in P’(x);

After the introduction of the fuzzy vault scheme, Uludag [14] proposed a more prac-
tical version with fingerprints. Many modified fuzzy vault schemes have since been
proposed based on these preliminary versions. Some of these have been analyzed, and
their efficiency or security vulnerabilities compared [47–49].

In these previous works, researchers have encountered the problems of decreasing
recognition rates with increasing chaff points, practical implementation of polynomial
reconstruction using Reed–Solomon decoding, and correlation attacks that reconstruct a
polynomial by exploiting the similarity of biometric features [17,18,35,36,45,50]. In this
paper, we are mainly focused on some issues as follows:

• Decreasing recognition rate with increasing chaff points
The fuzzy vault scheme is based on the polynomial reconstruction problem, which
cannot determine polynomial P(x) without k + 1 genuine points, where k is the degree
of P(x). The security of vault construction via P(x) for hiding secret S depends on
the number of chaff points used [13], though increasing this number creates a trade-
off between security and usability. To find the k + 1 genuine points in UNLOCK, if
α′i ∈ f ′ satisfies |αj − α′i| < ε where αj ∈ f , point αj can be recognized as a candidate
for a genuine point from vault R. If the k + 1 candidate points are recognized as
elements of Q, the polynomial can be constructed successfully, and secret S′ recovered
because P′(x) = P(x) and S′ = S. However, if the number r of chaff points in
C ⊂ R is increased to improve security, more chaff points (αi, yi) exist that may satisfy
|αj − α′i| < ε and be misrecognized as genuine points despite having valid biometric
features as follows: {(αi, yi) /∈ G} ∧ {(αi, yi) ∈ C} (1 ≤ i ≤ t)

• Practical implementation of polynomial reconstruction using Reed-Solomon decoding
The Reed–Solomon decoding algorithm confirms that P′(x) = P(x). The complexity
of validating this is C(t′, k + 1) in the UNLOCK algorithm. To find a valid polynomial,
the calculation is run C(t′, k + 1) times in the worst case. If the cardinality t′ of Q is
larger, the complexity increases, and the scheme’s usability is reduced. In previous
work on this problem, Y. J. Lee et al. [25], Q. Li et al. [45], and H. Liu et al. [46] have
prescribed that special use of Reed–Solomon decoding in the UNLOCK algorithm is
not appropriate.

• Correlation attacks to reconstruct a polynomial using the similarity of biometric
features
If an attacker can acquire biometric features f ′′ ≈ f or f ′′ ≈ f ′, given f ′′ = α1′′ , . . . , α′′t′′
where t + r ≤ t′′, the attacker can determine Q, P′(x), S′. Features f ′′ can be generated
or cracked; the attacker can generate random numbers for t′′ points and use these to
create f ′′, or she can crack similar biometric features to serve as f ′′. In either case, the
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attacker can calculate P′(x) by including k + 1 candidate points in f ′′. This problem
also increases when the number of chaff points increases because more similar points
exist. Many researchers, not only those studying fuzzy vaults, have tried to solve the
correlation attack problem with cancelable biometrics.

Researchers have also tried to solve these problems and improve the security of the
fuzzy vault scheme by increasing the number of chaff points generated by using efficient
methods [35,36]. However, these attempts have yet to be successful.

3. Confidence Interval-Based Fuzzy Vaults

The proposed confidence interval-based fuzzy vault scheme is a bio-cryptography
scheme based on key binding that uses helper data extracted by confidence intervals from
biometrics. This scheme is modeled on the fuzzy vault [13] and the fuzzy fingerprint
vault [14,15]. Features of the proposed method that differentiate it from previous versions
include a significant goal and stored target, a controlled number of feature points, and
candidate polynomial reconstruction attempts. The proposed scheme aims to protect
private information or secret keys for secure sharing using biometrics. Bio-cryptographic
schemes have two major aims, including the fuzzy vault scheme. The first is protecting
biometrics, as they are finite identification information. If registered and used biometrics are
exposed, they become useless. For this reason, many biometrics researchers are concerned
with this goal. The second is to protect or share a secret key, which is very important in
cryptographic algorithms using biometrics. This goal can be accomplished by binding the
key with biometrics or generating the key from biometrics. Key generation techniques are
rarely proposed because of the difficulty in implementing them.

This paper aims to protect a secret key for secure sharing by binding it with biometrics.
The biometrics in this scheme are considered public rather than secret or private information
because traces of the biometrics themselves or derived data persist. Therefore, biometrics
can be transmitted via networks, such as between 2 and 7 in Figure 1. The target stored in a
secure token or database (1 and 6 as shown in Figure 1) is a set of confidence intervals, in
contrast with the vaults in the previous scheme. The set of confidence intervals is generated
using the t-test-based prediction scheme described in [50] and used to calculate the genuine
vaults. Extracted biometrics features (2 in Figures 1 and 2a) are input into the set in the
security token or database (1 in Figure 1), and the genuine vaults (3 in Figures 1 and 2b) are
output as a calculation result from the secure area 1.

The number of feature points can be ensured to be of polynomial order in the proposed
scheme. The number of features for polynomial reconstruction and pieces in the secret
key is one more than in polynomial order. This is always satisfied because the features
are extracted by principal component analysis (PCA), which effectively increases the
polynomial order and secret size by any desired amount.

In previous works, the number of reconstruction attempts for the candidate polynomial
is one compared to C(t′, k + 1) times. If 1 is equal to 6 and 2 is identical to 7 in Figure 3,
3 as a calculation result of the input is equal to 8, which will be used for reconstruction. The
genuine points are generated by these data (8 in Figure 1) and the polynomial (4 in Figure 1).
Then, the genuine points on the polynomial are mixed with chaff points, which are not
on the polynomial. The mixed result is a vault (5 in Figure 1); vaults are then transmitted
for decoding. In the decoding stage, genuine points (10 in Figure 3) are easily extracted
from the vaults using the data from 8 in Figure 3. The extracted genuine points are used to
reconstruct the original polynomial (11 in Figure 3).
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Figure 1. The proposed confidence interval fuzzy vault scheme: LOCK.

(a) Extracting face features based on PCA.

(b) Generation CI for PCA-based features.

Figure 2. Extracting PCA-based face features and Generation CI.
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Figure 3. The proposed confidence interval fuzzy vault scheme: UNLOCK.

Algorithms 3 and 4 are composed of two parts: the encoding stage for locking the secret
into the biometrics and the decoding stage for unlocking the secret from the biometrics by
the polynomial using confidence intervals. The encoding and decoding algorithms are as
follows:
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Algorithm 3: Encoding (Locking The Secret Key) Algorithm.
input :a secret key S and features F = f1, ..., ft
output :a set V of vectors (xi, yi) where i = 1 : (k + r + 1), xi, yi ∈ Fq

1 V, X ← ∅ ;
2 if ID(F) > th then
3 for i = 1 to k + 1 do
4 di fi ← abs(ui − vi) ;
5 xi ← sin(di fi) ;
6 X ← X ∪ xi ;

end
7 DS(S) ;
8 for i = 1 to k + 1 do
9 (xi, yi)← (xi, P(xi)) ;

10 if xi /∈ X then
11 V ← V ∪ (xi, yi) ;

else
12 i← i− 1 ;

end
end

13 for i = 1 to r do
14 xi ← rand() ;
15 (xi, yi)← (xi, P(xi)) ;
16 if xi /∈ {Xj | (xj, yj)} where j = 1 : i then
17 V ← V ∪ (xi, yi) ;

else
18 i← i− 1 ;

end
end

19 return V ;
else

20 return 0 ;
21

end
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Algorithm 4: Decoding (Unlocking The Secret Key) Algorithm.
input :a set V of vectors (xi, yi) where i = 1 : (k + r + 1) and features F = f1’, ...,

ft’
output :a secret key S

1 X, G ← ∅ ;
2 if ID(F) > th then
3 for i = 1 to k + 1 do
4 di fi ← abs(ui − vi) ;
5 xi ← sin(di fi) ;
6 X ← X ∪ xi ;

end
7 for i = 1 to k + 1 do
8 if xi ∈ V then
9 G ← G ∪ (xi, yi) ;

end
end

10 RP(G) ;
11 S← C1 ‖ ... ‖ Ck ;
12 return ;

else
13 return 0 ;
14

end

4. Experimental Results

Experiments were conducted to evaluate the performance of the confidence-interval-
based fuzzy vault scheme. To assess its effectiveness in a bio-cryptographic system, we
used faces [51] and implemented them in MATLAB R2023a on a computer with a 3.40 GHz
CPU (i7-3770), 8 GB RAM, and 64-bit Windows. For these experiments, the proposed
scheme assumed that the confidence interval set for each of the 50 subjects was generated
from qualifying face images. There are originally five face images in the database per
subject, three to four of which were used to generate a confidence interval set. Qualifying
faces underwent PCA, the most basic preprocessing method for dimension reduction and
feature extraction in recognition schemes [52,53]. The threshold value for classifying a face
as qualified is a recognition rate of 50% by PCA and our previous works based on the
confidence interval [50,53].

The set of confidence intervals is organized by the generation algorithm of the t-test-
based prediction scheme shown in [50]. The confidence interval set has cardinality equal
to the number of features and is saved in a secure token or database on the client and a
server through a secure channel. This set calculates xi, generating the genuine points to
share the secret key. The genuine points in the proposed scheme result from calculating
the difference between the upper and lower bounds of the saved confidence intervals.
Before this calculation, this scheme has to check whether each PCA-based feature from an
acquired face is under the upper bound and over the lower bound. Suppose the including
rate is over the threshold, a system parameter for decision by ID(F) > th in the encoding
and decoding algorithms. In that case, access to the confidence interval is allowed for
calculating the genuine points. Otherwise, it is not permitted, and we cannot calculate
them. The confidence interval is stable information and equal data on the encoding and
decoding side. And so, the genuine points generated by this confidence interval set in
encoding are also completely the same as with the genuine points in decoding. In this
proposed system, the confidence interval set is the key to solving the previous problems.
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The genuine points based on it can increase chaff points without decreasing the recognition
rate, encoding and decoding time, and increasing the risk of correlation attacks.

Figure 4 shows an example confidence interval set marked on the bar graph, with
features from acquired faces marked with a circle for 20 principal components. Using
more principle components is also possible because the face is a high-dimension trait
for extracting enough features. In our previous work, we tested the number of principal
components with AR Face DB for quality assessment [51] and used 20 principle components.
The bar graph consists of upper and lower bounds. The i-th bar represents the confidence
interval of the i-th feature in several qualified faces for confidence interval registration, such
that 1 ≤ i ≤ 20. In the example, non-satisfied features, which are under the lower bound or
over the upper bound, are the 2nd, 3rd, 5th, 7th, 9th, 11th, and 14th bars, respectively. In
decoding, the satisfaction rate of the acquired face is 65% (13/20) and allows the use of the
confidence interval set if the threshold is 50%.

Figure 5 shows an example of the difference from the confidence interval set. The
values are calculated regarding the difference between the upper and lower bounds by
di fi ← abs(ui − vi) in the encoding and decoding algorithm. Figure 6 shows an example of
a normalized difference with a range from −1 to 1, normalized from the original ranges
shown in Figure 5 by the function sin(). That is because the original ranges are not
appropriate to be input values for polynomials with a high degree.

Figure 4. Example of the CI and the newly acquired face where k = 20.

Figure 5. Example of differences of upper and lower bounds of the confidence interval set.

Figure 6. Example of normalized difference values.
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To investigate the distribution of vaults by using difference values, the normalized
difference, marked with circles shown in Figure 7, is made by the representation of the
difference shown in Figure 6. Here, the X-axis is for difference values before normalization,
and the Y-axis is for normalized different values. The genuine points are generated with
these normalized difference values. The total vaults in the proposed scheme will consist of
k + 1 genuine points from them and r chaff points from random numbers, where r � k.

Other values for the chaff points in Figure 8, marked with X, are made by repre-
sentatives of r random numbers generated by the function rand(). Figure 8 shows the
distribution with 1000 random numbers (r = 1000) included in the vaults, whereas Figure 9
shows a case including 200 random numbers (r = 200). Although the chaff points from
these random numbers are increased to 1000 in Figure 8 from 200 in Figure 9, the secret
S can be successfully shared without a significant increase in execution time, even as the
security to protect the secret S is enhanced. That is because this increase causes an increase
in the complexity to crack the genuine points by brute force attack: to C(1020, 9) from
C(220, 9) in these examples.

Figure 7. Example of normalized difference values for genuine points.

Figure 8. Example of 20 normalized difference values for genuine points with 1000 random numbers
for chaff points.

Figure 9. Example of 20 normalized difference values for genuine points with 200 random numbers
for chaff points.

Accuracy, complexity against attack, and performance time are assessed by varying
the parameters used, such as k for the degree, r for the number of chaff points, and S for
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the secret key. Accuracy depends on the secret S obtained from the decoding stage. The
proposed scheme’s accuracy is 1, and the FAR (False Accept Rate) and FRR (False Reject
Rate) are 0.

The complexity, which is the number of exhaustive searches for an attacker to deter-
mine S, is calculated as in Uludag et al. [7]. In their research, the complexity is an average
of 5.3× 1010 evaluations for vaults containing 218 points (18 genuine, 200 chaff), and the
number of elements for the polynomial reconstruction is nine. In previous studies, it was
challenging to increase the degree or the number of chaff or genuine points, although doing
so increased the complexity of the fuzzy vault.

However, in our experiments, it is easier to increase this number. For a case with
220 points (20 genuine, 200 chaff) and nine elements of the polynomial with degree 8,
there are a total of C(220, 9) = 2.8 × 1010 combinations. Only C(20, 9) = 167,960 of
these combinations will unlock the vault and reveal the secret. Therefore, the complex-
ity is C(220, 9)/C(20, 9) = 1.7× 1010 evaluations for an attacker to crack the vault. For
a case with 220 points and 13 polynomial elements with degree 12, the complexity is
C(220, 13)/C(20, 13) = 4.1× 1015. The complexities for degrees 8 and 12 for a case with
1020 points are C(1020, 9)/C(20, 9) = 1.9× 1016 and C(1020, 13)/C(20, 13) = 2.5× 1024,
respectively. A higher degree or more chaff points leads to greater complexity. This greater
complexity indicates the number of operations in unlocking that an attacker has to perform,
and it means that an operation without the user’s biometric features cannot extract a secret
key from the volts within polynomial time, indicating that the security strength is high.

Figure 10 shows encoding and decoding times based on the polynomial degree and
the number of chaff points in the box plot. Each box shows distributions of running time
in encoding and decoding among polynomial degrees 6 to 12 where chaff points are the
same. The same colored box is a pair; one in encoding time and the other in decoding
time. Encoding time with the lock algorithm increases with the number of chaff points for
generating them, but there is no significant decoding time with the unlock algorithm based
on confidence interval. Then, the number of chaff points does not affect the decoding time.
Such running time between encoding and decoding shows little difference compared to the
existing fuzzy vault execution time according to the increase in chaff points.

Figure 10. Encoding and decoding time by degree and number of chaff points.

Table 1 compares the performance with the latest research including execution time
by Yang, J. et al. [38]. Yang’s execution time for both encoding and decoding, like the
results of other fuzzy vault schemes, increases according to the increase in the polynomial
degree and the number of chaff points. The combination of evaluation for unlocking the
secret key in decoding by Yang’s is C(k + m, d + 1) in Table 2, but ours is C(k, d + 1) and
unaffected by the number of chaff points. On the other hand, in both schemes, the number
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of combinations that an attacker without correct information from the user’s biometrics
has to calculate to guess the secret key is the same, C(k + m, d + 1).

Table 1. Comparison of the performance with the latest research by Yang, J. et al. [38].

Genuine Chaff Degree of Lock Unlock
Points (k) Points (m) Polynomial (d) Time (ms) Time (ms)

[38]
40 100 20 706.3 <25,000
40 300 12 593.8 <5000
40 500 20 1209.6 <50,000

Ours

20 100 8 0.4 0.9
20 500 8 1.4 1.2
20 1000 8 1.5 1.5
20 1000 10 3.6 1.1
20 1000 12 3.8 1.5

Table 2. Comparison of the Unlock strategy and complexities with the latest research by Yang, J. et al. [38].

Unlock Strategy Evaluation Guessing
Complexity Complexity

[38] Iterated Lagrange with Von Neumann C(k + m, d + 1) C(k + m, d + 1)
Ours Iterated Lagrange with Confidence Interval C(k, d + 1) C(k + m, d + 1)

5. Conclusions

The fuzzy vault scheme is a breakthrough in secure key sharing, seamlessly integrating
traditional cryptography with biometric techniques and template protection. This strategy
underpins the secure and anonymous usage of drone operators’ information. Nevertheless,
due to the inherent noise and variability in biometrics, conventional fuzzy vault schemes
have been plagued with challenges, including declining recognition rates as chaff points
increase, unrealistic runtimes attributed to high-order polynomial reconstruction, and
susceptibility to correlation attacks. This paper introduces an enhanced version of the fuzzy
vault scheme to tackle these issues. We employ a dual-key approach based on biometric
features: the first key is derived from unique operator attributes, such as facial and iris
patterns, utilizing confidence interval; the second key, essential for creating a polynomial,
is based on what the operator can recall. This dual-key fuzzy vault system facilitates
the consistent generation of genuine points in the encoding phase, simplifies extraction
during decoding, and assures effective authentication of operators while preserving their
anonymity. Importantly, our proposed system has the potential to bring a secure, real-
time authentication process to the forefront of drone operations, ensuring the operators’
anonymity.

Our experimental results, drawn from testing with the AR face database, exhibit im-
proved security and increased accuracy in secret acquisition. Notably, we observed that the
encoding and decoding time of the fuzzy vault was at most 3.5 ms across vault sizes ranging
from 100 to 1000. Furthermore, the decoding time remained stable despite increasing chaff
points, underscoring the system’s capacity for real-time polynomial reconstruction and
resilience against correlation attacks.

These advancements persist regardless of an increase in false vaults, highlighting
the robustness of our enhanced fuzzy vault scheme. More importantly, the efficiency and
stability of the improved fuzzy vault scheme, coupled with its capacity to withstand real-
time demands, make it highly suitable for authenticating drone operators in real-world
drone deployments. It provides a secure method for operators to authenticate themselves
while maintaining anonymity, thus presenting a tangible solution to drone operators’
security and privacy challenges. This substantial development in bio-cryptography not
only signifies a future where security, efficiency, and user convenience can harmoniously
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coexist, but it also demonstrates a practical application of these principles in the burgeoning
field of drone technology without compromising the essential aspect of real-time response.

However, this technique still includes information that needs to be memorized, such as
passwords, and thus has limitations in providing authentication that satisfies security and
convenience at the same time. Fuzzy extractor, another technique of the bio-cryptosystem, is
a method of generating a password and a secret key purely from biometric information, but
in the previously proposed scheme, the process is very complicated, and the information to
be stored is very large in GB and TB units, making it difficult to use realistically. Therefore,
future research will move toward generating passwords or secret keys from biometric
information like fuzzy extractor based on the results of this research but designing a
lightweight technique that can be applied to IoT devices, including UAVs.
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