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Abstract: In this paper, we predict money laundering in Bitcoin transactions by leveraging a deep
learning framework and incorporating more characteristics of Bitcoin transactions. We produced a
dataset containing 46,045 Bitcoin transaction entities and 319,311 Bitcoin wallet addresses associated
with them. We aggregated this information to form a heterogeneous graph dataset and propose three
metapath representations around transaction entities, which enrich the characteristics of Bitcoin trans-
actions. Then, we designed a metapath encoder and integrated it into a heterogeneous graph node
embedding method. The experimental results indicate that our proposed framework significantly
improves the accuracy of illicit Bitcoin transaction recognition compared with traditional methods.
Therefore, our proposed framework is more conducive in detecting money laundering activities in
Bitcoin transactions.

Keywords: graph embedding; Bitcoin anti-money laundering; machine learning; heterogeneous
graph neural networks; metapath encoder

1. Introduction

Bitcoin money laundering refers to the illegal use of Bitcoin to transfer funds covertly
and obscure the source of those funds, taking advantage of Bitcoin’s decentralization and
anonymity [1].

The graph neural network (GNN) has emerged in recent years. Researchers prefer
GNN methods rather than traditional machine learning methods to study Bitcoin trading
networks. These are the advantages:

(1) Graph modeling capability: Graph neural networks excel at handling graph struc-
tures, allowing them to effectively analyze the Bitcoin transaction network.

(2) Node embedding learning: Graph neural networks learn compact representations
for Bitcoin addresses, enabling tasks like clustering, classification, and prediction.

(3) Integrating multi-level information: Graph neural networks seamlessly incorporate
various types of information, such as structural and attribute information of each Bitcoin
transaction.

As the work on Bitcoin transaction detection using GNN has gradually increased,
the existing related studies can be mainly divided into three types: random walk, graph
convolution network, and graph self-encoding. However, each of these methods comes
with its own set of advantages and disadvantages:

(1) Random walk: It can capture local neighbor relations of nodes but has sampling
bias and information loss on sparse graphs.

(2) Graph convolution network: It can capture the topology between nodes and fuse
the characteristic information of nodes, but it cannot capture the long-distance dependen-
cies in the graph [2], and when dealing with unbalanced datasets, the message transmission
mechanism will ignore the illegal nodes [3].

(3) Graph autoencoder: It can handle unsupervised and semi-supervised tasks, but
overfitting may occur in cases of scarce samples.
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As for the perspective of the dataset, many challenges and limitations have emerged,
from label loss to anonymity (e.g., certain dataset attribute information is not clear). An-
other limitation we observe is the lack of a heterogeneous dataset that can be used as a
research baseline because we believe that the wallet address and transaction entity are
equally important in the Bitcoin transaction network structure. Therefore, based on the
Elliptic [4] dataset, we reconstructed the Bitcoin transaction dataset from the perspective of
heterogeneous graphs to start our work. At the same time, we provided a de-anonymized
Bitcoin transaction hash and Bitcoin wallet address to facilitate researchers to jointly pro-
mote related studies together.

In summary, we propose a framework for Bitcoin anti-money laundering detection.
From the collection of Bitcoin transaction data, the extraction of the metapath in the
transaction network, to the model training on GNN, and finally, through the classifier, the
accuracy of identifying Bitcoin money laundering behavior is improved. The idea of this
framework can be extended to the practical application of Bitcoin regulations because its
advantages are the flexibility and information richness of the model. It is convenient to
improve the encoder, GNN, and classifier parts of this framework. At the same time, when
the Bitcoin wallet address is associated with the Bitcoin transaction entities, it can detect
the legitimacy of the Bitcoin transaction entities as well as grasp the legitimacy of the wallet
address participating in the transaction, which will be beneficial to the relevant regulatory
authorities.

In general, our contributions are as follows:
(1) We constructed the HBTBD (heterogeneous bitcoin transaction behavior dataset),

which further enriched the elliptic datasets by collecting historical transaction data on
the blockchain. We introduce wallet address nodes based on Bitcoin transaction entities,
extracted multiple metapath information, and make it available on Kaggle (https://www.
kaggle.com/datasets/songjialin/hbtbd-for-aml, accessed on 26 July 2023). The code used
to build the HBTBD is posted on GitHub (https://github.com/Tsunami-Song/HBTBD,
accessed on 26 July 2023).

(2) We designed a metapath encoder that aims to encode the node features of the
metapath better through TransE [5].

(3) Through experiments, we proved that building a heterogeneous transaction net-
work model based on the metapath aggregated graph neural network (MAGNN) [6] helps
improve the performance of detecting Bitcoin money laundering for the same Bitcoin trans-
action behavior. Also, the model can be considered a baseline method for the heterogeneous
network dataset. It provides more possibilities for future research perspectives.

2. Related Work

There are many studies on Bitcoin anti-money laundering, including work on using
well-known supervisory learning models, such as support vector machine (SVM) [7],
random forest [8], and XGBoost [9]. However, due to the simple structure of the model,
it cannot capture the information in the Bitcoin transaction network structure, so it has a
poor effect on money laundering detection.

In 2019, Weber et al. [10] first proposed the elliptic dataset and attempted to use
graph embedding methods, such as graph convolutional networks (GCNs) [11], to detect
money laundering transactions. Aldo Pareja et al. [12] used EvolveGCN to adjust the graph
convolution model along the time dimension; they evolved GCN parameters through
long short-term memory (LSTM) [13] and gated recurrent units (GRUs) [14] to capture
the dynamics of graph sequences, proving the advantages of EvolveGCN in the elliptic
dataset. LSTM is used for the EvolveGCN-O method, where the GCN parameters are
inputs/outputs of a recurrent architecture, and GRU is used for the EvolveGCN-H, where
the GCN parameters are hidden states of a recurrent architecture that takes node embed-
dings as input. Hu et al. [15] used various graph features on the Bitcoin transaction graph
to distinguish money laundering transactions from regular transactions. They showed
that classifiers based on different feature types, namely direct neighbor, curated feature,
DeepWalk [16] embedding, and node2vec [17] embedding, are significantly superior to

https://www.kaggle.com/datasets/songjialin/hbtbd-for-aml
https://www.kaggle.com/datasets/songjialin/hbtbd-for-aml
https://github.com/Tsunami-Song/HBTBD
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manually created features. Lorenz et al. [18] proposed active learning techniques to study
the minimum number of tags necessary to achieve high detection and test their illegal
activity datasets. In addition, Alarab et al. [19] presented an integrated learning method
using a given combination of supervised learning models and applied it to the elliptic
dataset, improving the baseline results. Jensen et al. [20] used gated recurrent units and
a self-attention model, which can reduce the number of false positives when qualifying
alarms. Yang et al. [21] effectively discerned conspicuous anomalous money laundering
patterns across diverse transaction datasets by training a combined long short-term mem-
ory and graph convolutional neural network model. Zhao et al. [22] combined mutual
information and self-supervised learning to create a model based on mutual information
that is used to improve the massive amount of untagged data in the dataset. In 2022, Yuexin
Xiang et al. [23] proposed a classification framework based on a heterogeneous graph of
Bitcoin transaction behavior, integrated the information of transaction nodes, extracted
relatively rich features, and used traditional machine learning methods to classify Bitcoin
wallet addresses. Inspired by this, this paper, based on the elliptic anti-money laundering
dataset, constructs a heterogeneous graph dataset with transaction entities as the target
nodes and uses the latest heterogeneous graph embedding model to verify the feasibility of
the framework.

3. Preliminary

Unspent transaction output (UTXO) is the core of Bitcoin transactions. The graph
structure can intuitively represent the UTXO model of Bitcoin transactions, including the
relationship between the input and output of each Bitcoin transaction, and their links to
previous transactions. Researchers have proposed a variety of graph model designs for
different datasets to sufficiently express the information on Bitcoin transactions. Most
analyze the transaction entity or wallet address as the target node because they contain
more information.

To better aggregate the characteristics of transaction entities and wallet addresses
and fully reflect the characteristics of keeping Bitcoin transactions flowing, we built a
heterogeneous Bitcoin transaction network with node attributes, as shown in Figure 1. We
take the Bitcoin transaction entity Txi as the main research object, adding the Bitcoin wallet
address node Addi and its characteristics to the graph. Finally, the graph embedding on
the whole heterogeneous attribute graph is realized to discover the characteristics of those
Bitcoin transaction entities that commit money laundering.

Figure 1. A Bitcoin transaction heterogeneous network.
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3.1. Dataset Background

The elliptic dataset describes a network that represents Bitcoin transactions. The
dataset classifies the labels of the transaction entities into three categories: “licit”, “illicit”,
and “unknown”. Licit types include exchanges, wallet providers, miners, and financial
service providers. Illicit categories include fraud, malware, terrorist organizations, and
Ponzi schemes. Although the dataset provides 166 characteristics of all transaction entities,
these characteristics are anonymous. Moreover, hashes of each trading entity are also
hidden, limiting the extension of other characteristics related to transaction nodes.

Alexander [24] successfully de-anonymized node IDs in the elliptic dataset through
feature analysis and published the correspondence between node IDs in the original dataset
and real transaction hash in Kaggle (https://www.kaggle.com/datasets/alexbenzik/
deanonymized-995-pct-of-elliptic-transactions, accessed on 26 July 2023). It lays a founda-
tion for constructing this paper’s heterogeneous graph dataset.

3.2. Data Collection

We constructed the HBTBD dataset; the label was derived from the information of
46,045 transaction entities at 49 timesteps in the elliptic dataset. Among all transactions,
9.87% (4545 transactions) were marked as illicit and the remaining 90.13% (41,500 transac-
tions) were marked as licit, as shown in Figure 2. We discard the data labeled “unknown”
from the original dataset because we hope to detect illicit transactions in a supervised
way. Bitcoin transactions are entirely transparent, and each transaction is recorded on the
network’s public ledger. Thus, we use the query function of Bitcoin blockchain transaction
data provided by BTC (https://btc.com/, accessed on 26 July 2023) for data collection. To
expand the node types on the graph, we collected 319,311 Bitcoin wallet addresses and
fundamental characteristics that participated in the input and output of these transactions
by using the Bitcoin transaction API (https://chain.api.btc.com/v3/tx/, accessed on 26
July 2023).

Figure 2. Distribution of Bitcoin transaction labels.

For the collection of wallet addresses, we use Python’s WebDriver module to im-
plement the simulation browser. Accessing the txHash of the corresponding transaction
through the API interfaces returns a response in JSON format, including the input and
output wallet addresses.

To collect wallet address features, we use Bitcoin address API (https://chain.api.btc.
com/v3/address/, accessed on 26 July 2023) and obtain the corresponding information
about the wallet address through the interface. From the data, we extracted eight ba-
sic features: wallet income, wallet expenditure, wallet balance, number of transactions
participated in by wallet, number of undetermined transactions, undetermined income,

https://www.kaggle.com/datasets/alexbenzik/deanonymized-995-pct-of-elliptic-transactions
https://www.kaggle.com/datasets/alexbenzik/deanonymized-995-pct-of-elliptic-transactions
https://btc.com/
https://chain.api.btc.com/v3/tx/
https://chain.api.btc.com/v3/address/
https://chain.api.btc.com/v3/address/
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undetermined spending, and number of unspent transactions, for the construction of
the dataset.

3.3. Main Concept

This section formally defines some essential terminologies related to heterogeneous
graphs. Table 1 summarizes frequently used notations in this paper for quick reference.

Table 1. Notations and Explanations.

Notations Explanations

N Number of Bitcoin transaction entity nodes
M Number of wallet address nodes
D Number of node features
Txi Bitcoin transaction entity node i
Addi Bitcoin wallet address node i
VTx The set of Bitcoin transaction entity nodes in a graph
VAdd The set of wallet address nodes in a graph
E The set of edges in a graph
G A graph G = (VTx,VAdd, E , C)
P Metapath
P(Txv, Add, Txu) Metapath between node Txv and Txu connected by Add
hi Attributes or embeddings of node
Mr Relation-specific matrix of relation
σ Sigmoid function
� Hadamard product
⊕ Concatenation operator

Definition 1. Bitcoin transaction heterogeneous information network. A Bitcoin transaction
heterogeneous information network is typically represented by a graph, as G = (VTx,VAdd, E , C),
where VTx = {v1, v2, · · · , vN} is the set of all Bitcoin transaction entity nodes and VAdd =
{vN+1, vN+2, · · · , vN+M} is the set of all Bitcoin wallet address nodes in the graph. It is a bipartite
graph, meaning all nodes can be divided into two sets, and there are no edges between the points of the
same set. E ⊂

{(
vi, vj

)
| vi ∈ Vtx, vj ∈ VAdd

}
is the set of edges between transaction nodes and

wallet address nodes. Since there is an input–output relationship between the Bitcoin transaction
entity and the wallet address, the Bitcoin information transaction graph is directed. C denotes the
node attribute feature, which is an N × D matrix with Ci as rows, where Ci ∈ RD is the attribute
vector associated with the node Txi ∈ VTx. For different types of nodes, D represents the number of
attribute features it has.

Definition 2. Bitcoin transaction metapath. Metapath is a concept that Yizhou Sun et al. [25] put
forward in 2011. A metapath is an ordered sequence of node types and edge types defined in a graph
that describes the composite relationship between the node types involved.

This paper defines a Bitcoin transaction metapath P as a path in the form of Txv
r1−→

Add
r2−→ Txu(abbreviated as Txv − Add − Txu), which describes a composite relation

R = r1 ◦ r2 between two Bitcoin transaction nodes. For this, the length of the Bitcoin
transaction path is constant at 3.

3.4. Bitcoin Wallet Address Node-Type Division

In the heterogeneous information network of Bitcoin transactions, Bitcoin transaction
entities and Bitcoin wallet addresses are represented by nodes in the graph structure. In
the anti-money laundering detection of Bitcoin, we aim to detect the legitimacy of the
transaction node, so we mark the transaction node as Tx. In addition, we further divide
the wallet address node into three categories by analyzing the characteristics of the wallet
address participating in the transaction, as shown in Figure 3.



Appl. Sci. 2023, 13, 8766 6 of 17

Figure 3. Bitcoin wallet address types.

It is worth noting that the premise of dividing the Bitcoin wallet address types involves
the situation under an independent timestep; so for the wallet, there are three states: input
only, output only, and input and output coexisting.

Algorithm1 describes the node-type division method, the pseudocode is shown below.
Given the Bitcoin transaction heterogeneous information network G, the wallet ad-

dress node is divided into three categories: For the wallet address node with only input
and no output, which is when Addin > 0 and Addout = 0, marked as Add_A (line 2, 3); for
the wallet address node with only output and no input, which is when Addout > 0 and
Addin = 0, marked as Add_B (lines 5, 6); for the wallet address node with both input and
output records, which is when Addin > 0 and Addout > 0, marked as Add_C (lines 8, 9).

Algorithm 1 Bitcoin Wallet Address Node-Type Division

Input: The Bitcoin address node data Addnode_List
Output: Address node of various types: Add_A, Add_B, Add_C

1: for each addnode in Addnode_List do
2: if addnode.outdegree == 0 and addnode.indegree != 0 then
3: Add_A.append(addnode)
4: end if
5: if addnode.outdegree != 0 and addnode.indegree == 0 then
6: Add_B.append(addnode)
7: end if
8: if addnode.outdegree != 0 and addnode.indegree != 0 then
9: Add_C.append(addnode)

10: end if
11: end for

To summarize, in this Bitcoin transaction framework, we designed four node types:
Tx, Add_A, Add_B, and Add_C to participate in constructing a heterogeneous graph.

3.5. Metapath-Type Division

The metapath describes the relationship between two transaction entities and the
shared wallet address. In this framework, depending on the division of wallet address
types in Section 3.4, we use Algorithm2 to define three metapath types to distinguish the
subtle differences in Bitcoin transactions in detail, as shown in Figure 4.

As can be seen from the directed relationship in Figure 4, although Bitcoin transaction
nodes are all connected to wallet addresses, different connection directions express different
meanings. Algorithm2 describes the metapath-type division method; the pseudocode is
shown below.
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Algorithm 2 Metapath Type Division

Input: The Bitcoin transaction node data:
Txnode_List,
Three types of Bitcoin wallet address node:
Add_A,Add_B,Add_C

Output: Metapath of various types:
Metapathlist_A,Metapathlist_B,Metapathlist_C

1: function GET_INFO(tx)
//using API https://chain.api.btc.com/v3/tx/\{txhash\} (accessed on 26 July 2023)
to get jsonfile

2: return tx.json f ile
3: end function
4: for each out_edge ∈ Out_Edges do
5: TransIn f o=GET_INFO(tx)
6: for each add_in ∈ TransIn f o.InputAddress do
7: add = add_in;
8: In_Edges.append([add,tx])
9: end for;

10: for each add_out ∈ TransIn f o.OutputAddress do
11: add = add_out
12: Out_Edges.append([tx,add])
13: end for
14: end for
15: for each out_edge ∈ Out_Edges do
16: for each in_edge ∈ In_Edges do
17: if out_edge.add==in_edge.add then
18: addnode = out_edge.add
19: tx1_node = out_edge.tx
20: tx2_node = in_edge.tx
21: if addnode ∈ Add_A then
22: Metapathlist_A.append([tx1_node,addnode,tx2_node])
23: end if
24: if addnode ∈ Add_B then
25: Metapathlist_B.append([tx1_node,addnode,tx2_node])
26: end if
27: if addnode ∈ Add_C then
28: Metapathlist_C.append([tx1_node,addnode,tx2_node])
29: end if
30: end if
31: end for
32: end for

In all the edges of the Bitcoin transaction entities and the Bitcoin wallet address, we
define the edge of the connection direction from the Bitcoin wallet address node to the
Bitcoin transaction entity node as the In_Edge (line 8), inversely, as the Out_Edge (line 12).
Then, we define the metapath type by classifying the combinatorial cases of In_Edge and
Out_Edge (lines 15 to 32).

From the perspective of the Bitcoin transaction, in metapath A, both Tx1 and Tx2 have
output to the common wallet address, which is more consistent with the situation of the
centralized transfer of transactions (lines 21, 22). In metapath B, Tx1 and Tx2 show obvious
one-way flow characteristics (lines 24, 25). In metapath C, both Tx1 and Tx2 have input
from the common wallet address, which is more consistent with decentralized transaction
transfer-out scenarios (lines 27, 28). Therefore, through the metapath setting, different
means of the transaction can be reflected, aiming to input more characteristics of Bitcoin
transactions into the model.

https://chain.api.btc.com/v3/tx/\{txhash\}
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Figure 4. Metapath types in the Bitcoin heterogeneous transaction graph.

4. Methodology

MAGNN’s idea is to input the encoded vectors into the graph neural network by de-
signing the feature extraction and aggregation mode of the metapath so that the model can
learn the embedded expression of the target node on the heterogeneous graph. MAGNN,
which involves the handling of vectors, is manifested in intra-metapath aggregation and
inter-metapath aggregation.

4.1. Intra-Metapath Aggregation

Given a metapath P, the aggregation encoder learns the embedding representation
of the target node. Let P(Txv, Add, Txu) be one of the metapath instances of the target
node Txv, and convert all node features along the metapath instances into a single vector
through the encoder fθ .

hP(Txv ,Add,Txu) = fθ(P(Txv, Add, Txu)) = fθ{hTxv , hAdd, hTxu} (1)

After the metapath instances are encoded as vector representations, the multi-head
attention mechanism [26] is used to carry out a weighted summation of metapath instances
in P that relate to the target node Txv. The core idea is that different metapaths represent
target nodes in various degrees. We can model this by learning a normalized importance
weight for each metapath and then a weighted sum for all instances:

hP
Txv =

K
‖

k=1
σ

 ∑
Txu∈NP

Txv

[
αP

TxvTxu

]
k
· hP(Txv ,Add,Txu)

 (2)

[
αP

TxvTxu

]
k

is the normalization importance of the metapath instance to the node Txv

at the Kth attention head.

4.2. Metapath Aggregation Encoder

In the metapath proposed in this paper, the length of the metapath is at fixed length
3, and the transaction entity is a symmetric relationship centered on the wallet address.
Therefore, we designed an encoder based on the idea of TransE in the knowledge graph to
extract the features of the metapath.

t = h’Add

o1 = h’Txv + t� r1

o2 = h’Txu + t� r2

hP(Txv ,Add, Txu) = o1 ⊕ t⊕ o2

(3)
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We list all possible edge types in the metapath, namely Tx − Add_A, Tx − Add_B,
Tx− Add_C, Add_A− Tx, Add_B− Tx, and Add_C− Tx. For different kinds of edges, we
initialize different relational vectors ri and abstract the eigenvectors of transaction nodes
into h, and the eigenvectors of wallet address nodes into t in the relation triplet (h, r, t).

The idea of the TransE algorithm is that a correct triplet of embeddings will meet,
h + r = t, so we will migrate this idea to the metapath node aggregation, aiming to learn
better embedding characteristics through the association of the Bitcoin transaction entity
and wallet address. The encoder we designed is shown in Figure 5.

Figure 5. Metapath aggregation encoder based on the TransE idea.

4.3. Inter-Metapath Aggregation

After aggregating the transaction node and wallet address node of each metapath,
the inter-metapath aggregation layer is used to express the embedded characteristics of
the target node. For a node Txv, the vector set is {hP1

Txv
, hP2

Txv
, hP3

Txv
...hPS

Txv
}, where S is the

number of metapaths of the target transaction node. Next, we average the metapath’s
specific node vectors after the transformation of all transaction nodes:

sPi =
1
|VTx|∑

tanh
(

MTx · hPi
Tx + bTx

)
(4)

where MTx and bTx are learnable parameters. Then, we use the attention mechanism to
fuse each transaction metapath Pi ∈ PTx, as follows:

ePi = qT
Txv
· sPi

βPi =
exp

(
ePi

)
∑P∈PTxv

exp(eP)

hPxv
Txv

= ∑
P∈PTxv

βP · hP
Txv

(5)

To summarize, the extraction and coding processes of the metapath of Bitcoin transac-
tions are shown in Figure 6.
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Figure 6. Metapath extraction and coding process.

5. Experiments and Discussions

In this section, we investigate the effectiveness of the proposed method on the Bitcoin
anti-money laundering task, intending to answer the following questions.

Q1: Which model shows better classification results on HBTBD?
Q2: Which is more important, graph embedding features or attribute features?
Q3: How do the training data sizes impact model performance?
Q4: How well does the model generalize and maintain robustness on an imbalanced

dataset?

5.1. Dataset

HBTBD is a heterogeneous graph of the Bitcoin transaction dataset we constructed
using the method in Section 3.2, as shown in Table 2. The dataset contains 46,045 transaction
entities (licit/illicit) associated with 319,311 Bitcoin wallet address signatures and metapath
information. Attribute features can be divided into two parts by node type.

Table 2. Statistics of datasets.

Dataset Node Attributes Metapath

Tx:29699 Tx-Add_A-Tx:229916
Train data Add_A:68560 Tx-Add_B-Tx:284066

Add_B:113121 Tx-Add_C-Tx:248586
HBTBD Add_C:16796 Tx(165 items):

Tx:16346 Add(8 items): Tx-Add_A-Tx:123211
Test data Add_A:59441 Tx-Add_B-Tx:148005

Add_B:49162 Tx-Add_C-Tx:126777
Add_C:12231

Total Tx:46045 Add:319311 Metapath:1160561

Bitcoin transaction features: Each node has 166 associated features. The first 94 features
represent local information about the transaction, including the timestep, the number of
inputs/outputs, transaction fee, output volume, aggregated figures, etc. The remaining
72 features, called aggregated features, are obtained by aggregating transaction information
one-hop backward/forward from the center node giving the maximum, minimum, and
standard deviations, and correlation coefficients of the neighbor transactions for the same
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information data. The first 94 features represent local information about the transaction,
including the number of inputs/outputs, transaction fee, output volume, etc. The remaining
72 features represent structural features obtained by aggregating transaction information
from the target node and its neighbor nodes, the maximum, minimum, standard deviation,
etc. Wallet address features: Each node has eight associated features representing the
specific Bitcoin wallet address information, including input/output, balance, number of
transactions participated, pending transactions, pending income, pending expenditure,
and unspent transactions.

The computer configuration used in the experiment is shown in Table 3. At the same
time, we made the experimental code public on GitHub (https://github.com/Tsunami-
Song/Bitcoin-Laundering-Identification, accessed on 26 July 2023).

Table 3. Computer configuration.

Hardware/Software Configuration

CPU Intel(R) Core(TM) i5-12450H 2.00 GHz
RAM 16 GB
GPU NVIDIA GeForce RTX 3050 Laptop
Operating system Windows 11 Professional
Python 3.7.13

5.2. Experimental Setup

Our experimental work aims to learn the embedded expressions of transaction nodes
of different models. The detection of illicit transactions of Bitcoin is of great importance
when selecting transaction features. Random forest can better capture more valuable
features among numerous features. Therefore, our practice first learns the embedded
features on the test set and then uses the traditional machine learning model, random forest,
for classification tasks, as shown in Figure 7.

Figure 7. The experimental framework of a Bitcoin anti-money laundering task.

Considering the timestep factor in the dataset and the baseline setting by Weber et
al. [10], we take 1–30 timesteps as the training set, 30–34 timesteps as the verification set,
and 35–49 timesteps as the test set. Following the experimental ideas by Weber et al., we ran
experiments on our experimental framework. AF and LF refer to full features and local fea-
tures, respectively. Through the training of the first 35 timesteps, we, respectively, obtained
the embedding vectors of GCN, GAT, EvolveGCN, HAN, and MAGNN with the same
dimensions as the next 35–49 timesteps. Among them, the GCN, GAT, and EvolveGCN
models were the experiments conducted by converting the graph into homogenous format.

https://github.com/Tsunami-Song/Bitcoin-Laundering-Identification
https://github.com/Tsunami-Song/Bitcoin-Laundering-Identification
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(1) GCN: A homogeneous GNN that performs graph convolutions in the Fourier
domain.

(2) GAT: A homogeneous GNN with spatial convolutions and attention mechanism.
(3) EvolveGCN: A homogeneous GNN that uses RNN to evolve GCN parameters to

capture the dynamic information of graph sequences.
(4) HAN: A heterogeneous GNN that learns metapath-specific node embeddings and

uses attention mechanism to merge them into node representations.
(5) MAGNN: A heterogeneous GNN that learns metapath-specific node embeddings

and uses an encoder for inter-path information aggregation into node representations.
The embedding representation obtained through GNN is spliced with the original AF

or LF attribute features, and the classification is finally achieved by random forest and SVM.
It should be noted here that to avoid randomness, we set the random_state of 0 on

the initialization of the train_test_split method. The classifier was constructed using the
random forest and SVM classifier methods of Python’s Sklearn [27] module. The parameters
were set as random_state = 0, n_estimators = 50, max_features = 50, n_jobs = −1 in random
forest and kernel = ‘linear’, C = 1, gamma = ‘auto’, probability = True in SVM.

5.3. Discussion and Result
5.3.1. Performance Comparison (Q1)

Based on the collected dataset and experimental setup, we tested the performance of
several state-of-the-art graph neural network methods to verify their effectiveness on the
HBTBD dataset using random forest and SVM classifiers, and the corresponding precision,
recall, and F1 scores are reported in Table 4, respectively. We also tested the classifier results
without the graph embedding features. We have three findings, as follows:

Table 4. Classification results with original attribute features.

Method
Illicit

Precision Recall F1

Random Forest (LF + GCN) 0.812 0.584 0.679
Random Forest (AF + GCN) 0.841 0.603 0.702
Random Forest (LF + GAT) 0.720 0.587 0.647
Random Forest (AF + GAT) 0.708 0.580 0.638

Random Forest (LF + EvolveGCN) 0.824 0.582 0.679
Random Forest (AF + EvolveGCN) 0.853 0.611 0.712

Random Forest (LF + HAN) 0.809 0.613 0.697
Random Forest (AF + HAN) 0.805 0.615 0.697

Random Forest (LF + MAGNN) 0.907 0.605 0.726
Random Forest (AF + MAGNN) 0.922 0.617 0.739

SVM (LF + GCN) 0.778 0.602 0.679
SVM (AF + GCN) 0.820 0.618 0.705
SVM (LF + GAT) 0.706 0.622 0.661
SVM (AF + GAT) 0.683 0.628 0.654

SVM (LF + EvolveGCN) 0.831 0.615 0.707
SVM (AF + EvolveGCN) 0.850 0.624 0.720

SVM (LF + HAN) 0.833 0.630 0.717
SVM (AF + HAN) 0.859 0.626 0.724

SVM (LF + MAGNN) 0.901 0.620 0.735
SVM (AF + MAGNN) 0.911 0.637 0.750

Random Forest(LF) 0.865 0.586 0.699
Random Forest(AF) 0.789 0.609 0.687

SVM(LF) 0.831 0.597 0.695
SVM(AF) 0.849 0.602 0.704
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First, the feature embedding of GNN strengthens the model performance to some ex-
tent. We can see that the precision, recall, and F1 scores of most models increase after adding
the graph embedding feature, so it can be shown that the graph structure information is
effective in the Bitcoin anti-money laundering task.

Second, We found that MAGNN is better than the other models under our designed
metapath encoder; its precision reached the highest of 0.922 over EvolveGCN with about
7% better accuracy under random forest, and its recall also reached the highest of 0.637 by
1% more than GAT under SVM.

Third, we found that random forest and SVM also have different metrics. Random
forest is better on precision, but SVM is better on recall. The different classification strategies
may cause this.

5.3.2. Feature Importance Evaluation (Q2)

To better measure the importance of the embedding features obtained from graph rep-
resentation learning versus the original features, we explore from the classifier perspective.
We evaluate this from two perspectives: the random forest classifier for the tree model and
the SVM classifier for the linear model.

We use the feature_importances_ method in random forest and the svm.coef_ method
in SVM to determine the importance of all input classifier features; the higher the feature
score, the more important the feature is.

The feature scores are plotted as bar graphs, distinguishing the two feature classes
by color, i.e., blue for the original AF features and red for the graph embedding features
obtained through graphical representation learning. We selected the embedded features of
the GCN, EvolveGCN, and MAGNN models to join with the original AF features for the
experiments, as shown in Figure 8.

Figure 8. Importance of each feature under the random forest classifier (top 10).
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5.3.3. Effect of Training Data Size (Q3)

We compared GNN models with different training data sizes to detect the model
performance and robustness under label imbalance datasets. To exclude interference from
the original features, we discarded AF and LF features. We used SVM as the classifier of
experiments to evaluate precision, recall, and F1 scores for each model under different
training data sizes. The results of this experiment are shown in Figure 9.
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Figure 9. Graph embedding model classification results.

As we can see from Figure 9, MAGNN has undeniable advantages. For the most part,
MAGNN’s metrics (precision, recall, F1) remain high and stable.

We found that after increasing the training data size, the MAGNN and HAN model
slightly improved in recall and F1 scores. At the same time, the precision of GCN, GAT,
and EvolveGCN continuously decreased with the increase of training data, and the change
range of each score was large and unstable. Therefore, we believe that as heterogeneous
graphs, MAGNN and HAN are robust and have the advantage of detecting small numbers
of samples in unbalanced datasets.

5.3.4. Model Generalization Ability on Imbalanced Datasets (Q4)

To test the generalization ability and robustness of the model on the unbalanced
dataset and prevent the interference of label proportion inconsistent factors at different
timesteps, we shuffled the data at all timesteps, reset the training data and test data, and
evaluated the ROC curve and the AUC score.

The ROC curves show the trade-off between sensitivity, recall ratio, and specificity.
ROC curves and the AUC index are more suitable for objectively evaluating unbalanced
label classification tasks. We plotted the ROC curve and calculated the AUC of the SVM
classifier, as shown in Figure 10.

According to the ROC curves and AUC score, the embedding features obtained
by MAGNN outperforms the other models in all training data sizes. It can, therefore,
be speculated that MAGNN has good model generalization ability and robustness on
unbalanced datasets.
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Figure 10. ROC curve and AUC calculation results under different training sizes.

6. Conclusions

In the Bitcoin anti-money laundering task, the method of constructing a heterogeneous
graph transaction network has mined the characteristics of Bitcoin transactions, to a certain
extent. The introduction of wallet address nodes helps to enrich the metapath information.
Through the metapath encoder, we captured the relationship between the transaction
entity and wallet address in the transaction, and superimposed it into the embedded
expression of the transaction node. With the MAGNN mode, a better embedding expression
was obtained, and a relatively complete Bitcoin anti-money laundering construction and
detection framework was realized.

The improvement of the classification task from homogeneous to heterogeneous
graphs is inseparable from the continuous enrichment of attribute information and en-
hancement of methods. We believe that adding features associated with transactions can
further enhance the accuracy of Bitcoin anti-money laundering classification tasks. For
example, more statistical and subgraph features can be enriched through data collection.
At the same time, the encoding mode and path aggregation mode of the input features of
the heterogeneous graph embedding model can be optimized to improve the effectiveness
of the embedded expression.
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