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Abstract: In complex networks, identifying influential nodes is of great significance for their wide
application. The proposed method integrates the correlation properties of local and global, and in
terms of global features, the K-shell decomposition method of fusion degree is used to improve
the actual discrimination degree of each node. In terms of local characteristics, the Solton index is
introduced to effectively show the association relationship between each node and adjacent nodes.
Through the analysis and comparison of multiple existing methods, it is found that the proposed
method can identify key nodes more accurately so as to help quickly disintegrate the network. The
final manual network verification also shows that this method is also suitable for the identification of
important nodes of small-world networks and community networks.

Keywords: complex network; important node identification; K-shell improvement algorithm;
network structure; KPDN methods

1. Introduction

Many complex systems in the real world can be abstracted into models of complex
networks [1,2]. In these complex systems, only a very small number of nodes are critical
to the operation of the entire system. These nodes can be referred to as critical nodes
because their activation or removal will significantly improve or reduce some functionality
of the system. Finding the optimal set of key nodes in complex networks has been a
long-standing problem in network science with many real-world applications. This is
essential for apprehending suspects to stop terrorist activities [3], suppressing the spread
of epidemics [4], controlling the spread of rumors [5], maintaining the stable operation of
the network [6], and detecting and evaluating the vulnerability nodes of the network [7,8].

In recent years, many methods have been proposed to identify important nodes in net-
works, such as degree centrality (DC) [9], closeness centrality (CC), betweenness centrality
(BC) [10], harmonic centrality (HC) [11], K-shell decomposition method (K-shell) [12], sub-
graph centrality (SC) [13], etc. In summary: (1) Existing methods face trade-offs between
computational efficiency and identification accuracy. (2) Degree centrality and K-shell
algorithms can roughly determine important nodes in networks, but are difficult to be
accurate. (3) Betweenness centrality and harmonic centrality can judge node importance
more accurately, but are difficult to apply to large-scale networks, and also face trade-
offs. (4) Existing methods are difficult to achieve high efficiency and high precision at the
same time.

At the same time, with the explosive growth of data in the information age today, the
network connections in the real world are becoming more complex, and more methods for
evaluating node importance are emerging. Morone and Makse [14] proposed a scalable the-
oretical framework called collective influence (CI) to identify a minimum set of key nodes.
It is worth mentioning that CI has significant advantages over many previous algorithms
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in identifying node importance in maintaining network connectivity [15]. Meanwhile, the
most common evaluation methods based on network position are the K-shell decompo-
sition method [12] and its improved methods [16-21], which evaluate the importance of
nodes by determining whether the nodes are in the central position of the network. The
WL algorithm [22] is a sorting method based on node degree and neighbor node degree.
This method relies heavily on local properties. The DWT algorithm [23] identifies isolated
nodes with bridging functions based on local weak connections in the network and can
determine the local properties of nodes more accurately. PageRank [24] is a node impor-
tance algorithm based on network topology. It calculates the global importance of nodes by
simulating random walk processes and is significant for recommendation systems, web
page ranking, etc. However, it relies solely on network topology without considering other
attributes and cannot identify locally important nodes. INCC [25] is an improved method
for detecting structural holes. Its advantage lies in its ability to identify structural holes
in networks by relying on local connection patterns. Of course, this method has a strong
dependence on the network topology. Existing literature indicates that INCC achieves
suitable performance in analyzing propagation characteristics.

In recent years, some teams have also explored important node ranking methods
using machine learning approaches [26]. These methods require constructing large datasets
beforehand to train models for identifying important nodes in complex networks. It
should be noted that the workload of data preparation and manual labeling is substantial
in the early stages when using such methods. In addition, exploring important node
identification in complex networks using machine learning approaches also has certain
hardware requirements for the universal applicability of the models. Therefore, this study
will continue to explore the properties of important nodes in complex networks along the
line of traditional mathematics.

However, in practical applications, it is found that the above methods tend to focus on
single local properties or global properties. For small-world networks or larger community
networks, the effects of the above algorithms are not satisfactory. For more relevant node
importance evaluation index methods, please refer to the review literature [27].

(1) There are various topological analysis methods for existing networks, but key node
identification methods often focus on either local or global properties, and it is difficult to
consider both simultaneously.

(2) Some analysis methods have high computational complexity, are unsuitable for
large-scale networks, and require preset parameter threshold settings.

(3) The resolution of these methods is not high, and the ability to identify nodes in the
network is insufficient.

The outline of this article is organized as follows. Section 2 introduces the proposed
method and compares it with other algorithms. Section 3 introduces three metrics to evalu-
ate the accuracy of importance ranking. Section 4 introduces 11 real complex networks and
experimental data. Section 5 conducts simulation analysis on real and artificial networks
and concludes with a summary in Section 6.

2. Materials and Methods

This article analyzes an undirected unweighted network G(V, E) with N = |V| nodes
and M = |E| edges. Let A be the adjacency matrix of the network. If node i is connected to
node j, the element a;; of the adjacency matrix A is 1; otherwise, it is 0. k; represents the
degree of the node i, and e;; represents the edge between node and node j.

2.1. The Proposed Method

In response to the above problems, inspired by [20,23], this paper proposes a K-shell
method positioned with degrees and neighbors (KPDN) and the KPDN method that
combines the characteristics of degree, K-shell, and Solton [28]. Compared with traditional
methods, this method comprehensively considers global and local network characteristics.
It applies the K-shell method hierarchically on a global scale and records the isolation order
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in each layering process as the basis for secondary sorting. Finally, at the local level, it
conducts a third round of sorting based on the relationship between each node’s degree
value and adjacent nodes and the Solton index to distinguish node importance. Since the
KPDN method does not contain free parameters and each calculation step is recorded
along with the K-shell expansion process, it does not require pre-computation of parameter
values, reducing computational overhead and complexity. The specific steps are as follows:

The improved fused degree K-shell method (recording the peeling order of each node
under each shell layer while comparing degree values of the same peeling order).

First, use K-shell to record which K-shell layer each node belongs to. Second, when
nodes in the same K-shell layer are peeled off sequentially, record the order in which the
node is peeled off as well as the layer number and sequence number. Finally, in each set
of nodes with the same layer and peeling order, sort in descending order according to the
proportion of node degree values. The calculation steps are as follows.

Step 1: Inspired by the literature [20], we construct a new formula to calculate impor-
tant nodes, calculate the peeling order of nodes under the same shell layer, and mark the
nodes. To first record the peeling order of nodes under the same shell layer, the formula is
as follows: l

KSLy,,; = lmaxi’lMAX(l, KSimext — ksi) 1)
where ks; is the k-shell value of node i, I; is the peeling order of node i under the same ks;
shell iteration peeling operation, and /max is the maximum peeling order number under
the same shell layer; ks;),;,y; is the k-shell value adjacent to node i, and when node i is at
the maximum k-shell layer, the ks;,,.,; — ks; value is automatically set to 1. Where KSL is
(K-shell methods with layers).

Step 2: We summarize the nodes under the same peeling order layer (i.e., the same
value) in the same shell layer (i.e., the same value) and sort them in descending order of
the current degree values of each node. Where KPD is (K-shell methods positioned with
degrees). The formula is as follows:

ki

KPD; = ks; + k; +
kN(i)max 1

KSLys, 1, @)

where k; is the degree value of node i, ky(jmax is the maximum degree value of the
neighboring nodes of node 7, and ks; is the k-shell value of node i, the same as above.

Step 3: Inspired by the literature [23-25], we calculate the adjacent nodes of each
obtained node. Here, inspired by previous research, we define the edge intensity between
two connected nodes based on the local information of network topology, such as the Solton
index proposed in [23-25]: The formula is as follows:

IN(i) N N(j)|

%1 = N OUNG)]

®)
Of course, in the actual debugging process, we found that replacing the denominator
(4) with this method produced slightly better results.

5, = INOONG) "

\/ ki kj

where N(i) and N(j) are the set of adjacent nodes of nodes i and j, respectively.

The above operations can form an initial dictionary during the first traversal of the
K-shell and store it, and constantly call it to save computation time. We incorporate this
indicator into the KPD method:

Si+ki\’
KPDN; = Y ( J ’) (5)
jeN() KPD;
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In summary, the above operations can form an initial dictionary during the first
traversal of K-shell for storage and constantly call to save calculation time. Therefore, from
a theoretical analysis, the computational complexity of the proposed method in this paper
should be close to the K-shell method. Therefore, it is determined that this method is more
suitable for large-scale networks. The KPDN method is shown in Figure 1.

4 N\
Input: Graph structure
Calculate the degree value of each node:
T
b o -
A 4
When searching for degree values, traverse the
maximum degree values of adjacent nodes of
each point at the same time
A 4 A
Calculate the KPD value of
Calculate the K-shell value of each node >
each node
T A
I
\ 4
During the kshell decomposition process,
synchronously record the layer that each node is
located in and the maximum layer value of its
adjacent nodes.
Calculate the Solton value of each node
\ 4
. Calculate the KPDN value of
Output: Node sorting
KPDN each node
A J

Figure 1. Flow chart of the KPD method and KPDN method (as shown in the figure, the white
box indicates the flow chart of the KPD method, and the gray box indicates the flow chart of the
KPDN method).

The traditional K-shell method divides the levels of complex networks roughly. As
shown in Figure 2a—c, nodes A, B, C, D, E, F, G, and H are at the same 1-shell level, and the
importance of nodes is not further distinguished. However, in the KPD method, we record
the order of peeling off at the same 1-shell level synchronously during the decomposition
process. For example, nodes A, B, C, D, E, and H are the first nodes peeled off in the
1-shell, marked as Iy = Ig = Ic = Ip = Ig = Iy = 1. Nodes G and F are the second
nodes peeled off in the 1-shell layer, marked as I = Ir = 2. Because the 1-shell layer
is peeled off twice in total, Imax = 2. At the same time, because the neighboring nodes
of each node are different, as shown in Figure 2e,f, the neighboring nodes of nodes A,
B, and C only have F, while the neighboring node of node H is I, and the neighboring
node of node D is J. Therefore, the maximum K-shell values of the neighboring nodes
of each point are different, with values of ks 4 |next = kSpjnext = kScinext = 1, kSpjpext = 3,
kS tjnext = 3, kSGnext = kSp|next = 3, respectively. Similarly, the maximum degree values
of the neighboring nodes of each point can be obtained: ky(pymax = 5 kn(n) =6,

kN(A)max = kN(B)max = kN(C)max = kN(E)max =2, kN(G)max =5, kN(F)max =4

max
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(e)
KPD

Figure 2. Comparison of the KPD method (d-f) and K-shell method principle (a—c).

Plugging the above parameters into Formula (2) yields the following values from A to
H are as follows:

KPDy ~ 2.0952, KPD 4 = KPDp = KPD¢c = KPDg =~ 21111, KPDp ~ 2.1666

KPDg ~ 3.4444, KPDp ~ 5.5333.

Through the KPD method, we can further distinguish the importance of nodes within
the same K-shell layer. The importance of nodes F and G is higher than that of D and H,
and also, the importance of nodes D and H is higher than that of A, B, C, and E. This shows
that the KPD method can more accurately identify the topological structure of complex
networks and effectively correct the deficiencies of the traditional K-shell method.

Then we demonstrate calculating the KPDN value of node K. First, traversing the
neighbor nodes of node k forms the I'(K) = {F, ], M, L}. Since there are 4 nodes adjacent
to k, we need to calculate Sk, Skj, Skm, Skr, a total of 4 Solton index values. The results
are as follows: First, calculate Skr.

To compute Skr, we first need to traverse the neighbor sets of nodes K and F. The
neighbor set of K is: T'(K) = {F, ], M, L}, and the neighbor set of Fis: T'(F) = {A, B,C,K}.
Then, we perform the “and” operation on the two sets and plug them into Formula (4) to
obtain Sgr = 0.

Similarly, to compute the value of S2, the neighbor sets of nodes K and ] are
I'(K) ={F,],M,L}and T(J) = {D, K, M, N, G} respectively. Subsequently, plugging them

into Formula (4) yields Sx; = \/iTS — Y5

5

And also, calculating Sy = 1—(;5, Sk, = 0.

The degree of node Kis: kx = 4,

The KPD value of node K is: KPDg =~ 7.2222,

Plugging the above parameters into Formula (5) yields: KPDNg ~ 0.1441655.

Based on the node sorting values generated by different algorithms, after deleting the
nodes ranked in the top 40%, respectively, the largest connected subgraph of the remaining
nodes was annotated and compared, and the largest connected subgraph in each figure
was marked in red for easy identification, as shown in Figure 3.
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Degree KPDN
Figure 3. Comparison of node deletion in a small-world network.

As shown in Figure 3, a randomly generated small-world network with 100 nodes
is used. Nodes are sorted using the CI method, degree method, and KPDN method,
respectively. After removing the top 40% of nodes from each method, the maximum
connected components of the remaining networks are 52%, 47%, and 24% of the size of the
original network, respectively.

2.2. The Existing Benchmark Methods

In this paper, we use several well-known metrics to study the performance of the
proposed method. These measures include:

1.  Degree centrality (DC))

Degree centrality is a basic ranking algorithm for identifying node importance. The
degree of node i is defined as follows:

N
ki=)_ aj (6)
=1

2. Collective influence (CI)
The collective influence of a node is defined as follows:

Cli=(ki—1) Y (k—1) )

jeset(i,l)

3.  Betweenness centrality (BC)

Betweenness centrality refers to the number of times a node appears in all shortest
paths in a graph, that is, the importance of the node in connecting other nodes in the
network. It is defined as follows:

BC;= Y 1 )

i€d(i,]) min 7S
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4.  K-shell decomposition method

The K-shell decomposition method proposed by Kitsak et al. [19-21] is a graph-
theoretical algorithm used to decompose an undirected graph into multiple K-shell sub-
graphs. A K-shell subgraph refers to a subgraph composed of nodes with degrees greater
than or equal to k in the graph; that is, any node in the subgraph has a degree greater
than or equal to k. The core idea of the algorithm is to repeatedly prune the nodes with
the smallest degrees and update the degrees of their adjacent nodes until all nodes are
decomposed into K-shell subgraphs.

5. WL algorithm

The WL algorithm [22] is a ranking method based on node degree and adjacent node
degree. It is defined as follows:

JEN(7)

6. DWT algorithm

The DWT algorithm is a decomposition method proposed by Yirun Ruan et al. [23]. It
quantifies the strength of links based on local information of network topology and designs
a simple and effective method to evaluate the importance of nodes according to the number
of connections and overlap of neighbors.

_ s /e ) g - INGONG)
DWTZje%‘zi)(l/kl—i—sl]/kl),sl] \/W (10)

7. Harmonic centrality

The harmonic centrality (HC) method is defined as follows:

1
207 .

8.  Closeness centrality

Closeness centrality (CC) is a node centrality measurement method used to measure
the distance from a node to other nodes, that is, its average shortest path length to other
nodes. It is defined as follows: ,

CCi ==Y d(i,j) (12)
ne
J#i
9. Pagerank

PageRank [24] is an algorithm proposed by Page and Brin, the co-founders of Google,

to rank web pages. The specific formula is as follows:

d)

PR(i) — (1 — PR(j)

—Hi*zw

JET ()

where PR(i), PR(j) represent the PageRank values of nodes i and j, C(j) represents the
outdegree of the node, d is the damping factor, usually 0.85, n is the total number of web
pages, and I'(i) is the set of neighboring nodes of node i.
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10. INCC

The INCC method [25] combines the direct and indirect influences of a node’s nearest
neighbors and next-nearest neighbors. The specific formula is as follows:

2
n
INCC; = ), <P§j+ Y Pfkl’z’q)

jer(i) k=1k#i,j

where pgj = L%’ ,LR; = Y Qi Qj= XL Nu, Ny represent the sum of the degrees of
JET (i) wel(f)

the two-step neighbors of node w; I'(i) and I'(j) represent the sets of neighbors of nodes i
and j, respectively.

11. Randomness method

Rank the importance of network nodes by random scoring.

3. Evaluation Index
3.1. Maximum Connectivity Coefficient

The maximum connectedness coefficient is another metric for evaluating the perfor-
mance of ranking methods. It is defined as follows:

R
PSubnet = N (13)

where R is the size of the largest connected subgraph after removing the node, and N
represents the size of the original connected network. Therefore, the smaller the Pyges
value, the smaller the proportion of the largest connected subgraph after removing the
node from the original graph, which proves the better effect of removing the node.

3.2. Average Remaining Edges of the Network

The remaining edges of the network are an important metric that allows us to better
realize the remaining connectivity of the network after a node is destroyed. It can be used
not only for subsequent path analysis but also as an important indicator of the network
repair cost. It is calculated as follows:

E

PEdges = M (14)

where E is the total number of edges remaining in the network after removing nodes each
time, and M is the number of edges in the initial network.

3.3. Network Sensitivity

The network sensitivity is calculated as follows:

2

5=y = (15)

s<o n

where n; is the number of components of size s, n is the number of network nodes, and o
is the threshold for remaining fragments to determine whether the network is destroyed.
As network nodes are gradually removed, the network is decomposed into many small
disconnected parts, that is, small network fragments. When the network disintegrates to a
certain extent, there is often a peak sensitivity S in the image, and the peak also means that
the original network has been maximally decomposed into fragment groups less than or
equal to the threshold ¢.
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3.4. Network Monotonicity

The network sensitivity is calculated as follows:

A suitable node importance ranking algorithm should assign each node a unique
ranking index. If there are multiple nodes at the same ranking index, such an algorithm is
considered in need of improvement. To quantitatively measure the resolution of different
methods, the monotonicity indicator M(R) of the ranking list is used.

LerLx(L-1)7°

M(R) = |1 ;

(16)
where L is the number of nodes with the same index value. If M(R) = 1, it indicates
that the algorithm is perfectly monotonic (with each node classified into a different index
value), whereas M(R) = 0 means all nodes are classified into the same score (or rank).
The monotonicity indicator reflects whether the ranking algorithm can well distinguish
nodes, i.e., the resolution of nodes.

4. Datasets

To demonstrate the influence of different node deletion strategies on networks with
different scales, we selected six real networks with sizes ranging from 103 to 10, and five
real networks with sizes ranging from 10* to 10°, as shown below:

The detailed information on the datasets is shown in Tables 1 and 2.

Table 1. Relevant parameters of real networks (103-10%).

Dataset N M <k> Density Clustering
email-univ 1133 5451 4.811120918 0.43% 22.02%
power-eris1176 1176 9864 8.387755102 0.71% 43.20%
fb-pages-government 7057 89,455 12.67606632 0.18% 41.09%
US-airports 1574 17,215 10.93710292 0.70% 50.42%
bio-grid-worm 3507 6531 1.8622754 0.05% 4.88%
p2p-Gnutella08 6301 20,777 3.297413109 0.05% 1.09%

Table 2. Relevant parameters of real networks (104-10° ).

Dataset N M <k> Density Clustering
dimacs10-astro-ph 16,046 121,251 7.55646267 0.05% 66.51%
ca-Astroph 18,771 198,050 10.55084971 0.06% 63.06%
gottron-reuters 38,677 978,174 25.29084469 0.07% 4.73%
prosper-loans 89,269 3,330,022 37.30322956 0.04% 0.49%
facebook-wosn-links 63,731 817,035 12.82005617 0.02% 22.10%

4.1. Networks with Scale 103-10*

(1) email-univ. The email-univ dataset from SNAP is an email communication network
containing 1133 nodes and 5451 edges. Nodes represent university employees, and edges
indicate communication between employees. This dataset is often used for social network
analysis, with the feature of a high average clustering coefficient.

(2) US-airports. The US-airports dataset from SNAP represents the airline network
between airports in the United States, containing 1574 airport nodes and 17,215 airline
edges. This dataset can be used for transportation network analysis, with a relatively small
average shortest path length.

(3) power-eris1176. The power-eris1176 dataset from KONECT is a power grid network
containing 1176 power station nodes and 9864 power supply edges. This dataset is used
for power grid modeling and analysis, with a small network diameter.

(4) bio-grid-worm. The bio-grid-worm dataset contains 3507 protein nodes and
6531 functional association edges from the protein—protein interaction network of the
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nematode Caenorhabditis elegans in the BioGRID database. This dataset is applied in
bioinformatics network analysis with high network density.

(5) p2p-Gnutella08. The p2p-Gnutella08 dataset from SNAP is a P2P file-sharing
network containing 6301 user nodes and 20,777 file transfer edges. This dataset is used for
P2P network modeling, with a relatively high clustering coefficient.

(6) fb-pages-government. The fb-pages-government dataset from SNAP is a Facebook
page network containing 7057 government organization page nodes and 89,455 inter-page
edges. This dataset is often used for social network analysis, with a small network diameter
and large clustering coefficient.

4.2. Networks with Scale 104-10°

(1) dimacs10-astro-ph. The dimacs10-astro-ph dataset from the DIMACS challenge is
a co-authorship network in the field of astrophysics. This dataset contains 16,046 author
nodes and 121,251 collaboration edges between them. It can be used to analyze the struc-
tural characteristics of academic collaboration networks, with the features of low network
density but a high average clustering coefficient.

(2) ca-Astroph. The ca-Astroph dataset is extracted from the arXiv e-print repository
for the astrophysics collaboration network. The dataset scale is similar to dimacs10-astro-
ph, containing 18,771 author nodes and 198,050 collaboration edges. This dataset is often
used for academic collaboration network analysis, with a distinct core-periphery structure.

(3) gottron-reuters. The gottron-reuters dataset built by Gottron et al. is a Reuters
news text network containing 38,677 news article nodes. Edges are constructed between
pairs of topically similar articles, with a total of 978,174 edges. This dataset can be used for
text network analysis with high modularity.

(4) prosper-loans. The prosper-loans dataset from the Prosper lending website contains
89,269 borrower nodes and 3,330,022 lending relationship edges between them. This is
a typical financial transaction network dataset, often used for complex network analysis,
with scale-free degree distribution.

(5) facebook-wosn-links. The facebook-wosn-links dataset represents the linkage
network between different Facebook pages, containing 63,731 page nodes and 817,035 inter-
page linkage edges. This dataset can be used for social network analysis, with a high
clustering coefficient and obvious community structure.

As well as three artificial datasets: watts-strogatz [29], LFR [30], and barabasi-albert [31].

5. Results and Analysis
5.1. Analysis of Real Networks

5.1.1. Size of Real Network from 103 to 10*

As shown in Figure 4, this section compares the performance of the proposed method
with other methods in actual networks. The robustness of networks under node removal
was studied. In most cases, the proposed method outperforms other methods, and the
relative size of the largest connected subgraph decreases faster.

For example, Figure 4b shows the comparison of the decrease rate of the largest con-
nected subgraph after deleting 20% of nodes in the source network by different methods.
The results are: KPDN: 36.75%, PageRank: 37.82%, DWT: 54.31%, Degree: 58.88%, KPD:
62.06%, WL: 63.88%, CI: 64.16%, CC: 67.06%, K-shell: 68.31%, INCC: 67.44%, Random:
75.06%. Similarly, as shown in Figure 4a—e, the effect of deleting nodes on the connec-
tivity coefficient of subnets is the most obvious. And, the effect is slightly better than
other methods.

Therefore, the method in this paper (the red curve in Figure 4) surpasses other methods
in most cases, and the relative scale of the largest connected subgraph decreases more
significantly. At the same time, it should be noted that in the comparison curves of
each method, the relative scale of the largest connected subgraph does not decrease with
the removal of nodes. For example, the power-eris1176 and bio-grid-worm datasets in
Figure 4e,f. This is mainly because the initial node sorting method continues to change
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with the removal of the first batch of sorted nodes. The remaining network structure is
different from the initial node importance sorting.
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Figure 4. Robustness comparison of 10 methods for node removal in real networks (results of
maximum connected coefficient. The horizontal axis represents the proportion of nodes removed,
and the vertical axis represents the subnetwork maximum connectivity coefficient). (a—f) correspond
to: (a) email-univ, (b) p2p-Gnutella08, (c) fb-pages-government, (d) US-airports, (e) power-eris1176,
and (f) bio-grid-worm.

We not only intuitively compare the size of the largest connected subgraph of the
remaining subgraph but also introduce three indicators: subgraph sensitivity index, sub-
graph network connectivity efficiency, and number of remaining edges in the subgraph
for supplementation.

The threshold set in this paper is 100% of the original network size. When the suscepti-
bility index peaks after removing a certain percentage of nodes, it means that each method
has maximally decomposed the original network into fragments below the threshold size.
Then, as the fragments continue to shrink, the susceptibility enters a downward stage. It
can be observed from Figure 5 that the proposed method in this paper has an obvious effect
on the change in the susceptibility index of the subgraph.

To further demonstrate the sensitivity results on these six real-world networks of scale
from 10° to 10, we have summarized the node consumption ratio when each real-world
network reaches the extreme point under different removal strategies.

Taking Figure 5b as an example, when the peak appears, the proportion of nodes
removed is: KPDN: 11.46%, PageRank: 12.94%, DWT: 18.81%, Degree: 18.83%, KPD: 22.05%,
INCC: 22.16%, CI: 22.46%, WL: 22.91%, K-shell: 24.33%, HC: 24.20%, CC: 24.43%, Random:
24.81%. Similarly, in Figure 5b,c f, it can be seen that the network can be quickly fragmented
by deleting fewer nodes. At the same time, it can also be observed from Figure 5a,d,e that
the proposed method is in a leading position. Therefore, the proposed method in this paper
has an obvious effect on the change in the susceptibility index of the subgraph.
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Figure 5. Comparison of subgraph sensitivity on real-world networks (scale 103-10%). (a—f) corre-
spond to: (a) email-univ, (b) p2p-Gnutella08, (c) fb-pages-government, (d) US-airports, (e) power-
eris1176, and (f) bio-grid-worm.

It can be observed from Figure 6 that the impact of network node removal on the
remaining number of network edges varies with different networks. For example, in air
transport networks, as some airports are gradually removed due to weather and other
factors, the air routes related to the removed nodes will also be affected and canceled.
Therefore, the remaining number of network edges is also an important indicator. Accord-
ing to the actual data, it can be observed from Figure 6 that the proposed method in this
paper has an obvious effect on the change in the edge residual rate index of the subgraph.
Taking Figure 6c as an example, When 20% of the nodes in the original network are deleted,
the calculation results are: KPDN: 19.6875%, PageRank: 19.8865%, Degree: 21.10%, DWT:
21.72%, KPD: 22.34%, WL: 26.69%, INCC: 38.67%, K-shell: 33.88%, CC: 34.94%, Random:
62.51%, CI: 96.13%. Similarly, it can be seen that the effects of Figure 6a—d,f are quite ideal,

and the effect of Figure 6e is also slightly better.
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Figure 6. The decrease rate of network edges affected by different network disintegration strategies
(proportion of remaining subnet edges. The horizontal axis represents the proportion of nodes
removed, and the vertical axis represents the remaining ratio of edges in the subnetwork). (a—f) corre-
spond to: (a) email-univ, (b) p2p-Gnutella08, (c) fb-pages-government, (d) US-airports, (e) power-
eris1176, and (f) bio-grid-worm.

5.1.2. Size of Real Network from 10* to 10°

Due to the discovery in the experimental process that for large network node attack
experiments, the efficiency of centrality evaluation indicators based on path analysis is very
low, so when analyzing networks of 10* ~ 10° this scale, we will no longer participate in
BC, HC, CC, and CI comparison experiments to balance the overall experiment efficiency
(we will also continue to retain the BC, HC, CC, and CI methods in the original code so
that interested readers can verify and try for themselves).

From Figure 7, it can be clearly seen that on the newly added network data of scale
10* ~ 10°, the KPDN method proposed in this paper can achieve suitable results in terms
of the largest connected component size, meaning the method proposed in this paper
has strong robustness in node removal. Meanwhile, in order to describe the actual data
of each point in more detail, we show the data under different thresholds in Table S1 of
Supplementary File S3.

As can be seen more clearly from Figure 7, the method proposed in this paper has
achieved suitable performance on the five existing real-world datasets of scale 10* ~ 10°.
(Note: 0% in the tables refers to the actual removal effect when the top 1 ranked node is
removed according to different strategies).

From Figure 8, it can be clearly seen that on the newly added network data of scale
10* ~ 10°, the KPDN method can achieve suitable results in terms of the maximum number
of remaining edges, meaning the method proposed in this paper is efficient in terms of the
edge drop rate metric. Meanwhile, in order to describe the actual data of each point in more
detail, we show the data under different thresholds in Table S2 of Supplementary File S3.
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Figure 7. The size of the largest connected component of the 5 newly added datasets of scale
10* ~ 10°. (a—e) correspond to the datasets of: (a) dimas10-astro-ph, (b) ca-Astroph, (c) gottron-
reuters, (d) facebook-wosn-links, and (e) prosper-loans.
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Figure 8. The maximum number of remaining edges of the 5 newly added datasets of scale
10* ~ 10°. (a—e) correspond to the datasets of: (a) dimasl0-astro-ph, (b) ca-Astroph, (c) gottron-
reuters, (d) facebook-wosn-links, and (e) prosper-loans.
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As can be seen more clearly from Figure 8, although the KPDN method does not rank
first across all datasets among the five existing real-world datasets of scale 10* ~ 10°, overall,
it ranks relatively high in the actual demonstrations of these five datasets, which also shows
the proposed method has suitable performance. (Note: 0% in the tables refers to the actual
removal effect when the top 1 ranked node is removed according to different strategies).

As can be clearly seen from Figure 9, on the newly added network data of scale
10* ~ 10°, the KPDN method can achieve suitable results in terms of subgraph sensitivity,
meaning the proposed method has relatively high efficiency in node removal on real-world
networks of scale 10* ~ 10°. Meanwhile, to describe the actual node removal ratio when
different methods reach the extreme points in more detail, we summarize the extreme
points obtained by the five real-world datasets under different strategies in Table S3 of
Supplementary File S3.
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Figure 9. Sensitivity values of the 5 newly added datasets of scale 10* ~ 10°. The data in (a—e)
correspond to: (a) dimasl0-astro-ph, (b) ca-Astroph, (c) gottron-reuters, (d) facebook-wosn-links, and
(e) prosper-loans.

As shown in Table S3 of Supplementary File S3, across the five datasets of scale
10% ~ 10°, compared with other classic algorithms, the KPDN method can decompose the
original network more rapidly by removing fewer nodes.

5.2. Analysis of Artificial Networks

We also checked the performance of the proposed algorithm on synthetic networks
with a clear community structure, as shown in Figure 10. The basic configuration obtained
by the LER algorithm is: N = 2000, t1 = 3, {2 = 1.5, mu = 0.1. In order to compare different
average degrees, we set the average degree to 7, 8, and 9, respectively. Each column from
left to right corresponds to the LFR networks with an average degree of 2.131, 3.448, and
4.7565, respectively. The first row compares the connected coefficient. The second row
compares the remaining connected edges. The third row compares subnet sensitivity. From
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the figure, we can easily find that the dividing advantage of the method proposed in this
paper on the LFR network is still quite obvious.

LFR-2000-7 LFR-2000-8 LFR-2000-9

—+— DC
——qa
== BC
kpd
—+— kpdn
—— WL
—— kshell

0.0 0.2 04 06 08 1.0 0.0 0.2 04 06 0.8 1.0

LFR-2000-7 edges LFR-2000-8 edges LFR-2000-9 edges
10 —— DC 1.0 10 —— DC
——a —a
08 s 08 08 - B
kpd kpd
—+— kpdn —+ kpdn
0.6 —— WL 0.6 0.6 —— WL
u —— kshell u u —— kshell
4 DWT OWT
0. —_—HC 0.4 0.4 —_—
- CC —— CC
0.z 0.2 0.2
0.0 0.0 0.0
0.0 0.2 04 0.6 0.8 1.0 0.0 0.2 0.4 06 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
LFR-2000-7 Subnet Susceptibility LFR-2000-8 Subnet Susceptibility LFR-2000-9 Subnet Susceptibility
== DC 60 —— DC
- 01 @ ] —a
0l ™ BC —— BC
kpd 60 kpd
60 5o —+ kpdn 50 —+— kpdn
— WL —— WL
S S 404 —— kshell S a0 —— kshell
40 —— DWT —— DWT
01| pe 301 —— HC
204 ™ CC w1 = cC
20 —— Rand —— Rand
104 10
[} 0 0

0.0 02 0.4 0.6 0.8 1.0 00 02 04 06 08 10 0.0 0.2 04 0.6 0.8 1.0

Figure 10. Comparison of LFR community networks, where each row from left to right has an average
degree of 2.131, 3.448, and 4.7565, respectively. The first row compares the connected coefficient. The
second row compares the remaining connected edges. The third row compares the subnet sensitivity.

Similarly, we compared the small-world network, as shown in Figure 11. The basic
configuration is: N = 2000, < k > =3, 4 and 5, from left to right, the average degree is,
as well as the Albert-Barabasi network, as shown in Figure 12. The basic configuration is:
N = 2000, < k > =6,7, and 8, respectively.

Through the results shown in Figures 10-12, the advantage of the KPDN method in
analyzing important nodes in artificial networks is verified because the best performance is
achieved in most cases and under different indicators. Especially for the LFR community
networks and Watts—-Strogatz small-world networks, we find that as the average degree
of the network gradually increases, the effects of the subnet connectivity coefficient and
sensitivity indicators are relatively more obvious. Compared with the Barabasi—Albert
network, the effects of the three indicators of the proposed method are also in a leading or
front position.
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Figure 11. Comparison of small-world networks (average degrees are 3, 4, and 5 from left to right).
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Figure 12. Comparison of Albert-Barabasi networks (average degrees are 6, 7, and 8 from left
to right).
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5.3. Result of Time and Space Complexity of Different Methods

We have organized the time complexity and space complexity of the various methods
mentioned in this article. For detailed proof, please refer to Supplementary File S2. The
results are shown in Table 3:

Table 3. Time and space complexity of different methods.

Methods Time Complexity Space Complexity
DC O(n) O(n)
K-shell O(n+nlogn+e) O(2n)
Cl O(n + ) O(n+%)
BC O(n®) Oo(n®)
WL O(e+n) O(e+n)
DWT O(n+e+<) O(n + 2e)
HC O(n®) O(n®)
cC O(n®) O(n®)
Pagerank O(2n+e) O(2n+e)
INCC O(n+ % +25 + & 4 2) 0(5n)
KPD O(n+nlogn—+e) O(3n)
KPDN O(2n+nlogn+e+ <) O(4n +e)

Note: Due to the inconsistency in the size of the number of nodes 7 and the number of edges e in different
networks, we retain the number of nodes 1 and the number of edges e when calculating time and space complexity.
According to the actual complexity network, subsequent researchers can calculate and compare by themselves
with the size of < k > (this paper considers the complexity of < k >= £ to be of the order of O(1)).

At the same time, it can be seen that although our time complexity and space complex-
ity are not the smallest among all methods, they are not excessively large like methods such
as BC, HC, CI, and CC. As we have stated, the complexity of the method proposed in this
paper is not particularly high. Therefore, from the perspective of complexity analysis, the
method proposed in this paper can be attempted on large-scale networks during actual use.

5.4. Result of Monotonicity of Different Methods

This paper measures the monotonicity of various algorithms. The higher the mono-
tonicity of the algorithm, the stronger the ability of the method to determine a unique
ranking. The bold text in Tables 4 and 5 corresponds to the optimal value.

Although the monotonicity is not the best on some networks, the monotonicity of the
KPDN method is higher than that of other algorithms on larger networks.

By comparing Tables 4 and 5, we can see that for real-world networks of scale 103-10*,
the monotonicity of our proposed method is second only to the PageRank method, but for
networks of scale 10*~10°, the monotonicity of both the KPDN method and PageRank rank
high or first. Therefore, our proposed method also has some advantages in monotonicity
for larger-scale networks.

Table 4. Monotonicity results of real-world networks (scale 103-10%).

Methods  Email-Univ ~ US-Airports  Power-Eris1176  Bio-Grid-Worm p2p-Gnutella08  Fb-Pages-Government
KPD 99.8463% 99.7662% 93.6236% 96.9196% 97.9375% 99.9788%
KPDN 99.9978% 99.8689% 97.8811% 97.9240% 99.9841% 99.9990%
DC 89.0558% 85.0127% 71.8568% 43.2396% 76.4186% 95.3086%
KSHELL 81.2117% 83.4311% 65.3067% 36.6958% 60.2274% 93.1956%
CcC 99.9719% 99.8235% 98.7163% 97.8977% 99.9827% 99.9958%
DWT 98.8019% 99.8154% 94.8756% 94.7545% 92.7645% 99.3225%
CI 96.5451% 91.5538% 97.9252% 48.2129% 85.2549% 99.4984%
WL 99.8790% 99.8104% 94.1200% 96.9638% 97.7698% 99.9765%
HC 99.9981% 99.8761% 99.0951% 97.9289% 99.9876% 99.9990%
INCC 87.6090% 88.3489% 98.7560% 10.9898% 21.1736% 98.3378%
PR 99.9981% 99.9948% 98.9275% 97.9340% 99.9876% 99.9990%
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Table 5. Monotonicity results of real-world networks (scale 104-10° ).

Methods Dimacs10-Astro-ph Ca-Astroph Gottron-Reuters Prosper-Loans Facebook-Wosn-Links
KPD 99.6912% 99.8508% 99.8725% 99.9987% 99.8928%
KPDN 99.8386% 99.9151% 99.9940% 99.9998% 99.9967%
DC 90.3604% 92.6562% 86.4161% 97.5723% 92.4147%
KSHELL 87.7731% 90.8483% 86.2097% 97.1114% 90.5103%
DWT 98.5433% 99.0495% 87.1266% 98.7977% 96.0803%
WL 99.6638% 99.8277% 99.9144% 99.9971% 99.8639%
INCC 98.2508% 98.8770% 68.5998% 79.2388% 90.3909%
PR 99.4724% 99.7526% 99.9989% 99.9998% 99.9971%

6. Conclusions

This study aims to find a more general important node-sorting method suitable for
complex networks with different characteristics. The proposed KPDN method compre-
hensively considers the global K-shell properties of nodes as well as the neighborhood
properties of target nodes. Experiments show that the proposed method in this paper fully
takes into account the local and global characteristics of nodes and performs well in identi-
fying important nodes in most networks. At the same time, since the global characteristics
are based on the K-shell method, there is no excessive time and computational burden in
the overall consideration. Therefore, in general, the proposed method in this paper can
better distinguish important nodes in most real-world networks. Meanwhile, it also has an
obvious effect on identifying important nodes in similar community networks or networks
satisfying the small-world property.

Moreover, this paper analyzes the importance of nodes from the perspective of network
structure collapse. The work is mainly organized around the method of static node deletion
in networks. Complex network models of real scenarios, such as virus propagation, have
strong dynamic characteristics. According to the literature [32,33], the network structure
status will change after each node deletion (for example, some indicators in Figures 2 and 3
will show a curve with a slow decrease). Whether the changed network can inspire us
to dynamically update the screening of nodes based on the initial node sorting method
is worth further exploring. In recent years, the representation and analysis of multilayer
networks and research on propagation dynamics based on complex networks have also
been popular topics. These directions are also worth our in-depth exploration in the future.

Supplementary Materials: The following supporting information can be downloaded at:
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algorithms; Supplementary File S3: The statistics of results on real networks under different node
removal strategies.
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