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Abstract: The construction of the Industrial Internet has become a concrete implementation and
an essential starting point in accelerating the digital transformation and intelligent upgrading of
industrial manufacturing enterprises. The problem of addressing and forwarding for resource-
constrained devices restricts data acquisition and dissemination on the Industrial Internet. In order
to retrieve content reasonably, we propose IDEANE, an identity-differentiated content acquisition
and multipath forwarding scheme with network coding and edge computing. In IDEANE, content
requests are disseminated based on the identity and location information carried in a multi-identifier
network, which can improve the efficiency of interest message requests and reduce idle links in the
network. Moreover, the content acquisition computation is offloaded to multiple edge nodes, and the
encoded data are transmitted to the edge nodes for recovery. IDEANE offloads the less demanding
computing tasks to the edge nodes close to the content requesters, to relieve the pressure on providers.
In addition, a collaboration method among multiple edge nodes is also studied. Multiple edge
nodes collaborate to support the mobility of content requesters, save energy consumption in terminal
devices, reduce transmission latency, and ensure data security. The experimental results show that
IDEANE can avoid duplicated transmission, reduce the network link overhead, improve network
throughput, and enhance network robustness and reliability.

Keywords: IDEANE; content acquisition; multipath forwarding; network coding; edge computing;
multi-identifier network; Industrial Internet

1. Introduction

In recent years, with the vigorous development of the Industrial Internet, it has become
a research hotspot and has attracted extensive attention from industry and academia [1,2].
The main challenge is the transmission and aggregation of heterogeneous data that belong
to various owners in different locations. Identifiers are the fundamental elements of data
sharing and can ensure the positioning, control, and management of identified objects,
as well as the processing, exchange, and sharing of relevant information [3]. Universal
network identifiers include the handle, GS1, IP address, and content name identifier.

Route scheduling, as the basis of data forwarding, is leveraged to discover the optimal
path from the content requester to the provider. Industrial Internet identifier resolution
services can realize the addressing, routing, and deep interconnection of massive Industrial
Internet resources. The system and protocol are made more concise by addressing and
routing through name identifiers. In addition, they can conceal the locations of publishers,
resist host attacks, and bring higher security. Simultaneously, the ubiquitous caching
mechanism can reduce the routing delay of massive data. Identifier-based routing supports
multicast, service group scenarios, and data retrieval from multiple distributed nodes [4].

The network transmission of the multi-identifier network for Industrial Internet (MIN-
IIoT) is mainly carried out through name identifiers [5]. The overall naming is similar to the
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hierarchical naming scheme in Named Data Networking (NDN, [6]). The forwarding and
routing strategy of the data plane principally depends on four tables, namely the content
store (CS), pending interest table (PIT), forwarding information table (FIB), and identifier
translation base (ITB). End users can employ these tables to look up the local identifier space
or search the other identifier spaces with the identifier’s mutual translation technology
until they find the identifiers that can locate the required content. In addition, they can
route and forward what they need in the multi-identifier network with the found identifiers.
In order to ensure data security and non-repudiation, MIN-IIoT also carries an identifier of
user identity.

MIN-IIoT supports adaptive multipath forwarding by introducing CS and PIT struc-
tures to record the pending interest messages and returned data messages [7]. In addition,
it supports two types of forwarding strategies. One is to choose the optimal route (Be-
stRoute [8]) based on the condition of the current network interfaces. All traffic transmitted
on the network will be forwarded through the pre-selected optimal path with the lowest
routing cost. Although routing migration can eliminate this problem, routing selection
requires much overhead. The other forwarding policy is to actively forward messages in
parallel along multiple interfaces provided by the Forwarding Interest Table (FIB), causing
the redundancy of content packets brought back by different links. Network coding [9,10]
can take advantage of the in-network cache and multipath transmission of MIN-IIoT; in
addition, it can realize the parallel transmission of Industrial Internet data produced by
multiple providers on different network links through various communication modes (such
as 5G and WIFI) [11].

Cloud, edge, terminal integration, and edge–cloud collaboration represent the major
Industrial Internet development trends [12]. Edge gateways and servers near the industrial
site can collect, upload, process, and analyze industrial equipment data through edge
computing. Edge computing realizes location awareness and determines the equipment
location at a relatively reasonable cost. It is convenient to quickly cooperate with the
geographic location identifier in the multi-identifier network (MIN-IIoT) to locate Industrial
Internet objects. In addition to encoding at the content provider, network coding can
support secondary encoding at intermediate nodes, reducing the dependence on original
data and enhancing the transmission reliability. Edge nodes can acquire arbitrary encoded
blocks from the providers or intermediate nodes. Once enough linearly independent
encoded blocks have been collected, the edge nodes can decode and restore the original
content. This encoding and decoding process is independent of the content providers and
encoded blocks’ acquisition paths.

In MIN-IIoT, identity authentication prevents the risk of data leakage caused by the
encoding and decoding of intermediate routers. In order to reduce the pressure of the
intermediate nodes without destroying the security characteristics of the multi-identifier
network, we only perform the decoding operations on the edge nodes. Edge nodes can
provide services for the connected terminal nodes, which can avoid redundant encoding
and decoding operations at the terminal nodes and solve the problem of insufficient storage
and computing resources on the terminal nodes. The integration of network coding and
edge computing is particularly suitable for scenarios with solid mobility and real-time
requirements, such as Internet of Vehicles.

This paper mainly focuses on content acquisition with the integration of edge comput-
ing and network coding in the Industrial Internet. It solves the problem of idle links and
redundant transmission in multipath forwarding through name identifiers. A multipath
forwarding strategy is proposed based on the identities of content requesters. Then, a multi-
edge node cooperation method is designed to support the content requester movement.
In summary, the essential contributions of this paper are listed as follows:

• An identity-differentiated content acquisition with network coding and edge com-
puting multipath forwarding strategy, IDEANE, is designed to differentiate content
requests through identity identifiers in MIN-IIoT. The hash values of the identity
identifiers of the content request initiators are encapsulated in the request interest
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messages and mapped to the PIT and CS of the intermediate nodes. The intermedi-
ate nodes can avoid redundant responses to interest messages requesting the same
encoded blocks by identifying the content requesters’ identities. In addition, they
can ensure that the interest messages from the same content requester, aggregated
through multiple paths, can acquire as many linearly independent encoded blocks
as possible. At the same time, in order not to degrade the security performance of
the MIN-IIoT system, the encoded blocks are only verified at the intermediate nodes
without secondary encoding, thus reducing the network transmission delay.

• In the event that the content requester moves, the encoding and decoding tasks are
offloaded to multiple edge nodes. The requests for the encoded blocks and the restora-
tion of the original blocks are completed through the cooperation of numerous edge
nodes. The request transmission delay is reduced, and redundant data transmission
is avoided.

• Simulation results show that IDEANE can reduce the transmission delay of content
requests compared with NetCodCCN [13], which encodes and decodes data blocks in
intermediate nodes. At the same time, it can quickly meet the content requirements of
mobile requesters through the collaboration of multiple edge nodes.

The remainder of this paper is organized as follows. Section 2 reviews the related
work on image anomaly detection. A detailed description of the identity-differentiated
content acquisition strategy is given in Section 3. We propose the collaboration algorithm
for multiple edge nodes for content requesters’ mobility in Section 4. Section 5 presents the
corresponding experiments and analyzes the simulation results. Section 7 concludes the
paper and discusses future research.

2. Background and Related Work

The original purpose of network coding is to enable multicast transmission to reach
the theoretical maximum transmission capacity to achieve better network throughput than
routing multicast [9]. The network coding node does not need to know the entire network’s
topology and other nodes’ coding processes. The added content is divided into K blocks;
each encoded block contains the original data information. The nodes in the network
collect any M-block encoded blocks (M ≥ K) from the information flow and sufficient
independent decoding vectors, forming a decoding matrix through linear combination.
The decoding is performed using the Gaussian elimination method to obtain the original
information sent by the content provider. Network coding can overcome the problem of
retrieving the original content sequentially during the content forwarding process. Net-
work coding shows its advantages in improving network throughput, increasing the load
balance capability, reducing transmission delays, reducing energy consumption, and en-
hancing network robustness [10]. It can be widely used in ad hoc networks [14], P2P
content distribution [15], distributed file storage [16], network security [17], Internet of
Vehicles [18], and other fields.

The advantages of network coding in multicast networks are consistent with the na-
ture of content center networks to support intra-network caching and stateless multipath
forwarding, which can promote the routing and forwarding of network identities and effec-
tively meet the real-time and reliability requirements of the Industrial Internet [5]. NDN
and MIN-IIoT combined with the network coding environment request not the original data
blocks but the encoded blocks of the same content. Montpetit et al. verified that network
coding could be manipulated in Information Center Networks (ICNs) to accelerate network
multipath forwarding and improve network throughput and security [19]. NetCodCCN
introduces the concept of generation, where the encoding and decoding of network data
blocks are carried out in one generation, which can support the aggregation and pipeline
transmission of interest messages, thereby reducing the content retrieval latency and data
retrieval time [13]. At the same time, NetCodCCN allows nodes to maintain the information
of content segments sent on each network interface to reduce the number of duplicate
pieces. By introducing network coding technology, the bottleneck problem of path overlap
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points can be solved, the throughput of transmission bottlenecks in multicast paths can be
improved, and the elasticity of packet transmission pressure can be enhanced.

The subsequent NC-NDN led to On-Demand Off-Path Cache Exploration-Based Mul-
tipath Forwarding (O2CEMF), which can perform off-path caching based on the reachable
information of the reactivity detection cache. Simultaneously, the generation in NetCod-
CCN is adopted as the granularity to maintain the cache reachability information [20].
MICN is based on a linear independent content-based multiple interest message (MILIC)
structure, which can constrain received interest messages and group data-encoded pack-
ets [21]. MICN shows that it can guarantee the reliability of network transmission in the
network environment with a high packet loss rate. Therefore, it can offer corresponding
benefits in the complex and changeable Industrial Internet by introducing network coding
technology and coordinating the allocation of network resources and bandwidth between
multiple content consumers, content producers, and intermediate nodes to leverage net-
work resources and reduce transmission delays effectively. However, all of these schemes
encode data packets at intermediate nodes to respond to user interest requests, which will
undermine the security characteristics of NDN [11]. The multipath forwarding strategy
proposed in this paper only performs network coding at the content provider and decoding
operations at the edge nodes.

Mobile edge computing (MEC) [22] and edge intelligence (EI) [23], in close proximity
to the industrial manufacturing site, use the computing resources and network resources of
edge gateways or servers as edge computing carriers to set up a bridge between terminal
devices and cloud servers. Edge computing can reduce Industrial Internet data transmission
delays, meet real-time response time requirements, reduce energy consumption, lower
bandwidth costs, and solve data security and privacy issues [24]. These advantages have
prompted edge computing to be widely exploited in the Internet of Things [25], Internet
of Vehicles [26], and Industrial Internet [27]. At the same time, edge intelligence can also
provide a method of modeling and deploying digital twins [28] for the Industrial Internet,
guaranteeing the processing of large amounts of industrial flow data with low latency and
high security [29] and promoting the development of intelligent manufacturing [30].

In recent years, many researchers have begun to study the combination of network
coding and edge computing to solve the routing and forwarding problems in the Internet
of Things network. Zhou et al. [31] used the characteristics of routing packet correlation
on wireless links to discuss the impact of link correlation on the number of packets to be
forwarded and the selection of forwarders in intelligent routing. Then, they leveraged
network coding combined with opportunistic routing to improve wireless IoT. For the en-
ergy efficiency of networking infrastructure, a method based on link correlation mining for
intra-session network coding for intelligent routing (NCCLC) was proposed to accurately
estimate the number of transmissions required by the forwarder and select the forwarder
with the optimal number of communications for routing. Phung et al. [32] claimed that the
REST HTTP protocol could provide WEB services in the Internet of Things. It is compatible
with existing computing infrastructures and is selected as a standard protocol for IoT
application communication. Their proposal combines REST HTTP with Random Linear
Network Coding (RLNC) to reduce the extra packet weight consumed and to ensure reli-
able data exchange using a stateless REST HTTP protocol in unreliable and highly variable
IoT scenarios. He et al. built a mobile edge computing intelligent cache analysis platform,
which can pre-determine which streaming media files are stored in the limited storage
space of edge computing devices and provide users with an efficient, intelligent network
experience. Then, the network coding and wireless relay cooperation method is used to
simultaneously transmit the files extracted from the core network and the real-time regular
communication network to the network’s edge, thereby realizing the intelligent caching of
mobile edge computing [33].

The ideas adopted in these recent studies inspired our design. However, they usually
employ machine learning algorithms to facilitate the multipath forwarding of content
requests. These existing strategies consume a tremendous amount of resources for model
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training. Although this will also be a future research direction in terms of improving the
multipath forwarding capabilities, we aim to design an uncomplicated scheme that can be
used in resource-constrained Industrial Internet environments.

3. Identity-Differentiated Content Acquisition Strategy

With the massive increase in data generated by the Industrial Internet and the ex-
pansion of the network scale, enormous pressure will be placed on the multi-identifier
system (MIS) in MIN-IIoT if all identifier registration, inquiry, and management needs to be
handled by the top-level management organization of MIS. In the process of layer-by-layer
transmission of the network, the transmission bandwidth, physical distance, and data
processing will bring an inevitable time delay, which reduces the ability to meet the real-
time requirements of a rapid interactive response in the industrial field. At the same
time, the process of network interaction may also affect the security and privacy of user
data. On the other hand, the performance of terminal equipment is constrained in terms
of computing processing capacity, network bandwidth, storage resources, and energy
efficiency. Therefore, a more practical solution is to exploit edge computing technology
to directly offload some computing tasks to the edge network near the terminal devices,
and to take advantage of the resources of edge gateways and edge servers to complete the
data processing nearby.

The interior of the Industrial Internet can be regarded as a directed acyclic graph (DAG,
G = (V, E)), and the network routing of data transmission is a routing process based on the
network topology, as shown in Figure 1. Network coding will consume many computing
and storage resources, increasing the network costs. At the same time, it is necessary to
consider maximizing the utilization of network resources through load balancing. This
study makes full use of the necessary identity identifier for each Industrial Internet object in
MIN-IIoT to achieve a tradeoff between load and delay. It regards the identity information
as a part of the network packet. An identity-differentiated content acquisition combining
network coding with edge computing (IDEANE) algorithm is designed to leverage idle
network paths effectively, balance the loads of multiple forwarding paths, and direct the
content to more edge nodes.

Content 
Provider

User 1 User 3

A

B C

D

E

F G

User 2

I1 I2

Figure 1. Interest message aggregation process in butterfly network.

3.1. Analysis of Conventional Forwarding Methods

When transmitting content, MIN-IIoT divides the original content into small data
slices to facilitate data communication. In traditional NDN, it is necessary to acquire and
combine all data blocks in a sequence to form the original data. In the case of network cod-
ing, an interest request for content is not a request for a particular data chunk of the original
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content but a request for any encoded block of the specific content. We adopt the generation
concept introduced by NetCodCCN [13]. In order to reduce the dimensionality of encoding
vectors, reduce the complexity of encoding and decoding computing, and facilitate network
transmission, we combine several file blocks into a generation and encode them within
the same generation. In the future, we will treat generation as an encoding group. The re-
quired group number needs to be added after the name identifier when requesting content.
In the name identifier /pku.edu.cn/web/promo.mp4/1, /pku.edu.cn/web/promo.mp4 is
the name of the content, and 1 is the group number.

In MIN-IIoT, handling interest requests for the same content name involves simply
looking up the content store (CS) or creating or modifying an FIB entry. Firstly, we analyze
two cases of requesting content through unmodified MIN-IIoT.

Scenario 1: Assume that, in Figure 1, User 1 and User 2 send two interest messages, I1
and I2, respectively, and request the content provider A to provide two linearly independent
encoded blocks named /pku.edu.cn/web/promo.mp4 for encoded group 1 of content CC,
with the name identifier as /pku.edu.cn/web/promo.mp4/1. Assuming that edge node F
has PIT and CS, I1 and I2 will be aggregated in the pending interest table PITF of edge
node F due to the same content name. According to the normal multi-identifier network
forwarding process, only one interest message is sent to the provider A. The data will be
distributed to Users 1 and 2 until they are returned.

Scenario 2: Assuming that edge node F does not have PIT and CS, User 1 sends two
interest messages, I1 and I2, through node F, with /pku.edu.cn/video/promo.mp4/1, to
request two linearly independent encoded blocks of encoded group 1 provided by the
content provider A. The path of I1 is F → B, while the path of I2 is F → E → D → B,
and node B is the convergence point of the two interest messages. According to the path in
the figure, assuming that I1 arrives at node B before I2, if the traditional NDN-BestRoute
forwarding strategy is adopted, only F → B→ A is selected as the preferred forwarding
path for the communication between content request node F and the provider A. The
I2 interest message may be discarded due to routing reasons, resulting in the waste of
I2 transmission. If a multipath forwarding strategy is adopted, I1 first arrives at node B.
Then, it creates a table entry for content encoded group 1 in B’s pending interest table PITB,
as shown in the first line of Table 1. Subsequently, two situations are also considered.

Table 1. Changes in node B’s pending interest table.

Content Name Request Face

/pku.edu.cn/web/promo.mp4/1 1
/pku.edu.cn/web/promo.mp4/1 1, 2
/pku.edu.cn/web/promo.mp4/2 2

Situation 1: Before I2 reaches node B, if node A has already returned encoded data
for interest I1, it will cache the data in node B’s content store CSB. After I2 reaches node B,
it directly retrieves the data from CSB and returns them to node F along B→ D → E→ F
in the opposite direction of I2.

Situation 2: After I2 arrives at node B, node A has not yet returned a data message.
A request interface for the same content will be added to the PIT, as shown in the second
line of Table 1, until node A responds to interest I1 and returns the encoded packet to node
B. Node B responds to node F along the opposite direction of I1 and I2.

Whether in Situation 1 or 2, node F will receive two copies of the same encoded block
of content CC, resulting in redundancy in network transmission. Meanwhile, in Situation 2,
waiting for the data message to return from the content provider A to node B will cause
the I2 incoming path to be idle.

3.2. Design and Analysis of MIN-IIoT Messages

According to the analysis in the previous section, the traditional MIN-IIoT multipath
forwarding method will not only bring about network idleness but also network redun-
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dancy. At the same time, this method fails to meet the requirements of sending different
interest messages to obtain different encoded blocks. Consequently, we modify the name
identifiers in MIN-IIoT and design the IDEANE algorithm. An encoded flag segment is
added for compatibility. If the flag is set to 0, the original data are requested, and the
encoded group number segment is used as the number of the original data block required.
Otherwise, an encoded packet is requested.

The format of a content request interest message for an encoded block is shown in
Table 2. The message’s content name identifier can be /pku.edu.cn/web/promo.mp4/1/1,
representing the first encoded group with a request name of /pku.edu.cn/web/promo.mp4.
At the same time, a hash value of the user identity is added to the interest message to
distinguish content interest requests from different edge nodes. The edge nodes need to
continuously send request messages to the network until they have collected sufficient
encoded blocks, which means that if the content grouping is divided into K blocks, the col-
lection of K linearly independent coding blocks can meet the requirement. Suppose that the
edge node has already received an M-block linearly independent encoded block. In this
case, it needs to continue sending at least K−M interest messages to request the remaining
encoded blocks from the network. Therefore, a counter ReqNo is set in the interest message
as the parameter carried by the interest message, which stores the serial number of the
interest message requesting the same encoded group. It distinguishes different interest
messages from the same edge node requesting the same encoded group through the same
interface in the same intermediate router PIT. In IDEANE, these interest messages will be
routed and forwarded to support concurrent interest message requests in the network.

Table 2. Interest message format for contest request.

Field Symbol Illustration and Explanation

Name Identifier

Content Name CntName /pku.edu.cn/web/promo.mp4

Encoded Flag EncFlag Whether to request an encoded block, where 0 represents the request for a original block

Encoded Group No. GenID 1, 2, 3. . .

Random Number Nonce Name and nonce jointly distinguish unique interest to prevent replay attacks

Interest Command Parameter IntCmd REQDATA

Hash of Identity Identifier IdHash 0cc175b9c0f1b6a831c399e269772661

Interest No. ReqNo 20

As shown in Table 3, the data message format has been modified for response messages.
The encoding vector carried in the data message can be employed to collect enough linearly
independent encoded blocks in the edge nodes and decode them to obtain the original data
blocks. It can also be used to check the linear correlation of the received encoded blocks in
various network nodes.

After receiving an interest message request, the intermediate node modifies its PIT
table. It adds a hash field to store the identity identifiers of all requesters applying for the
same content, facilitating the identification of requesters. At the same time, it adds the
interest message number sent by the same content requester for the same encoded group to
distinguish different interest message requests.

Table 4 shows the modified PIT table: {encoded group name of content requested, <source
port, identity hash, request sequence number>}. The advantage is that, on the one hand,
the compression feature of the hash algorithm is used to reduce the size of the PIT table; on
the other hand, the fast retrieval feature is exploited to facilitate the precise retrieval of the
identity of the content requester.
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Table 3. Data message format for content response.

Field Symbol Illustration

Name Identifier

Content Name CntName /pku.edu.cn/web/promo.mp4

Encoded Flag EncFlag Whether to request an encoded block, where 0 represents the request for a original block

Encoded Group No. GenID 1, 2, 3. . .

Signature Information SignInfo · · ·

IData Data Encoded data blocks

Encoding Vector EncVector [1, 0, 0, 0, 0, 0]

Interest No. Satisfied ReqNo 20

Table 4. PIT and CS organization after modification.

Table Content Name Extra Information Encoding Vector Data

PIT
Name of the

requested encoded
group

< Source port,
identity hash,
request no. >

/ /

CS
Name of the

cached encoded
group

Bloom filter of
identity hash X X

We have also made modifications to the CS table, with the structure of {cache content
encoded group name, identity hash Bloom filter, encoding vector, cache content}. The Bloom filter
is initialized to 0 and constantly modified as the content cache changes. After receiving
the data response, the intermediate node will delete the corresponding PIT entry, cache
and save the content in the CS, and write the identity information corresponding to the
requested encoded group in the PIT table entry into the Bloom Filter of the CS, to utilize the
time and space efficiency of the Bloom filter lookup to complete the fast retrieval of identity
information [34]. It is worth noting here that in the CS, the same content group name does
not represent the name of the encoded block under the same content. Therefore, different
encoded blocks are recognized in the CS based on the content name and encoding vector.

Here, let us give a brief explanation of the example in the previous section with the
topology in Figure 1 with our newly designed interest and data message format. The
processing of Scenario 1 is not complicated. Users do not need to know the encoding and
grouping status of the content provider, nor do they need to understand how to obtain
the required data from the data message. They only need to submit a content request
with their identity information to the edge nodes, and all the required computing will be
offloaded to the edge nodes. The edge nodes will aggregate the demands for the same
content from users connected to itself, set the corresponding parameters of the interest
message in Table 2, and save the path that the interest travels through into the PIT table
until the data are returned to the awaiting user.

For Scenario 2, we have the following.

• Case 1: If interest I2 arrives at node B before node B responds to interest I1, it can be
found that node F already has a request for the same content encoded block in node
B by comparing the identity hash value stored in the PIT entry of the same encoded
group in PITB with the identity hash value carried in I2 (as shown in Table 5). I2 will
be added to the corresponding PIT entry.

• Case 2: When interest I2 arrives at node B, node B has already finished responding
to interest I1 and deleted the corresponding PIT entry. I2 first visits the content
storage CSB of node B, and searches for the identity information of node F left by I1
in the corresponding content Bloom filter of CSB. Then, it continues to perform FIB
forwarding. If other requests exist for the same content, I2’s request interface and
node F’s identity information will be added to PITB. Otherwise, the PIT entry will be
recreated.
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• In both Case 1 and Case 2, I2 will be forwarded toward the content provider by
looking up the forwarding information base (FIBF) of node F to request other linearly
independent encoded blocks.

Table 5. Pending interest table with identity hash.

Content Name Face Identity and Provider
Information

/pku.edu.cn/web/promo.mp4/1/1

1
0cc175b9c0f1b6a831c399e269772661,

65

0cc175b9c0f1b6a831c399e269772661,
41

2
92eb5ffee6ae2fec3ad71c777531578f,

18

0cc175b9c0f1b6a831c399e269772661,
32

/pku.edu.cn/web/promo.mp4/1/2 · · ·

Similarly, node G can obtain three linearly independent encoded blocks through the
paths G → C → A, G → E→ D → C → A, and G → E→ D → B→ A.

3.3. Processing Sequence of Request Interest Message in Intermediate Nodes

After the edge node receives the content request, it will send an interest message
that follows the format of name field ContentName and command parameter field with
REQGENNUM to the content provider to request the number of encoded groups for
specific content, as shown in Figure 2. It can also query the number of segmentation blocks
K and encoded blocks N(K ≤ N) for a particular encoded group through an interest
message with the format of name field < ContentName/GenerationID > and parameter
field of REQSLICENUM. The content provider and the intermediate nodes encountered
along the way that can satisfy these two interest message requests in their content stores
will respond to them.

After the edge node, Nodee, obtains this information, it can fill in the content required
by the interest message in Table 2 and issue a request INTreq for the content. After the
intermediate node, Nodem, receives the interest INTreq requesting the encoded block of a
particular encoded group Gi, it first checks its CS. It obtains an exact match with the content
name within the interest message. If it is found that there are already Mi content encoded
blocks with the same content distribution number stored in the CS, and Mi ≥ Ki, it indicates
that these Mi encoded blocks can meet Nodee’s request for content grouping Gi. IDEANE
can ensure that only linearly independent encoded vectors and their corresponding blocks
are cached in the CS. Due to the fact that IDEANE does not re-encode and decode encoded
groups at intermediate nodes in order to avoid impacting the security characteristics of
multi-identifier networks, it is still necessary for Nodee to calculate the maximum linearly
independent encoded vector group for these encoded groups and pull the corresponding
encoded blocks one by one. Nodem retrieves any encoded block in response to INTreq.
Nodee can request the remaining linearly independent encoded blocks sufficient to satisfy
its decoding from Nodem.

If Mi < Ki, the system examines whether the identity information of Nodee exists in the
Bloom filter BFm of the CS entry. If it does not exist, it will directly respond to INTreq with
the encoded block and encoded vector in the table entry, update ReqNo as part of the data
message, and leave the identity information of Nodee in BFm. If the identity information
of Nodee already exists, it indicates that the Nodem has responded to the encoded block
segment of the Nodee. Then, the interest message INTreq can be used to continue applying
for other linearly independent, new encoded blocks belonging to the encoded group.
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Figure 2. Identity-differentiated-based network coding interest processing sequences.

Next, the PIT is checked with an exact match to determine whether a PIT entry requests
the same content group. If it does not exist, the system creates the corresponding table entry
in PIT, writes the content group name, adds the hash of the routing interface, and identities
the information, together with the request sequence number ReqNo, and forwards this
interest message through the FIB. If present, it checks the interface information in the PIT
table entry to inspect whether INTreq carries the same identity information. If found, it
indicates that Nodee has previously issued a request for the encoded group through the
same or other interfaces. Next, the system checks the parameter information carried in
the interest message. If the same sequence number exists in the PIT table entry, INTreq is
regarded as a duplicate interest message and discarded. Otherwise, regardless of which
interface INTreq comes from, the request interface and sequence number information for
the content encoded group in the PIT will be updated, and INTreq will be forwarded
through FIB.

The processing flow of FIB is the same as that of ordinary NDN design. The FIB table
is looked up with the longest prefix match. If there is a forwarding interface for the same
encoded group, INTreq is forwarded to the next-hop routing node through this interface
based on the selected forwarding strategy. Otherwise, this interest request is discarded.

3.4. Processing Sequence of Response Data Message in Intermediate Nodes

As shown in Figure 3, when the intermediate node Nodem receives a data message
response DATack, it will first perform PIT matching based on the group name in the data
message. If no interface is found through which an interest message requests the group,
the intermediate node will discard the data message. Moreover, suppose that the coding
vector carried by the data message is a linear combination of the coding vectors of the same
coding group in the CS. In this case, the data message will be deleted, which can ensure



Appl. Sci. 2023, 13, 7129 11 of 21

that only linearly independent coding blocks are stored in the content store (CS). Otherwise,
the content and encoding vector within the data message will be cached in the CS table.
Then, the identity information of the originator of the interest message carried by the data
message will be mapped to the Bloom filter of the content grouping entry.

PIT CS
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Drop data 
message

Yes

Write data and 
encoding vector

No
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Select the entry 
with minimum No.

Satisfy Interest along 
selected interface

Update the related 
entries

No Yes

YesNo

Check PIT entries

Figure 3. Identity-differentiated-based network coding data processing sequences.

The intermediate node will check the hash value of the content requester identity
information stored in the PIT. If the same edge node Nodee requests the encoded block
of the content group through different interfaces, then only one interface will be used to
respond to Nodee’s interest message requests for this group; in other words, the request
sequence number is the only criterion to respond to the interest message requests, thus
preventing Userreq from obtaining the same encoded block. Nodem chooses the entry with
the smallest user request number stored in the PIT to respond, fills the request number
in the ReqNo field of the data response message, and responds to this interest message
through the corresponding incoming interface stored in the PIT. Nodee continues to wait
for the responses of other interest requests for the same encoded group from upstream
nodes, simultaneously deleting the corresponding PIT table entries.

4. Collaboration of Multi-Edge Nodes for Content Requester’s Mobility

In IDEANE, the identity information is carried in the interest request message to
realize identification and differentiation, which solves the problem of redundant coding
blocks and idle transmission paths in multipath forwarding using network coding. At the
same time, in order to reduce the pressure on the device terminal, the decoding work of
the obtained coding block is offloaded to the connected edge nodes. Edge devices in edge
computing refer to edge servers and routing nodes with computing, storage, and network
resources, sufficient to perform codec operations for network coding. These edge nodes
are closely connected with Industrial Internet devices. Section 3 has already discussed
the scenario wherein the content requester is stationary. Through IDEANE, different edge
nodes may obtain multiple copies of the same encoded blocks or duplicate copies to meet
the needs of their connected requesters. This section elaborates on how to acquire enough
coding blocks through multiple adjacent edge nodes when the content requester is on the
move, such as in the C-V2X scenario of the Internet of Vehicles.

In a scenario wherein the content requester moves from one access point to another, as
shown in Figure 4, the content requester CR1 needs to communicate with the connected
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edge node EdgeNode1 through a heartbeat packet to inform it of the connection status.
When Nodee receives the new, linearly independent coding vector Vectore and coding block
Blocke, to prevent the movement of CR1, it will extract and send Vectore and Blocke to
CP1 to the cache. Suppose that EdgeNode1 collects enough encoding vectors to decode
the packet Gi. In this case, it will perform a decoding operation, send the original content
corresponding to the decoded Gi to CR1, and delete the encoded blocks and vectors stored
in CR1 and EdgeNode1.

IDEANE has set a heartbeat threshold Tthr. After a period Tthr, if EdgeNode1 has not
received the heartbeat information from CR1, it will assume that CR1 has lost its connection.
It will continue to receive the subsequent data packets returned for the interest messages
requesting the same content blocks and perform encoding and decoding. The encoding
vectors will remain until all the previously sent interests are returned. The received encoded
blocks and encoded vector or decoded original blocks stored in EdgeNode1 will be reserved
for another content requester, CR2, which is another consideration when requesting content
through the identity information of the edge node rather than that of the content requester.
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Figure 4. Collaboration of multiple edge nodes for content requester’s mobility.

When CR1 moves and connects to another edge server, EdgeNode2, it will first examine
whether EdgeNode2 has the original data packet after decoding the encoded packets. If it ex-
ists, it will directly return it to CR1. Otherwise, CR1 will pass the encoded block and encod-
ing vector parameters collected by EdgeNode1 to the new edge server EdgeNode2, to realize
the collaboration between the two edge nodes, EdgeNode1 and EdgeNode2. EdgeNode2 will
examine the encoded data and the encoded data information of the content packet stored
by itself. If it is sufficient to decode the original data blocks, then it directly decodes and
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returns them to all content requesters connected, avoiding the requesting of duplicate data
blocks and redundant network transmission. Otherwise, EdgeNode2 arranges the coding
vectors in columns in a matrix A and performs an elementary row transformation operation
until the matrix A is simplified to a row echelon shape. The rank γ of the coding vectors,
the maximum linearly independent group of the coding vectors, and its corresponding γ
coding blocks are found. Next, the remaining K− γ linearly independent coding blocks
are requested from the network.

5. Performance Evaluation
5.1. Experimental Environment

We simulated the proposed scheme with ns-3 based on ndnSIM 2.7 [35] for experimen-
tation. All experiments were performed on a commodity server installed with four 12-core
CPUs (Intel(R) Xeon(R) Gold 5118) and 32 GB RAM. The operating system was Ubuntu
16.04 with kernel 4.15. In order to evaluate the performance of multipath forwarding, we
drew the topology as shown in Figure 5 with ndnSIM. We configured the locations of each
node in the topology and the connection relationships between different nodes. One content
provider, two edge nodes, and six intermediate nodes were simulated in the experiment.
In the initial design of a multi-identifier network, two edge nodes need to understand the
topology and cooperate by transmitting the same data blocks on the intermediate link to
achieve optimal performance. Bottleneck links do not affect encoded block transmission
after network coding.

Content
Provider

User 1 User 3User 2 User 2

Move

Router 1

Router 3

Router 4

Router 2

Edge node 1 Edge node 2

Figure 5. Simulation topology diagram.

In order to obtain an intuitive comparison with NetCodCCN, we adopted parameter
settings similar to theirs, as shown in Table 6. Content is divided into 100 different segments,
each with a size of 5 K bytes, which is sufficient to meet the requirement of multi-identifier
routers with packet sizes below 8 K and avoid splitting the data segment again. All encoding
and decoding operations are in the finite field F28 . At the same time, the content requester
requests the required content at an average speed, and the content request satisfies the
Zipf distribution. Next, we configure the simulated routing path and conduct performance
evaluations. We compared IDEANE with the best path forwarding (NDN-BestRoute)
adopted in the original NDN forwarding scheme [36], the flood multicast forwarding



Appl. Sci. 2023, 13, 7129 14 of 21

scheme (NDN-Multicast), and the multipath forwarding method NetCodCCN [13] with
the network coding strategy.

Table 6. Emulation parameters.

Parameter Value Range Default Value

Connection bandwidth 2–10 Mbps 10 Mbps
Transmission delay 1 ms 1 ms

Number of content segments 100 100
Number of encoded blocks per

segment 100 100

Segment size 5 KB 5 KB
Finite field F28 F28

Zipf 0.6–1.6 0.8
Cache size (proportion of total

content) 0.05–0.25 0.1

Pipeline number (pcs/s) 1–25 10

5.2. Performance Evaluation
5.2.1. Pipeline Influence on Forwarding Performance

Figure 6 shows the influence of continuous interest messages sent by edge nodes
through pipelines on the network download performance. In order to prevent DDoS
attacks, all concurrent interest messages are aggregated as one piece of interest in the PIT
of the intermediate router within the retransmission suppression time range set by the
exponential backoff algorithm in MIN-IIoT, because they carry the same content name.
Only one request message will be forwarded, and the others will be discarded.
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Figure 6. Influence of continuous interest requests on content download time.

The NDN-BestRoute scheme does not support concurrent requests from different
users. It only requests original data packets along the path with the lowest forwarding
cost, without distinguishing interest requests from different downstream nodes. Therefore,
we would not choose NDN-BestRoute as a reference for comparison. With the increase
in concurrency, the transmission delay of NDN-Multicast decreases quickly (from 290 ms
to 174 ms), and then increases slowly (from 174 ms to 219 ms). With the gradual increase
in concurrency, the number of previous request packets in the network will gradually
increase, thus accelerating the content requests. However, when the concurrency exceeds
10, concurrent requests from the same requester and parallel ones from different requesters
will be challenging to coordinate on the bottleneck link (router 3 to router 2), and congestion
will occur. Generally speaking, slow interest requests can cause the network to become
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idle, while frequent interest requests can lead to congestion. It is necessary to wait for the
network to respond and deal with the interest sent before.

In contrast, the access latency of the NetCodCCN and IDEANE schemes using network
coding will not be significantly affected by the number of concurrent requests. Both of them
request encoded blocks, which can eliminate the possibility of asking for the same content
block on the bottleneck link. When the amount of concurrency is small, these two methods
will take time to process the received encoded blocks, so the initial transmission delay is
worse than that of NDN-Multicast. At the same time, they show a slight upward trend after
a significant decline. The average transmission delay of IDEANE is 16.5% less than that
of NetCodCCN. IDEANE only performs linear independent verification of the encoded
vectors at the intermediate node, without secondary encoding and decoding. At the same
time, NetCodCCN does not deal with the linear correlation of the encoded blocks and
requires secondary coding at the intermediate nodes. Therefore, there will be linearly
dependent encoded blocks, and it is necessary to reapply for linearly independent ones.
Therefore, IDEANE can reduce the delay in network requests and achieve better results
than NetCodCCN. In the next experiment, we choose the concurrent interest message with
the best NDN-Multicast performance, and the number of pipeline requests is 10 per second.

5.2.2. Cache Size Influence on Transmission Performance

The influence of the cache size on the cache hit rate is shown in Figure 7a. The hit rate
is the ratio of the number of interest messages in the cache service to the total number of
interests in the response. The hit distance represents the number of route hops to obtain
the required cache. With the increase in cache size, the cache space can accommodate
more cache content. The cache hit rates of these four forwarding schemes are all improved,
and the trend of improvement is declining; meanwhile, the cache hit distance is reduced.
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Figure 7. Caching performance under different cache sizes. (a) Average cache hit rate. (b) Average
cache hit distance.

Benefiting from the multipath parallel forwarding capability brought by network
coding, NetCodCCN and IDEANE can achieve a slightly better cache hit rate than NDN-
Multicast, and a significantly better rate than NDN-BestRoute. NDN-BestRoute optimal
path forwarding will result in redundant data transmission, so it is necessary to send
interest messages to request new data blocks frequently. Network coding can prevent this
situation and improve the cache hit rate. In the network topology shown in Figure 5, the
original two NDN schemes need an average of 1.9 hops. In contrast, NetCodCCN and
IDEANE can obtain the required cache at an average of 1.4 hops, thus reducing the hit
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distance by approximately 23%, as shown in Figure 7b. The network coding scheme can
reach the required cache with fewer hops, because network coding can reduce the requests
for the same encoded blocks. Therefore, it can obtain different encoded blocks within the
same encoded group, thereby decreasing the hit distance of the cache.

Figure 8a shows the impact of the cache size on the content download time and
interest message load. The larger the cache, the more data blocks can be accommodated by
intermediate nodes and the higher the probability of cache hits. Therefore, the download
time of all forwarding strategies will be reduced. The three strategies using multipath
forwarding can all achieve a shorter download time within 31.6% compared to NDN-
BestRoute to achieve the desired content. IDEANE does not need to encode again at the
intermediate nodes. It only makes use of the encoding vectors carried in the received
encoded blocks to perform linear independent verification on the encoded blocks of the
same encoded group. Thus, it can save 35.4% of download time compared to NetCodCCN.
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Figure 8. Transmission performance under different cache sizes. (a) Average cache hit rate.
(b) Average cache hit distance.

As shown in Figure 8b, NDN-BestRoute consumes a smaller interest message load
to obtain content than other strategies because the optimal path selected through the
NDN-BestRoute strategy is more likely to cache hits. At the same time, the interest load
consumed by each node in NetCodCCN and IDEANE will decrease with the increase in
cache. With the increase in cache, many encoded blocks are cached in the CS of intermediate
nodes, thus reducing the bandwidth consumption required to obtain content. NetCodCCN
may need to reapply for encoded blocks because it has brought back linearly correlated
ones, leading to interest load consumption that is almost 11.4% higher than that of IDEANE.

5.2.3. Bottleneck Link Bandwidth Influence

Figure 9 shows the influence of the bottleneck link network bandwidth on the content
acquisition time. When other parameters remain the same, it demonstrates the influence of
the bottleneck bandwidth on the transmission delay. It can be seen that NDN-BestRoute is
most affected by the bandwidth. NDN-BestRoute does not choose the path in the middle
of the butterfly network (router 3 to router 2) for requests from two edge nodes. The exact
path will return all interest message requests to the edge nodes. The optimal path will
be congested if the network bandwidth is too small. With the increase in bandwidth, this
congestion situation will be resolved. When NDN-Multicast is adopted for multipath
forwarding, each intermediate node will forward each interest message through two paths.
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The content provider needs to respond to the content request separately on each forwarding
path, leading to request latency and transmission redundancy.
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Figure 9. Influence of bottleneck network bandwidth on transmission delay.

As shown in Figure 9, IDEANE achieved an average reduction in the download
time of nearly 42% compared to NDN-Multicast and approximately 8.3% compared to
NetCodCCN. IDEANE does not need to perform encoding and decoding operations on
encoded blocks in the intermediate nodes. Instead, it directly forwards these packets.

5.2.4. Influence of Data Popularity on Transmission Performance

The influence of data popularity Zipf(α) on transmission performance is shown in
Figure 10. The skewness of data requests is in the range of 0.6 to 1.2 following Zipf’s
distribution. With the increase in α, more popular content will be cached in more interme-
diate network nodes; the cache hit rate will also increase, while the download time will
be reduced. The two network coding schemes achieve a higher cache hit rate than others.
Both of them can support content requests from multiple content providers and aggregate
the encoded blocks of the same content to reduce the amount of data transmitted by the
network. Compared with NDN-Multicast, they can reduce the download time by approx-
imately 41.6%. At the same time, IDEANE’s value is roughly 10.8% lower than that of
NetCodCCN.
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Figure 10. Influence of data popularity on transmission delay.
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6. Performance Analysis and Discussion

The experiments have shown that IDENE outperforms existing multipath forwarding
schemes such as NetCodCCN and BestRoute in terms of pipeline transmission, content
acquisition time, transmission delay, and other metrics. In this section, we further analyze
and discuss the evaluation results.

Unlike the conventional NDN forwarding procedure, IDEANE can prevent the ag-
gregation of interest messages in PIT from different requesters who demand content with
the same name by distinguishing distinct identities. Therefore, IDEANE can improve the
interest efficiency, reduce encoded block redundancy, and fully use idle transmission paths.
At the same time, the content can be returned to the corresponding requesters along the
request paths of the interest messages differentiated with the carried identity information.

Both network coding and multi-identifier networks aim to improve the network
transmission efficiency. The former focuses on the computing bandwidth, while the latter
focuses on the storage bandwidth. All network nodes can encode the received data packets
through linear network coding instead of copying and forwarding them as in traditional
networks. When receiving a series of decoded packets, i.e., linear independence encoded
packets with the same number of source data segments, the receiver decodes them to
obtain the required data. Using encoding in named data networks and multi-identifier
networks can enable internal network nodes to simultaneously compute, store, and forward
data packets, effectively utilizing multiple paths in the network, simplifying the design
of interest message sending and transmission on the receiving pipeline, and reducing
the complexity of cache coordination [37]. Network coding can simultaneously transmit
multiple information streams on one link, which improves link utilization. The network
throughput can be improved whether on a multicast or unicast system, with uniform
links or non-uniform links. In addition, network coding can effectively utilize idle paths,
distribute network traffic to a broader network, and balance the network load, which helps
to solve problems such as network congestion [38].

Linear network coding and edge computing play complementary roles. The edges in
edge computing refer to computing and storage resources on the network’s edge, which
can be edge servers, router gateways, etc. The problem of the limited resources of Industrial
Internet objects can be solved by encoding and decoding at edge nodes. In edge com-
puting, the original data and sensitive user privacy information will be shared or stored
in edge nodes. Hence, security assurance becomes a crucial challenge in this distributed
edge network framework. Since the edge node receives the encoded block instead of the
original data packet, data leakage can be avoided to a certain extent, and the security of
data transmission and the information security requirements of the data of both parties par-
ticipating in the computation can be guaranteed. Network coding has certain reliability in
the application of wireless network security. A random network coding detection strategy
for data packets is generated based on network coding. This method has a small amount of
computing, and the detection probability can be adjusted according to factors such as the
communication control overhead, network coding complexity, and detection time At the
same time, the multi-identifier network (MIN-IIoT) can establish user identity certificates
and perform lightweight identity verification through the carried identity identifier and
location identifier information, thereby ensuring that user identities are authorized.

During network transmission, there may be abnormal interruptions, and the BestRoute
strategy requires recalculation of the optimal path, resulting in network latency. Our
experimental results show that NetCodCCN and IDEANE, which utilize network coding
technology, can process the information on each node in the network data transmission
process, and then transmit it to downstream nodes. The intermediate nodes encode or
process signals, and then deduce and restore the network data at the final node. Network
coding reduces transmission duplication, dramatically improves the transmission efficiency,
and enhances network robustness. IDEANE can obtain more required content in the event
of partial link failure by distinguishing interest packet requests by identity identifiers.
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Network encoding consumes a small amount of computing power when encoding
and decoding content chunks, thus increasing the network latency accordingly. In order
to improve the performance of network coding, we reduce the computational complexity
by splitting content into many generations. In order to reduce the pressure on resource-
constrained Industrial Internet objects, we only perform encoding at the nodes adjacent to
the content provider and decode the encoding block at the edge nodes in close proximity
to the content requesters. In order to reduce the network latency, intermediate nodes do
not perform encoding and decoding operations. In our edge computing system integrated
with linear network coding, the end user and the edge server are single-hop network
connections, and the latency is directly related to the wireless transmission technology
used. Especially in a 5G network environment, the delay in wireless communication can be
reduced to one millisecond, which makes edge computing virtually indistinguishable from
local computing in terms of delay.

Network coding does not compress data; instead, it restores the original data by collect-
ing sufficient encoded blocks for linear combination, which can facilitate the collaboration
of multiple edge nodes. Two different edge nodes allow for redundant encoded packets.
At the same time, if the original data are divided into K data blocks and encoded into M
coded blocks (M ≥ K), M− K transmission errors can be allowed in network transmission.
Such fault tolerance can alleviate the impact of data loss in network transmission during
the movement of content requesters. On the other hand, during the movement process of
the content requester, there may already be linearly independent coding blocks of the same
content that have been cached in the different edge nodes that it is connected to, thereby
reducing repeated content requests.

7. Conclusions

This paper proposes IDEANE, a multipath forwarding strategy that makes use of
identity identifiers to distinguish content requests with the combination of network coding
and edge computing. IDEANE differentiates content requests through identity information
and request sequence numbers, which can reduce the aggregation of multiple interest mes-
sages, improve the efficiency of interest message transmission, and promote the multipath
forwarding of content requests. Encoding and decoding at the edge nodes can reduce the
computing pressure of linear network coding on the intermediate nodes and reduce the
transmission latency. Simultaneously, linear network coding and identity authentication
can also improve the security of edge computing. At the same time, this paper proposes a
multiple edge node cooperation scheme to solve the mobile problem of content requesters
based on IDEANE and reduce the time taken for users to obtain the required content during
the movement process. The simulation results on ndnSIM show that IDEANE can improve
the cache hit rate, reduce the redundancy of coding blocks, shorten the cache hit distance,
and reduce the request waiting time. In addition, IDEANE can solve the problem of link
congestion caused by queuing.

In future work, we will investigate how to intelligently schedule content request
tasks to all edge nodes, taking into account the network bandwidth and remaining cache
resources of edge nodes to complete load balancing and realize multi-access multipath
forwarding and resource acquisition. In addition, taking advantage of network coding,
coded computing [39], and edge computing [12], we will investigate how to better utilize
identifiers for network forwarding in 6G networks to solve the communication bottleneck
and improve the multipath forwarding performance and network transmission efficiency.
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