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Abstract: A hybrid watermarking approach for DICOM medical image protection is proposed in this
paper. The medical image is first separated into two parts: the region used for the diagnosis, called
Region Of Interest (ROI), and the remaining, called Region Of Non-Interest (RONI). The patient’s
name is then extracted from the header of the DICOM image and pertinent features from the ROL
These data are therefore used to construct a watermark based on a Jacobian model. On the one hand,
this watermark is used for the zero watermarking of the ROI On the other hand, it is divided into
blocks that are embedded in the RONI using a linear interpolation technique. Experiment results
show a good performance of the proposed approach. The average values of SSIM, PSNR, NC, and
BER are respectively 0.98, 71 dB, 0.98, and 0.0054, and the watermark embedding and extraction
times do not exceed 12 s.

Keywords: medical images; DICOM; ROI; RONI; watermarking; zero-watermarking; authentication;
Jacobian model

1. Introduction

The work presented in this paper extends and enhances the work originally presented
in [1]. Telemedicine uses telecommunications and information technology to offer health
services in distant places. It adds access to medical services that are not available in distant
rural areas. When using telecommunications technology, patients who live in distant
communities can benefit from the medical analysis of remote professionals, so the patient
does not have to travel to visit a doctor for consultation. Telemedicine facilitates the
transmission of medical images and information to doctors and radiologists for diagnosis
and treatment. It offers doctors the opportunity to send medical data and images from
one hospital to another. So, doctors can help other doctors to find out adequate analytical
methods to treat patients [2].

During transmission or storage, medical images may be intentionally or accidentally
modified. Therefore, the authenticity of medical images needs to be controlled by the
specialist to avoid a wrong diagnosis that may be caused by their modification [3].

Digital watermarking is a promising method to secure medical images and patient
data. Indeed, it provides a solution making it possible to authenticate images at different
steps of their use: during their storage, during their transmission over the network, and
after their reception. There are two main watermarking principles. The first one consists in
embedding a watermark in the image and extracting it later for image authentication. We
will refer to watermarking approaches based on this principle as non-zero-watermarking
approaches. The second principle is to generate a watermark from the image and to use the
watermark as a key that will be used later to authenticate the original image by regenerating
the key and comparing it to the original one. Watermarking approaches based on this
second principle are called zero-watermarking approaches.

Medical images contain two disjoint areas respectively called Region Of Interest (ROI)
and Region Of Non-Interest (RONI). The ROI is part of the image that is useful for the
diagnosis and the RONI is part of the image that has no impact on the diagnosis.
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There are four main categories of medical image watermarking methods [4]:

Watermarking in RONI [5-7]

Reversible watermarking [8-10]

Zero-watermarking [11-13]

Watermarking with image change not affecting diagnosis [14].

In this paper, we propose a watermarking approach that provides strong security
for DICOM medical images by combining a zero-watermarking in ROI and a non-zero-
watermarking in RONI, by using and ensuring the confidentiality of patient data available
in the header of the DICOM image. DICOM is the format commonly used for the transfer of
medical images. By embedding the watermark only in RONI, the diagnosis is not affected
and the sensitive information of the patient is secured and not modified. Furthermore,
by securing the ROI part with a zero-watermarking method, the ROI part is not modified
because in zero-watermarking the watermark is not inserted directly into the original image.
The proposed watermarking approach also takes into account the real-time constraints of
medical applications.

The remainder of the paper is organized as follows. The second section is dedicated
to related works. The proposed watermarking approach is described in section three.
Experimentations performed for the evaluation of the proposed solution as well as the
results obtained and their analysis are presented in section four. The paper ends with a
conclusion and future works in section five.

2. Related Works

Various image watermarking methods have been proposed in the literature to achieve
image authentication. In this section, we present some of them.

The authors in [4] (Ales Rocek et al.) proposed a fully reversible watermarking method
combining the advantages of three approaches: reversible, zero, and RONI watermarking.
The method is based on the separation of the original image into ROI and RONI parts.
The ROI of the original image and the watermark are combined to generate a ‘secret share’
using a zero-watermarking approach. The ‘secret share’ is embedded as a watermark
into the RONI part of the original image using a reversible watermarking method called
reversible contrast mapping (RCM). Further, the original ROI and the watermarked RONI
are concatenated to generate a watermarked image. The imperceptibility ratio in terms of
SSIM reached 0.99, and the PSNR was around 81.

The authors in [15] (Liew Siau-Chuin et al.) proposed a reversible tamper detection
and recovery watermarking method. The watermarking method applied the concept of
the separation of ROI and RONI. The separation of ROI and RONI is done manually by
using a rectangle to define the ROI of the medical image. Four rectangles are used to form a
pyramid shape for the ROI, and six rectangles are used to define areas in the RONI. The ROI
is divided into blocks of 8 x 8 pixels and RONI into blocks of 6 x 6 pixels. A one-to-one
mapping technique is used to assign a unique integer to each block in the ROI and RONL
Each block in RONI corresponds to a block in ROI The number of blocks in the ROI must
not exceed the number of blocks in the RONI to ensure that the original LSBs that will be
removed from the ROI for watermark embedding can be stored in the RONI without any
storage issue.

Jasni Mohamad Zain et al. [16] presented a reversible region of non-interest (RONI)
watermarking to verify the authenticity and integrity of DICOM images. This method is
based on the separation of ROI and RONI also. The watermark is generated from the ROI
by creating a hash value of the whole image, using SHA-256. After that, the watermark is
embedded in the least significant bits (LSB) of the RONI. This method is reversible. If the
image has not been altered, the watermark will be extracted and the original image will be
recovered and the SHA-256 of the recovered image will be compared with the extracted
watermark for authentication purposes. Experimental results showed that the PSNR was
equal to 32 dB.
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In [17], Wei Pan et al. described a fragile reversible watermarking method of ra-
diographic images for integrity and authenticity control for telemedicine applications.
Quantum noise is computed using half of the wavelet coefficients of the anatomical object.
The method uses a classification process to differentiate the image’s black background
from the anatomical object which is the region of interest. From the image background,
histogram shifting HS is applied to pixels; and from the anatomical object, HS is applied
to wavelet detail coefficients, masking the watermark into the image quantum noise. The
experimental results showed that the PSNR was equal to 76.5 dB and the SSIM was equal
to 0.99.

Afaf Tareef et al. [18] described a recovery algorithm to confirm the integrity and
authenticity of medical images. The whole image is divided into two regions, ROI and
RONI. The sparse coding of the EPR data and the reshaped ROI are jointly embedded in the
transform domain of the RONI using singular value decomposition (SVD). In the first part
of the sparse coding, the patient information was saved along with the image, while the
second part was used for verifying the authenticity. The hidden sparse coded ROI can be
extracted to reconstruct the altered image. This technique can be used for several purposes
such as EPR data hiding, authentication of the ROI, and retrieving the manipulated area.
Experiment results showed that the PSNR was equal to 69.82 dB and the NC was equal
to 0.80.

Rayachoti Eswaraiah et al. [19] proposed a novel medical image watermarking method
based on integer wavelet transform (IWT). This proposal verifies the integrity of ROIL,
precisely identifies tampered blocks inside ROI, provides robustness to the data embedded
inside the region of non-interest (RONI), and recovers the original ROI. In the proposed
method, the medical image is segmented into ROI and RONI regions. The hash value
of ROI, recovery data of ROI, and patient data are embedded into RONI using IWT.
Experimental results show that the proposed method provides robustness to the watermark
data embedded inside RONI and accurately detects and locates tampered areas inside ROI
and recovers the original ROL The PSNR was equal to 40 dB and the NC was equal to 0.9.

Baoru Han et al. [2] proposed a method combining a Hermite chaotic neural network
and a zero-watermarking algorithm for the security of medical volume data. Firstly, it
employs a novel Hermite chaotic neural network to generate the pseudo-random chaotic
sequence for scrambling. Secondly, the three-dimensional medical image is transformed by
a three-dimensional discrete wavelet transform and a three-dimensional discrete Fourier
transform. Then, the transformed low and intermediate frequency coefficients are selected
as medical volume data characteristics to structure zero-watermarking. The watermarking
extraction does not need the original image, and its security depends on the chaotic
sequence complexity and unpredictability, solving the watermark embedding, extraction
safety, and efficiency. The simulation results show that the algorithm is simple to implement,
with good robustness, security, and invisibility. The NC value was equal to 0.92.

Fares Kahlessenane et al. [20] present a watermarking method that consists in concate-
nating patient information and image acquisition data, computing the corresponding hash
using the MD5 algorithm, and embedding the result in the original image. The proposed
approach is applied in the frequency domain. Four transforms were used: discrete wavelets
transform, non-subsampled contourlet transform, non-subsampled shearlet transform, and
discreet cosine transform. All these transforms were combined with Schur decomposition,
and the watermark bits were embedded in the upper triangular matrix. Experimental
results show that the proposed method is robust against several conventional attacks. The
PSNR value was equal to 54 dB, and the NC value to 0.99.

Chengshan Yang et al. [21] proposed a zero watermarking method for medical images
based on Zernike-DCT. To encrypt the watermark, the authors used a chaotic logic sequence,
then applied edge detection and Zernike moment processing on the original medical image
to get the accurate edge points, and then discrete cosine transform (DCT) on them to get
the feature vector. The perceptual hash and the zero-watermark are combined to generate
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the key (watermark) used in the embedding and extraction processes. Experimental results
show that the NC value is 0.80, and the PSNR value is 16.3 dB.

Analysis of the above methods shows that only one deals with the DICOM format
commonly used for medical image transfer. Most of the proposed methods (Ales Rocek
et al. [4], Afaf Tareef et al. [18], Rayachoti Eswaraiah et al. [19], Baoru Han et al. [2], Fares
Kahlessenane et al. [20], Chengshan Yang et al. [21]) are implemented in the transform
domain which generally leads to higher time complexity than implementations in the
spatial domain and may cause difficulties in meeting time constraints related to medical
diagnosis. Some of the proposed methods (Wei Pan et al. [17]) also embed the watermark
in ROI and this may cause wrong diagnosis. Although the approach proposed by Ales
Rocek et al. [4] provides strong medical images security by combining zero-watermarking
in ROI and watermarking in RONI, the extraction of the secret share is expected to be done
from the RONI and only a single copy of the secret share is inserted and uses all the RONL
Since images are subject to attacks during their transfer, an attack of the RONI that does
not affect the ROl may lead to the impossibility to recover the secret share that is required
for the authentication process.

The watermarking approach proposed in this paper aims at filling some of the gaps in
the existing solutions. It takes into account the DICOM format and is based on the spatial
domain. To enforce the security of medical image, it extracts patient information from the
header of the DICOM image and combines it with specific image features to generate a
strong authentication key that is only inserted in the RONI of the medical image, leaving
the ROI unmodified to ensure the safety of the medical diagnosis. The proposed approach
also integrates the insertion of multiple copies of the authentication key to cope with attacks
that may modify parts of the RONI.

The proposed approach is detailed in the next section.

3. Proposed Method
3.1. General Description

The proposed method combines a zero-watermarking in the anatomical region of
the image (ROI) and a non-zero-watermarking (insertion of a watermark) in the black
background region of the image (RONI).

The medical image is initially divided into two parts: the anatomical part (ROI) and
the black background part (RONI). Then from the header of the DICOM image, the first
letter of the given name and the first letter of the family name of the patient are extracted,
and pertinent features are extracted from the anatomical part. These pertinent features are
skewness, entropy, and median. The patient name initials and pertinent features are then
used as input to a Jacobian Model to build the zero-watermarking secret share as well as
an encoded watermark. Several copies of the watermark are then embedded in the RONI,
using a linear interpolation technique [22]. In this embedding process, the watermark and
the RONI are split into several parts with a mapping between the watermark parts and
RONI parts, and each watermark part is inserted in the corresponding RONI part. Finally,
the anatomical region and the watermarked black background region (RONI) are merged
to obtain the watermarked image.

On the receiver side, the process is similar to that used on the sender’s side. The
image is divided into two parts (the anatomical part and the black background part), the
watermark is extracted from the black background region using the extraction procedure of
the linear interpolation technique, and the original watermark is compared to the extracted
watermark. On the other hand, the zero-watermarking secret share is rebuilt from the ROI
of the received image and compared to the original secret share.

Figure 1 shows the framework of the proposed watermarking method.
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Figure 1. The framework of the proposed watermarking method.

The proposed model is based on three phases on both the sender and receiver sides:
the anatomical region and the black background region separation, zero-watermarking
secret share generation from the anatomical region, and watermark embedding/extraction
in/from the black background region. These three phases are followed by a last step on
the receiver’s side, consisting of the comparison of the original and recovered secret shares
and watermarks, to authenticate the medical image.

3.2. Separation of the Medical Image

The proposed method is based on the separation of the medical image into two
regions: the anatomical region and the black background region. The separation can be
done automatically by using an algorithm [4] or manually by using a rectangle to form the
ROI [15,19]. In our method, we have used an automatic separation based on a threshold.
The threshold was determined starting from the theoretical value 0 corresponding to the
black pixel and iteratively increasing it by 1 until reaching a value making it possible to
obtain a good separation between the anatomical region (ROI) and the black background
region (RONI) for the images of the medical images database. A gray value greater than
the threshold belongs to the anatomical object, and a gray value below or equal to the
threshold belongs to the black background region of the image. Figure 2 shows an example
of the anatomical region and the black background region separation.

\

(©)

Figure 2. (a) the original image, (b) the anatomical region Ixnomicals (€) the black background region

IBlackback;:;round and (d) Origmal image with separation between Iantomical and IBlackbackground-



Appl. Sci. 2023,13, 6132

6 of 20

Patient name
AN V2

Original DICOM image

3.3. Zero-Watermarking Secret Share and Watermark Generation

The generation of the zero-watermarking secret share and the watermark is based on
the extraction of preselected pertinent statistical features (skewness, entropy, and median)
from the anatomical part of the original image. The pertinent statistical features were
chosen after applying a statistical analysis aiming at selecting the smallest set of statistical
parameters making it possible to uniquely identify each medical image within a large
database of medical images.

The initials of the patient name (first letter of the given name and first letter of the
family name) are extracted from the header of the DICOM image and presented as a matrix
of size 16 x 16 pixels. An additional matrix is also generated from the anatomical part.
The three pertinent features, the patient initials matrix, and the additional matrix are used
as input of the Jacobian model to construct the zero-watermarking secret share of size
16 x 16 pixels. After generation, the zero-watermark is encoded into a watermark of size
32 x 32 pixels before its embedding in the original image.

Figure 3 illustrates the process of watermark generation. Figure 4 shows an example
of a watermark generated from the original DICOM image of Figure 3, using the proposed
watermark generation process.

Features extraction [>> Jacobian model

Zero-watermarking Zero-Watermark Secret Share

v

Encoding process

Anatomical object \L

Watermark W

Figure 3. Process of watermark generation.

H Hu

Zero-Watermark of size 16 x 16  Encoded Watermark of size 32 x 32 pixels

Figure 4. Example of zero-watermark and corresponding encoded Watermark.

3.4. Watermark Embedding Process
3.4.1. Black Background Region Verification

Before embedding the watermark in the black background region, the watermark is
divided into blocks of size n x m. Its insertion depends on the availability of the blocks in
the black background region. Therefore, the block size n X m should be chosen so as to
ensure the availability of enough regions in the black background for the insertion of the
watermark. In order to increase the robustness of the system, the targeted block size is that
making it possible to ensure the insertion of two copies of the watermark.
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n*xm=8%8

In our model, an algorithm has been proposed for the search of the regions. The
algorithm searches in the black background region the number of equal-sized regions R1,
R2, R3, and Rn of size n x m pixels.

Figure 5 shows an example of the selection of the regions in the black background
image to embed the watermark withn x m =8 x 8. In this case, the block size chosen is
8 x 8. 8 regions have been selected in the RONI (black background) for the insertion of the
copies of the watermark. The watermark will be divided into four blocks of 8 x 8 pixels
that will be inserted in the RONL

Choose the size of

blocks n ¥ m

g

Tt
#

W R1
Search blocks of size n ¥ m
—> available in the black >
background region RS
> R4
R7
7 > RS
Re >N N

5 <— w3
dl .

n*m=8%5

Figure 5. Example of division of the black background region and the watermark withn x m =8 x 8.

3.4.2. Embedding the Watermark in the Black Background Region

As mentioned earlier, the zero-watermark ZW of size 16 x 16 generated using the
zero-watermarking approach is first encoded into a watermark W of size 32 x 32 before
embedding into the original image. W is divided into K blocks of sizen x m (W1, W2, W3,
..., WK), and the algorithm mentioned in the subsection above is used to find the regions
(R1, R2, R3, ... ,R2K) of size n x m in the black background region for the insertion of
the blocks of the watermark. The blocks are embedded into the regions selected using a
linear interpolation technique [22]. In this technique, the embedding of a watermark W
into a host image I uses the following equation (Equation (1)) to generate the watermarked
image Iy:

Iy = (1 — t) W + t x I, where t is the interpolation factor and t € ]J0,1[ 1)

The imperceptibility of the embedded watermark is stronger when the value of t is
close to 1. For this reason, a value of t close to 1 has been chosen for the embedding of the
blocks of the watermark in the selected regions of the black background of the medical
image.

After embedding the watermark blocks into the black background region, the anatom-
ical object image and the watermarked black background image are merged to obtain the
watermarked image Iw.

Figure 6 shows the watermark embedding process. Algorithm 1 presents the pseudo-
code of the watermark embedding process.
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Algorithm 1: The pseudo code of the watermark embedding in the black background region of
the image.

Input:
host image I, the selected 2k blocks block; (i=1, ... 2k) of size n x m in the black
background region, original zero-watermark image ZW and interpolation factor t
Output:
watermarked image (Iw)
Begin
W <« Encode ZW
Divide W into k blocks W; (i=1, ... k) of size nxm
fori=1to kloop
block;y = (1 — t)W;j + t x block;
block (i) = (1 = )Wj +t x block 44y : t € ]0 — 1]
end loop
Iw < Merge Anatomical region of host image I and watermarked black background
End

Original image

X

_‘ N
Black background
region
7
¥

Search regions of size rean [ Zero-watermarking |

i the black background

¥
R/_? H '_.i- zw
1’7 \L Transformation
1

| Embedding |
3

Anatornical
ohject

d

“h [Divide the watermark into blocks

1/_?

roan==axi
R ‘ Ierge <
7. W v

Watermarked image

L

Watermarked ROMNI -

of size tean

| e |

h 4

Figure 6. The watermark embedding process.
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3.5. Watermark Extraction Process

After the embedding process, the zero-watermark generated by the zero-watermarking
process is sent as a key to the receiver through a secure channel. The obtained watermarked
image I, will be sent to the receiver via public insecure networks and it will be exposed to
different kinds of attacks.

Therefore, the received image is an attacked watermarked image Iy, and the ex-
traction process must be applied to prove the origin of the image by extracting the set of
attacked watermarks W,; and Wy, from Iy,. The inverse form of the linear interpolation
technique [22] is applied. The inverse form of the linear interpolation technique uses the
following equation (Equation (2)) to extract the attacked watermark W, from the attacked
watermarked image ILya:

Wa=(1/t) W+ ((1—t)/t) X Iya, where t is the interpolation factor and t €]0,1[  (2)

On the one hand, the extracted attacked watermarks are decoded to obtain corre-
sponding zero-watermarks. These zero-watermarks are compared to the original ones
using BER and NC metrics. If they are similar, the received image is authenticated and
can be used for diagnosis. On the other hand, a comparison of the original features ex-
tracted from the original zero-watermark ZW and the features extracted from the attacked
zero-watermark ZWa is done for the authentication of the medical image. The image is
considered authentic if the difference between the values of the initial and the extracted
features is lower than a given threshold. Figure 7 illustrates the watermark extraction
process.

The pseudo code of attacked watermark extraction process is illustrated in Algorithm 2.

Algorithm 2: The pseudo code of extraction of the watermark from the black background region.

Input:
Attacked watermarked image Iwa, the selected 2k attacked blocks blocka; (i=1, ... 2k) of size
nxm in the black background region, original zero-watermark image ZW and interpolation factor t
Output:
Set of attacked zero-watermarks (ZW,1,ZW,5)
Begin
W « encode ZW
Divide W into k blocks W; (i=1, ... k) of size nxm
fori=1tokloop
Wa; = (1/t)W; + ((1 —t)/t) x blocka;
Way i = (1/t)W; + ((1 — t)/t) x blockay ; : t =10 — 1]
end loop
Wa; < Merge Wa; (i =1, ... k) (first copy of attacked watermark extracted)
Wa; < Merge Way,;, (i==1, ... k) (second copy of attacked watermark extracted)
ZWaj < Decode Wa;
ZWaj < Decode Way
End
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Figure 7. Watermark extraction process.

4. Experiment Results

In this section, we present and analyze the results obtained with the proposed method,
and compare it to methods proposed in similar works. The proposed watermarking system
is implemented using MATLAB and executed on a Windows machine with the following
characteristics: Intel R Core i5 processor, 4 GHz, 4 GB RAM, and Microsoft Windows 8
Professional operating system platform. In our experiments, we have used DICOM images
of size 512 x 512 pixels as shown in Table 1.

In our method, several copies of the watermark are embedded in the RONI region,
and the ROI region is kept intact. ROI and RONI are separated using the method presented
in Section 3.2. The watermark is inserted in the RONI using a linear interpolation technique.
From the results, one can see that there is no significant visual difference between the
original and the watermarked images. Nevertheless, the difference appears through the
values of SSIM and PSNR presented in next subsection.
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Table 1. Original images.

Image Original Image
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Table 1. Cont.

Image Original Image

10

11

Table 2 shows the attacked watermarked image and the corresponding extracted
attacked zero-watermarks.

Table 2. Attacked watermarked images and their corresponding extracted attacked watermarks Wal
et Wa2.

Attacks

Watermarked Image Extracted Zero-Watermark 1  Extracted Zero-Watermark 2

Median filtering 3 x 3

Hu Hu

Median filtering 5 x 5

Hu Hu
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Table 2. Cont.

Attacks Watermarked Image Extracted Zero-Watermark 1 ~ Extracted Zero-Watermark 2
= "
] - ] -
. | I
L]
L

Salt and pepper noise (0.01)

Average filtering (3 x 3)

Cropping left top corner (25%)

Gaussian filtering (3 x 3)

Histogram equalization
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Table 2. Cont.

Attacks Watermarked Image Extracted Zero-Watermark 1 ~ Extracted Zero-Watermark 2

- -
Gaussian noise (0.05) H u H u
] ]
Rotation 45° H u H u
- -
Sharpening u H u
1 1
Translate (10) H u
= [
- -
Scaling

From Table 2 we can see the effect of the attacks on the original image, along with
the variation of the extracted attacked watermarks. It is worth indicating that in the case
of rotation attacks, the proposed method applies the inverse rotation to the image before
extracting the watermark. We notice that the cropping left top corner attack is the attack
that affects images the most.
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4.1. Evaluation Metrics
4.1.1. Perceptual Quality Analysis

The peak signal-to-noise ratio (PSNR) and the structural similarity index measurement
(SSIM) are used to evaluate the perceptual quality of the DICOM images after embedding
the watermark.

The peak signal-to-noise ratio (PSNR) measures the distortion between the original
and the watermarked images. Higher values of PSNR indicate a lower distortion.

For grayscale images with 8-bit pixels, the PSNR is given by:

2
PSNR = 10log;, (i&) 3)

where MSE is the Mean Squared Error between the original and the watermarked images
(Equation (4))

MSE — ﬁ Y Y Lofi) — (i) - @

where M x N is the size of the images, I, is the original image, and I,y is the watermarked
image.

The Structural Similarity Index (SSIM) quantifies the similarity between the original
and watermarked images. It compares the similarity of three parameters: luminance,
contrast, and structure. The SSIM takes a value between —1 and 1. Higher values of SSIM
(close to 1) indicate good imperceptibility.

(2uy, 1, + 1) (2cov + c2)
(% + 1y, 2+ cl) (0,2 + o1, 2 +¢2)

SSIM(I, Iy ) = ®)

where 1y is the average of the original image I,, 1y, is the average of watermarked image
Ly, 0102 and 61w2 are respectively the variance of I, and Iy, cov is the covariance between
I, and Iy, c1 and c2 are variables to stabilize the division with weak denominator, and L is
the dynamic range of pixel values (L = 2(number of bits per pixels) _ 1) ¢ and ¢2 are defined
as follows:

1 = (kL)?, kq = 0.01

2 = (kL)?, kp = 0.03

Table 3 presents the values of the SSIM between the original image and the water-
marked image under different attacks. The results in this table show that the proposed
approach ensures a good level of imperceptibility. The SSIM values are over 0.9, which
means good similarity between the original and watermarked images.

Table 4 presents the values of the PSNR between the original and the watermarked
medical image under different attacks. In this table, the PSNR values between the original
and the watermarked images are greater than 71 dB. So, there is a very low distortion
between the original image and the attacked watermarked images.

4.1.2. Robustness Analysis

To evaluate the robustness of the embedded watermark against different attacks, Bit
Error Rate (BER) and Normalized Correlation (NC) are used.

Bit Error Rate (BER) measures the percentage of erroneous bits between the extracted
watermark and the original watermark. Lower BER values indicate higher robustness of
the watermark against different attacks. The BER is given by Equation (6)

BER = e [ s (w3 ) & w/G) ©
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where w(i, j) represents the pixel (i,j) in the original watermark w, w’(i,j) represents the
pixel (i,j) in the watermarked image w’, and M x N is the watermark’s size.

Table 3. Values of SSIM between the original image and the attacked watermarked image.

Attacks SSIM Values Average
Values
Image 1 Image 2 Image 3 Image 4
Medjian filtering 3 x 3 0.9898 0.9875 0.9889 0.9981 0.9685
Median filtering 5 x 5 0.9880 0.9863 0.9896 0.9953 0.9898
Salt and pepper noise (0.01) 0.9820 0.9845 0.9863 0.9889 0.9854
Salt and pepper noise (0.03) 0.9930 0.9920 0.9776 0.9864 0.9872
Average filtering (3 x 3) 0.9878 0.9886 0.9989 0.9982 0.9933
Cropping left top corner (25%) 0.9880 0.9989 0.9992 0.9970 0.9957
Gaussian filtering (3 x 3) 0.9884 0.9978 0.9964 0.9988 0.9953
Histogram equalization 0.9047 0.9470 0.9289 0.9089 0.9223
Gaussian noise (0.05) 0.9992 0.9845 0.9890 0.9995 0.9930
Gaussian noise (0.01) 0.9899 0.9898 0.9836 0.9975 0.9902
Gaussian Noise (20) 0.9976 0.9986 0.9893 0.9967 0.9955
Rotation 45° 0.9988 0.9988 0.9872 0.9880 0.9932
Rotation 10° 0.9887 0.9834 0.9873 0.9888 0.9870
Rotation 5° 0.9889 0.9877 0.9878 0.9899 0.9885
Sharpening 0.9998 0.9989 0.9888 0.9895 0.9942
Translate (10) 0.9922 0.9888 0.9978 0.9969 0.9939
Scaling 0.9982 0.9978 0.9988 0.9991 0.9984
Table 4. Values of PSNR between the original and attacked watermarked images.
Attacks PSNR Values Average
Values
Image 1 Image 2 Image 3 Image 4
Medjian filtering 3 x 3 65.80 68.78 74.66 77.52 71.69
Median filtering 5 x 5 68.76 70.82 71.75 78.36 72.42
Salt and pepper noise (0.01) 83.27 80.21 79.26 78.99 80.43
Salt and pepper noise (0.03) 75.12 77.87 77.89 75.63 76.62
Average filtering (3 x 3) 69.46 70.66 71.63 78.45 72.55
Cropping left top corner (25%) 76.25 80.78 75.63 71.86 76.13
Gaussian filtering (3 x 3) 68.76 78.36 83.25 80.36 77.68
Histogram equalization 65.32 77.32 77 .46 80.15 75.06
Gaussian noise (0.05) 70.63 72.96 75.12 78.99 74.42
Gaussian noise (0.01) 72.46 80.16 80.47 80.96 76.23
Gaussian Noise (20) 69.89 70.35 82.79 81.89 76.23
Rotation 45° 73.78 73.88 83.19 80.78 77.90
Rotation 10° 70.77 80.36 80.96 80.98 78.26
Rotation 5° 78.36 80.78 80.23 82.93 80.75
Sharpening 72.63 80.12 80.38 80.18 78.32
Translate (10) 71.89 80.98 80.63 80.42 78.48
Scaling 72.38 75.22 80.69 80.38 77.16

Normalized Coefficient (NC) is a coefficient used to indicate the similarity between
the original and the extracted watermark. Its value is between [-1, 1]. When the NC is 1 the
original and extracted watermarks are absolutely identical. When NC = 0 the original and
extracted watermarks are divergent. When NC = —1 the original and extracted watermarks
are completely anti-similar.

NC is defined as follows:

_ Lty 5t [(wij— ) X (W' — )]
\/2&1 Y (wij — uw)z\/z?il Yy (Wl — )

NC(w, w') 7)
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where w and w’ are the original and extracted watermark, wj; is the (i, j) pixel in the original
watermark w, w'j is the (i,j) pixel in the extracted watermark w’, ,, is the mean of the
original watermark w, and p,, is the mean of the extracted watermark w’, and M x N is
the dimension of the watermark.

Table 5 presents the values of NC and BER to prove the robustness of the watermark
under different attacks. As mentioned in the previous section, two copies of the same
watermark were embedded in the black background region of the original medical image.
BER and NC values between the original and corresponding extracted watermarks were
the same for the two copies of the watermark except in the case of the cropping left top
corner attack. So, the values of BER and NC indicated in the table are common values for
the two copies of the watermark, except for the Cropping left top corner attack where the
values obtained for each copy of the watermark are mentioned.

Table 5. Values of BER and NC between the original watermark 1 and the extracted attacked
watermark 1.

Attacks

AVG AVG
NC Values (%) BER Values (%) BER NC
(%) (%)

Imgl Img2 Img3 Img4 Imgl Img2 Img3 Img4

Median filtering 3 x 3 98 100 98 100 0.6 0.8 0.7 0.5 0.7 99
Salt and pepper noise (0.01) 99 97 97 97 0.7 0.8 0.7 0.6 0.7 98
Salt and pepper noise (0.03) 98 99 99 99 0.7 0.6 0.5 0.5 0.6 99

Average filtering (3 x 3) 98 98 99 99 0.8 0.7 0.9 0.4 0.7 99
Cropping left top corner (Wal) 99 99 99 99 0.7 0.8 0.7 0.4 0.6 99
Cropping left top corner (Wa2) 97 98 97 96 0.8 0.7 0.7 0.8 0.7 97

Gaussian filtering (3 x 3) 99 100 100 100 0.8 0.6 0.8 0.9 0.8 100

Histogram equalization 90 89 97 98 0.8 0.8 0.8 0.8 0.8 96

Gaussian noise (0.05) 99 99 98 98 0.6 0.5 0.5 0.5 0.5 99
Gaussian noise (0.01) 98 99 99 99 04 04 04 0.6 0.5 99
Gaussian noise (20) 99 99 99 99 0.6 0.6 0.4 0.1 0.4 99
Rotation 45° 98 100 98 99 0.5 0.5 0.6 0.6 0.5 99
Rotation 10° 98 99 99 99 0.7 0.8 0.7 0.8 0.7 99
Rotation 5° 98 100 99 97 0.5 0.5 0.4 0.5 0.5 99
Rotation 90° 99 96 98 92 0.5 0.5 0.6 0.6 0.5 96
Sharpening 100 100 100 100 0.0 0.0 0.0 0.0 0.0 100
Translate (10) 95 93 96 99 0.5 0.4 0.0 0.8 0.4 96
Scaling 92 94 94 98 0.4 0.4 0 0.7 0.4 95

The values of BER presented in Table 5 show the high robustness of the embedded
watermark against various attacks. Indeed, on average, the BER values are equal to 0.5%.
Furthermore, the NC values in Table 5 show that the embedded watermark withstood
the different attacks. The NC values between the extracted attacked watermark and the
original one are, on average, equal to 0.98.

4.1.3. Execution Time Analysis

Table 6 presents the processing time for embedding the watermark in the RONI region
and the processing time for extraction of the watermark from the RONI region after the
attacks.

As shown in Table 6, the execution time for embedding the watermark is, on average,
10.8567 s, and the execution time of the extraction process of the watermark is, on average,
11.9031 s.
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Table 6. Execution time for watermark embedding and extraction.

Processing Time for Processing Time for

Image Embedding (s) Extraction (s)
1 10.7858 11.8910
2 10.9878 11.7686
3 10.7893 11.9898
4 10.8639 11.9632

4.2. Comparative Analysis with Other Related Works

A comparison of the proposed method with related methods separating ROI and
RONI (methods of [4,17,18,23]) is presented in Table 7.

As far as robustness is concerned, our method is robust against the majority of attacks
(median filtering, salt and pepper noise, average filtering, cropping left top corner, Gaussian
filtering, histogram equalization, Gaussian noise, rotation, sharpening and translate attack),
the method of Afaf Tareef et al. [18] is robust against fewer attacks (blurring, Gaussian
noise, hard threshold and JPEG compression attacks), that of Wei Pan et al. [17] is only
robust against compression attacks, and the method of NisarAhmed Memon et al. [23]
against Gaussian noise, Median filtering, JPEG compressing, and copy attacks and not
tested against other kinds of attacks.

Table 7. Comparison of the proposed method with other works in literature.

Embeddin Embeddin, . SSIM PSNR BER NC
Authors Purpose Watermark Region g Techniqu eg Robust Against (%) (dB) (%) (%)
Wei Pan et al., Authentication . Histogram
2018 Integrity Mesos?)%elblts RRO(I)\IH modification compression 929 76.5 - -
[17] Diagnosis data Quantum noise
Afaf Tareef et al., Authentication Bluilorilsgé C};Slrl;smn
o Tamper detection EPR+ROI RONI SVD threshold JPEG 49.8 80
os Rocek et al compression
Ales Rocek et al. :
4 Security Secret share ROI DT-CWT .
2&1]6 Authentication Public share RONI LSB Fragile 9 81 - -
Security X
Integrity EPR Hybrid . .
Nisar Ahmed Confidentiality Doctor’s ID IWT Gaugsrar} noise,
Memon et al., Diagnosis Code (DIC) ROI LSB Median fllterlr}g, _ 59.9 _ B
2011 Imperceptibili The 1st RONI Cohen- JPEG compressing :
[23] perceptibility bit-plane of Daubechies- and copy
Copyright . ROI Fauraue (CDF)
Tamper detection
median filtering,
salt and pepper
noise, average
filtering, cropping
Authentication Nl;?;fgrtl d Gleft t'op ?ﬁngr,
Proposed method Integrity tinent RONI Linear interpolation aussian Itering, 99 71 0.5 92
Diagnosis pertinen histogram
features equalization,
Gaussian noise,
rotation,
sharpening and
translate

By comparing the SSIM values, we can see that the methods proposed by Wei Pan
et al. and Ales Rocek et al. achieve the same average value as our.

Regarding the PSNR, our method achieves a better value than that of Afaf Tareef et al.
and Nisar Ahmed Memon et al., but less good than those achieved by Wei Pan et al. and
Ales Rocek et al.

Regarding the BER, our approach reached 0.01. The other authors did not present
their BER results.

By comparing the NC values, we can see that our method achieves a better result than
that of Afaf et al.
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5. Conclusions

Attacks on medical systems are increasing. It is essential to protect medical data
exchanged or accessed to provide healthcare. Digital watermarking is a promising method
to secure medical images and patient data. A watermarking method aiming at filling some
gaps in existing watermarking solutions has been proposed in this paper. Unlike most exist-
ing solutions, it considers most domain-specific constraints of the medical domain (DICOM
format commonly used for medical image transfer, timing constraints of medical diagnosis,
no modification of the ROI, confidentiality of patient information). The proposed solution
provides strong security of DICOM medical images by combining a zero-watermarking
in ROI and a non-zero-watermarking in RONI with the insertion of several copies of the
watermark for more robustness, by using and ensuring the confidentiality of patient data
available in the header of the DICOM image. The proposed method has been applied
to various DICOM images. Several performance parameters have been calculated (SSIM,
PSNR, BER, NC) or measured (Time spent for watermarking embedding/extraction) to
evaluate the proposed solution. The results analysis shows a good performance of the
proposed approach. The average SSIM, PSNR, NC, and BER are respectively 0.98, 71 dB,
0.98, and 0.0054. Watermarking embedding/extraction time does not exceed 12s, which
meets real-time requirements for medical diagnosis. Comparison of the proposed method
to related methods separating ROI and RONI parts reveals its good results. Future works
include investigating adaptive approaches to deal with the variable size of the RONI part
of the medical image.
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