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Featured Application: The proposed scheme enables the protection of medical images transmis-
sion by ensuring visual image security, image encryption and fingerprint-based authentication.

Abstract: Secure transmission of medical images and medical data is essential in healthcare systems,
both in telemedicine and AI approaches. The compromise of images and medical data could affect
patient privacy and the accuracy of diagnosis. Digital watermarking embeds medical images into
a non-significant image before transmission to ensure visual security. However, it is vulnerable
to white-box attacks because the embedded medical image can be extracted by an attacker that
knows the system’s operation and does not ensure the authenticity of image transmission. A visually
secure image encryption scheme for secure fingerprint-based authenticated transmission has been
proposed to solve the above issues. The proposed scheme embeds the encrypted medical image, the
encrypted physician’s fingerprint, and the patient health record (EHR) into a non-significant image
to ensure integrity, authenticity, and confidentiality during the medical image and medical data
transmission. A chaotic encryption algorithm based on a permutation key has been used to encrypt
the medical image and fingerprint feature vector. A hybrid asymmetric cryptography scheme based
on Elliptic Curve Cryptography (ECC) and AES has been implemented to protect the permutation key.
Simulations and comparative analysis show that the proposed scheme achieves higher visual security
of the encrypted image and higher medical image reconstruction quality than other secure image
encryption approaches.

Keywords: image security; visual security; image encryption; medical image; fingerprint; discrete
wavelet transform

1. Introduction

In healthcare systems, artificial intelligence (AI) and machine learning (ML) ap-
proaches are increasingly used to support physicians in a variety of scenarios, such as the
early detection of neurodegenerative disease [1–4] or cancer early detection in medical
images [5–7]. Medical images are collected through techniques like computed tomography,
ultrasound scanning, X-ray, magnetic resonance imaging, and positron emission tomog-
raphy [8]. The anonymization or pseudonymization of the medical images is insufficient
to ensure the patient’s privacy [9,10] and presents various limitations. The anonymized
data cannot easily be corrected or augmented by adding other patient information that
is subsequently available [11]. Moreover, physicians share medical images and other
medical information, such as the Electronic Health Record (EHR), through the hospital
intranet or the internet in telemedicine [12]. The secure transmission of medical images and
medical information is an essential requirement in healthcare systems, both for training a
centralized AI model and for telemedicine applications. During transmission, an attacker
could intercept and modify the medical images and EHR to compromise the diagnosis
process [13] or the patient’s privacy. Therefore, it is necessary to ensure medical data’s
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integrity, authenticity, and confidentiality during transmission. Digital watermarking is
a technique that provides high data integrity and confidentiality for multimedia data.
Digital watermarking involves embedding the image to be hidden in a non-significant
reference image. The embedded watermark has imperceptible and robust properties that
prevent it from being intentionally altered and visible to the naked eye [14]. However,
the watermark approaches are not robust to white-box attacks because the embedded
watermarked image is easily retrieved if an attacker is knowledgeable about the watermark-
ing process applied. In addition, the authenticity of transmitted data is another security
requirement that a medical image transmission scheme must have. Digital signatures,
or blockchains, are commonly used to ensure the authenticity of data transmission over
the Internet [15–18]. However, these approaches are economically and computationally
costly, and they require the presence of a dedicated infrastructure. Biometric authentication
is an innovative approach to ensuring the authenticity of data without the need for an
exchange of keys between parties, as in digital signatures, or dedicated infrastructure, as in
blockchains. Biometric data is unique, does not need to be generated at each transmission,
and is extremely difficult to replicate by an attacker. Secure medical watermarking with
a biometric authentication scheme has been proposed to solve the previous security and
implementation issues. A physician’s fingerprint has been used in the proposed scheme
to ensure authenticity in medical image transmission. In the proposed scheme, a Singular
Value Decomposition (SVD) has been applied to the medical image to obtain two unitary
matrixes and a singular value vector. The two unitary matrixes have been embedded into
two sub-bands of the reference image achieved by the 2D Discrete Wavelet Transform
(2D-DWT). The singular value vector has been protected, along with the fingerprint feature
vector, by a chaotic encryption scheme based on a random permutation key. It consists
of mapping the singular value vector and the fingerprint feature vector into two random
matrices achieved by the QR decomposition of a reference image sub-band. Subsequently,
the mapped vectors are permuted and embedded into another reference image sub-band
following the random permutation key. The random permutation key has been protected
through a hybrid asymmetric cryptography scheme based on Elliptic Curve Cryptography
(ECC) and Advanced Encryption Standard (AES) algorithms. Subsequently, the reference
image has been recreated along with an encrypted singular value vector and encrypted
fingerprint feature vector through the 2D-Inverse Discrete Wavelet Transform (2D-IDWT)
to obtain the final watermarked image, which is a visually meaningful encrypted image.
Finally, the EHR has been embedded in the final watermarked image through the Least
Significant Bit (LSB) algorithm, which is a steganography technique commonly used to
directly encode the information in the host image [19]. The main research contributions of
the proposed visually image encryption scheme are described below.

• Ensure the visual security of medical image transmission through a watermarking process.
• Protect the medical image and the physician’s fingerprint through an encryption

scheme to make the proposed scheme resistant to white-box attacks.
• Ensure the medical image’s authenticity using the physician’s fingerprint.
• Perform a proposed scheme simulation to evaluate the quality of the reconstructed

medical image, the quality of the watermarking, and the accuracy of the recon-
structed fingerprint feature in terms of peak signal-to-noise ratio (PSNR), mean struc-
tural similarity index measure (MSSIM), distance of histogram intersection, and the
relative error.

• Perform a critical security analysis to evaluate the resistance of the proposed scheme
to brute-force attacks.

• Compare the proposed scheme’s performance with other visual encryption schemes
to validate its effectiveness.

The paper is organized as follows: Section 2 introduces the related works and their
limits; Section 3 describes the proposed scheme; Section 4 analyzes the quality performance
of the proposed scheme; and Section 5 gives the conclusions and future developments.
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2. Related Work

Traditionally, the images are protected by encryption algorithms that convert the
original image into an unknown format, such as a noise-like or texture-like format [20–23].
In this way, it is evident that sensible information is presented in an unknown format,
which leads to several tentative attacks. Digital watermarking enables image encryption
with visual meaning by embedding sensitive information into a reference image with full
visual meaning [24]. Digital watermarking is a widely used approach to ensuring the
confidentiality of medical records and images. However, the transmission of the water-
marked media in an insecure channel, such as the Internet, makes the technique less robust,
with the possibility of attacks [25]. Watermarking is only a method of reliably embedding
and decoding hidden information in a cover work [26], but it does not protect the hidden
information. Encryption makes it possible to protect the information transmitted using
cryptographic keys. Therefore, hybrid approaches have been proposed using cryptography
techniques and watermarking to solve the security issue.

In [27], a chaotic sequence has been created by a chaotic logistic system, and it has been
used to change the position of each pixel in the binary watermarking image achieved by two-
dimensional Discrete Cosine Transform (2D-DCT). In [28], DCT has been combined with
log-polar transform (LPT) to obtain robust watermarking for medical images. Subsequently,
chaotic encryption and hash functions have been used to compensate for the weaknesses of
traditional digital watermarking methods, which are unable to protect the medical image.
In [25], the medical image and the sensible text data have been embedded in the sub-band
of the cover image achieved by DWT. The obtained watermarked image has been encrypted
using chaotic encryption.

The security of the cryptographic techniques depends on the secret key used to
generate chaotic sequences [29,30] and, consequently, on secure key management. Biometric
data has been used as a cryptographic key or mask to overcome this limit. In [31], the
patient’s biometric image is used to generate two keys. The first key is used to randomize
the medical image, and the other key is used to encrypt the randomized image. The author
proposed a new encryption technique based on the parameterized all-phase orthogonal
transformation. In [32], the iris is used to generate two spiral phase masks. They are
used with the lower-upper decomposition with partial pivoting to encrypt the medical
image. In [33], the palmprint is used to generate a palmprint phase mask. The medical
image is modulated by the palmprint phase mask, and then Fresnel transform and SVD
operations are performed. The SVD is used to generate two different keys for encryption
and decryption as well as in an asymmetric cryptosystem. In [34], an encryption method
based on the face biometric to generate a chaotic face phase mask following the chaotic
standard map [35] has been proposed. The random phase mask is used to encrypt the
extracted region of interest (ROI) of the medical image. The ROI of the medical image has
been selected and extracted by applying a mask image to the medical image. The mask
image has been achieved through the Fuzzy C-Means Clustering (FRFCM) algorithm [36],
which clusters the pixels in the original segmented image.

The encryption process has been applied after the watermarking process in all pro-
posed hybrid approaches. However, the visual meaning of image encryption has not been
realized in this way. In addition, several approaches use biometric data to ensure the au-
thenticity of the image transmitted. Priya S. et al. [13] have proposed a visual meaning full
image encryption to protect the medical image, the patient’s electronic health record (EHR),
and the doctor’s fingerprint to ensure image authenticity. The EHR has been embedded
into the original medical image using a watermarking technique to generate a watermarked
medical image. Subsequently, the medical image watermarking and the doctor’s fingerprint
are visually encrypted using the Integer Wavelet Transform (IWT) along with an ordinary
reference image. IWT is reversible without any loss by extracting the fingerprint from the
encrypted medical image and matching it with the doctor’s fingerprint. In this way, the
EHR and the medical image are encrypted into an apparently insignificant image, and
sender authentication is ensured by the doctor’s fingerprint.
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In [37], a medical image with digital watermarking based on fingerprints has been
proposed. In the proposed method, the hash of the region of interest (ROI) of the medical
image, fingerprint, and patient’s record (EHR) has been embedded into the medical image.
The EHR has been encrypted using the elliptical cryptography (ECC) algorithm, and then a
hexadecimal string has been obtained. The minutia points of the fingerprint image have
been calculated, and then a binary string has been obtained. The hexadecimal string of
the hashed medical image, the hexadecimal string of the EHR, and the binary string of the
fingerprint have been concatenated into a single string, which is embedded in the original
medical image. In this way, the watermarking image has been obtained. The biometric data
used in these approaches has been embedded in the medical system without any protection.
The original biometric data can be obtained simply by decoding the medical image in case
of white-box attacks.

The proposed scheme realizes visually meaningful image encryption by protecting
both medical images and biometric data through a chaotic encryption method based on
random mapping and a random permutation key. The watermarking process has been
applied after the encryption process to obtain the visually meaningful encrypted image
and then ensures:

• a visual protection from black-box attacks;
• encryption protection from white-box attacks;
• an image authentication through a physician’s fingerprint

3. Materials and Methods

The proposed scheme consists of two main phases, illustrated respectively in
Figures 1 and 2. The first is the encryption phase, which consists of embedding a medical
image, the physician’s fingerprint feature, and the EHR to generate the encrypted image
with visual meaning to be sent. The second is the decryption phase, where the embedded
elements are extracted and reconstructed from the received image.
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The two main phases of the proposed scheme shown in Figures 1 and 2 have been
detailed in the following subsections.

3.1. Visually Secure Image Encryption Scheme

In this section, the proposed secure visual encryption scheme for medical image
transmission with the inclusion of the physician’s fingerprint to authenticate the image and
the EHR to provide medical information has been described. In the proposed encryption
scheme, a medical image is first decomposed, encrypted, and then embedded into a non-
significant reference image along with the fingerprint feature vector and the EHR.

The SVD is used to decompose a medical image into two orthogonal matrixes U
and VH , and in a singular value vector s. SVD enables a robust watermarking incorpora-
tion process, as small variations in singular values do not affect the visual quality of the
reconstructed medical image [38]. The SVD of the gray-scale medical image with N × N
size is stated in Equation (1).

X = U s VH (1)

where U and VH have size N × N and s has size N.
In the next stage U, VH and s are embedded into the reference image through a

watermarking process. The reference image is a gray-scale image with 2N × 2N size, and
it is divided into four non-overlapping sub-bands through 2D-DWT, namely approxima-
tion (LL), horizontal detail (LH), vertical detail (HL) and diagonal detail (HH) according
to Equation (2).

LL, LH, HL, HH = DWT2(I, w) (2)

where DWT2 is 2D-DWT function, I is the reference image, and w is the wavelet used for
the transformation.

LL represents low-frequency components, and the remaining LH, HL, HH represent
high-frequency components [39]. The LL sub-band contains the main information of the
image, and any operation or replacement of this sub-band is easily noticeable by the human
eye. Therefore, LL ensures the robustness of the watermarking process and should not
be altered. To obtain a good imperceptibility of the watermarking process HH is the best
sub-band to embed the information to be hidden [25]. Figure 3 shows the 2D-DWT applied
to the reference image, where each sub-band have N × N size.
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The U and VH values are embedded into the sub-bands LH and HL, respectively, and
s is embedded into HH after the encryption process. In this way LL remains unaltered, and
the reference image remains visually meaningful despite the watermarking process. On the
other hand, LL is used to generate the random matrixes for the encryption process. A QR
decomposition is applied on LL to obtain an orthonormal matrix Q and upper-triangular
matrix R following Equation (3).

LL = Q R (3)

Q and R are used as random matrixes to map the vector s and the fingerprint feature
vector, respectively. By mapping the values of s into Q according to Equation (4), the
obtained vector sm is a transformed vector, and the original vector s not be retrieved
from sm.

Q s = sm (4)

In the same way, the physician’s fingerprint feature vector f is mapped into R to obtain
the mapped vector fm according to Equation (5).

R f = fm (5)

The two mapped vectors sm and fm are concatenated to obtain a concatenated mapped
vector cm of size L and then cm is permuted and embedded into HH following a random
permutation key k. The key k is a matrix of integer numbers randomly generated in the
range [0, N] of size L× 3. The first column of k defines the index of the values of cm to be
embedded in the position of HH determined by the values in the remaining two columns of
k. Consequently, the first column of k has unique values in the range [0, N] and the second
and third columns have unique pairs of values same in the range [0, N]. The embedding
process for each value of cm into HH is detailed in Equation (6).

cmki,j
→ HHki,j+1, ki,j+2

(6)

where → defines the embedding operation, i and j are the row and column indexes of
k, respectively. As a result of the embedding process, the new HHp sub-band has been
achieved. HHp contains the original values of HH with the values of the cm permuted
vector in the position set by k. In this way a chaotic encryption has been realized to embed
the vector s and the fingerprint feature vector in a safe manner. Moreover, k is encrypted
through AES and ECC cryptography algorithms, as described in the next section, to increase
the proposed scheme’s security.

The 2D-Inverse Discrete Wavelet Transform (2D-IDWT) is applied to reconstruct the
reference image after the watermarking process, according to Equation (7).

I′ = IDWT2
(

LL, U, VH , HHp, w
)

(7)

where I′ is the visually meaningful encrypted image and IDWT is 2D-IDWT function. I′

is visually very similar to I because the low frequency sub-band LL has not been altered
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and the other new high frequency sub-bans (U, VH , HHp) do not contribute to the visual
alteration of the image. Figure 4 shows the entire watermarking process applied to the
reference image.

Appl. Sci. 2023, 13, x FOR PEER REVIEW 7 of 19 
 

visual alteration of the image. Figure 4 shows the entire watermarking process applied to 

the reference image. 

 

Figure 4. Watermarking process. 

Finally, EHR is embedded into a visually meaningful encrypted image through the 

LSB algorithm. LSB consists of changing the least significant bit of each pixel in the image 

with each bit of text data. By changing the least significant bit of each pixel, the single pixel 

is not significantly altered, and the content of the image is preserved despite the manipu-

lation. For example, given 𝑝 = [𝑏1
𝑝

, 𝑏2
𝑝

, … , 𝑏𝑙
𝑝

] which represents the bit values of a pixel of 

𝐼′, 𝑒 = [𝑒1, 𝑒2, … , 𝑒𝑛] which represents the byte of EHR, and 𝑒1 = [𝑏1
𝑒1 , 𝑏2

𝑒1 , … , 𝑏𝑚
𝑒1] which 

represents the bit values of the first byte of EHR, the LSB is applied according to Equation 

(8) for each 𝑝 in the image 𝐼′. 

𝑏𝑙
𝑝

← 𝑏
𝑖

𝑒𝑗  𝑤𝑖𝑡ℎ 𝑖 = 1, … , 𝑚 𝑎𝑛𝑑 𝑗 = 1, … , 𝑛  (8) 

3.2. Key Protection Scheme 

The permutation key 𝑘 is the essential component to ensure the security of the wa-

termarking process. To protect k, a hybrid asymmetric cryptography scheme based on 

ECC and AES has been implemented. ECC is an efficient type of public key cryptography. 

Its security is based on the difficulty of solving discrete logarithms on a field defined by 

specific equations computed over an elliptic curve. AES is a symmetric block cipher stand-

ardized by NIST with a fixed block size of 128 bits and a key size of 128, 192, or 256 bits. 

AES is the standard algorithm for symmetric encryption because it is very fast and secure. 

The disadvantage of AES is that the same key is used to cipher and decipher the data, and 

then the key represents a severe vulnerability. The proposed hybrid asymmetric cryptog-

raphy scheme has been implemented to ensure a safe AES key exchange. 

ECC generates an ECC public + private key pair for the message recipient and calcu-

lates the shared secret key for AES symmetric encryption and decryption. The shared se-

cret key is an Elliptic Curve (EC) point, so it is then transformed into a 256-bit AES secret 

key. The EC points have the following property: 

(𝑎 ∗  𝐺)  ∗  𝑏 =  (𝑏 ∗  𝐺)  ∗  𝑎  

where a represents the private key, 𝑎 ∗  𝐺 represents the public key, 𝑏 represents the ci-

pher private key, and 𝑏 represents the cipher private key, and 𝑏 ∗  𝐺 represents the cipher 

public key. During the encryption process, the shared secret key is computed according 

to Equation (9). 

𝑠ℎ𝑎𝑟𝑒𝑑𝐾𝑒𝑦 =  𝑐𝑖𝑝ℎ𝑒𝑟𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐾𝑒𝑦 ∗  𝑝𝑢𝑏𝑙𝑖𝑐𝐾𝑒𝑦 (9) 

Additionally, the cipher public key is encapsulated in the encrypted message and 

will be used to recover the shared key during the decryption. Finally, the permutation key 

𝑘 is encrypted by using the shared secret key through the AES algorithm. The shared 

secret key is not directly sent to the receiver to decipher 𝑘 but it is obtained from the 

private key that is owned exclusively by the recipient. In the decryption phase, the shared 

secret key is computed by the private key and the cipher public key according to Equation 

(10). 

Figure 4. Watermarking process.

Finally, EHR is embedded into a visually meaningful encrypted image through the LSB
algorithm. LSB consists of changing the least significant bit of each pixel in the image with
each bit of text data. By changing the least significant bit of each pixel, the single pixel is not
significantly altered, and the content of the image is preserved despite the manipulation.
For example, given p =

[
bp

1 , bp
2 , . . . , bp

l

]
which represents the bit values of a pixel of

I′, e = [e1, e2, . . . , en] which represents the byte of EHR, and e1 =
[
be1

1 , be1
2 , . . . , be1

m
]

which represents the bit values of the first byte of EHR, the LSB is applied according to
Equation (8) for each p in the image I′.

bp
l ← b

ej
i with i = 1, . . . , m and j = 1, . . . , n (8)

3.2. Key Protection Scheme

The permutation key k is the essential component to ensure the security of the wa-
termarking process. To protect k, a hybrid asymmetric cryptography scheme based on
ECC and AES has been implemented. ECC is an efficient type of public key cryptography.
Its security is based on the difficulty of solving discrete logarithms on a field defined
by specific equations computed over an elliptic curve. AES is a symmetric block cipher
standardized by NIST with a fixed block size of 128 bits and a key size of 128, 192, or
256 bits. AES is the standard algorithm for symmetric encryption because it is very fast and
secure. The disadvantage of AES is that the same key is used to cipher and decipher the
data, and then the key represents a severe vulnerability. The proposed hybrid asymmetric
cryptography scheme has been implemented to ensure a safe AES key exchange.

ECC generates an ECC public + private key pair for the message recipient and cal-
culates the shared secret key for AES symmetric encryption and decryption. The shared
secret key is an Elliptic Curve (EC) point, so it is then transformed into a 256-bit AES secret
key. The EC points have the following property:

(a ∗ G) ∗ b = (b ∗ G) ∗ a

where a represents the private key, a ∗ G represents the public key, b represents the cipher
private key, and b represents the cipher private key, and b ∗ G represents the cipher
public key. During the encryption process, the shared secret key is computed according to
Equation (9).

sharedKey = cipherPrivateKey ∗ publicKey (9)

Additionally, the cipher public key is encapsulated in the encrypted message and will
be used to recover the shared key during the decryption. Finally, the permutation key k is
encrypted by using the shared secret key through the AES algorithm. The shared secret
key is not directly sent to the receiver to decipher k but it is obtained from the private key
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that is owned exclusively by the recipient. In the decryption phase, the shared secret key is
computed by the private key and the cipher public key according to Equation (10).

sharedKey = cipherPublicKey ∗ privateKey (10)

The shared key is used to decrypt the permutation key k. Figure 5 shows the hybrid
asymmetric encryption and decryption schemes, respectively.
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3.3. Visually Secure Image Decryption Scheme

The proposed decryption scheme, shown in Figure 2, starts with the visually meaning-
ful encrypted image received. The first step is to extract the EHR previously embedded
by the LSB algorithm. The least significant bits are retrieved from each image pixel and
decoded to achieve the medical information contained in the EHR. Subsequently, the
medical image and the physician’s fingerprint feature have been retrieved. The 2D-DWT
is performed on the visually meaningful encrypted image to obtain the four sub-bands
LL′, LH′, HL′ according to Equation (11).

LL′, LH′, HL′, HH′ = DWT2
(

I′, w
)

(11)

The wavelet w is the same wavelet used in the encryption scheme in order to ensure
the correct decomposition. The sub-band LH′ contains the values of matrix U, the sub-band
HL′ contains the values of matrix VH , and HH′ contains the cm permuted vector in the
position set by the permutation key k. The permuted vector cm is extracted from HH′
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following the permutation key k according to Equation (12). k is obtained after the hybrid
asymmetric decryption scheme described in the previous section.

HHki,j+1, ki,j+2
→ cmki,j

(12)

Equation (12) is the inverse of the embedding process from Equation (6). The obtained
vector cm is the vector permuted, and it is sorted following the first column of k to achieve
the original mapped vector. The original mapped vector contains the mapped vector sm and
the mapped feature vector fm concatenated. After the de-concatenation process, the singular
value vector s′ and fingerprint feature vector f ′ are computed by applying the least-squares
method (LSTSQ) to Equations (4) and (5). LSTSQ computes an approximate solution x
to a linear matrix equation in the form a x = b. So, the least-squares method is used to
compute s′ and f ′ that are approximate solutions of Equations (4) and (5), respectively. The
coefficient matrixes Q and R to solve the Equations (4) and (5) are achieved through QR
decomposition of sub-band LL′ as performed in the image encryption scheme.

The fingerprint feature vector f ′ is used to ensure the authenticity of the received
image by matching f ′ with the fingerprint feature of the physician sender contained in
the hospital database. The vector s′ is used to retread the medical image by the SVD
reconstruction process according to Equation (13). The vector s’ is first converted into a
diagonal matrix D =

(
di,j
)

of size N × N and then the dot product with U and VH has
been computed.

di,j = 0 i 6= j

di,j = s′i i = j

medical_image = U ·
(

D ·
(

VH
))

(13)

The medical image is recovered without any loss, as shown in Section 4.

4. Simulation Results and Analysis

The proposed visually secure image encryption scheme is simulated using different
medical images embedded into different not significant images to analyze the scheme’s
performance in terms of the visual quality of image encryption, the quality of the image
reconstruction, the relative error of the extracted physician’s fingerprint feature, compu-
tational cost, and scheme security. The medical images used are collected by six different
medical image datasets [40–45]. For each dataset, one medical image is selected to obtain
the medical test images, namely “lungs”, “pelvic”, “head”, “skin”, “breast”, and “kidney”,
as shown in Figure 6a. To show a relatively fair simulation result and be comparable
with other image encryption schemes, six classical and widely used images are used as
reference non-significant images, namely “Barbara”, “Lena”, “airplane”, “pepper”, “ba-
boon”, and “girl”, as shown in Figure 6b. To simulate the embedding process of the
physician’s fingerprint feature into the encrypted image, a fingerprint image is selected
by the FVC2002 dataset [46], and the features are extracted through a Fingerprint Feature
Extraction algorithm [47].
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4.1. Simulation Results

The proposed visually secure image encryption scheme is simulated using one medical
image as an image to embed and one not significant image as a reference image for each
test image. The wavelet used in 2D-DWT is ‘haar’, and the public and private keys for the
key protection scheme are generated using Brainpool elliptic curves of 256 bits.

Figure 6c shows the simulation results of the visually meaningful encrypted images
obtained given Figure 6a,b images as input. After embedding the medical images (Figure 6a)
into reference images (Figure 6b), the generated encrypted images (Figure 6c) have the
same visual effects as the reference images. This reduces the attention of the attackers and
their tentative attacks, thus protecting the medical images. Subsequently, the proposed
visually secure image decryption scheme enables the reconstruction of medical images by
ensuring high quality and the same visual effect as the original medical images, as shown
in Figure 6d.

To qualitatively assess the proposed scheme’s performance, the PSNR and MSSIM
have been computed. PSNR is a mathematical metric used to calculate the quality of the
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reconstructed image [48]. It is computed between an original image and the corresponding
reconstructed image according to Equation (14).

PSNR = 10× log10

(
2552

MSE

)
(14)

where MSE is the mean squared error, and it defines the average squared difference
between the estimated values and the actual values. MSE between two images I and I′ is
computed following Equation (15).

MSE =
∑N−1

i=0 ∑N−1
j=0 (I(i, j)− I′(i, j))2

N × N
(15)

MSSIM is a metric used for measuring the structural similarity between two im-
ages [49]. MSSIM considers image degradation as the perceived change in structural
information that is based on the high interdependencies between the pixels, especially
when they are spatially close. MSSIM between two images I and I′ is computed according
to Equation (16).

MSSIM =
1
M

M

∑
k=1

(2µIµI′ + C1)(2σI I′ + C2)(
µ2

I + µ2
I′ + C1

)(
σ2

I + σ2
I′ + C2

) (16)

where M is the number of image block, µI and µI′ are the pixel sample mean of image I and
I′ respectively. σ2

I and σ2
I′ are the variance of I and I′, respectively. σ2

I I′ is the covariances of
I and I′. C1 and C2 are two parameters to stabilize the division with a weak denominator.
MSSIM values are in the range −1 and 1 where 1 means that the two images are identical.

Table 1 shows the PSNR and MSSIM results. To evaluate the quality of the recon-
structed medical image, the PSNR and MSSIM are computed between the original medical
image (Figure 6a) and the reconstructed medical image (Figure 6d). To evaluate the visual
quality of the visually meaningful encrypted image, the PSNR and MSSIM are computed
between the original reference image (Figure 6b) and the encrypted image (Figure 6c).

Table 1. The PSNR and MSSIM values between the reconstructed medical images and the original
medical images and between the original reference images and visually meaningful encrypted images.

Medical
Image

Reference
Image

Reconstructed Medical
Image

Visually Meaningful
Encrypted Image

PSNR MSSIM PSNR MSSIM
lungs Barbara 52.163 0.992 32.291 0.860
pelvic Lena 52.952 0.996 38.786 0.967
head airplane 54.401 0.997 38.586 0.972
skin pepper 54.861 0.998 39.718 0.971

breast baboon 54.590 0.996 32.998 0.920
kidney girl 60.526 0.999 40.316 0.975

The PSNR values between the reconstructed medical images and the original medical
images are above 52 dB, and all the MSSIM values are above 0.99. Both indices show
that the reconstructed medical images have high similarity to the original medical images.
It is the main requirement for the proposed scheme because the medical images must
be reconstructed without any loss to ensure a correct medical diagnosis. Moreover, all
the visually meaningful encrypted images also achieve high PSNR and MMSSIM values
compared to the original reference images. Therefore, the proposed scheme can not only
encrypt and embed a medical image into a less significant image but also generate an
encrypted image of high quality to ensure visual security. The proposed scheme fulfills the
requirements of visual security, medical image encryption, and reconstruction quality.
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4.2. Histogram Analysis

The histogram of an image graphically represents the intensity distribution of pixel
values. A different histogram between an original image and a cover image can disclose
the presence of embedded data in the image. To ensure high visual security, the histogram
of the reference image and the visually meaningful encrypted image must be very similar.
Figure 7b shows the histograms of the original reference image (Figure 7a). Figure 7d
shows the comparison between the histograms of the encrypted images achieved after the
proposed secure image encryption scheme (line red) and the histograms of the reference
images (line blue).

Appl. Sci. 2023, 13, x FOR PEER REVIEW 12 of 19 
 

 

Figure 7. Histogram analysis of reference images and their corresponding visually meaningful en-

crypted images. (a) reference images; (b) histograms of reference images; (c) visually meaningful 

encrypted images; (d) comparison between the histograms of the encrypted images and the histo-

grams of the reference images. 

Figure 7. Histogram analysis of reference images and their corresponding visually meaningful
encrypted images. (a) reference images; (b) histograms of reference images; (c) visually meaning-
ful encrypted images; (d) comparison between the histograms of the encrypted images and the
histograms of the reference images.



Appl. Sci. 2023, 13, 6099 13 of 19

Figure 7d shows that the histograms of the reference images and the histograms of
the visually meaningful encrypted images are very similar because the two histograms are
nearly perfectly overlapped at every point for each image. To test the difference between
two histograms, the distance of histogram intersection has been computed following
Equation (17). A value close to 1 indicates that the two histograms are very similar.

d(H1, H2) =
∑I min(H1(I), H2(I′))

N × N
(17)

Table 2 shows the distances of histogram intersection between the reference images
and the visually meaningful encrypted images.

Table 2. The distances of histogram intersection between the reference image and the visually
meaningful encrypted image.

Reference Image Embedded Medical Image Distance of Histogram
Intersection

Barbara lungs 0.968
Lena pelvic 0.989

airplane head 0.992
pepper skin 0.992
baboon breast 0.987

girl kidney 0.980

The distance values in Table 2 are above 0.98, and thus the visually meaningful
encrypted images do not provide any information about the presence of embedded data.

4.3. Comparation Analysis

The proposed scheme is compared to other schemes of visually secure image encryp-
tion introduced in [48–52]. The quality of the reconstructed image is the main requirement
in a medical image encryption scheme. The averages of PSNR and MSSIM obtained be-
tween the embedded image (medical image) and the image reconstructed by the proposed
scheme have been compared with the other schemes to evaluate the quality of the recon-
structed image. Table 3 shows the comparison results. On the other hand, the visual security
of the visually meaningful encrypted image is another essential requirement. The PSNR
achieved between the reference images and the visually meaningful encrypted image has
been compared to evaluate the visual security of the proposed system, and the results have
been shown in Table 4. The same images used as carrier images in the other approaches
have been used as reference images in the comparison analysis to provide a fair comparison.
N/A in Tables 3 and 4 refers to information not available in the comparison schemes.

Table 3. Comparison of the average PSNR and MSSIM values of reconstructed images (the best
results are shown in bold).

[48] [50] [51] [52] [53] [54] Proposed Scheme

PSNR 49.137 35.107 33.4204 32.4235 51.6860 31.62 54.947
MSSIM 0.92339 0.95564 N/A 0.8855 N/A 0.9887 0.9963
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Table 4. Comparison of the PSNR values of the visually meaningful encrypted images (the best
results are shown in bold).

[48] [50] [51] [52] [54] Proposed Scheme

Barbara N/A N/A N/A N/A N/A 32.291
Lena 55.5123 N/A N/A N/A N/A 38.786

airplane 56.5828 N/A N/A N/A N/A N/A
pepper 55.5071 40.9310 32.3513 35.1347 34.51 39.718
baboon 55.1570 40.9187 37.1058 36.4906 N/A 32.998

girl 57.3175 N/A N/A N/A N/A 40.316

The proposed scheme achieves the highest PSNR and MSSIM values of reconstructed
images compared to other approaches, as shown in Table 3. Therefore, the proposed scheme
is appropriate for medical image protection, where accurate image reconstruction is the
most crucial requirement. Table 4 shows that the PSNR values of the visually meaningful
encrypted images are not the highest compared to other approaches. However, the visual
security of the encrypted image is, in any case, ensured, as shown in Tables 1 and 2.

4.4. Extracted Fingerprint Feature Analysis

The physician’s fingerprint features are encrypted and embedded into the reference
image. During the decryption scheme, the features are extracted and reconstructed through
the LSTSQ algorithm. To evaluate the correctness of the feature reconstruction, the relative
error between the original feature vector f and the reconstructed feature vector f ′ has been
computed following Equation (18).

er =
| f − f ′|
| f | (18)

The relative error computed after the fingerprint feature reconstruction for each test
image is equal to 8.32411 × 10−10. As shown, the values of the relative error between f
and f ′ are very low. Therefore, the reconstructed feature vector can be used for an accurate
fingerprint matching with the fingerprint stored in the database.

4.5. Key Security Analysis

The security of the proposed scheme is based on visual security, and a random permu-
tation key k. Without k is extremely complex to know the mapped vector cm embedded in
reference image sub-band to reconstruct the singular value vector and fingerprint feature
vector. The space of possible values of cm is equal to the size of sub-band. Furthermore,
to correctly reconstruct the singular value vector and fingerprint feature vector from cm
through LSTSQ algorithm, the order of the vector values is essential. Therefore, the values
of cm extracted must be in the same order as the original vectors to ensure a correct recon-
struction. Figure 8 shows the reconstructed medical images using the random shuffle of
mapped vector sm values to simulate the scenario where an attacker tries to reconstruct a
medical image without knowing k.
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To correctly reconstruct a medical image without knowing k it is necessary to make
a number of possible attempts equal to the number of ordered sequences of N distinct
elements and extracted from the set of M elements. Therefore, the number of possible
attacks attempts with a medical image size of 512 × 512 and a reference image size of
1024 × 1024 is given in Equation (19).

DM,N =
M!

(M− N)!
;

(512× 512)!
((512× 512)− 512)!

;
262144!

(262144− 512)!
(19)

Without k is computationally costly correctly reconstructed medical image for an
attacker, as shown from Equation (19).
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The security of k is given by the hybrid asymmetric cryptography scheme based on
ECC and AES. The secret key used in the proposed scheme to encrypt and decrypt k
consists of 256 bits, and thus the key space is 2256. It is a key space sufficiently large to
resist brute-force attack. Without the secret key, it is not possible to retrieve k and thus is
not possible reconstructed medical image.

4.6. Running Efficiency Analysis

Medical image transmission is a real time task, and thus the running time of the
proposed system is an important requirement. Table 5 shows the encryption and decryption
times (in seconds) of the proposed scheme for each medical image of a test. The encryption
and decryption times depend on the size of the medical image because, when the image
is larger, there is more data to embed and extract from the reference image. The medical
image size is 512 × 512, and the reference images size is 1024 × 1024. To test running time,
the experiment is performed on a computer with an AMD A10-9620P @ 2.50 GHz and 8 GB
of RAM.

Table 5. Encryption and decryption time.

Medical Image Refence Image Encryption Time (s) Decryption Time (s)

lungs Barbara 13.547 10.143
pelvic Lena 53.109 57.433
head airplane 3.419 6.188
skin pepper 3.316 3.665

breast baboon 4.884 4.156
kidney girl 4.056 3.345

Table 5 shows that the proposed scheme achieves high encryption and decryption
efficiency with images of high size. Therefore, the proposed scheme can be used to protect
medical image transmission in real-world applications.

5. Conclusions

A visually secure image encryption scheme with fingerprint-based authentication has
been proposed to ensure integrity, authenticity, and confidentiality during medical image
transmission. A watermarking process ensures visual security by embedding a medical
image into a non-significant reference image to achieve a visually meaningful encrypted
image without compromising its visual quality. In addition, an encryption scheme based
on random mapping and a random permutation key has been implemented to protect
the medical image and fingerprint features and ensure security against white-box attacks.
Simulation results show high mean PSNR values of 54.947 dB between the original and
reconstructed medical images. However, the distances of histogram intersection between
the original reference images and visually meaningful encrypted images are above 0.98.
These values demonstrate the quality of the image reconstruction and the visual security of
the proposed scheme. Comparison results show that the proposed scheme achieved the
best performance in reconstructed image quality compared to other visually secure image
encryption schemes.

On the other hand, the proposed scheme ensured both visual protection and encryption
of medical images and the physician’s fingerprint, compared with other single-protection
approaches. In future work, multimodal biometric data will be used to improve the
image authentication process. Moreover, the running time of the proposed scheme can be
improved by reducing the data to be embedded using small images.
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