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Abstract: Due to the growth of the internet and communication technologies, electronic financial
systems are becoming popular. Physical cash is losing its preeminence, and digital numbers on
computers represent money. However, electronic financial systems, mostly operated by private
entities, have defects to be compensated for, such as high charges for using the system, security issues,
and the problem of exclusion. As a solution, many countries around the world are considering central
bank digital currency. For central bank digital currency to be utilized as a national legal tender, it
must be universal and accessible regardless of time and place, similar to physical cash. Therefore,
offline payment functions that extend the accessibility of central bank digital currency are becoming
attractive. However, due to the characteristics of the electronic financial system, central bank digital
currency is vulnerable to possible malicious behaviors in offline situations, such as blackouts and
system shutdowns. This paper reviews research studies that deal with security matters related to
the offline payment function of central bank digital currency. Offline payment solutions, including
central bank digital currency and other electronic financial systems, such as electronic cash and
cryptocurrency, are reviewed, and supplemental methods to improve the offline payment solutions
of central bank digital currency based on trusted execution environment devices are suggested.

Keywords: central bank digital currency (CBDC); offline payment function; security requirements;
blockchain; electronic financial systems; trusted execution environment (TEE)

1. Introduction
1.1. Central Bank Digital Currency

Physical cash, paper notes, and coins have been the key medium of exchange in
conventional financial systems for a long time [1]. However, in the last few decades, due to
the growth of the internet and communication technologies, physical cash has been losing
its preeminence [1]. Electronic financial systems have become widespread, with digital
numbers on computers representing money rather than physical cash. It is a well-known
fact that monetary policies, such as the open market operation, quantitative easing (QE), or
quantitative tightening (QT), are executed not by printing or collecting paper notes but by
using electronic funds created with keystrokes on computers [2,3].

The changes can be seen more easily in the retail sector. Technological advances
are deregulating the financial industry, and many people have already become used to
various payment methods operated by various entities, such as credit cards, online banking
services, mobile payments, etc. [1,4,5]. Some countries are already at the stage of a so-called
“cashless society” [6]. In 2016, the share of cash used for all payments in South Korea was
only 14%; in China, 18%; and in the UK, 24%. The share of cash used in the United States in
2020 was 19% [7–9].
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Electronic financial systems are considered to have advantages compared to conven-
tional financial systems mainly for two reasons. First, electronic financial systems are
considered to be more transparent than conventional financial systems. Unlike conven-
tional financial systems based on physical cash, which has the characteristic of anonymity,
in electronic financial systems, transactions between users can be watched and logged.
Therefore, malicious users and unlawful acts can be traced and detected. Second, electronic
financial systems can enable flexible and easy use of money and help vitalize the economy.
In countries where electronic financial systems are in use, people can use bank services and
join in e-commerce anytime and anywhere they want, as the digital currency used in the
systems is free from physical constraints. This could increase the amount of currency in
circulation and contribute to economic stabilization [10].

Even with these advantages, electronic financial systems still have some defects to
be compensated for. First, electronic financial systems usually have charges for using the
system, resulting in an additional cost to use money or currency [11]. For example, credit
card networks routinely charge card fees of 3% [11]. E-wallet (electronic wallet) services
managed by Sticpay charge 1~3.85% of deposit fees [12]. Such high charges can attenuate
economic activity and commerce [11]. Second, without proper security policies, personal
data breaches can occur in electronic financial systems. Electronic financial systems are
vulnerable to digital attacks by their nature. Access to the systems via the internet, or
any other possible measures, is open to anonymous users at all times. Further, when
personal data breaches occur, the quantity of data breached at once could be large. In 2019,
when Capital One, the fifth largest credit card issuer in the United States, was hacked, the
personal data of 106 million customers were leaked [13]. In 2014, the user information of at
least 20 million people was leaked in Korea, a country of 50 million [14]. Third, in electronic
financial systems, the problem of financial exclusion, which refers to individuals and
populations without access to common financial services, can occur. For instance, China is
a country where electronic financial systems such as Alipay and Wechat are widely used.
However, China’s rural and farm communities use internet technologies only half as much
as all users, and less than 2% access credit through the internet [15]. Additionally, many
commercial electronic financial systems are closed to people with low credit ratings [16].

As a solution to these problems, many countries are considering central bank digital
currency (CBDC). The International Monetary Fund (IMF) defined CBDC as a digital
representation of a sovereign currency issued by and a liability of a jurisdiction’s central
bank or other monetary authority [17]. Under the CBDC system, the central bank directly
manages the whole currency circulation, which is the biggest difference from the current
electronic financial systems operated by various commercial entities and brings many
advantages. First, the central bank’s intervention in the payment system will minimize
many steps in money circulation and promote competition between entities operating
the electronic financial systems. As JP Morgan predicted, this could save charges for the
system use that are spent in the present electronic financial systems [18]. Second, users
will not need to use various commercial payment systems, and thus, the possibility of
personal data breaches will be reduced. Unlike electronic financial systems that leave
data trails through a number of commercial entities, under the CBDC system, the central
bank directly manages personal data [19]. Third, the CBDC system can solve the problem
of financial exclusion. Unlike electronic financial systems that do not provide financial
services to unbanked people, estimated to be almost 1.7 billion people worldwide, under
the CBDC system, CBDCs can be directly provided to users without using traditional bank
accounts [20,21]. Blockchain technology is regarded as the option that can strengthen the
merits of the CBDC system, as it is based on distributed ledger technology (DLT), which
does not need intermediaries and is well known for its strong security.

1.2. Countries Developing CBDCs and Types of CBDCs

Numerous countries are developing CBDCs through pilot projects, and some of those
countries have already introduced them as the national legal tender. Sweden is one of
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the countries currently considering adopting CBDC, E-krona, to decrease dependence on
foreign electronic financial systems, such as Visa and Mastercard. The cash in circulation
has fallen to 1% of its gross domestic product (GDP) [22–25]. Uruguay is also consider-
ing introducing CBDC, E-peso, to overcome the underdeveloped infrastructure issue in
electronic financial systems [26,27]. The Bahamas is one of the countries that have already
adopted CBDC. In 2020, the government of the Bahamas introduced the Sand Dollar, and it
boosted digital transactions between people using smartphones, regardless of the existing
electronic financial systems [28]. The Republic of the Marshall Islands, where the US dollar
has been the public currency, issued a CBDC named Sovereign (SOV) to reduce the depen-
dence on the US dollar and activate cross-border transactions [29,30]. China introduced the
world’s largest CBDC system, E-CNY (digital yuan). To date, the number of digital yuan
wallets exceeds 123 million, and the accumulated amount of E-CNY used in transactions
is almost CNY 56 billion [31]. The Cambodian government and the Nigerian government
also introduced CBDCs named Bakong and E-Naira.

The CBDC systems that various countries are testing or already using take various
forms depending on the purpose and can be classified according to three criteria [26].
First, the CBDC systems can be classified into the single-ledger-based system and the
distributed-ledger-based system, according to the number of entities that manage the
ledgers. Under the single-ledger-based system, it is the central authority, such as the central
bank alone, which manages the ledger, and the central organization can manage the whole
financial system with a uniform standard. However, this type of CBDC system can become
vulnerable if the central authority is accidentally or maliciously shut down [32]. Under
the distributed-ledger-based CBDC system, a concept opposite to the single-ledger-based
system, transaction records are consensually shared and synchronized through a ledger
that multiple entities can access [33]. The distributed-ledger-based system provides trans-
parency by sharing the authority of managing among multiple entities and helps reduce the
possibility of a concentrated digital attack through the distributed structure [34]. Second,
the CBDC systems can be classified into the permissioned system and the permissionless
system depending on whether only authorized entities can access the ledger or not. The
permissioned CBDC system is based on a distributed ledger that is not publicly accessible.
In this system, only users authenticated through certificates or other digital means can
access the ledger and perform specific actions approved by the managing authority [35].
The permissionless CBDC system refers to a CBDC in which all entities can use the system
without special permission. The permissioned CBDC system is regarded as faster and
more efficient than permissionless CBDC but is not transparent and not helpful in solving
the problems of financial exclusion [36]. Third, depending on whether the central bank
directly provides financial services, the CBDC systems can be classified into the direct
CBDC system and the indirect CBDC system. In the direct CBDC system, the central bank
provides financial services to users, and all transaction records are managed by the central
bank. On the other hand, under the indirect CBDC system, the central bank delegates the
managing authority of financial systems to intermediaries, and the central bank only man-
ages the intermediaries [37]. The various forms of CBDCs mentioned so far are expressed in
Figure 1, and following the classification criteria, the CBDC systems currently in operation
are categorized in Figure 1 and Table 1.

1.3. Importance of the Offline Payment Function of CBDCs and Security Requirements

Regardless of type, all CBDCs have one important feature in common—CBDCs are
the national currency that is to be used as legal tender replacing the physical cash. Like
cash, it should be accepted irrespective of all circumstances. However, the CBDC system
is basically an electronic financial system where users are required to be connected to the
internet, and for this reason, so far, CBDCs have not truly worked as a national legal tender.
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Figure 1. Different forms of the CBDC systems (classification standards from Ref [26]).

Table 1. CBDCs in use worldwide.

CBDCs in Use Worldwide Types Reasons

Sand Dollar (The Bahamas)
Single ledger No external organizations are involved in managing the ledger.

Direct The central bank provides financial services directly.

SOV (Republic of the Marshall Islands)
Single ledger No external organizations are involved in managing the ledger.

Direct The central bank provides financial services directly.

eNaira (Nigeria)
Single ledger The central bank directly manages the ledger.

Direct The central bank provides financial services directly.

E-CNY (China)
Single ledger The central bank directly manages the ledger.

Indirect Commercial and private banks are designated as operating
institutions to provide financial services.

Bakong (Cambodia)

Distributed ledger Operated using the Iroha blockchain, which is based
on Hyperledger.

Permissioned Iroha uses a permissioned blockchain.

Indirect Various digital banks provide financial services.

CBDCs, which can be used only with the internet, can exclude many people who
cannot use the internet from financial services. Further, if the system is shut down due
to power outages and cyberattacks, financial services could turn out to be unavailable,
which could cause a lot of confusion. Therefore, China and the Bahamas, where the CBDC
system is already introduced, are reviewing the offline payment function of CBDCs, and
the number of countries that are considering the offline payment function of CBDCs is
expected to increase in the future [38].

The offline payment function of electronic financial systems is defined as a transaction
function that does not require internet or telecom connectivity [39]. Under the electronic
financial system with an offline payment function, people can use digital money stored in
portable devices regardless of the communication environment, and therefore, the problems
of financial exclusion or system malfunction, mentioned previously, are expected to be
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solved. However, the electronic financial system with an offline payment function is in
a blind spot of security problems—not only portable devices but also transactions in an
offline situation are isolated from the main system. Malicious behaviors, such as hacking
attempts on portable devices or fraudulent transactions that exploit the system, cannot be
detected in real time.

1.4. Methodology and Limitation

The security problem of the offline payment function may act as an obstacle to elevat-
ing CBDCs as the national legal tender that can be used regardless of all circumstances.
In this respect, this paper focuses on reviewing security requirements for offline payment
functions to utilize CBDC as a national legal tender, based on research studies considering
various electronic financial systems, which are predecessors of CBDC.

In Section 2, security requirements that should be fulfilled by electronic financial
systems are defined, and solutions for security requirements are reviewed. Research
studies dealing with the security requirements of offline payment functions as well as
online payment functions of electronic financial systems were examined, considering the
CBDC’s character as a national legal tender. To utilize the CBDC system as a national legal
tender, it is obvious that a thorough discussion on its security matters is needed. However,
studies on the offline payment function of electronic financial systems tend to rely on
one method, cryptographic techniques, by which the security requirements that can be
fulfilled are limited, unlike various studies related to the online payment function, which
are suggesting various security enhancement methods. Therefore, in this section, the scope
of the review is extended to diversify the security requirements and find various solutions.

In Sections 3 and 4, studies related to the offline payment function of electronic
financial systems are reviewed while examining whether the security enhancement methods
suggested by these studies meet the security requirements examined in Section 2. In
particular, studies dealing with not only the CBDC system but also the electronic cash
(e-cash) and the cryptocurrency among electronic financial systems, were selected, since
the CBDC system can be largely divided into a single-ledger-based system and distributed-
ledger-based system, as covered in Section 1.2. In terms of system operation, e-cash,
which is usually operated by a single entity, such as a bank or a credit card company,
has similarities to single-ledger-based CBDC, and a cryptocurrency based on blockchain
technology has similarities to distributed-ledger-based CBDC. Therefore, research related
to the security matters of each electronic financial system can be referred to in dealing with
security matters of the CBDC system.

Finally, Section 5 reviews the limitations that the solutions in the previous research
study on CBDC regarding offline payment function have. In the previous research study
on the offline payment function of the CBDC system, security enhancement solutions that
utilize electronic devices equipped with the trusted execution environment (TEE) technique
are suggested. Since those solutions have weak spots for DDoS attacks and counterfeit,
improvement methods for the solutions are proposed, while still unresolved fundamental
problems and countermeasures are emphasized.

The major research questions discussed in each section can be summarized as follows:

• What are the security requirements that the offline payment function of electronic
financial systems should meet?

• What are the methods that can be applied to electronic financial systems to meet the
security requirements?

• How well do the methods proposed in the research studies of offline payment functions
of electronic financial systems meet the security requirements?

• What solutions can be suggested for improving TEE-based methods for the offline
payment functions of electronic financial systems?

To figure out the research questions above while reviewing research studies, four
different search engines were utilized, namely, Google Scholar (https://scholar.goo-gle.co.
kr/, accessed on 11 April 2022), IEEE Xplore (https://ieeexplore.ieee.org/Xplore/home.jsp,

https://scholar.goo-gle.co.kr/
https://scholar.goo-gle.co.kr/
https://ieeexplore.ieee.org/Xplore/home.jsp


Appl. Sci. 2022, 12, 4488 6 of 28

accessed on 11 April 2022), Elsevier (https://w-ww.sciencedirect.com/, accessed on 11
April 2022), and Springer (https://link.springer.com/, accessed on 11 April 2022). Google
Scholar was used in comprehensive searching of journals, while IEEE Xplore, Elsevier,
and Springer were used in advanced searching of specific topics in engineering, such
as blockchain technologies, protocols, data security, and cryptology techniques. On the
other hand, discussions on various electronic financial systems, including CBDC and
cryptocurrency, can be found not only in research studies in the engineering and technology
field but also in gray literature and research studies in the financial field, such as news,
company reports, government reports, and white papers. In searching the literature, the
websites used were as follows: Investopedia (https://www.investopedia.com/, accessed on
11 April 2022), Experian (https://www.experian.com/, accessed on 11 April 2022), Insider
(https://www.insider.com/, accessed on 11 April 2022) and Ledger Insights (https://www.
ledgerinsights.com/, accessed on 11 April 2022), and central banks’ country websites.

In searching the literature through the websites mentioned above, the search keywords
were selected based on the first, second, and third research questions. The keywords
“electronic cash”, “digital cash”, “digital currency”, “electronic financial systems”, and
“security requirements” were mainly used for the first research question, and six keywords
about security requirements were found by using these keywords: No double spending,
Unforgeability, Non-repudiation, Verifiability, Anonymity, and DDoS attack prevention.
The combination of these six security requirements and keywords “electronic/digital
currency”, “e-cash”, “cryptocurrency”, and “CBDC” were mainly used for the second
research question. The keywords “electronic/digital currency”, “e-cash”, “cryptocurrency”,
“CBDC”, and “offline payment” were mainly used for the third research question.

Despite efforts to answer research questions based on the mentioned methodology,
this study has some limitations. First, as countries do not disclose the specific realization
methods of their CBDC systems, considering the importance of the CBDC systems as
national legal tenders, the security measures of the offline payment function of the CBDC
systems in use could not be reviewed. Second, this study focused on reviewing existing
research studies related to the security issues of the offline payment function of CBDCs.
The implementation of the offline payment function will be carried out in later research
based on the review conducted in this study.

2. Security Requirements for CBDC and Digital Currencies

Han et al. [40] defined the six security requirements that CBDC should satisfy as
no double spending, unforgeability, non-repudiation, verifiability, and anonymity. As
mentioned, in examining these security requirements, we considered research studies
on other forms of digital currency, such as e-cash and cryptocurrencies, which are the
predecessors of CBDC, as CBDC is a research topic that not many studies have dealt with,
given its importance.

2.1. No Double Spending

Chohan [41] defines the problem of double spending as follows: “. . . A potential flaw
in cryptocurrency or other digital cash schemes whereby the same single digital token can
be spent more than once. . . ”. The double-spending issue has been considered to be the
major obstacle that disturbs the propagation of e-cash. Brands [42] reviewed the methods
of blind signatures and wallets with observers that can be used in securing the traceability
of e-cash transactions. Brands stated that a restrictive blind signature method satisfies strict
but efficient privacy requirements for the observer by using a tamper-resistant smart card.
Krsul et al. [43] provided a solution for the double-spending issues in offline transactions
by allowing the service providers to supply tokens with the same serial number to the
buyer and the seller and allow transactions only between members with matching tokens.
Pointcheval and Stern [44] suggested a blind Rivest–Shamir–Adleman (RSA) signature and
cut-and-choose method for recipients, since preventing the emergence of malicious e-cash
double spenders is fundamentally impossible.

https://w-ww.sciencedirect.com/
https://link.springer.com/
https://www.investopedia.com/
https://www.experian.com/
https://www.insider.com/
https://www.ledgerinsights.com/
https://www.ledgerinsights.com/
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Even in cryptocurrency, the problem of double spending can occur. Savolainen and
Soria [45] describe the steps of double-spending issues in cryptocurrency as follows:

Step 1. The attacker purchases products/services using a cryptocurrency;
Step 2. The seller checks whether the attacker’s purchase in Step 1 is in the main blockchain
and waits for other confirmation blocks to be added to the main chain blockchain that
contains the record of the purchase in Step 1;
Step 3. In the meantime, while avoiding the seller’s eyes, the attacker processes mining in
a fake chain; the transaction in Step 1 is not included;
Step 4. If the process in Step 2 is completed, the seller sends the attacker products/services;
Step 5. After receiving products/services, the attacker secretly continues mining and
lengthens the fake chain in Step 3 to be longer than the main chain;
Step 6. As the longest chain is adopted as the main chain, miners will accept the fake
chain that the attacker created as the new main chain, and the future proof of work will be
conducted based on the new main chain;
Step 7. Since the new main chain does not include the record of the purchase in Step 1, the
attacker can use the cryptocurrency used in Step 1 again.

In cryptocurrency, double-spending issues have not occurred frequently, since, due
to the decentralized characteristics of the cryptocurrency, it is not easy for attackers to
possess a hashing power of more than than 50% and make the fake main chain. Further, the
mechanism of proof of work, which is the key structure of cryptocurrency, requires users to
make a not insignificant but feasible amount of effort in making blocks, also preventing
the possibility of double spending [45]. However, the proof-of-work mechanism has been
considered to be unsuitable for fast payments [46]. Therefore, as possible measures for
the vulnerability of proof of work, Karame et al. [46] suggested the method of inserting
observers during the transactions. The other alternative mechanism that can prevent the
double-spending issue is the proof-of-stake mechanism, which is the method of allowing
entities with high coin stakes to be involved in the processes of decision making. Procuring
coin stakes of more than 50% of all issued coins is regarded to be more difficult than
procuring the hashing power greater than 50% [47].

Regarding the CBDCs, Ref [48] dealt with the problem of double spending and pro-
posed two solutions for it: first, setting up one or more trusted central parties that keep
ownership records of CBDCs on the ledger, which is suitable for the single-ledger-based
CBDCs in Figure 1; second, using DLT, which is suitable for the distributed-ledger-based
CBDCs in Figure 1. What the two solutions in Ref [48] have in common is that each aims to
reduce the burden on the central bank by handling the double-spending issue using the
remote ledger.

2.2. Unforgeability

For the currency to be utilized as a legal tender, it should be invulnerable from
any malicious counterfeiting attempts. Many countries have implemented verification
mechanisms based on a hologram to prevent possible counterfeits of the physical currency.

To use digital currency as physical cash, the same standard should be applied. Okamoto
and Ohta [49] and Franklin and Yung [50] stated that the unforgeability of the systems
must be guaranteed to introduce e-cash systems. Lockett [51] asserted the necessity of the
criminal justice system to be able to prevent counterfeiting attempts with e-cash. The audit
trail that is generated in the process of using e-cash can be regarded as a valuable source
that guarantees the unforgeability of e-cash. However, the e-cash system is regarded as
being more vulnerable to counterfeits than physical currency because the audit trail itself
is imperfect, can be forged, and has operational risks [52]. Nevertheless, Shaoib et al. [53]
pointed out that, in countries that lack administrative power, e-cash, with proper, well-
designed algorithms detecting counterfeits, would be a better legal tender than physical
currency. The same arguments can be found in some countries today that are considering
the introduction of CBDC to solve the counterfeit money problem.
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McKinney et al. [54] state that cryptocurrencies could easily be counterfeited compared
to hard currencies. Therefore, several countries are attempting to limit the circulation
of forged cryptocurrencies through legislation [54]. Crosby et al. [55] mentioned the
third-party-dependent anticounterfeiting mechanism, which some research studies have
suggested is not implementing the philosophy of decentralization and presented the
BlockVerify method, which provides transparency to the supply chain by using distributed
ledgers. Velde [56] suggested that the counterfeit issues of digital currency could be solved
if Bitcoin is used, and its proof-of-work mechanism is applied.

Regarding the CBDCs, Armelius et al. [48] defined the counterfeit problem as the
malicious creation of serial numbers of tokens that did not exist before and suggested a
detection solution based on local devices by assigning encryption keys to each CBDC token.
By letting the local device where CBDC tokens are stored check the key by the decryption
technology, the counterfeit tokens can be easily detected [48].

2.3. Non-Repudiation

Repudiation occurs when the entity that received the digital currency maliciously in-
sists that they did not receive it or that the digital currency they received is fake. McCullagh
and Caelli [57] stated the conditions in which repudiation could occur.

• The entity that received the digital currency insists that the signature on the digital
currency is a forgery;

• The signature is not a forgery, but the entity that received the digital currency insists
that the cash was obtained via:

i. Unconscionable conduct during transactions;
ii. Fraud instigated by a third party;
iii. The undue influence exerted by a third party.

McCullagh and Caelli [57] specified the requirements to prevent issues of repudiation
in cryptocurrency as follows:

• A service that provides proof of the integrity and origin of data, both in an unforgeable
relationship, which any third party can verify at any time during the authentication
process;

• An authentication with high assurance that cannot subsequently be refuted.

Research studies on computer networks, such as Coffey and Saidha [58], Zhou and
Gollmann [59], Zhang and Shi [60], and Kremer et al. [61], focused on the non-repudiation
protocol. Specifically, Kremer et al. [61] proposed the following requirements for fair
non-repudiation protocol (FNRP):

• FNRP should provide the payer non-repudiation of receipt to verify the transaction
from the Adjudicator;

• FNRP should provide the payee non-repudiation of origin to verify the transaction
from the Adjudicator;

• When FNRP ends, the transaction parties should obtain both non-repudiation of
receipt and non-repudiation of origin (all together, the non-repudiation evidence,
NRE). If the receipt and origin evidence are not obtained, the transaction can be seen
as problematic;

• FNRP with the trusted third party (TTP) must individually create an NRE regardless
of TTP involvement;

• FNRP that does not use the trusted third party (TTP) should present fairness probabilistically;
• FNRP can be terminated by the transaction parties who have confirmed that FNRP

has secured fairness after a reasonable period.

Cryptocurrencies cut off the possibility of repudiation by keeping the transaction data
in each block in the blockchain. Specifically, due to the base logic that the longest block
is selected as the main chain and more than 50% of hashing power or stakes is needed to
create the fake chain, the possible repudiating attempts by substituting the existing main
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chain for the fake one can rarely occur. According to Nakamoto [62], in the Bitcoin system,
when 10 new blocks are added to the current main chain, the possibility of deleting the
existing block by an attacker even with 10% of the mining power is only 0.0000012%. In
addition, the Ethereum system prevents the possibility of repudiation by using the hash
function Keccak-256 to perform the message digest for the data logged in each block and
writing the hash value to the block at the same time. According to IBM, a message digest is
defined as a fixed-size numeric representation of the contents of a message, computed by a
hash function [63]. According to Robinson [64], an attacker needs the value of the reversed
Keccak-256 function to maliciously alter the contents in the block with a hash value, but
realistically, it is impossible.

Regarding CBDCs, not many discussions have been had regarding non-repudiation.
According to Minwalla [65], the CBDC based on DLT in which only approved authorities
are allowed to verify transactions and manage the ledger, the so-called permissioned
CBDCs in Figure 1, was regarded as a solution for the repudiation problem, as approved
authorities can provide a non-repudiation policy [65]. However, the permissioned CBDCs
are vulnerable to the manipulation of the blockchain. Therefore, to use the permissioned
CBDCs as a solution for non-repudiation, additional security safeguards that prevent
manipulation of the blockchain are needed [65].

2.4. Verifiability

To detect and penalize any malicious acts that evade the security protocols, the elec-
tronic financial system should be verifiable—the transactions must be recorded, and the
records must not be falsified.

Payeras-Capellà et al. [66] and Seo and Kim [67] researched the verifiability of the
protocols for e-cash systems. Payeras-Capellà et al. [66] propose a fair electronic protocol
that uses the trusted third party (TTP) to check irrelevant actions within the transaction. Seo
and Kim [67] reviewed the functions of an electronic funds transfer (EFT) protocol, which
transfers money from bank accounts to other agencies through a computer system without
the direct intervention of bank staff, and proposed a domain-verifiable signcryption scheme
as an improvement of the EFT protocol. The scheme appoints pre-specified participants to
check the transactions, allowing the protocol to have verifiability in the absence of TTP [67].

Cryptocurrencies such as Bitcoin and Ethereum are verifiable, as all the transactions
are recorded in blocks [68]. Sánchez [69] proposes the Raziel system, which combines the
multi-party computation (MPC) protocol and zero-knowledge proofs (ZKP). The MPC is a
protocol in which individuals that do not trust each other do not share their input value,
such as personal information, but share the encoded input value. The ZKP is a process in
which code users can verify codes without opening information on the smart contracts. The
Raziel system, which utilizes the benefits of both methods, has an advantage in verifying
the smart contract without revealing personal information [68].

Like cryptocurrencies based on DLT, CBDCs that use DLT satisfy the verifiability
condition. However, not all CBDCs can be said to be based on DLT—some CBDCs, such as
the permissioned CBDCs mentioned in Figure 1, only allow approved authorities to verify
transactions and manage the ledger, and those CBDCs do not have the same verifiability
standards as cryptocurrencies [70]. Therefore, Ripjar [70] suggested that the CBDC systems
use the know your customer (KYC) process as a verifiability measure. The CBDC system
can accomplish the verifiability through the KYC process, which only allows verified users
to use the CBDC system by ex-ante identification process and keeping the transaction
history among them.

2.5. Anonymity

Cash transactions leave no trace of users. Such a characteristic is good for protecting a
person’s privacy but could be exploited for crimes such as tax evasion, causing negative
externality in society [71]. Unlike cash, electronic financial systems can control anonymity—
that is, electronic payment users’ information can be disclosed under some predetermined
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circumstances. Camenisch et al. [72] presented a protocol for e-cash systems that revokes
anonymity through a trustee when illegal situations (Figure 2), such as blackmailing and
money laundering, occur.

Figure 2. The process of the transaction proposed by Camenisch et al. [72].

Möser [73] defined cryptocurrency as an electronic payment method not with “real
anonymity” but with “pseudonymity”. Numerous cryptocurrencies, including Bitcoin and
Ethereum, need to build the reliability of the system by using a distributed ledger while
ensuring users’ anonymity. Public key cryptography, which generates pseudonymous
addresses for the users in the transactions, is generally used for the purpose. However, not
even public key technology can secure users’ anonymity when users’ public key usage is
continued many times. Therefore, Reid and Harrigan [74] argued that the public key must
be updatable according to the cryptocurrency users’ will.

Anonymity is also an important issue in CBDCs. Providing complete anonymity
in CBDCs can cause the same money-laundering problems that happen in conventional
financial systems. Accordingly, AML authorities have suggested the concept of anonymous
vouchers, which limit the amount of CBDC that each user can utilize under the guarantee
of anonymity [75].

2.6. Other Considerations: The DDoS Attack Prevention Plan

The distributed denial of service (DDoS) attack is a malicious attempt of multiple
users to make the system or service unavailable by draining the network resource [76–78].
Electronic financial systems with many users, such as online-based payment services, credit
cards, and online banking services, are especially vulnerable to DDoS attacks, and therefore,
there have been studies concerning the countermeasures [77,79,80].

Douligeris and Mitrokotsa [81] and Mankins et al. [82] proposed the concept of “Re-
source Pricing” that charges system users with server usage costs to reduce the possibility
of DDoS attacks. Johnson et al. [83] and Wu et al. [84] reported on possible DDoS attacks
during the Bitcoin mining process. The Bitcoin miners usually construct pools to increase
the probability of success in the mining process. During the process, they may try a DDoS
attack to interrupt other pools’ mining activities. Johnson et al. [83] showed that a DDoS
attack on large mining pools could be more effective than a DDoS attack on small mining
pools in increasing the attackers’ mining success probability. Starting from the general-sum
stochastic game, Wu et al. [84] proposed a DDoS attack prevention plan based on the Nash
learning algorithm by formulating mutual competition between the mining pools.

In Ref [85], a possible DDoS attack in CBDC networks is presented. Multiple malicious
users can cause traffic by sending false transaction records to the CBDC networks multiple
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times. To prevent possible DDoS attacks in CBDC systems, a method of limiting the users’
transaction frequency and total spending limit is needed.

2.7. Summary

As discussed in Sections 2.1–2.6, in electronic financial systems, six security require-
ments, no double spending, unforgeability, non-repudiation, verifiability, and anonymity,
are important issues regardless of whether the currency is e-cash, cryptocurrency, or CBDC.
What research studies in Sections 2.1–2.6 suggested as a security enhancement plan for
those requirements can be classified into five categories: blockchain technology, trusted
third party, certification of the transaction members, tracking of transaction records, and
cryptographic techniques.

3. Offline Payment Function after Types of Currency

Research studies related to the offline payment function of digital payment methods
have been gaining attention with the emergence of e-cash in the 1990s and early 2000s.
Abrazhevich [86] defined the offline payment function as follows:

• A currency that can be exchanged even in the absence of a network connection;
• A transaction that can be established without a third party acting as an arbitrator.

Chaum and Brands [87] mentioned that an offline payment function without bank
intervention has the advantage of cost efficiency and speed. Another advantage of the
offline payment function can be observed in terms of capacity. Furthermore, Eslami and
Talebi [88] mentioned the advantage of a database was significantly reduced in size for the
data-related bank transactions in the offline payment function.

Further research from the works based on the advantages has progressed, focusing
on the implementation of offline payment functions in the field of e-cash. Eslami and
Talebi [88] proposed an untraceable offline e-cash system using the ElGamal signature
scheme to ensure user privacy. In this system, double spending can be prevented by
revealing the identity information of double spenders to other users through the ElGamal
signature scheme.

On the other hand, Wang et al. [89] argued that the system proposed by Eslami and
Talebi is vulnerable to man-in-the-middle attacks and does not completely prevent double-
spending attacks. A man-in-the-middle attack occurs when the payer sends money to
the payee through a mechanism in which a man-in-the-middle intercepts the money by
eavesdropping. Wang et al. [89] conducted a study to solve the problems that may arise in
existing offline payment function using discrete logarithm problems and cryptographic
techniques, such as the Schnorr signature and blind signature.

As many studies have dealt with topics related to the offline payment function, offline
transaction methods, such as near field communication (NFC) [90], quick response (QR)
code [91], and Bluetooth [92], are now diversified, and it is apparent that these studies
are meaningful. Among studies related to e-cash, Camenisch et al. [72] present an online
payment protocol and an offline payment function for auxiliary means. Bitcoin emerged
after studies related to e-cash. Although only a few studies have dealt with the offline
payment function of Bitcoin, Dmitrienko et al. [93] presented a solution to enable a secure
offline payment function of Bitcoin. With the appearance of CBDC, Sato and Sudo [94]
proposed a solution to use the offline payment function in situations where online payment
of CBDC is impossible, such as network malfunction or underground environment, by
using dual offline payment. Here, dual offline payment refers to when a payment is
completed when both the payer and the payee are offline. Sato and Sudo [94] stated the
necessity of offline payment function for CBDC by covering the problems that may arise
from making transactions and payments possible through offline payment. Eventually,
Christodorescu et al. [95] conducted a direct protocol study that implements the offline
payment function of CBDC. This section analyzes the three studies above that dealt with
the offline payment function for each of the different types of currencies, e-cash, Bitcoin,
and CBDC.
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3.1. Offline Payment Function with E-Cash Proposed by Camenisch

Camenisch et al. [72] divided the members participating in a transaction into the bank,
the customer (payer), and the shop (payee) before presenting the transaction protocol of
e-cash. Based on their involvement, the transaction is analyzed in three phases as drawn in
Figure 2: 1. Withdrawal phase, 2. Payment phase, 3. Deposit phase. The three stages of the
transaction are as follows:

• Withdrawal phase: a transaction phase that involves a bank and a customer (payer);
• Payment phase: a transaction phase that involves a customer (payer) and a shop (payee);
• Deposit phase: a transaction phase that involves a shop (payee) and a bank.

In online payments, undesired events are less likely to occur in the transaction process,
since the three phases of a transaction occur continuously, monitoring or confirming
continuously whether malicious actions occur during the processes or not. In contrast to
online payment, the three phases occur separately in an offline payment function. Unlike
online payment, the probability of malicious actions could increase during offline payment.

To prevent malicious action, Camenisch et al. [72] presented the requirements that the
transaction members, the payer, and the payee, must satisfy in the offline payment function
as follows:

• The shop (payee): must be assured that the bank will accept the payment [72];
• The customer (payer): must be assured that the withdrawn money will later be

accepted for payment and that the bank cannot claim that the money has already been
spent. Furthermore, they may require that their privacy be protected [72].

Camenisch et al. [72] introduced a method to prevent fraudulent actions in the offline
payment function of e-cash by using observers for preventing double spending through
a trusted third party. This method begins when a trustee, who acts as an observer in a
transaction, obtains a coin list of a payer that can be acquired from the withdrawal protocol
if the payer acts with malicious intent, such as when a coin contained in the coin list is
used more than once. The trustee intervenes in the offline payment function to prevent
fraudulent actions.

The anonymity of the information that the trustee can obtain through the withdrawal
protocol must be guaranteed. Therefore, in the proposed offline payment function, the
trustee must satisfy two requirements as follows:

• The trustee can communicate only with the customer;
• It should be impossible for the bank to obtain and track payment information, even if

the bank subsequently obtains information related to the customer through the trustee.

Once these requirements for the trustee are satisfied, the transaction in the offline status
will proceed safely. The solution for fraudulent actions in the offline payment through the
trustee will be discussed in further detail in Section 4.

3.2. Offline Payment Function with Cryptocurrency Proposed by Dmitrienko

There have been numerous discussions in research studies on whether to consider
Bitcoin as a currency or an investment product [96]. If Bitcoin becomes utilized as a currency
in the form of cash, the offline payment function may be inevitable (e.g., when using a
vending machine or the primary server network, in a situation where the central server
network cannot be accessed).

Dmitrienko et al. [93] proposed security solutions for problems that may arise in the
offline status to enable offline transactions of Bitcoin. They review four problems that need
to be solved to set up an offline payment function for Bitcoin. They proposed solutions
from the perspective of the following problems.

3.2.1. Issues and Suggestions for the Large Capacity of the Blockchain

A device capable of offline payment function (e.g., pos system, mobile phone) has a
capacity limit for storing the blockchain. Based on blockchain capacity problems in the
past, the simple payment verification (SPV) was devised to enable simple verification with
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only a block header level with a relatively small capacity. However, even the block header
for SPV is too large to be downloaded on mobile devices.

As a solution to this problem, Dmitrienko et al. [93] proposed a time-based transac-
tion confirmation verification. This method allows transaction confirmation to proceed
even when the transaction details are not connected to the entire blockchain. Time-based
transaction confirmation verification proceeds as follows:

• ti and ti+n as timestamps when the i-th and i+n-th blocks are created, respectively;
• δ as a security parameter;
• The transaction should be finished if, and only if, δnti − ti+n ≤ nδ

Through the method mentioned above, the time constraints can be controlled. Accord-
ingly, it is possible to lower the probability of an attack being successful when the offline
payment function is processed. Offline payment function can be proceeded in a secure
environment by setting the variables.

3.2.2. Issues and Suggestions When Hosting Platform Has Malicious Intent

A typical wallet does not have a networking interface. Therefore, the offline wallet can
proceed with transactions only by forming the networking interface with assistance from the
hosting platform. At this point, there is a problem, in that users’ wallets may be at risk if the
hosting platform causes fraudulent actions with malicious intent in an arbitrary situation.

Dmitrienko et al. [93] proposed the delayed parameters verification as a solution
to the users’ risk. Delayed parameters verification divides the transaction confirmation
verification process into two stages. The two stages are as follows:

• Stage of storing pre-loading transactions for future use (validation parameters are not
verified at this stage);

• Stage in which the recipient directly checks the validation parameters.

In delayed parameters verification, there is no benefit that the recipient can gain
through manipulating the parameters. Thus, this method guarantees fraudulent actions do
not occur, since the recipient directly confirms the validation parameter.

3.2.3. Issues and Suggestions for the Absence of a Timer

When confirming transactions on the Bitcoin network, there is also a problem associ-
ated with measuring the generated time zone. However, a source that can measure time,
such as a timer, does not necessarily exist in an offline wallet.

Limits on transaction amounts can solve the problems above. The upper bound of
the time window can be estimated with a high probability without a separate timer by
setting limits on the transaction amount. In addition, it is possible to solve the problem by
supplementing the excess approximation value.

3.2.4. Issues and Suggestions for Wallet Damage

Dmitrienko et al. [93] mentioned damage to offline wallets as the last problem. There
is no doubt that offline wallets are difficult to damage due to various security technologies
and hardware. However, if the attacker spends considerable time and effort to attack the
offline wallet, the offline wallet will be damaged eventually, and the attacker can complete
successful fraudulent actions.

Dmitrienko et al. [93] proposed a “distributed wallet revocation scheme” to solve this
problem. This method allows the recipient to cancel the transaction if fraudulent actions
occur or the wallet is damaged. Through this method, the recipient can directly block
attacks from the attackers.

3.3. Offline Payment Function with CBDC Proposed by Christodorescu

Visa has recently devised a protocol and device using Christodorescu et al.’s [95] re-
search that can be downloaded into a personal smartphone or tablet and transacted without
an intermediary [97]. The CBDC offline payment protocol proposed by Christodorescu
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et al. [95] is a fundamental study that can increase the possibility of utilizing CBDC as na-
tional legal tender. Christodorescu et al. [95] proposed a method to avoid the risks that may
occur in offline transactions of CBDC through the offline payment system (OPS) protocol
using encryption technology based on a trusted execution environment (TEE) [98–101].

3.3.1. TEE Model and UA

The offline payment protocol is the protocol that allows the payer and the payee to
form transactions through balance changes in their respective offline accounts even when
they do not liaise with the server. It is critical to understand the TEE model and untrusted
application (UA) to understand the offline payment protocol in detail. The TEE model is a
software stack stored in a ROM embedded secure device. It consists of a trusted operating
system (TOS) and trusted applications (TA). TOS enables developers to access security
devices. TA, which exists more than once in the model, allows using special-purpose
functions that are only secured.

If UA is used benignly, it provides a function to receive digital currency when a user is
connected to a server online, a function to verify transaction details, and a function to store
transaction details. However, if UA is abused, some elements can threaten users.

3.3.2. Components of Offline Payment System

The four components of the OPS proposed by Christodorescu et al. [95] are as follows:

• OPS Server TA: Deployed in the server, manages customer accounts, and sets up
customer devices;

• OPS Sender UA: Deployed in the sender’s device, provides offline payment interface
to users by interacting with OPS TA and registers UA and TEE by interacting with
the server;

• OPS Receiver UA: Deployed in the receiver’s device, provides an interface to check
receiver interface and offline payment;

• OPS TA: Deployed in the sender’s secure device in TEE, manages the user’s offline
balance only for secure access.

3.3.3. Protocol for Preparing Offline Payment System

The offline payment process begins with two stages of preparation protocol. First, the
TEE-enabled device is registered in the server through the client setup protocol. When
a device is registered through this protocol, the server opens an account on the device,
initializes it, and provides a certificate to enable offline payment. Then, the user registers
OPS TA to the server through TA registration protocol and completes preparations for
using the offline payment function. When the process for preparation is completed, a direct
transaction process can be executed.

3.3.4. Protocols Included in the Transaction Process of Offline Payment System

After the preparation process mentioned in Section 3.3.3, the user goes through the
deposit protocol process, which deposits currency from an online account to an offline account
to prepare an amount of currency to be used for offline payment. On the contrary, there is
also the withdraw protocol, which withdraws the balance from an offline account to an online
account. When the balance is sufficient in the offline account, the offline payment between
users is enabled through the offline payment protocol through the following process:

• Deduction of the amount of money to be sent from the balance of the sender’s offline account;
• Addition of the received amount of money to the recipient’s account.

At this time, the recipient can receive the currency to their online account through
the claim protocol and may receive currency to their offline account through the collect
protocol. When the recipient receives the currency, the offline payment ends. Figure 3 is an
illustration of the offline payment device protocol proposed by Christodorescu et al. [95].
The detailed algorithm sequence diagram for offline payment is shown in Figure 4.
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Figure 3. Operation of the protocol on a device using TEE technology proposed by Christodorescu
et al. [95].

Figure 4. A sequence diagram of the detailed transaction process between the sender and the receiver
using the offline payment protocol suggested by Christodorescu et al. [95].
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3.3.5. Security Enhancement of Devices through Cryptographic Technology

When executing the offline payment protocol, the process of transaction execution
by obtaining a public key and a certificate becomes enabled, based on the public-key
infrastructure (PKI). The PKI consists of certificate authorities (CA) that manage the validity
of certificates, registration authorities (RA) that verify the identity of users, and directory
services that store the certificates. The transactions between users A and B through digital
certificates [102] are processed as follows:

Stage 1 User A requests a certificate from RA, and RA sends a certificate issued by the CA
to A through communication with the CA;
Stage 2 CA publishes A’s certificate through the directory service, and B verifies A’s
published certificate;
Stage 3 After completing B’s certificate verification, the transaction between A and B proceeds.

Christodorescu et al. [95] used the two-tier hierarchical infrastructure method based
on the PKI. Transactions are processed by issuing certificates from the presented device.
The process of issuing a certificate starts with the TA registration protocol mentioned above.
Details are as follows:

Stage 1 User A creates a signing key pair—(TA.vk, TA.sk);
Stage 2 Send information related to TA.vk to the server to issue a certificate—[cert];
Stage 3 Save (vkA, cert.vk) in S.Registry, which is the server’s storage.

In this case, vk and sk represent a public key and a private key. Information encrypted
with the public key can be decrypted only with the paired private key. When an offline
payment occurs in A’s device through this method, the counterpart can confirm that
A is not a malicious user through A’s certificate. Consequently, they can proceed with
secure transactions.

4. Security Requirements in Current Offline Payment Functions

In this section, the relationship among the offline payment functions through e-cash,
cryptocurrency, and CBDC and their technical feasibility on the security requirements are
analyzed from the perspective of no double spending, unforgeability, non-repudiation,
verifiability, anonymity, and DDoS attack prevention.

4.1. Offline Payment Function with E-Cash Proposed by Camenisch

In the research by Camenisch et al. [72], the offline payment functions considering the
security requirements of no double spending, verifiability, and anonymity were researched,
and the following solutions were proposed for the security measure, no double spending.

To satisfy the security requirements in terms of no double spending, two additional
methods were proposed by Camenisch et al. [72]. The first method proposed in the research
was to provide the authority to the bank to identify the double spenders. The second
method proposed was to utilize observers to prevent double spending. The major difference
between the first and the second method proposed is whether the double spending is
identified prior to its occurrence by the bank or after the event by the third-party observer.

In the first method, the bank becomes authorized to identify the double spender
through a cryptographic technology called a Schnorr signature. The detection and identifi-
cation of the double spender are enabled through the calculation of the secret key in both
signatures, as the double spender signs more than one message, whereas it is only possible
to detect an event that occurred in the past. However, considering the characteristics of
the first method, the preventive measures cannot be taken, whereas it would be possible to
detect double spending in advance of its occurrence in the presence of a trustee.

The second method introducing the trustee, considered to be the third-party observer,
in the transaction, is capable of preventing double spending prior to or as soon as it occurs.
However, since it requires the additional entity as an observer in the system, it could result
in a greater cost.
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Regarding the security requirements related to anonymity and verifiability, Camenisch
et al. [72] stated that fraudulent actions would not occur as long as the offline payment
is processed with anonymity among the users. However, under the circumstance where
anonymity is violated, fraudulent actions, such as money laundering and blackmail, could
occur. Thus, as a measure for the violation, Camenisch et al. [72] proposed anonymity
revocation to verify the identity of the members who participated in the transaction. The
anonymity revocation proposed by Camenisch et al. [72] is to remove the anonymity of the
violating users and provide them verifiability for transactions.

Among the requirements for the offline payment function presented in Section 2,
three security requirements are not covered by Camenisch et al. [72]: unforgeability, non-
repudiation, and DDoS attack prevention. It is necessary to devise a new method to satisfy
the security requirements of unforgeability and non-repudiation in Camenisch et al. [72].

4.2. Offline Payment Function with Cryptocurrency Proposed by Dmitrienko

Among the security requirements mentioned, Dmitrienko et al. [93] reviewed the
fulfillment of no double spending and unforgeability for the offline payment function of
Bitcoin. The risk of double spending on offline payment functions comes from the fact that
the payer can use the public key more than once. In an online payment situation using
blockchain, a record of double spending can be stored in a block to prevent double spending.
However, it is difficult to prevent double spending from transactions via offline payment
functions. In addition, since Bitcoin is traded through a distributed ledger method, it is even
more difficult to use a solution introducing a trusted third party, as stated in Camenisch
et al. [1]. Thus, a different approach is required to satisfy the security requirements of no
double spending and unforgeability in offline payment functions.

The method proposed by Dmitrienko et al. [93] creates an offline wallet using tamper-
proof secure hardware. However, unlike the security mechanism for the online payment,
where no double spending is satisfied through several surveillants, this method is less
stable due to the reliance on technology-based hardware support.

As an alternative to the method above, Dmitrienko et al. [93] proposed the utilization
of the deposit system. This enables only wallets that have received the certificate from
the certification authority to participate in offline payment functions. At this time, the
certification authority must provide a certificate to the wallet to prove the amount of
cryptocurrency sent. Through these two methods, the security requirements on no double
spending can be satisfied even in an offline payment situation.

To satisfy the security requirements of unforgeability, the verification and confirma-
tion mechanism based on the time-variant transaction mentioned in Section 3 could be
introduced. This method imposes a time limit on the transaction confirmation verification
in existing Bitcoin, and the transaction becomes recognized only when a block is created
within the time limit specified. The probability of the occurrence of coin forgery α can be
reduced by adjusting the time δ required for offline payment. If the coin forgery cannot be
prevented for a specific time limit δ, the forgery can be resolved by lowering the limit δ.
For instance, if the attacker has 40% hashing power and the time limit δ is set to 1600 s, the
coin forgery attack cannot be prevented. However, when δ is set to 800 s, the probability of
coin forgery α can be reduced down to a probability lower than a certain probability that
can satisfy unforgeability even in offline payment situations.

Meanwhile, Dmitrienko et al. [93] did not deal with non-repudiation, verification,
anonymity, and prevention from DDoS attacks. Additional examination is required to
satisfy the above conditions, considering that the transaction details of Bitcoin are difficult
to connect to the blockchain in the situation of offline payments.

4.3. Offline Payment Function with CBDC Proposed by Christodorescu

Christodorescu et al. [95] proposed TEE technology applicable to the devices capable
of the payment method by CBDC. However, in the proposed system via CBDC offline
payment function, fraudulent activities may occur when executing the withdraw protocol,
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protocol for offline payment function, and deposit. This section provides a review of the
security requirements for the devices utilizing the offline payment function by CBDC.

In the protocols for withdrawal and deposit, double spending can be prevented
through counters “i” in the device and server. When the currency is transferred from the
server to the offline account or from the offline account to the server, 1 is added to the
device’s counter “T.i” and the server’s counter “S.i.”. Then, it is possible to confirm whether
double spending has occurred through sync, which is a process of checking whether “T.i”
and “S.i” are of the same value. In the offline payment protocol, double spending can be
prevented by an offline payment counter “j” in the device that increases by 1 whenever
the transaction occurs, and the device proceeds with a transaction and a payment log that
stores transaction details.

In the presented device, non-repudiation can be prevented by using a two-tier hierar-
chical infrastructure. The certificate of the users with the TEE device is stored in the server
storage, S.Registry, through the TA registration protocol. When the payer transfers money
to the payee, the payee can verify the payer’s certificate in the storage before the payment
starts. After the payer’s information is checked, the payee then processes payment requests
to the payer, and offline payment function can proceed when the payer sends the currency.
In this way, both the payer and the payee cannot repudiate that offline payment has already
been processed.

When offline payment occurs, transaction information P, including the amount of
currency sent, sender’s certificate, information on the recipient, and transaction counter “j”
to prevent double spending are stored in the device’s T.inPaymentLog. This information
makes it possible to determine the part of the transaction in which problems occurred, and
the security requirement of verifiability in offline payment is satisfied.

The device user cannot view the transactional history through the TEE device. The
entity responsible for the management of the device only has access to the TEE device and
verifies the transactional information. Therefore, the anonymity for average users utilizing
the devices in the offline payment by CBDC can be maintained.

On the other hand, Christodorescu et al. [95] proposed that the offline payment
system does not directly deal with unforgeability and prevents DDoS attacks. Despite
someone freely duplicating or creating a CBDC via offline payment, it is still not easy to
detect whether CBDC is forged, and countermeasures are required. In addition, when
the transactions are in the process between the server through withdraw protocol and the
offline account through the deposit protocol, they are connected to the server. Thus, it
is essential to prepare a countermeasure against malicious users generating traffic to the
server. Table 2 represents whether research studies on existing offline payment functions
satisfy the security requirements.

Table 2. Confirmation as to whether research studies on existing offline payment functions satisfy
the requirements.

No Double
Spending Unforgeability Non-

Repudiation Verifiability Anonymity DDoS Attack
Prevention

Camenisch et al. [72] O X X O O X

Dmitrienko et al. [93] O O X X X X

Christodorescu et al. [95] O X O O O X

5. Discussion

Prior research studies on digital payment methods have attempted to expand the
purpose and utilization of each payment method through the implementation of functions
of offline payments. Further from the research phase, there are currently efforts to introduce
offline payment functions by CBDC in their domestic systems. However, the authorities
have considered offline payment functions by CBDC to be problematic from the perspective
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of security issues. The three studies reviewed in Sections 3 and 4 stated the security
imperfections of the offline payment function, regardless of the novelty of the research.

5.1. Limitations in Satisfying Security Requirements for Offline Payment Function

As shown in Table 3, the methods introduced in the existing research can be categorized
into five types to satisfy the security requirements of the digital payment method mentioned
in Section 2. The five types of methods are as follows: 1. Blockchain technology, 2. Trusted
third party involvement, 3. Supply of certificates to transactions members, 4. Tracking flow
of money, 5. Cryptographic technique.

Table 3. A study on various types of security reinforcement plans for digital payment methods.

Security
Enhancement Plan Research Security Requirements Detail

Blockchain
technology

Savolainen and Soria [45] No double spending
Prevention of double spending through proof of work (A method for

users to check whether the transaction is true or false).
* Not applicable when an attacker has over 50% of hashing power.

Crosby et al. [55] Unforgeability Transparency to the supply chain through BlockVerify using
blockchain’s distributed ledger technology and security.

Velde [56] Unforgeability Solution for issues over counterfeiting currency with proof of work.

Nakamoto [62] Non-repudiation Proposal of methodology difficult to maliciously modify and delete
Bitcoin’s transaction history recorded in a blockchain.

Dorsala et al. [68] Verifiability Methods to cut off the possibility of a fraudulent act within a
transaction by saving all trade conducted in a network on a block.

Reid and Harrigan [74] Anonymity Reinforcement of user anonymity by creating only the necessary
numbers of the public key for each user.

Trusted third party
Karame et al. [46] No double spending Monitoring double spending by adopting the “inserting observers”

method to solve problems caused by Bitcoin’s fast payment.

Payeras-Capellà et al. [66] Verifiability Introduction of a trusted third party, who becomes directly involved
when there is inappropriate behavior within the transaction.

Certification of the
transaction members

Krsul et al. [43] No double spending Proposal of the transaction system, tolerating the transactions for the
buyer and seller with only the serial numbers matching.

Kremer et al. [61] Non-repudiation
Proposal of the transaction system tolerating the entities capable of

NRE formulation and the system issuing non-repudiation of receipt to
the payer and original non-repudiation receipt to the payee.

Tracking of transaction
records

Brands [42] No double spending
Improvement of the security system for the traceability history of

e-cash trade, examining one-show blind signatures and wallets with
the observer’s method.

Camenisch et al. [72] Anonymity
Suggestions on the improvement of the system tracking the user, using

anonymity revocation when irrelevant behavior within the e-cash
system is detected.

Cryptographic
techniques

Pointcheval and Stern [44] No double spending Proposal of the cryptographic technique for the users to use a blind
RSA signature to prevent double spending.

Seo and Kim [67] Verifiability

Suggestion for the improvement of cryptographic technique
considering the transaction security, utilizing the domain-verifiable

signcryption scheme that only gives a predetermined n number of EFT
protocol participants access to check the transaction.

Robinson [64] Non-repudiation
Proposal of the security system with Keccak-256 and a hash value to

prevent malicious changes during the transaction process in
block contents.

Sánchez [69] Verifiability
Improvement of the security system for the transaction process with a

combination of MPC protocol and ZKP to guarantee verifiability
without revealing personal information.

Möser [73] Anonymity
Proposal of the system creating an environment with a pseudonym via

Ethereum’s hash value address that hides personal information in
the pseudonymity.

5.1.1. Applying Blockchain Technology

Savolainen and Soria [45], Crosby et al. [55], Velde [56], Nakamoto [62], Dorsala
et al. [68], and Reid and Harrigan [74] reviewed how the financial system is capable of
satisfying the security requirements through blockchain technologyin online situations.
Transactional information and member information are recorded via blockchain, and it is
possible to confirm whether the fraudulent activity has occurred. Various CBDC systems
also use DLT, the core technology of blockchain networks, to enhance security in online
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situations [103–105]. However, since it is difficult to proceed with transactions under
the surveillance among entities in offline payments, a consensus algorithm, such as PoW,
cannot be introduced. For these reasons, there are still technical barriers to be resolved for
blockchain technology to be adopted in offline situations.

5.1.2. Trusted Third Party (TTP) Involvement

In the research conducted by Karame et al. [46] and Payeras-Capellà et al. [66], the
method of the trusted third party (TTP) involvement can be considered in a transaction.
TTP observes transactions and monitors the users of the transaction system to prevent
fraudulent activities. In addition, there have been methods devised to prevent fraudulent
activities by the direct intervention of TTP during the transaction process, not only for
monitoring. TTP can intervene in the protocol for withdrawal and deposit. Therefore,
the currency circulating in the offline wallet of the payer or payee can be disclosed using
TTP. This method of using TTP is being considered a security enhancement measure in
many CBDC studies [106,107]. However, TTP can intervene only under the circumstance
when connected to an online network. Thus, when transacting via the protocol for offline
payment, it is not possible to observe the status of the offline payment protocol directly,
since TTP is not available offline. For this reason, it is not easy to introduce the method of
trusted third party (TTP) involvement in an offline payment function.

5.1.3. Pre-Certification for Members Participating in the Transaction or Post-Certification of
Transaction Confirmation

Krsul et al. [43] proposed a method to prevent double-spending transactions by
receiving tokens with the same serial number from a third party. However, this method
cannot proceed during the transaction unless both parties are pre-approved. Thus, this
method is difficult for applying CBDC to various offline payment functions, since it is
difficult to use CBDC in general.

Kremer et al. [61] proposed suggestions on the methods to certify a transaction. Nu-
merous online CBDC systems also use a method of authorizing users by verifying them in
advance [108]. However, it is difficult to confirm that the two entities have received the cer-
tificates offline. Additionally, malicious users are capable of easily deleting the certificates
issued. For this reason, it is critical to carefully review the prevention of repudiation in an
offline payment using a certificate.

5.1.4. Tracking Flow of Money

The methods of tracking transactional information covered in Brands [42] and Ca-
menisch et al. [72] are also difficult to apply to offline payments. Unlike online situations
where transactional information can be recorded and tracked on a central server, users do
not have access to the main server in offline situations. Thus, transactional information
should be recorded in the device’s storage rather than on the central server.

Reinforcing security by tracking the flow of money is also discussed in CBDC [106,109].
However, in this offline situation, it is difficult to monitor whether the fraudulent activity has oc-
curred in the transactions based on the information recorded in the storage; forgery/falsification
can occur freely. Due to these problems, tracking the flow of money in offline payments of
CBDC is hard to implement.

5.1.5. Using Cryptographic Technique

Pointcheval and Stern [44], Seo and Kim [67], Robinson [64], Sánchez [69], and
Möser [73] used cryptographic techniques for security. Of the five methods, the cryp-
tographic technique could be considered to be the only technique that perfectly applies to
the offline payment function. The PKI method, mentioned in Section 3, allows safe transac-
tions even though the certificate authority is offline, since a certificate states whether the
counterpart is a trusted user. In addition, Christodorescu et al. [3] proposed implementing
offline payment through certificate issuance using the two-tier hierarchical infrastructure
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method based on PKI. Many studies focusing on offline transactions deal with security
elements through the method of using cryptography technology.

5.2. Discussion to Satisfy Security Requirements for Offline Payment Function—Focusing on the
Research about Offline Payment Protocol of CBDC

It is possible to confirm that several documents dealt with the offline payment function
of CBDC. Riksbank proposed a method of limiting the amount that can be remitted when
CBDC transactions occur in offline situations [110]. Richards et al. [111] stated that using
CBDC as a token-based rather than account-based system is advantageous for offline
payment. In an account-based system, the balances of the payer and the recipient are
updated during transactions, and a token-based system is recorded only for those who
hold CBDCs [112]. Crunchfish’s turn-key solution eliminates the risk of server overload,
failure, and downtime for offline digital currency [113]. It is also possible to use a method in
which the central bank allows only authorized CBDCs to be transacted through one signer.
The World Economic Forum proposed a method of limiting the number of transactions
offline [114]. Additionally, a method of making reliable hardware for offline payments is
used [115].

However, throughout the research conducted thus far, Christodorescu et al. [95] is the
only research that proposed the implementation of the CBDC offline payment function in
the form of a protocol. The security requirements that Christodorescu et al. [95] did not
satisfy, for example unforgeability and DDoS attack prevention, can be supplemented by
applying the existing method and proposing a new method.

5.2.1. Solutions to Satisfy Security Requirement of Unforgeability

• Dmitrienko et al.’s [93] method: In the case of CBDC, using the distributed ledger
scheme, forgery attacks can be prevented through the time-based transaction confir-
mation verification mechanism proposed by Dmitrienko et al. [93]. In the blockchain
methods available, n—confirmation blocks had to be created to confirm the transac-
tion. Based on this method, in an offline situation using the time-based transaction
confirmation verification mechanism, the attacker is forced to create n—confirmation
blocks within the time limit nδ. Thus, the probability of forgery is reduced. The
probabilistic relationship between delta and the probability of forgery is described in
detail in Section 4.2.

• Method of modifying the increasing conditions of a counter of a device and using sync:
In this method, after modification of the increasing conditions of a counter of a device,
it is possible to confirm that a forgery attack has occurred through sync. Table 4 shows
the description of the variables used.

Table 4. Variables are used in modifying the increasing conditions of the counter of a device and
using sync.

Variable Definition Function

T.i A counter in a device A variable that increases by 1 when a withdraw protocol or deposit protocol
occurs, indicating how many times both protocols have progressed.

S.i A counter in a server A variable that increases by 1 when a withdraw protocol or deposit protocol
occurs along with T.i.

T.bal Account balance of a device The amount of money the offline payment device holds to make a transaction.

To use this method, it is necessary to modify the conditions for T.i to increase. In
the current method, the increase in T.i occurred secondary to withdrawal (a process of
transferring balances from an online account to an offline wallet) or deposit (a process of
transferring money from an offline wallet to an online account). During the process for
withdrawal and deposit, when all T.bal changes except the offline payment, the condition
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must be modified to increase T.i. Applying this modification will increase T.i when money
is forged in offline wallets, in addition to the withdrawal and deposit processes. Next,
when the sync process occurs, if the offline payment device intentionally rejects the sync
operation, or if the values of T.i and S.i are different, the transaction of the corresponding
device must be blocked entirely. Figure 5 is a schematic diagram of the above method.

Figure 5. Flowchart of the method to sync every regular time to satisfy the security requirement
of unforgeability.

5.2.2. Solutions to Satisfy Security Requirements of DDoS Attack Prevention

• Method of charging a fee when using the withdrawal or deposit function: The charging
system used in the withdraw and deposit protocol can be applied [85]. In the current
digital payment system, the profit considered when charging a fee that an attacker
can be charged is designed to be less than the cost of a DDoS attack. In the model
proposed by Christodorescu et al. [95], when using the withdraw and deposit protocol,
the motive for attempting a DDoS attack can be eliminated by charging a fee.

• Method of limiting the number of transactions when using withdraw or deposit
function: There is also a way to limit the number of transactions, as shown in Figure 6.
The source is blocked so that the withdraw/deposit protocol to generate traffic to
the server cannot be intentionally used excessively. DDoS attacks can be prevented
through this method.

5.2.3. Additional Considerations to Strengthen the Security Requirements

Despite the security of Christodorescu et al. [95] being reinforced through the methods
mentioned above, there is still a fundamental problem related to the dependence on TEE
technology. This problem is not limited only to the implementation of the security by
Chirstodorescu et al. [95], but all offline payment systems have no other available options
but to use terminals, such as cards or smart devices, which will inevitably encounter a
problem. Any effort contributing to strengthening the security of the offline payment
function can become futile through continuous attacks on the terminal itself by hackers.
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Figure 6. Flowchart of the method to limit the number of transactions to satisfy the security require-
ments to prevent DDoS attacks.

For this reason, even if the terminal used in the system operates in offline payment
mode for a certain amount of time due to various environmental constraints, in other
cases, transactional information that was operated in an offline payment mode must be
recorded on the online server through periodic synchronization with the online server.
Synchronization can facilitate the judicial process after a fraudulent action that breaks
down all security elements. Although this method solves the problem from the ex-post
point of view, it can reduce the motivation of hackers to attack.

6. Conclusions

Thus far, there have been efforts to introduce payment systems with greater efficiency
and safety. As a consequence, offline payment functions utilizing e-cash as national legal
tender have been emerging with the prospects suggested by several research studies
throughout multiple countries.

CBDC, which is currently considered attractive to several national financial institu-
tions, can also be utilized as national legal tender when offline payments can proceed
safely. However, in offline transactions, there are still strong possibilities that transactional
information cannot be stored on the server. Moreover, even if the transaction records are
forged or falsified, they cannot be recognized. Consequently, currently available digital
payment methods that satisfy these security requirements have limitations with regard to
the introduction of digital payment methods in offline payment functions.

Accordingly, in this paper, current methods, such as blockchain technology, trusted
third party involvement, supply of certificate to transactions members, tracking the flow of
currency, and cryptographic technique were reviewed to improve the security of offline
payment functions.

Moreover, considering the eventual purpose of the TEE device proposed by Christodor-
escu et al. [95] for offline transactions, it is possible to see that the criteria for the security
requirements of a transaction are still not satisfied. Hence, in this review, possible methods
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of modifying the system security against DDoS attacks and unforgeability during a transac-
tion made as an offline payment via a TEE device proposed by Christodorescu et al. [95]
were reviewed.

In addition to the security methods reviewed, it was possible to confirm the fact that
the payment system through CBDC has been gaining attention recently as an alternative
to national legal tender, and the research studies thereupon are now active. However,
the issues related to the security requirements remain to be resolved due to its technical
nature; the offline environment in which the participants transact cannot be fully monitored.
Thus, it is critical for countries planning to introduce payment methods based on currently
available CBDC in an offline environment to further investigate and research thereon to
improve the security of transaction systems.
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