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Abstract

:

Personal mobile devices form an integral part of business activities today. Mobile devices, nevertheless, pose various security issues and data privacy threats, which require a close attention. The rational choice theory was utilized to examine the determinants of employees’ security behavior in relation to mobile device usage. Employees were postulated to rationally evaluate the costs and benefits of mobile security measures and decide on the option that is perceived to provide the best expected outcome. Twelve out of thirteen hypotheses examined in this study were found to be significant. We also hypothesized that demographics and work-related variables significantly affect employees’ mobile security practices, examined using ordinal logistic regression analysis. The findings indicate the efficacy of the rational choice theory in explaining mobile security behavior. Security inconvenience has been found to be a significant cost to information security measures. Moreover, the findings also showed the influence of gender, job function, past security experience, and perceived risk on the dependent variable. In conclusion, we would like to draw considerable attention to the contribution of security awareness programs and security training to good mobile security behaviors.






Keywords:


mobile security; data privacy; security awareness; cost–benefit analysis; rational choice theory












1. Introduction


Technological advancement has induced a parallel change in the work environment, specifically, the widespread use of mobile devices for work purposes, which has formed an integral part of today’s business operations by supporting operational efficiency and productivity. Organizations have been found to allow employees to use any device to connect to the organization’s network [1], and the practice may expose organizations to information security threats.



The use of mobile devices that are not monitored by the organization for work purposes could cause various security issues. Among reported issues are (1) malicious apps downloaded onto a mobile device; (2) lost or stolen mobile devices that contain sensitive or proprietary data; (3) concerns regarding data ownership, especially during the resignation of the employee, (4) access of sensitive corporate data via untrusted or public networks; and (5) failure to implement access control on mobile devices [2,3,4]. Moreover, Hayes et al. [5] determined that mobile applications collect extensive amounts of data without user consent or knowledge, and this is contrary to the developers’ privacy policies.



What is more concerning is, in spite of these security issues, employees believe that they have none to very little responsibility to safeguard the organizational data stored on their mobile devices [3,4]. Mobile device users generally underestimate the threats and risks associated with the use [6,7] and have a false sense of security [8], which can lead to security negligence. McGill and Thompson [7] found that users tend to implement fewer security measures and have a lower perception of the severity of security threats and lower security self-efficacy on smartphones and tablets compared to their personal computers. In Clarke [9], over 20% of mobile device users were unaware of the security measures they were using. Breitinger et al. [10] found that smartphones are less secure compared to desktop computers.



Organizations, hence, have a stake in how employees manage their mobile devices. Mylonas et al. [11] found that employees tend to use the same device for work and personal purposes, escalating the threat to organizations’ information security. The study also reported that users of smartphones did not enable or add security control, tended to disregard security when selecting and downloading applications, and were of the opinion that smartphone security software is not necessary. The reason behind the behavior and attitude was unclear. Experts have recommended the use of mobile device management (MDM) as an approach to restrict employees’ mobile application installation rights and impose security practices. MDM is believed to reduce risks related to data security and intellectual property. However, there is a downside to MDM. The management of employees’ personal devices puts additional strain on existing security infrastructures and threatens employees’ privacy [12,13]. MDM also may limit and be contraindicative to the bring-your-own-devices (BYOD) culture implemented by organizations [14], restricting employees’ freedom on the use of their personal devices for work purposes. According to Doargajudhur and Dell [15], BYOD culture positively impacts job satisfaction, job performance, and organizational commitment. The authors, nevertheless, did not include the influence of organizational control on the use of personal devices in their analysis.



Lima et al. [16] carried out an extensive analysis of MDM platforms from a security perspective and found that many MDM solutions are merely management solutions with some security features wrapped around specific applications, rendering these inadequate in monitoring the devices’ contents, two-way communications patterns, or resource usage [17]. Therefore, information security related to the use of personal mobile devices is still very much dependent on usage behaviors. This study was, hence, carried out with the objective of investigating the factors influencing employees’ security behaviors pertaining to the use of personal mobile devices. Set in Malaysia, this study strives to explain employees’ decisions to protect their mobile devices by examining employees’ cost–benefit consideration of mobile security practices and also the factors that influence this consideration. It is expected that the findings of this study shall provide insights that enable employers to better manage the use of mobile devices among employees.




2. Literature Review and Hypotheses Formulation


Employees’ decision to practice good mobile security can be explained by the Rational Choice Theory (RTC). People are rational and pursue their self-interests based on their preferences [18] and choose to maximize their utility among the available options [19]. The theory states that an individual rationally decides based on cost–benefit considerations, and the chosen behavior will be the one with the best expected outcome [20]. Past studies have determined that cost–benefit considerations significantly influence employees’ compliance with security policies [21], internet use policy [22], and employees’ satisfaction with security practices [23]. It is, therefore, postulated that employees’ decisions to implement mobile security measures depend on their cost–benefit consideration. Employees weigh between the cost of conforming to good practices and the expected benefits from the action as part of their decision process. Mobile security measures will be applied if the expected benefits of the action outweigh the perceived cost.



Nevertheless, individuals’ preferences among the available choices can be selfish, altruistic, or influenced by social norms [19] and the organization they are in [20,22]. These elements form the personal and organizational context factors that influence employees’ cost–benefit considerations. Personal factors include information security awareness and mobile usage behavior, while organizational factors are training, job characteristics, and monitoring [24,25,26,27]. The hypothesized relationships among these constructs are depicted in Figure 1. The next subsections discuss the cost–benefit consideration, personal aspects, and organizational context factors believed to affect mobile security practices among employees, as well as the available supports.



2.1. Cost–Benefit Consideration


Security measures are additional and usually non-automated actions that employees must intentionally perform in order to protect their mobile devices. We posited that these actions are conducted with the expectation that the actions will bring positive expected outcomes (benefits) within reasonable costs to the perpetrator. Expected outcome refers to the anticipated results or consequences of an action [28] and has been posited to determine behavior [21,29,30,31,32]. We believe that employees will take the necessary precaution to protect their mobile devices whenever they expect that such action will bring about positive outcomes, and the relevant hypothesis was constructed as below:



Hypothesis 1 (H1).

Expected outcome significantly affects mobile security practices.





Past studies have shown that security measures are often viewed as inconvenient, effortful, and interrupting the achievement of assigned tasks. For example, in [33], the interviewed employees believed that security measures made it difficult for them to carry out their work. Security-related measures are generally viewed as bothersome and obstructive [34], constraining and inconvenient [35], and negatively impacting productivity [36], especially in the context of mobile devices. People tend to forsake their efforts when inconveniences are encountered [37,38,39,40]. The majority of respondents in [8] chose not to apply security measures to their mobile devices due to the complexity of the measures. Therefore, it was speculated that security inconvenience forms the cost of mobile security practices. The second hypothesis was formulated as follows:



Hypothesis 2 (H2).

Security inconvenience significantly affects mobile security practices.





With regard to the use of mobile devices, we believe that the influence of inconveniences due to security measures is even more significant. This is because mobile devices are used for work purposes due to the convenience and utility provided. Nonetheless, the implementation of mobile security measures would instigate additional efforts on the part of the employees and reduce the expected utility. For example, a good security practice forbids the use of public networks. This limits the use of mobile devices when the employee does not have access to a secured network. Password-protected devices require employees to key in the password each time he or she needs to use the device, increasing the expected time to complete a task. Using a mobile device is no longer handy or useful if the employee has to grapple with various inconveniences of the security measures. Security inconvenience is thus believed to affect the expected outcome. This proposition is hypothesized below:



Hypothesis 3 (H3).

Security inconvenience significantly affects expected outcome.






2.2. Personal Variables


Usage behavior and information security awareness are the two personal variables that were theorized to directly affect employees’ cost–benefit consideration. Usage behavior of mobile devices provides first-hand experience to the employees and helps employees form judgments about security measures in a similar way asserted by [24]. Individuals form judgments about their behavior and the outcomes of the behavior based on their observations of the events that have occurred. The extent of various mobile applications or device usage leads employees to have direct knowledge of security issues and incidents [26] as well as a chance to learn through experience.



In Rhee et al. [25], for example, users who experienced a direct security breach as a result of mobile devices have been found to suffer a negative emotional state such as anxiety or stress. Such experience is an important source of information and influences one’s behavior related to information security measures [27]. Employees who have used their mobile devices to store sensitive information would have formed more concrete judgments of the costs and benefits of mobile security measures. Stiakakis et al. [41] documented that users’ concerns about mobile device security threats differed according to the frequency and variety of mobile services in use. We, therefore, posit that usage behavior significantly affects both expected outcome and security inconvenience. The relevant hypotheses are as follows:



Hypothesis 4 (H4).

Usage behavior significantly affects expected outcome.





Hypothesis 5 (H5).

Usage behavior significantly affects security inconvenience.





Bulgurcu et al. [21] have described security awareness as employees’ understanding of information security and the relevant concerns. Information security awareness leads to employees’ mindfulness of the significance of information security [42]. Thus far, information security awareness has been investigated in terms of its influence on users’ perceptions and attitudes [21,43,44]. It could be deduced from Stanciu and Gheorghe [8] that security awareness affects users’ decisions to implement security measures for their mobile devices.



However, Edwards [45], in his study of home users, found that information security awareness does not directly affect security behavior among users. Instead, security behavior was significantly affected by the perceived susceptibility to threats. Öğütçü et al. [46] noted that security awareness does not necessarily result in congruent behavior. It could be deduced from these studies that information security awareness may not directly affect behavior, but such awareness significantly influences users’ judgment of the behavior. It is expected that information security awareness improves employees’ cost–benefit consideration by helping employees to recognize possible outcomes of mobile security behavior and deal with the inconveniences of security measures. We, therefore, hypothesize that information security awareness affects the cost–benefit consideration of mobile security practices. Accordingly, the following hypotheses were constructed:



Hypothesis 6 (H6).

Information security awareness significantly affects expected outcome.





Hypothesis 7 (H7).

Information security awareness significantly affects security inconvenience.






2.3. Organizational Variables


Furnell and Rajendran [26] argued that organizational factors and job factors exert influence on employees’ information security behavior. Organizational factors are (i) influences placed by the organization to promote and reinforce security issues to staff as well as (ii) work-related factors that shape the work norms of the employees. Based on the findings of past studies, we posited that three organizational variables are significant in determining employees’ cost–benefit consideration of mobile security practices, namely, security monitoring, job characteristics, and training.



Security monitoring is implemented by organizations as a measure for information security [47,48] and to ensure compliance [49]. Security monitoring has been found to discourage information system abuse [49,50] and decrease employees’ misbehavior [51]. Yan et al. [52] determined that information security monitoring positively influences organizations’ security culture. We believe that information security monitoring enhances management’s expectations of security behavior and shapes the information security norms of the organization. Whenever information security monitoring is truly executed, strong information security messages are conveyed to the employees. Hence, we theorize that such monitoring improves employees’ mindfulness of security measures, which extends to the use of mobile devices. In an organization with a strong information security culture, the employees are believed to be more aware of the outcomes of security measures, and security measures become a habit rather than a chore. The following hypotheses were formed:



Hypothesis 8 (H8).

Information security monitoring significantly affects expected outcome.





Hypothesis 9 (H9).

Information security monitoring significantly affects security inconvenience.





The second organizational variable theorized to affect the cost–benefit consideration of mobile security practices is job characteristics. Past researchers have defined job characteristics as the qualities of a job that can motivate employees and have been proven to affect a wide range of behaviors [53]. The job characteristics theory [54] outlines five dimensions of job characteristics, namely, skill variety, task identity, task significance, autonomy, and feedback. The most relevant dimension related to this study is task significance—the degree to which the task affects others’ life. A job tends to be more meaningful to employees whenever the job improves the well-being of others, whether in the organization or the external environment [54,55,56]. Employees are motivated by the perceived meaningfulness of the job, the responsibility of the job outcome, and the knowledge of the results [53].



In the context of the current study, we believe that the significance of a task is determined by the nature of information and data handled by the employees. Employees who handle confidential information and data would attach higher significance and responsibility to their tasks. Hence, job characteristics, within the context of this study, specifically refer to the extent of sensitive data and information handled by the employees. We posit that job characteristics significantly affect employees’ usage behavior, information security awareness, expected outcome, and security inconvenience.



The employees who handle sensitive information would be more attentive to information security issues (awareness) and conscious about how they use their mobile devices as they are well aware of the information security threats that originate from mobile devices (usage behavior). The nature of tasks would also require employees to have higher expectations of security practices (expected outcome). Their job requirements would also require them to be more security conscious and to take security measures out of need rather than convenience. The related hypotheses are as below:



Hypothesis 10 (H10).

Job characteristic significantly affects usage behavior.





Hypothesis 11 (H11).

Job characteristic significantly affects information security awareness.





Hypothesis 12 (H12).

Job characteristic significantly affects expected outcome.





Hypothesis 13 (H13).

Job characteristic significantly affects security inconvenience.





The third organizational variable believed to be significant in relation to mobile security practices is security training. Security training forms organizational support, signals to employees the importance of such measures [27], and forms a strong system for controlling information security threats [34,57]. Past studies have shown that information security training is substantial in enhancing security awareness [42,57,58,59]. With information security training, employees gain information and knowledge about information security, including the importance of good security practices, ways to handle security issues, and threats to information security, among others. Thus, we posit that security training significantly enhances information security awareness by shaping the organization’s security culture. The following hypothesis was developed.



Hypothesis 14 (H14).

Information security training significantly affects information security awareness.







3. Research Methods


An online questionnaire survey was employed as the key data collection method for this study. The survey was conducted within a period of three months. The following subsections describe the research methods used in this study, including the sample, measurements, and analysis.



3.1. Sample


We have decided on telecommunication companies due to their core business, which places information security as the most critical need. Executive employees from these organizations were invited to take part in the survey via email communications to the organizations’ contact persons. The contact person was requested to forward the invitation email to the executive employees. As employees’ information was kept confidential by the organizations, we were not able to determine the response rate or implement specific selection criteria in the sampling process. Responses were received from 626 executives who were working in the target companies during the period of data collection, out of which 19 responses were discarded due to critical missing data or missing data for marker variables, namely, job position (executive or non-executive) and organization. The final sample consisted of 605 respondents.



Table 1 summarizes the demographic characteristics of the respondents. The majority of the respondents were in their 30 s (43.1%), followed by those in their 40 s (23.6%) and 20 s (22.8%). Male respondents made up 49.7% of the sample and female respondents 50.3%. Respondents were found to be well educated; more than 90% of the respondents received tertiary education. The demographic distribution was as expected since the target respondents were executive employees. The largest respondent group was from operations, production, and project management (30.9%), followed by the information systems and technology group (24.6%).




3.2. Measurements


A focus group discussion was conducted to develop the study’s measurements. Representatives from the telecommunication industry, academics, and a local authority tasked with cybersecurity were the expert panels engaged in the discussion. The expert panels discussed issues related to information security, including mobile security. The panels also provided their expert evaluation of the research instrument. The panels agreed that the four behaviors selected either posed information security concerns or contributed to mobile information security. Ensuing from the discussion, a pilot study was conducted involving 84 employees from a selected organization. The research instrument was further refined. The final measures and the response scale (shown in parentheses) used in the survey are as below, and the statements used in the questionnaire are in Appendix A:




	
Mobile security practice: Four items that gauged respondents’ frequency of performing behaviors related to the use of public Wi-Fi, webmail, and the protection of mobile devices (1, never, to 6, very frequent).



	
Expected outcome: Respondents were requested to assess the possible outcome of each type of mobile security behavior (1, very negative, to 6, very positive).



	
Security inconvenience: Respondents were requested to gauge the functional impact of the selected mobile security behavior on their work (1, very easy, to 10, very troublesome).



	
Usage behavior: Three items related to the frequency (1, never, to 6, very frequent), expected benefits (1, very negative, to 6, very positive), and perceived utility of using mobile devices to store confidential information (1, very easy, to 10, very troublesome).



	
Job characteristic: Respondents were asked about the confidentiality level of data, information, and documents handled at work (1, not confidential at all, to 6, very confidential).



	
Security awareness: Four statements related to knowledge about information security, including actions to be taken, persons to contact, and relevant standards (1, strongly disagree, to 6, strongly agree).



	
Security monitoring: Four items related to the actions taken by the employing companies to oversee the use of information resources (1, never, to 6, very frequent).



	
Security training: Organization’s emphasis on information security via training programs. Four statements were used (1, never, to 6, very frequent).



	
Security incident: Respondents were asked whether they had experienced security incidents before (yes, no, not sure).



	
Perceived risk: Respondents were to rate the likelihood of security incidents occurring within their department (1, very unlikely, to 6, very likely).









3.3. Descriptive Statistics


Table 2 shows the descriptive statistics of the mobile security practices and security monitoring. We have classified the responses into three points, i.e., low (1, never, and 2, seldom), moderate (3, sometimes, and 4, quite frequent), and high (5, frequent, and 6, very frequent). Past literature has argued the importance of MDM in reducing information security risks that are related to the use of mobile devices. However, the implementation of MDM in organizations could still be very low. In this study, we were able to gauge the implementation of MDM in organizations by analyzing the level of security monitoring employed. As shown in Table 2, on average, employees rated each monitoring activity as “sometimes” (mean value of around 3.0). Based on further classification, security monitoring practices among the employing organizations could be said as low to moderate. Hence, it is also expected that MDM implementation among these organizations could also be at about the same level, if not lower.



The most frequent security practice was protecting mobile devices with access control methods (mean = 4.501); 59.1% of the responses received were classified as high. Nevertheless, changing access credentials of mobile devices was less frequently performed (mean = 3.374), with the majority in the moderate category (48.9%). Almost 30% of the respondents either never or seldom changed their access credentials. Although respondents reported the use of unofficial webmail and public networks for work purposes as low (mean = 1.762 and 2.625, respectively), quite a number of respondents still did so. About 17% of the respondents reported the use of unofficial webmail for work purposes at moderate to high levels. Almost 50% of the respondents reported moderate to high use of public networks to access work-related emails.



In further analysis, we summed up the scores to form a continuous score for the variable mobile security practices, expected outcome, and security inconvenience. Negatively worded statements were reverse-scaled prior to computation. For mobile security practices, the composite scores varied from 10 at the lowest point and 24 at the maximum point. The scores for expected outcome ranged from 8 to 24 points, and the scores for security inconvenience ranged from 4 to 40. The scores indicate the extent of mobile security practices, expected outcome, and security inconvenience.




3.4. Factor Analysis


The data were factor-analyzed in order to classify items that were interrelated and to form composite variables to be tested in this study. We excluded the measures for mobile security practices, expected outcome, and security inconvenience from this analysis because the measures are not unidimensional and represent a range of behaviors related to mobile security. Five factors were generated from the analysis, and the supporting statistics showed acceptable results. The total variance explained was 76.911%, the Kaiser–Meyer–Oklin measure of sampling adequacy was acceptable at 0.860, and Bartlett test of sphericity was statistically significant (X2 = 7535.00, d.f. = 153, p = 0.000). All factor loadings were above 0.70, and the items were loaded to each factor in accordance with the theorized dimensions. The Cronbach’s alpha reliability statistic for each factor was also acceptable (above 0.60). Results of the factor analysis are depicted in Table 3. A composite variable representing each tested variable was then developed based on the factors by totaling the responses for each measurement item. The mean, standard deviation, skewness, and kurtosis statistics of the composite variables showed normal distribution and, thus, provided support for further analysis.




3.5. Analysis 1: Path Modeling


A path analysis, a structural equation modeling method, was conducted to test the hypothesized relationships among the multiple variables. This analysis was performed using SPSS Amos ver. 23. Path analysis enables a set of equations within a model to be computed concurrently and must only include measured variables. The chi-square goodness-of-fit test and other fit indices were used to establish the consistency between the observed model and the expected model. A comparative fit index (CFI) score larger than 0.95 [60], a goodness-of-fit statistic (GFI) larger than 0.90 [61], and root mean square approximation (RMSEA) of less than 0.06 [61,62] were used as indicators of a good model fit. Results of the path analysis showed a good fit (X2 = 19.556; p = 0.050; X2/df = 1.787; GFI = 0.992; CFI = 0.990; RMSEA = 0.036) and provided support for all hypotheses except H13. Twelve of the thirteen hypothesized paths were significant at the p ≤ 0.01 level and were supported by the data. Table 4 shows the path coefficients of each hyphothesised relationships.



In Figure 2, solid lines signify significant path coefficients, and the dotted line indicates the non-significant path. The model predicted a 27% variation in mobile security practices (R2 = 0.27), with security inconvenience as the strongest determinant (β = −0.37). Expected outcome (R2 = 0.23) is significantly affected by security awareness (β = 0.12), security monitoring (β = −0.11), usage behavior (β = 0.12), and security inconvenience (β = −0.39). Security inconvenience is mainly predicted by security awareness (β = 0.20), followed by usage behavior (β = −0.16) and security monitoring (β = −0.09).




3.6. Analysis 2: Ordinal Regression Analysis


Ordinal logistic regression analysis was conducted to determine the influence of demographic and work-related variables on mobile security practice to supplement the path analysis results and provide more insight into employees’ mobile security practices. Demographic and work-related variables are categorical in nature and could not be adequately examined using path analysis. The dependent variable, mobile security practice, was first transformed into six ordinal categories in order to facilitate the analysis. The transformation involved calculating the percentiles of the responses and reclassification of the responses into six categories, namely, 1—Never, 2—Seldom, 3—Sometimes, 4—Quite frequent, 5—Frequent, and 6—Very frequent. The continuous score was used for calculating the percentiles in the 17th, 30th, 50th, 66th, 83th, and 100th percentiles. Corresponding values received from the percentiles were used in categorizing the responses. Table 5 presents the data distribution of mobile security practice after the transformation. Average values of each respondent for work-related independent variables, past security experience, and perceived risk were calculated to be used in the analysis. The data distribution of work-related independent variables is depicted in Table 6.



Ordinal logistic regression analysis that included likelihood ratio tests, parameter estimates, and tests of parallel lines were performed on the data. The likelihood ratio tests in Table 7 show the significance of each of the independent variables. Four of the independent variables have p-values that are less than 0.05, indicating there is a significant relationship between the variables and the dependent variables, namely, “Gender, “Job function”, “Past security experience”, and “Perceived risk”.



Looking further into parameter estimates for these four independent variables in Table 8, the odds of mobile security practice for females (gender1) are 0.616 times lower than the odds of mobile security practice for males (reference group: gender0). Next, the odds of mobile security practice for someone whose work function was security and risk management (jobfunction7) are 4.246 times higher than the odds of mobile security practice for someone who works in sales and marketing (reference group: jobfunction1). Moreover, the odds of mobile security practice for someone who has experienced prior security incidents (incident1) are 0.665 times lower than the odds of mobile security practice for someone who has no known past security incident (reference group: incident0). Additionally, the odds of mobile security practice for someone who perceived that the risk of information security is quite likely (reference group: risk4) are 0.478 times lower than the odds of mobile security practice for someone who perceived the risk to be very unlikely (reference group: risk1).



Ordinal logistic regression assumes that the effects of independent variables are consistent across different thresholds, which is also known as the proportional odds assumption. For instance, it assumes that the coefficients that describe the relationship between the lowest versus all higher categories of the dependent variable are the same as the coefficients that describe the relationship between the second-lowest category and all higher categories. A test of parallel lines was carried out to test this assumption, and the result is presented in Table 9. The null hypothesis states that the lines of the model are parallel. As shown in Table 9, the test result of the ordinal logistic regression model is non-significant as the significance value is 0.729. Thus, the null hypothesis is accepted, which is interpreted as the assumption of consistency effects of independent variables is fulfilled.





4. Discussion and Conclusions


This study was conducted with the aim of deliberating mobile security practices among employees and examining the possible antecedents. In accordance with the rational choice theory, we hypothesized that employees would implement mobile security practices after considering the costs (security inconvenience) and benefits (expected outcome) of the practice while being conditioned by the organizational environment (information security monitoring, job characteristics, information security training) and personal characteristics.



Security inconveniences are an aspect of information security that should receive more attention from researchers. The theoretical contribution of this study can be observed in terms of specifying and operationalizing the costs and benefits consideration of mobile security practices. Models that explain the behavioral response towards security implementation should incorporate elements of inconvenience—either towards the use of the security measures itself or inconvenience in terms of achieving work targets. The findings of this study also highlight the potential of integrating rational choice theory with other behavioral theories such as the theory of reasoned action (TRA), the technology acceptance model (TAM), or the unified theory of acceptance and use of technology (UTAUT).



Security measures are not without costs to both the organizations and the employees alike. While costs to the organizations are easier to determine, the costs borne by the employees are less apparent. This study has analyzed security inconvenience as a form of costs incurred by employees, and this cost was found to be significant in determining their security-related behaviors. The implementation of MDM by organizations, therefore, should consider this cost to the employees, especially when BYOD culture is applied. When faced with inconveniences, people either choose to avoid the course of action or find ways to circumvent the inconveniences. In the context of organizations, this is counter-productive and may even compromise information security controls. This is a significant implication that must be considered by MDM developers.



MDM is to provide central control over policies, applications, and additional functions to mobile device usage. To a certain extent, effective MDM could complement BYOD in the workplace. It is considered a balanced and enhanced security measure for organizations by ensuring control over confidential data while allowing the convenience of using user-owned devices connecting to the system resources owned by organizations. From the organizational perspective, efforts need to be made to reduce the anxiety of user privacy issues as well as inconvenience concerns over the use of MDM solutions in future work.



Anticipated benefits (expected outcomes) were found to positively affect mobile security practices (H1). Security inconvenience significantly and negatively affects mobile security practices (H2) and the expected outcome (H1). The results show support for the rational choice theory and highlight the importance of considering security inconvenience as a cost to information security measures. Inconveniences due to security measures also reduce the anticipated benefits of security efforts. The adoption of mobile devices in the workplace should strike a balance between security and usability. To accomplish this, the employee should allow the company’s security experts to assess the security of their devices, and, at the same time, the employees should be allowed to evaluate the device’s usability with the implementation of mobile security measures. As such, security measures and security policies should be designed with convenience in mind.



Personal variables, namely, usage behavior, were found to significantly affect the expected outcome (H4) and security inconvenience (H5). Usage behavior was examined based on employees’ experience in using mobile devices to store confidential data in terms of frequency, security utility, and benefits. It was predicted that usage behavior forms employees’ first-hand experience on security issues, and the results show support for this notion. Higher usage behavior could be associated with positive expected outcomes and reduced security inconvenience. Hence, for organizations keen to implement a bring-your-own-device (BYOD) campaign, it would be beneficial if employees are first entrusted with low levels of mobile access; the access can be increased as they become more experienced users. The evolution of BYOD will be inclusive and refined according to employer and employee expectations.



Security awareness, another personal variable examined, was found to negatively affect security inconvenience (H7) and positively affect expected outcomes (H6). Higher security awareness is, therefore, associated with lower security inconvenience and higher expected outcomes. Security awareness thus favorably affects employees’ cost–benefit considerations towards implementing good mobile security measures. This indicates the significance of enhancing security awareness among employees. As employees are the most vulnerable connection within the security defense mechanism, the employer should create the right awareness program to educate employees about good security practices and, thus, limit the possibility of security breaches. Implementing security awareness will ensure desirable security behavior and compliance among the employees in using mobile devices for their official tasks and responsibility.



Three organizational variables were tested in this study, namely, security monitoring, job characteristics, and security training. Security monitoring was determined to negatively affect both expected outcome (H8) and security inconvenience (H9). It could be deduced from the results that security monitoring hampers the anticipated benefits of mobile devices, although it somehow reduces security inconvenience, perhaps due to increased awareness or familiarity among the employees. Hence, organizations, through security monitoring, should have a better understanding of employees’ ways of handling mobile devices and its security practices while leveraging the usefulness of mobile devices. Organizations should consider implementing applications for the verification and enforcement of mobile security policies, such as those deliberated by Armando et al. [63], de las Cuevas et al. [64], and Dong et al. [65]. This is an area where application developers should exert more focus since the existing technologies to oversee BYOD implementation are still in infancy and are perhaps even less understood among the employees [66,67].



Job characteristics, in terms of handling sensitive information and data, were found to significantly affect usage behavior (H10), security awareness (H11), and expected outcome (H12). The findings provide evidence that employees who are entrusted with the care of confidential data are more likely to be more experienced in handling such data and, thus, more confident, have higher security awareness, and anticipate more positive outcomes from mobile security practices. This study, however, could not establish any relationship between job characteristics and security inconvenience (H13).



Finally, security training was found to significantly affect security awareness (H14). This finding showed evidence of security training in enhancing security awareness. Thus, conducting security training, especially on mobile security practices, would be beneficial whenever organizations have the intention to implement a BYOD program. Security training nurtures and develops a culture of security in the organization, leading to awareness of potential security breaches and the relevant security measures. It is, thus, recommended to train the employee on how to properly manage sensitive data of mobile devices, ways to respond to any security breaches, and the understanding of BYOD policy.



This study found that employees’ cost–benefit consideration of mobile security practices is strongly affected by the information security culture of the organization. The culture is affected by various factors, among which include the training conducted, organizational policies and enforcement, and responsibilities assigned. It is imperative that organizations develop a culture that prioritizes ethical tone [68], information security, and policy compliance via appropriate encouragements, enforcement, and sanctions. Based on the findings in Cho and Ip [66], it could be deduced that compliance efforts that are linked to job security could be worth considering. We also support the recommendations forwarded by Zahadat et al. [69] that organizations should consider the elements of people, policy management, and technology in BYOD program implementation, which is applicable to mobile security practice.



Ordinal logistic regression was implemented to explore the relationship between the demographic and work-related data of the employees and their mobile security practice. The analysis result revealed that the variables “Gender”, “Job function”, “Past security experience”, and “Perceived risk” are significantly associated with the mobile security practice of the employees. Analyses of parameter estimates have shown that being female (gender1), prior security incidents (incident1), and perceiving information security incidents as quite likely (risk4) negatively influence mobile security practice, while the job function of security and risk management (jobfunction7) has a positive influence on mobile security practice. From the test of parallel lines, the proportional odds assumption was satisfied for the ordinal logistic regression model, which means the coefficients of independent variables are the same across all different categories of the dependent variable.




5. Limitations and Future Works


The research output may be limited due to potential social desirability bias, whereby respondents tried to portray themselves in a good light, which could have affected the results. Response bias, such as over-reporting positive behavior or under-reporting negative or undesirable behavior, will provide the tendency toward untruthful and biased results of the survey. The results are also limited to telecommunication companies, and, thus, the application of the findings to other industries should be carried out with caution. To further validate the results, we recommend this study be replicated in other industries where private and confidential information is vastly collected and retained, such as the financial industry and education and healthcare sectors.



Moreover, the scope of research was restricted to the rational choice theory, with a focus on personal behavior and organizational factors. Future studies should, therefore, consider other factors such as management styles, industry, and work environment. In general, the finding of this study shows that job characteristics are not significant in relation to perceived security inconvenience. It is, therefore, proposed that more extensive research be done on mobile device security to explore this construct further in the future, in particular in relation to MDM. In this work, we attempt to gauge the implementation of MDM in organizations by analyzing the level of security monitoring employed. However, we did not collect much information on MDM in the study, and we did not measure the practice of MDM specifically. As such, there is insufficient evidence to conclude any findings on MDM from this paper. Other than the issue of security inconveniences, studies on MDM should further investigate behavioral implications over user privacy. Privacy concerns have always been found to suppress the expected benefits of BYOD programs, [70] and related compliance costs have been found to be a strong deterrent to compliance [71]. This is an area that remains to be addressed substantially.
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Appendix A




	
Mobile security practice:

How frequent do you perform the following? 1, never, to 6, very frequent




	
SP1

	
Use unofficial webmail to perform office duties such as sending sensitive information/documents (e.g., @yahoo.com; @hotmail.com).




	
SP2

	
Protect mobile devices such as hand phones, tablets and laptops either with passwords, PINs, patterns, or other access control methods.




	
SP3

	
Access work-related emails via public networks such as Wi-Fi provided by a restaurant.




	
SP4

	
Change your mobile devices’ passwords, PINs, patterns, or other access control methods as regular intervals.




	
Expected outcome:

If the following tasks were performed in your organization, what is the possible outcome?

1, highly negative to 6 highly positive




	
OE1

	
Use unofficial webmail to perform office duties such as sending sensitive information/documents (e.g., @yahoo.com; @hotmail.com).




	
OE2

	
Protect mobile devices such as hand phones, tablets and laptops either with passwords, PINs, patterns, or other access control methods.




	
OE3

	
Access work-related emails via public networks such as Wi-Fi provided by a restaurant.




	
OE4

	
Change your mobile devices’ passwords, PINs, patterns, or other access control methods as regular intervals.




	
Security inconvenience:

By performing these tasks, your work will become: 1, very easy to 10, very troublesome




	
PE1

	
Use unofficial webmail to perform office duties such as sending sensitive information/documents (e.g., @yahoo.com; @hotmail.com).




	
PE2

	
Protect mobile devices such as hand phones, tablets and laptops either with passwords, PINs, patterns, or other access control methods.




	
PE3

	
Access work-related emails via public networks such as Wi-Fi provided by a restaurant.




	
PE4

	
Change your mobile devices’ passwords, PINs, patterns, or other access control methods as regular intervals.




	
Usage behavior:




	
UB1

	
How frequent do you store confidential information in personal mobile devices such as hand phones, tablets and laptops. 1, never, to 6, very frequent




	
UB2

	
By storing confidential information in personal mobile devices such as hand phones, tablets and laptops the possible outcome is 1, highly negative to 6 highly positive




	
UB3

	
By storing confidential information in personal mobile devices such as hand phones, tablets and laptops, your work will become 1, very easy to 10, very troublesome




	
Job characteristic:

1, Not sensitive at all to 6, Highly sensitive




	
JC1

	
You usually handle documents that are …




	
JC2

	
You usually handle information that are …




	
JC3

	
You usually handle data that are …




	
Security awareness:

Rate your agreement to the following statements. 1, Strongly disagree to 6, Strongly agree




	
SA1

	
You know who to contact in the event of information security breach.




	
SA2

	
You know what to do in the event of information security breach.




	
SA3

	
You know the standard operating procedures in handling private and confidential information.




	
SA4

	
You know who the security officers in your organization are.




	
Security monitoring:

How frequent does your organization conduct the following activities? 1, Never to 6, Very frequent




	
SM1

	
Conducts audit to detect the use of authorised software on its computers.




	
SM2

	
Reviews logs of employee computing activities.




	
SM3

	
Monitors employee computing activities.




	
SM4

	
Monitors the content of employees’ e-mail messages.




	
Security training:

How frequent does your organization conduct the following activities? 1, Never to 6, Very frequent




	
ST1

	
Briefs employees on the consequences of modifying computerised data in an unauthorised way.




	
ST2

	
Communicates the importance of confidentially and privacy of data.




	
ST3

	
Provides employees with education on computer software copyright laws.




	
ST4

	
Educates employees on their computer security responsibilities.
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Figure 1. Hypothesized path model. 
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Figure 2. Observed path model. 
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Table 1. Respondents’ demographics.






Table 1. Respondents’ demographics.





	

	

	
N *

	
Percentage






	
Age (in years):

	
age1: Below 30

	
138

	
22.8




	
age2: 31–40

	
261

	
43.1




	
age3: 41–50

	
143

	
23.6




	
age4: 51–60

	
63

	
10.4




	
Gender:

	
gender0: Male

	
298

	
49.7




	

	
gender1: Female

	
302

	
50.3




	
Academic qualification:

	
education1: Secondary school/certificate

	
8

	
1.3




	
education2: Diploma

	
25

	
4.1




	

	
education3: Bachelor’s degree

	
467

	
77.4




	

	
education4: Post-graduate

	
103

	
17.1




	
Job function:

	
jobfunction1: Sales and marketing

	
120

	
19.8




	
jobfunction2: Accounting and finance

	
65

	
10.7




	
jobfunction3: Operations, production, and project management

	
187

	
30.9




	

	
jobfunction4: Information systems and technology

	
149

	
24.6




	

	
jobfunction5: Facilities

	
15

	
2.5




	

	
jobfunction6: Human resources and corporate communication

	
62

	
10.2




	

	
jobfunction7: Security and risk management

	
8

	
1.3








* Variance in N is due to missing values.
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Table 2. Descriptive statistics of mobile security practices.






Table 2. Descriptive statistics of mobile security practices.












	Items
	Mean
	Low
	Moderate
	High





	Mobile security practices *
	
	
	
	



	Use unofficial webmail to perform office duties such as sending sensitive information/documents (e.g., @yahoo.com; @hotmail.com).
	1.762
	82.8%
	12.1%
	5.1%



	Access work-related emails via public networks such as Wi-Fi provided by a restaurant.
	2.625
	51.4%
	37.3%
	11.3%



	Protect mobile devices such as handphones, tablets, and laptops with passwords, PINs, patterns, or other access control methods.
	4.501
	13.2%
	27.7%
	59.1%



	Change your mobile devices’ passwords, PINs, patterns, or other access control methods at regular intervals.
	3.374
	28.6%
	48.9%
	22.7%



	Security Monitoring *
	
	
	
	



	Conducts audit to detect the use of authorized software on its computers.
	3.1
	35.0%
	45.7%
	19.3%



	Reviews logs of employee computing activities.
	3.2
	34.8%
	46.4%
	18.8%



	Monitors employee computing activities.
	3.4
	27.1%
	50.0%
	22.9%



	Monitors the content of employees’ email messages.
	3.0
	41.3%
	39.8%
	19.0%







* 6-point scale, ranging from 1 (never) to 6 (very frequent).
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Table 3. Factor loadings and descriptive statistics for security training, security monitoring, security awareness, job characteristics, and usage behavior.
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Factor Loading

	
Cronbach’s Alpha

	
Mean

	
Std. Dev.






	
Factor 1: Security monitoring

	
0.927

	
3.168

	
1.280




	
ST1

	
0.885

	

	

	




	
ST2

	
0.862

	

	

	




	
ST3

	
0.824

	

	

	




	
ST4

	
0.814

	

	

	




	
Factor 2: Security training

	
0.909

	
3.515

	
1.251




	
SM1

	
0.870

	

	

	




	
SM2

	
0.815

	

	

	




	
SM3

	
0.808

	

	

	




	
SM4

	
0.769

	

	

	




	
Factor 3: Security awareness

	
0.875

	
4.166

	
0.992




	
SA1

	
0.885

	

	

	




	
SA2

	
0.852

	

	

	




	
SA3

	
0.800

	

	

	




	
SA4

	
0.783

	

	

	




	
Factor 4: Job characteristic

	
0.941

	
4.406

	
1.015




	
JC1

	
0.945

	

	

	




	
JC2

	
0.930

	

	

	




	
JC3

	
0.928

	

	

	




	
Factor 5: Usage behavior

	
0.631

	
4.407

	
1.423




	
UB1

	
0.783

	

	

	




	
UB2

	
0.757

	

	

	




	
UB3

	
0.737
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Table 4. Path coefficients.






Table 4. Path coefficients.














	
	Hypothesized Paths
	β
	S.E.
	C.R.
	
	Std. β





	H1:
	Expected outcome ➔ Mobile security practices
	0.229
	0.036
	6.425
	*
	0.246



	H2:
	Security inconvenience ➔ Mobile security practices
	−0.173
	0.018
	−9.567
	*
	−0.366



	H3:
	Security inconvenience ➔ Expected outcome
	−0.198
	0.019
	−10.276
	*
	−0.392



	H4:
	Usage behavior ➔ Expected outcome
	0.090
	0.027
	3.336
	*
	0.122



	H5:
	Usage behavior ➔ Security inconvenience
	−0.239
	0.057
	−4.148
	*
	−0.164



	H6:
	Security awareness ➔ Expected outcome
	0.306
	0.141
	3.730
	*
	0.096



	H7:
	Security awareness ➔ Security inconvenience
	−1.199
	0.298
	−4.720
	*
	−0.190



	H8:
	Security monitoring ➔ Expected outcome
	−0.278
	0.097
	−3.242
	*
	−0.112



	H9:
	Security monitoring ➔ Security inconvenience
	−0.444
	0.207
	−2.515
	*
	−0.091



	H10:
	Job characteristic ➔ Usage behavior
	0.403
	0.171
	2.362
	*
	0.096



	H11:
	Job characteristic ➔ Security awareness
	0.144
	0.032
	4.042
	*
	0.147



	H12:
	Job characteristic ➔ Expected outcome
	0.295
	0.116
	2.297
	*
	0.085



	H13:
	Job characteristic ➔ Security inconvenience
	0.250
	0.249
	1.163
	
	0.041



	H14:
	Security training ➔ Security awareness
	0.307
	0.029
	10.368
	*
	0.348







* Path is significant at the 0.01 level.
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Table 5. Data distribution of mobile security practice after transformation.
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N

	
Percentage






	
Mobile security practice:

	
Never

	
158

	
26.1




	
Seldom

	
64

	
10.6




	
Sometimes

	
85

	
14.0




	

	
Quite frequent

	
144

	
23.8




	

	
Frequent

	
52

	
8.6




	

	
Very frequent

	
102

	
16.9
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Table 6. Data distribution of work-related variables.






Table 6. Data distribution of work-related variables.





	

	

	
N

	
Percentage






	
Past security experience:

	
incident0: No known past security incident

	
400

	
66.1




	

	
incident1: Has prior security incident

	
205

	
33.9




	
Perceived risk:

	
risk1: Very unlikely

	
60

	
9.9




	
risk2: Unlikely

	
117

	
19.3




	
risk3: Quite unlikely

	
170

	
28.1




	

	
risk4: Quite likely

	
157

	
26.0




	

	
risk5: Likely

	
76

	
12.6




	

	
risk6: Very likely

	
25

	
4.1
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Table 7. Omnibus likelihood ratio tests.






Table 7. Omnibus likelihood ratio tests.





	Predictors
	χ2
	df
	p





	Gender
	10.31
	1
	0.001



	Age
	2.33
	3
	0.507



	Education
	2.13
	3
	0.546



	Job function
	13.17
	6
	0.040



	Past security experience
	6.71
	1
	0.010



	Perceived risk
	24.07
	5
	<0.001
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Table 8. Parameter estimates.






Table 8. Parameter estimates.





	

	
95% Confidence Interval




	
Predictor

	
Estimate

	
SE

	
Z

	
p

	
Odds Ratio

	
Lower

	
Upper






	
Gender:

	

	

	

	

	

	

	




	
  gender1–gender0

	
−0.4846

	
0.151

	
−3.2013

	
0.001

	
0.616

	
0.457

	
0.828




	
Age:

	

	

	

	

	

	

	




	
  age2–age1

	
0.1340

	
0.192

	
0.6991

	
0.485

	
1.143

	
0.785

	
1.666




	
  age3–age1

	
0.3229

	
0.218

	
1.4789

	
0.139

	
1.381

	
0.901

	
2.121




	
  age4–age1

	
0.2371

	
0.283

	
0.8379

	
0.402

	
1.268

	
0.727

	
2.209




	
Education:

	

	

	

	

	

	

	




	
  education2–education1

	
0.7973

	
0.751

	
1.0612

	
0.289

	
2.220

	
0.500

	
9.801




	
  education3–education1

	
0.3422

	
0.672

	
0.5091

	
0.611

	
1.408

	
0.367

	
5.339




	
  education4–education1

	
0.2820

	
0.692

	
0.4078

	
0.683

	
1.326

	
0.334

	
5.217




	
Job function:

	

	

	

	

	

	

	




	
  jobfunction2–jobfunction1

	
−0.3450

	
0.281

	
−1.2278

	
0.220

	
0.708

	
0.407

	
1.227




	
  jobfunction3–jobfunction1

	
−0.0553

	
0.213

	
−0.2594

	
0.795

	
0.946

	
0.623

	
1.437




	
  jobfunction4–jobfunction1

	
0.3679

	
0.221

	
1.6617

	
0.097

	
1.445

	
0.936

	
2.232




	
  jobfunction5–jobfunction1

	
0.0401

	
0.478

	
0.0839

	
0.933

	
1.041

	
0.404

	
2.667




	
  jobfunction6–jobfunction1

	
0.0671

	
0.292

	
0.2296

	
0.818

	
1.069

	
0.602

	
1.896




	
  jobfunction7–jobfunction1

	
1.4460

	
0.638

	
2.2679

	
0.023

	
4.246

	
1.195

	
15.193




	
Past security experience:

	

	

	

	

	

	

	




	
  incident1–incident0

	
−0.4082

	
0.158

	
−2.5867

	
0.010

	
0.665

	
0.488

	
0.905




	
Perceived risk:

	

	

	

	

	

	

	




	
  risk2–risk1

	
0.2918

	
0.289

	
1.0109

	
0.312

	
1.339

	
0.761

	
2.362




	
  risk3–risk1

	
−0.2100

	
0.274

	
−0.7667

	
0.443

	
0.811

	
0.474

	
1.388




	
  risk4–risk1

	
−0.7391

	
0.279

	
−2.6494

	
0.008

	
0.478

	
0.276

	
0.825




	
  risk5–risk1

	
−0.5012

	
0.318

	
−1.5778

	
0.115

	
0.606

	
0.325

	
1.129




	
  risk6–risk1

	
−0.1187

	
0.454

	
−0.2615

	
0.794

	
0.888

	
0.363

	
2.163
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Table 9. Test of parallel lines a.






Table 9. Test of parallel lines a.












	Model
	−2 Log Likelihood
	Chi-Square
	df
	Sig.





	Null hypothesis
	1639.435
	
	
	



	General
	1571.328 b
	68.107 c
	76
	0.729







The null hypothesis states that the location parameters (slope coefficients) are the same across response categories; a = Link function: Logit; b = the log-likelihood value cannot be further increased after maximum number of step-halving; c = the chi-square statistic is computed based on the log-likelihood value of the last iteration of the general model. The validity of the test is uncertain.
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