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Abstract: There has been a tendency to use the theory of finite Galois fields, or GF(2n), in cryp-
tographic ciphers (AES, Kuznyechik) and digital signal processing (DSP) systems. It is advisable
to use modular codes of the polynomial residue number system (PRNS). Modular codes of PRNS
are arithmetic codes in which addition, subtraction and multiplication operations are performed
in parallel on the bases of the code, which are irreducible polynomials. In this case, the operands
are small-bit residues. However, the independence of calculations on the bases of the code and the
lack of data exchange between the residues can serve as the basis for constructing codes of PRNS
capable of detecting and correcting errors that occur during calculations. The article will consider the
principles of constructing redundant codes of the polynomial residue number system. The results of
the study of codes of PRNS with minimal redundancy are presented. It is shown that these codes are
only able to detect an error in the code combination of PRNS. It is proposed to use two control bases,
the use of which allows us to correct an error in any residue of the code combination, in order to
increase the error-correction abilities of the code of the polynomial residue number system. Therefore,
the development of an algorithm for detecting and correcting errors in the code of the polynomial
residue number system, which allows for performing this procedure based on modular operations
that are effectively implemented in codes of PRNS, is an urgent task.

Keywords: residue number system (RNS); polynomial residue number system (PRNS); detecting
and correcting errors; positional characteristic; polynomial interval

1. Introduction

Modular codes occupy a special place among arithmetical codes that allow for the
maximal possible performance of computing devices. There are two types of modular codes:

• codes of residue number system (RNS);
• codes of polynomial residue number system (PRNS).

The basic principles for constructing modular codes of residue number system were
first described in several books [1–4]. It was shown in these works that codes of RNS
can increase the speed with which arithmetical operations (addition, subtraction and
multiplication) can be performed. This is due to the fact that multi-digit integers are
replaced by the corresponding tuple of residues in codes of RNS, which are obtained by
dividing these operands by n bases of the code, which are relatively prime numbers. At
the same time, residues are processed in parallel and independently of each other on bases
of the code. The works [5–7] show methods for performing modular addition operation
as well as their circuit solutions. Basic principles of circuit implementations of high-speed
modular multipliers are presented in [8–10].
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Codes of RNS have found application in digital signal processing (DSP) systems due
to their high speed. The works [11–14] present mathematical models of special DSP as
well as their circuit solutions, use of which allows for orthogonal signal transformations in
real time.

Mathematical models of adaptive and classical digital filters implemented in the
code of RNS were developed in order to improve the quality of signal processing. The
works [15,16] present algorithms for performing signal filtering, in which the use of a
code of RNS makes it possible to increase the speed of the calculating filter’s response.
The work [17] shows methods for constructing a fault-tolerant digital filter functioning in
codes of RNS. Implementation of adaptive filters using codes of residue number system is
presented in [18–20]. An algorithm for choosing coefficients of a digital filter using integral
arithmetic of codes of residue number system was developed in [21] and provides zero
error in the response of the filter.

Codes of RNS have found application in neural systems. Neural networks using a
finite ring neural network model were developed using the parallel functioning principle
of neural networks and combining it with parallel principles of computation in a code
of RNS [22–24]. Use of this model allowed for an increase in the speed and accuracy of
neural networks.

One of the areas of effective application of codes of RNS is cryptography. As a rule, the
residue number system is used in cryptographic systems with a public key. The expediency
of using codes of RNS in RSA encryption algorithm is proved in the works [25–29]. Use of
codes of RNS aims to create a method for fast and efficient encryption based on elliptical
cryptography while ensuring high cryptographic strength of the cipher and the integrity of
the transmitted information.

However, modular codes of RNS are able to increase both the speed of calculations and
to detect and correct errors that occur during calculations due to failures in the operation of
the computing device. The theory of constructing redundant codes of RNS is considered
in detail in [2–4]. These works show fundamental differences between redundant codes
of RNS and error-correction codes; r additional control bases are introduced to detect and
correct errors in the code of RNS, which is specified by k informational bases. As a result,
the code combination is expanded by r residues. At the same time, control bases are equal in
relation to informational bases. This is due to the fact that all residues contain information
about the original integer. Therefore, control bases are involved in performing arithmetical
operations as well as informational ones.

As a rule, control symbols are obtained in error-correction codes by summing modulo
two of corresponding informational bits. In this case, there is no possibility of simultaneous
execution of arithmetical operations on both the informational and control parts of the
error-correction code.

Therefore, redundant arithmetical codes of RNS have found wide application in the
construction of fault-tolerant DSP systems, as the usage of redundant arithmetical codes
of RNS allows for the operability of the computing device to be maintained by detecting
and correcting errors that occur during data processing. For example, the works [30–33]
consider the issues with building a fault-tolerant special processor operating in codes of
RNS. The issues with increasing the fault tolerance of digital filters functioning in codes of
RNS are considered in [34–37].

Algorithms for detecting and correcting errors in the codes of the residue number
system are based on positional characteristics (PC), which show the location of an integer
represented as a redundant code combination of RNS relative to the range of allowed code
combinations (the allowed range), which is determined by the product of k informational
bases. If the number is within this range, then the code combination does not contain an
error; otherwise the code combination is erroneous.

One of the features of redundant modular codes of RNS is their multivariance of posi-
tional characteristics (PC). One of these characteristics is the number interval. Algorithms
for calculating this PC, as well as their circuit implementations, are provided in [2,3,38–41].
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Residues are sequentially excluded from the code combination and then compared with
the allowed range in the method of projections. If all reduced code combinations (obtained
during transformations) are less than the allowed range (i.e., they are within this range),
then the code combination of RNS is an allowed one. Otherwise, all reduced code combina-
tions will be greater than the allowed range except for one in which the erroneous residue
is removed.

The method of the extending the bases of a code of RNS used for error detection and
correction is presented in [42,43]. This method is based on the equality of informational and
control residues, as they are all obtained from the original integer by calculating its residues’
modulo bases of the code of RNS; r control residues are calculated using k informational
residues. Then, the calculated residues are compared with control residues in the code
combination. If they all match, then there is no error in the code combination of RNS.

In the works [44,45], the use of higher coefficients of mixed radix conversion (MRC) is
proposed as a positional characteristic. This system is used to perform reverse conversion
from a code of RNS to a positional code. If the higher MRC’s coefficients are zero, this
means that the code combination of RNS does not contain an error.

Summarizing what has been said to this point, we can conclude that the theoretical
foundations for the construction of redundant codes of RNS capable of detecting and
correcting calculation errors are well developed, and that is why codes of RNS have found
application in the construction of fault-tolerant high-speed DSP special processors.

Codes of polynomial residue number system received their name based on the fact
that irreducible polynomials are used as bases of the modular code [46–48]. It is necessary
to represent an integer as a polynomial and then calculate residues of this polynomial’s
modulo bases of PRNS in order to obtain a code combination of PRNS. As the code is
defined in the polynomial ring, there are modular operations for it (addition, subtraction
and multiplication), which are performed in parallel and independently on the bases using
small-bit residues [49,50]. Such principles of constructing codes of PRNS make it possible
to increase the speed of calculations. Therefore, these codes are used when orthogonal
transformations of signals are being performed in real time [51]. New algorithms for
constructing modular multipliers, as well as their circuit implementations, are proposed
in [52–54] for reducing the execution time of multiplicative operations in PRNS.

Unlike codes of RNS, codes of polynomial residue number system have found wide
application in cryptography, as shown in [55–58]. The work [59] presents a technique that
allows for switching from the AES encryption algorithm implemented in the finite field
GF(28) to calculations in the ring of finite fields of a smaller order, GF(24). It is known
that the AES block cipher is implemented in the Galois field GF(28) using a generating
polynomial p(z) = z8 + z4 + z3 + z + 1. The present work proposes to perform all AES
cryptographic transformations using two irreducible polynomials, p1(z) = z4 + z + 1
and p2(z) = z4 + z3 + 1. In this case, the plaintext byte will be represented as two
residues, which are obtained when it is divided by the polynomials p1(z) = z4 + z + 1 and
p2(z) = z4 + z3 + 1. As a result, the encryption process using the AES algorithm is per-
formed using the code of polynomial residue number system, which has two informational
bases. Circuit implementations of this technique are given in the works [60–63].

As failures may occur during the operation of computing devices using elements of
finite Galois fields GF(2n), it becomes necessary to use codes that are able to detect and
correct these errors.

Currently, error-correction BCH codes, which belong to polynomial cyclic codes, are
widely used in signal processing and transmission systems. BCH codes are capable of
correcting multiple errors. The construction of such codes is based on the theory of finite
Galois fields GF(2n). Depending on the multiplicity of the error being corrected, developers
determine the number of irreducible polynomials that are used to obtain the generating
polynomial. For example, we can use the code (15, 11) and the generating polynomial
g(x) = x4 + x + 1 in order to correct a single error, which is understood as a distortion of
one binary digit in a code combination. This code is defined over the Galois field GF(24). It
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is necessary to use the code (15, 7) in order to correct two errors in the code combination.
The product of two minimal polynomials, x4 + x + 1 and x4 + x3 + 1, will provide the
generating polynomial g(x) = x8 + x7 + x5 + x4 + x3 + x + 1 of the considered code.

However, there is a difference between codes of PRNS and BCH codes; the latter
does not allow the use of polynomial cyclic codes for detecting and correcting errors that
occur during calculations. All residues in modular codes of PRNS, both informational
and redundant, are obtained by dividing the original polynomial into bases of the code,
which are irreducible polynomials. Because the process of obtaining the residues is the
same, we can say that they are equal in relation to each other. Therefore, codes of PRNS are
arithmetical codes and can be used when calculations are being performed. At the same
time, arithmetical operations will take place in the same way on all bases of the code. It
is the equality of residues in relation to each other that allows us to dynamically change
the number of informational and control bases. For example, the following irreducible
polynomials can be defined for GF(24): m0(x) = x + 1, m1(x) = x4 + x + 1, m3(x) = x4

+x3 + x2 + x + 1, m5(x) = x2 + x + 1, m7(x) = x4 + x3 + 1. If it is necessary to detect a
single error, which is understood as a distortion of one residue of the code, then one base
of the code can be taken as a control base, for example, m7(x) = x4 + x3 + 1. The four
remaining bases of the code of PRNS will be considered informational. If a single error
needs to be corrected during the calculation process, a polynomial, m1(x) = x4 + x + 1,
can be added to the control bases. Then, the code will have three informational bases
and two control bases. At the same time, in the BCH code it is not necessary to make any
recalculations such as shown above with the generating polynomial.

BCH codes are not arithmetical. In BCH codes, control symbols are determined
by summing modulo two corresponding information digits. In this case, informational
and control bits are not equal in relation to each other. If calculations are performed in
BCH codes, then the corresponding arithmetical operations can be performed only on
informational bits. However, these operations cannot be performed on control bits, as the
result will lead to incorrect control bits. As BCH codes are not arithmetical, they cannot be
used for detection and correction of errors that occur during calculations [64,65].

However, the issues of building redundant codes of PRNS have not yet found wide
application. This disadvantage hinders the expansion of the scope of application of codes
of polynomial residue number system. Therefore, the objectives of the present article are:

• To conduct studies on the error-correction abilities of redundant codes of polynomial
residue number system with one and two control bases.

• To develop an algorithm for detecting and correcting errors in redundant codes of
PRNS based on the calculation of a positional characteristic (a polynomial interval)
in which only modular operations are used, that is, without performing a reverse
conversion from a code of PRNS to a positional code and then performing a divi-
sion operation.

2. Modular Codes

Modular codes belong to the class of arithmetical codes. The name of these codes
is associated with the rules of their construction: arithmetical operations are performed
modulo the bases of the code. As mentioned above, modular codes are of two types, and
we will consider both of them here.

2.1. Codes of Residue Number System

Relatively prime numbers, m1, m2, . . . , mn, are used as bases in a code of RNS. The
integer D is represented in a code of RNS as a tuple of residues:

X = (x1, x2, . . . , xn) (1)

where xi ≡ Xmodmi and i = 1, 2, . . . , n.
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The product of the bases determines the range of possible code combinations, which
is called the operating range:

Wn =
n

∏
i=1

mi (2)

In order to unambiguously represent the integer X as a code combination of RNS, the
following condition must be met:

X < Wn (3)

The Chinese Remainder Theorem gives a bijection between an integer X that satisfies
Condition (3), along with a residues vector, (x1, x2, . . . , xn). Thanks to this property, it
is possible to perform calculations with sets of the short-length residues of long numbers
rather than the long numbers themselves. At the same time, calculations for each of the
modules can be performed in parallel [1–4]:

U•X = ((u1•x1)modm1, . . . , (un•xn)modmn) (4)

where • are addition, subtraction, and multiplication operations, U ≡ uimodmi, and
i = 1, 2, . . . , n.

Codes of RNS are able to increase the performance of arithmetic devices because
calculations occur in parallel on the bases of the code and the operands have a small
bit depth.

2.2. Codes of Polynomial Residue Number System

The bases are irreducible polynomials, pi(z), i = 1, . . . , n, in a code of polynomial
residue number system. It is necessary to convert an integer, D, presented in a binary
number system into a polynomial, D(z), prior to its conversion into the code combination
of PRNS. After that, residues obtained by dividing the polynomial D(z) by bases of the
code of PRNS are found in [2–4]:

D(z) = (d1(z), d2(z), . . . , dn(z)) (5)

where di(z) ≡ D(z)modpi(z) and i = 1, . . . , n.
The operating range of the code of polynomial residue number system is defined as

Wn(z) =
n

∏
i=1

pi(z) (6)

Then, using the isomorphism generated by the Chinese Remainder Theorem (CRT) in
polynomials, we obtain

D(z)•U(z) = ((d1(z)•u1(z))modp1(z), . . . , (dn(z)•un(z))modpn(z)) (7)

where • are addition, subtraction, and multiplication operations, U(z) ≡ ui(z)modpi(z),
and i = 1, 2, . . . , n.

Despite the similar principles of implementing codes of RNS and codes of PRNS, the
latter have not found as wide application due to the insufficient level of development of the
theoretical foundations for constructing redundant codes of polynomial residue number
system that are capable of detecting and correcting errors that occur during calculations in
the polynomial ring.

3. Theoretical Foundations of Building Redundant Codes of Polynomial Residue
Number System
3.1. PRNS Codes with One Control Base

The basis of the construction of error-correction codes is the introduction of redun-
dancy, which allows us to increase the total number of all possible combinations and obtain
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two disjointed subsets. The first subset contains allowed code combinations, and the sec-
ond contains prohibited code combinations. We will use this approach for construction of
error-correction codes of polynomial residue number system.

A similar result can be achieved if the set of allowed code combinations of PRNS is
reduced [2–4]. In this case, j bases are chosen from n bases of the code of PRNS, which will
be considered redundant. Thus, there is a decrease in the number of allowed code combi-
nations. Then, the new range of allowed code combinations of PRNS will be determined as

Pj(z) =
Wn(z)

∏
j

pj(z)
(8)

where j = 1, . . . , n.
It can be concluded based on this equality that an increase in the number of redundant

bases leads to a decrease in the subset of allowed code combinations for which degD1(z) <
degPj(z). The remaining code combinations of the code of PRNS will belong to prohibited
code combinations for which degD2(z) ≥ degPj(z).

This can be illustrated by an example.

Example 1. Let four bases of the code of PRNS be given as p1(z) = z5 + z4 + z3 + z2 + 1,
p2(z) = z5 + z3 + z2 + z + 1, p3(z) = z5 + z2 + 1, p4(z) = z5 + z3 + 1. Then, the operating
range of the code of polynomial residue number system is determined by Expression (6), and is
equal to

W4(z) =
4

∏
i=1

pi(z) = z20 + z19 + z18 + z17 + z15 + z12 + z9 + z8 + z5 + z3 + z2 + z + 1

Take one base, p4(z) = z5 + z3 + 1, and divide the operating range W4(z) by it. As a result, the
original operating range, W4(z), will be divided into two subsets, namely, allowed code combinations
and prohibited code combinations, and the range of allowed code combinations will be equal to

P4(z) =
W4(z)
p4(z)

= z15 + z14 + z9 + z6 + z5 + z4 + z2 + z + 1

Thus, allowed code combinations of PRNS will be those that satisfy the condition degD1(z) <
degP4(z), while the condition degD2(z) ≥ degP4(z) will be valid for prohibited code combinations
of PRNS.

Take two bases, p4(z) = z5 + z3 + 1 and p3(z) = z5 + z2 + 1. This will reduce the subset of
allowed code combinations:

P3,4(z) =
W4(z)

p3(z)p4(z)
= z10 + z9 + z7 + z6 + z5 + z4 + z3 + z + 1

Then, allowed code combinations of PRNS will be those that satisfy the condition degD1(z) <
degP3,4(z), while the condition degD2(z) ≥ degP3,4(z) will be valid for prohibited code combina-
tions of PRNS.

The following conclusion can be drawn based on the above example: we can set a
value Pj(z) by choosing an appropriate set of j bases of the modular code to determine all
allowed code combinations of PRNS, and usage of j redundant bases allows us to detect
and correct errors that occur in code combinations of PRNS. At the same time, it is obvious

that if the condition degD1(z) < degPj(z) is met, then
[

D1(z)
Pj(z)

]
= 0, and if the condition

degD2(z) ≥ degPj(z) is met, then
[

D2(z)
Pj(z)

]
> 0, where

[
f (z)
g(z)

]
is the quotient obtained from

the result of polynomial long division of polynomial f (z) by polynomial g(z).
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Consider a special case in which only one base, pi(z), of the code of polynomial residue
number system is used. Then,

Pi(z) =
Wn(z)
pi(z)

(9)

Using the last equality, we obtain a set of code combinations in which residue modulo
pi(z) is being changed. These code combinations can be presented as

DiR(z) = (d1(z), . . . , di−1(z), Ri(z), di+1(z), . . . , dn(z)) (10)

where Ri(z) =
{

0, 1, z, . . . , zdegpi(z)−1 + zdegpi(z)−2 + . . . + z + 1
}

are residues modulo pi(z).
Then, using the CRT isomorphism in polynomials, it is necessary to prove that

two code combinations, DiR(z) = (d1(z), . . . , Ri(z), . . . , dn(z)) and DiV(z) = (d1(z), . . . ,
Vi(z), . . . , dn(z)), in which residues modulo the i-th base differ from each other (Vi(z) 6= Ri(z)),
will provide different results when they are divided by Pi(z), or, in other words,[

DiR(z)
Pi(z)

]
−
[

DiV(z)
Pi(z)

]
6= 0. Fulfillment of this property is the condition that will allow us to

detect and correct errors using PRNS.

Theorem 1. If we have a code of polynomial residue number system with bases p1(z), p2(z), . . . , pn(z)
where p1(z), p2(z), . . . , pn(z) are irreducible polynomials, then for code combinations
DiR(z) = (d1(z), . . . , di−1(z), Ri(z), di+1(z), . . . , dn(z)) and DiV(z) = (d1(z), . . . , di−1(z),
Vi(z), di+1(z), . . . , dn(z)) where Vi(z) 6= Ri(z) and deg{Vi(z), Ri(z)} < degPi(z), the follow-
ing condition is met: [

DiR(z)
Pi(z)

]
−
[

DiV(z)
Pi(z)

]
6= 0 (11)

where Pi(z) = Wn(z)
pi(z)

, Wn(z) =
n
∏
i=1

pi(z)is the operating range of the code of PRNS, and

i = 1, 2, . . . , n.

Proof of Theorem 1. According to the Chinese Remainder Theorem in polynomials, orthog-
onal bases are used to perform an inverse conversion from a code of PRNS to a positional
code, defined as

Bi(z) = mi(z)
Wn(z)
pi(z)

(12)

where Wn(z) =
n
∏
i=1

pi(z) and mi(z) is the weight of the i-th orthogonal basis such that

mi(z)
Wn(z)
pi(z)

≡ 1modpi(z)

Then, the difference between two code combinations of PRNS DiR(z) and DiV(z)
translated into a positional code is determined by

DiR(z)− DiV(z) = |Ri(z)−Vi(z)|pi(z)
mi(z)

Wn(z)
pi(z)

(13)

where | f (z)|g(z) is a notation for the expression f (z)modg(z).
If Condition (11) is met, then the following equality is valid:

|Ri(z)−Vi(z)|pi(z)
mi(z)

Wn(z)
pi(z)

= k(z)
Wn(z)
pi(z)

(14)

where k(z) is a coefficient and k(z) 6= 0.
By transforming (reducing) the left and right sides of the equality, we obtain

k(z) = |Ri(z)−Vi(z)|pi(z)
mi(z) (15)
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If the weight of the orthogonal basis is mi(z) = 1, then Expression (15) will take
the form

k(z) = |Ri(z)−Vi(z)|pi(z)
(16)

As Vi(z) 6= Ri(z) and k(z) 6= 0, we obtain

Vi(z) = |Ri(z)− k(z)|pi(z)
(17)

Using the CRT for polynomials and converting the code combinations into a positional
code, we obtain

DiR(z) = |d1(z)B1(z) + . . . + Ri(z)Bi(z) + . . . + dn(z)Bn(z)|Wn(z)
(18)

For the second combination,

DiV(z) =
∣∣d1(z)B1(z) + . . . + Vi(z)Bi(z) + . . . + dn(z)Bn(z)

∣∣
Wn(z)

=

=
∣∣∣d1(z)B1(z) + . . . + |Ri(z)− k(z)|pi(z)

Bi(z) + . . . + dn(z)Bn(z)
∣∣∣
Wn(z)

=

=
∣∣d1(z)B1(z) + . . . + Ri(z)Bi(z) + . . . + dn(z)Bn(z)

∣∣
Wn(z)

−
∣∣k(z)Bi

∣∣
Wn(z)

=

= DiR(z)−
∣∣k(z)Bi

∣∣
Wn(z)

(19)

Therefore, the following inequality holds:[
DiR(z)
Pi(z)

]
−
[

DiV(z)
Pi(z)

]
6= 0 (20)

If the weight of the orthogonal basis is mi(z) 6= 1, then

|R(z)−V(z)|+pi(z)
=

∣∣∣∣ k(z)
mi(z)

∣∣∣∣
pi(z)

(21)

As mi(z) 6= 0 and k(z) 6= 0, the right side of Equality (21) is a nonzero element βi(z),
which is a residue modulo pi(z). Then, we obtain

DiV(z) =
∣∣d1(z)B1(z) + . . . + Vi(z)Bi(z) + . . . + dn(z)Bn(z)

∣∣
Wn(z)

=

=
∣∣∣d1(z)B1(z) + . . . +

∣∣Ri(z)− βi(z)
∣∣

pi(z)
Bi(z) + . . . + dn(z)Bn(z)

∣∣∣
Wn(z)

=

=
∣∣d1(z)B1(z) + . . . + Ri(z)Bi(z) + . . . + dn(z)Bn(z)

∣∣
Wn(z)

−
∣∣βi(z)Bi

∣∣
Wn(z)

=

= DiR(z)−
∣∣βi(z)Bi

∣∣
Wn(z)

(22)

Therefore, the following inequality holds:[
DiR(z)
Pi(z)

]
−
[

DiV(z)
Pi(z)

]
6= 0 (23)

The theorem is proved. �

Theorem 2. If an inequality [
DiR(z)
Pi(z)

]
6=
[

DiV(z)
Pi(z)

]
(24)

exists for two code combinations DiR(z) and DiV(z) presented in the code of polynomial residue
number system, then the following inequality holds:

Ri(z) 6= Vi(z)modpi(z) (25)
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Proof of Theorem 2. The difference between two code combinations DiR(z) = (d1(z), . . . ,
Ri(z), . . . , dn(z)) and DiV(z) = (d1(z), . . . , Vi(z), . . . , dn(z)) is determined by the follow-
ing expression:

DiR(z)− DiV(z) = |Ri(z)−Vi(z)|pi(z)
mi(z)

Wn(z)
pi(z)

(26)

Given Inequality (24), we can conclude that the first multiplier of Expression (26) is
not zero. Then,

Ri(z) 6= Vi(z)modpi(z)

The theorem is proved. �

Consider the application of the theorem in the example of a code of PRNS with
various bases.

Example 2. The code of PRNS is set with the following bases: p1(z) = z + 1, p2(z) = z2 + z + 1,
p3(z) = z4 + z3 + z2 + z + 1, p4(z) = z4 + z3 + 1, p5(z) = z4 + z + 1. The operating range of

the code is W5(z) =
5

∏
i=1

pi(z) = z15 + 1. The orthogonal bases for this modular code will have the

following form:

B1(z) = z14 + z13 + z12 + z11 + z10 + z9 + z8 + z7 + z6 + z5 + z4 + z3 + z2 + z + 1

B2(z) = z14 + z13 + z11 + z10 + z8 + z7 + z5 + z4 + z2 + z

B3(z) = z14 + z13 + z12 + z11 + z9 + z8 + z7 + z6 + z4 + z3 + z2 + z

B4(z) = z14 + z13 + z12 + z11 + z9 + z7 + z6 + z3

B5(z) = z12 + z9 + z8 + z6 + z4 + z3 + z2 + z

Consider the zero code combination D(z) = (0, 0, 0, 0, 0) = 0. Let i = 2; then, we obtain
the following code combinations:

D2,1(z) = (0, 1, 0, 0, 0) = z14 + z13 + z11 + z10 + z8 + z7 + z5 + z4 + z2 + z

D2,z(z) = (0, z, 0, 0, 0) = z14 + z12 + z11 + z9 + z8 + z6 + z5 + z3 + z2 + 1

D2,z+1(z) = (0, z + 1, 0, 0, 0) = z13 + z12 + z10 + z9 + z7 + z6 + z4 + z3 + z + 1

Consider P2(z) =
W5(z)
p2(z)

= z13 + z12 + z10 + z9 + z7 + z6 + z4 + z3 + z + 1.

Then, we have
[

D2,0(z)
P2(z)

]
= 0,

[
D2,1(z)
P2(z)

]
= z,

[
D2,z(z)
P2(z)

]
= z + 1,

[
D2,z+1(z)

P2(z)

]
= 1.

It can be concluded based on the analysis of the application of Theorems 1 and 2 for other bases
of the code that if the degree of polynomials D(z) presented as code combinations of PRNS does not
exceed deg Pi(z), then

[
D(z)
Pi(z)

]
= 0. For other polynomials, those with degD(z) ≥ degPi(z), we

have
[

D(z)
Pi(z)

]
6= 0.

The theorems and examples presented above demonstrate the potential possibility of
constructing redundant codes of polynomial residue number system that are capable of
detecting and correcting errors that distort residues in the code combination. In order to do
this, it is necessary to choose bases pj(z) in such a way that a polynomial of the form

Pj(z) =

 Wn(z)
∏
j

pj(z)

 (27)
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is obtained such that its degree is greater than the degree of the polynomial D(z), on the
basis of which allowed the code combinations of PRNS can be constructed. Then, the
remaining polynomials presented in the code of polynomial residue number system that
satisfy the condition (degC(z) ≥ degPj(z)) ∩ (degC(z) < degWn(z)) form a subset of
prohibited code combinations of PRNS.

It is necessary to determine minimal number of control bases introduced into the
modular code in order to solve the problem of constructing a code of PRNS capable of
detecting and correcting errors that occur in the residues of the code combination of PRNS.
This will allow for the development of algorithms for correcting erroneous residues in
the code of polynomial residue number system, which can arise due to failures in the
calculation process, while introducing a minimal amount of necessary redundancy.

Minimal redundancy of the code of polynomial residue number system is achieved by
introducing one control base. For an ordered bases system used in PRNS, the redundant
base pn+1(z) must satisfy the following condition:

deg p1(z) ≤ degp2(z) ≤ . . . ≤ degpn(z) ≤ degpn+1(z) (28)

In this case, the range of the code is changed to the value

Wn+1(z) =
n+1

∏
i=1

pi(z) = Wn(z)pn+1(z) (29)

In this case, Wn(z) is considered the operating range of the code and Wn+1(z) is
the full range. The following rule is adopted in order to detect and correct errors in
the code of polynomial residue number system. Consider polynomials represented as
A(z) = (α1(z), α2(z), . . . , αn+1(z)) and C(z) = (c1(z), c2(z), . . . , cn+1(z)) for which the
following conditions are met:

degA(z) < degWn(z), degC(z) < degWn(z) (30)

If the degree of the result of performing modular arithmetic operations (modular
addition and multiplication) in PRNS, namely,

D(z) = A(z) •C(z) = (d1(z), d2(z), . . . , dn+1(z)) (31)

does not exceed the degree of the operating range

degD(z) < degWn(z) (32)

then the original code combinations and the result do not contain errors. Otherwise, the
code combination of PRNS contains errors and is prohibited.

Theorem 3. If the condition
degD∗(z) ≥ degWn(z) (33)

is satisfied for a polynomial D∗(z) that corresponds to a code combination of the ordered code of
polynomial residue number system with bases p1(z), . . . , pn(z), pn+1(z), then the code combina-
tion for such a polynomial in PRNS contains at least one error. In other words, D∗(z) represents a
prohibited code combination.

Proof of Theorem 3. Let a single error in the code combination of PRNS occur on the i-th
base, where i = 1, 2, . . . , n + 1. This leads to a distortion of the residue, as follows:

d∗i (z) = |di(z) + ∆di(z)|pi(z)
(34)

where ∆di(z) is an error depth and deg(∆di(z)) < degpi(z).
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Then, the erroneous combination of PRNS has the form

D∗(z) = (d1(z), . . . , d∗i (z), . . . , dn+1(z)) (35)

By way of contradiction, assume that the polynomial D∗(z) presented in the code of
polynomial residue number system does not contain an error. Then, we use the Chinese
Remainder Theorem for polynomials and perform the inverse conversion:

D∗(z) = |d1(z)B1(z) + . . . + d∗i (z)Bi(z) + . . . + dk+1(z)Bk+1(z)|Wn+1(z)
(36)

At the same time, according to Theorem 1, there is a polynomial D(z) = (d1(z), . . . ,
di(z), . . . , dn+1(z)) among the allowed code combinations of PRNS that differs from D∗(z)
by residue di(z) on the i-th base. Furthermore, the condition degD(z) < degWn(z) holds
for such a code combination.

Then, based on the CRT, the given polynomial is presented as

D(z) = |d1(z)B1(z) + . . . + di(z)Bi(z) + . . . + dk+1(z)Bk+1(z)|Wn+1(z)
(37)

Therefore, the following equality is valid:

[D∗(z)/Wn(z)] = [D(z)/Wn(z)] (38)

Substitute Expressions (36) and (37) into Equality (38) and, taking into account the
properties of orthogonal bases of redundant PRNS, that is,

Bi(z) = mi(z)
Wn+1(z)

pi(z)
= mi(z)

Wn(z)pn+1(z)
pi(z)

(39)

we obtain
d∗i (z)mi(z)pn+1(z)

pi(z)
=

di(z)mi(z)pn+1(z)
pi(z)

(40)

Equality (40) is satisfied under the condition di(z) = |di(z) + ∆di(z)|pi(z)
, in other

words, when an error depth is ∆di(z) = 0.
However, according to the provided information, an error occurred in the code combi-

nation of PRNS and the residue is d∗i (z) 6= di(z). Therefore, the code combination D∗i (z)
contains an error on the i-th base of the code of polynomial residue number system and
Condition (33) is valid for it.

The proof is finished. �

It is obvious that Theorem 3 underlies the principles of constructing redundant codes
of polynomial residue number system that are capable of detecting and correcting errors in
calculations. Using this theorem, it we have shown that the distortion of any residue of the
code of polynomial residue number system transforms an allowed code combination into a
prohibited one. It is the violation of Condition (30) that makes it possible to detect an error
in the code combination of PRNS. Consider the issue of determining the location of the
error in the PRNS code combination. We can use the following theorem in order to do this.

Theorem 4. If a combination D∗(z) = (d1(z), . . . , d∗i (z), . . . , dn+1(z)) has a single error,
d∗i (z) =

∣∣di(z) + ∆di(z)
∣∣

pi(z)
, on the i-th base in an ordered code of polynomial residue number

system, then the polynomial interval corresponding to this error is determined by the expression

S(z) =

[
∆di(z)mi(z)pk+1(z)

pi(z)

]
(41)
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Proof of Theorem 4. A single error in the redundant code of polynomial residue number
system means a distortion of one residue in the code combination. Accordingly, if an error
occurs on the i-th base of the code, an erroneous polynomial, D∗(z) = (d1(z), . . . , d∗i (z), . . . ,
dn+1(z)), is obtained by adding the allowed code combination D(z) = (d1(z), . . . , di(z), . . . ,
dn+1(z)) and d∗i (z) =

∣∣di(z) + ∆di(z)
∣∣

pi(z)
, where ∆di(z) is an error depth.

Use the CRT to convert an erroneous combination of PRNS into a positional code.
Then, we have

D∗(z) =
∣∣d1(z)B1(z) + . . . + d∗i (z)Bi(z) + . . . + dn+1(z)Bn+1(z)

∣∣
Wn+1(z)

=

=
∣∣∣d1(z)B1(z) + . . . +

∣∣di(z) + ∆di(z)
∣∣+

pi(z)
(z)Bi(z) + . . . + dn+1(z)Bn+1(z)

∣∣∣
Wn+1(z)

=

= D(z) +
∣∣∆di(z)Bi(z)

∣∣
Wn+1(z)

,

(42)
where Bi(z) is the i-th orthogonal basis of PRNS.

The polynomial interval of the code combination of PRNS is determined by the expression

S(z) =
[

D(z)
Wn(z)

]
(43)

From the Expression (43), we can see that if degD(z) < degWn(z), then S(z) = 0.
Find the polynomial interval for the erroneous combination:

S(z) =
[

D∗(z)
Wn(z)

]
=

D(z) +
∣∣∆di(z)Bi(z)

∣∣+
Wn+1(z)

Wn(z)

 =

∣∣∆di(z)Bi(z)
∣∣+
Wn+1(z)

Wn(z)

 (44)

It is known that orthogonal bases of redundant PRNS are defined as

Bi(z) = mi(z)
Wn+1(z)

pi(z)
= mi(z)

Wn(z)pn+1(z)
pi(z)

(45)

Substitute Expression (45) into Equality (44). We obtain

S(z) =

∣∣∆di(z)Bi(z)
∣∣+
Wn+1(z)

Wn(z)

 =

[
∆di(z)mi(z)pk+1(z)

pi(z)

]
(46)

The theorem is proved. �

Example 3. Consider the application of Theorem 4 for the code of polynomial residue number system
with informational bases p1(z) = z + 1, p2(z) = z2 + z + 1, p3(z) = z4 + z3 + z2 + z + 1,

p4(z) = z4 + z3 + 1. The operating range of the code is W4(z) =
4

∏
i=1

pi(z) = z11 + z8 + z7 +

z5 + z3 + z2 + z + 1. Here, we select p5(z) = z4 + z + 1 as a control base.
Consider D(z) = z5 = (1, z + 1, 1, z3 + z + 1, z2 + z). The code combination for this

polynomial is allowed, as degD(z) < degW4(z).
Let the error occur in the residue d1(z) and let the error depth be ∆d1(z) = 1. Then, the

erroneous combination is D∗(z) = (0, z + 1, 1, z3 + z + 1, z2 + z). Using Expression (41), the
weight of the orthogonal basis is m1(z) = 1; thus, we obtain

S(z) =
[

∆d1(z)m1(z)p5(z)
p1(z)

]
=

[
z4 + z + 1

z + 1

]
= z3 + z2 + z
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Calculating the polynomial interval using the CRT for polynomials and using the orthogonal
bases from Example 2, we have

D∗(z) = z14 + z13 + z12 + z11 + z10 + z9 + z8 + z7 + z6 + z4 + z3 + z2 + z + 1

In this case, S(z) =
[

D∗(z)
Wn(z)

]
= z3 + z2 + z.

It is possible to identify both a location of the erroneous residue of the code combina-
tion and an error depth using Theorems 1–3. It is necessary to find the corresponding poly-
nomial interval in order to do this. Due to the minimal introduced redundancy, a collision
may occur in the code of PRNS with one control base. In this case, errors on informational
bases and errors on control bases may produce the same value of the polynomial interval.
Let the error occur in the residue d5(z) and let the error depth be ∆d5(z) = z2 + z + 1. Then,
we have D∗(z) = (1, z + 1, 1, z3 + z + 1, 1). Using Expression (41), the weight of the
orthogonal basis is m5(z) = z; thus, we obtain

S(z) =
[

∆d1(z)m1(z)p5(z)
p5(z)

]
=
[
(z2 + z + 1)z

]
= z3 + z2 + z

We have obtained a polynomial interval that coincides with the polynomial interval in
the example. This is due to the fact that the number of possible polynomial intervals with
one control base is equal to

N1 = 2degpn+1(z) (47)

At the same time, the number of polynomial intervals that correspond to errors on the
bases of the code of PRNS is determined by

N2 =
n+1

∑
i=1

2degpi(z) (48)

It is obvious that N1 < N2. Therefore, codes of polynomial residue number system
with one control base are only able to detect calculation errors. It is possible to eliminate
this collision by increasing the introduced redundancy in PRNS.

3.2. Codes of Polynomial Residue Number System with Two Control Bases

Consider an ordered code of PRNS with informational bases p1(z), p2(z), . . . , pn(z)
for which the following expression takes place:

degp1(z) ≤ degp2(z) ≤ . . . ≤ degpn(z) (49)

Now, we introduce two control bases pn+1(z), pn+2(z) into this code that satisfy the
following condition:

degpn+1(z) + degpn+2(z) ≥ degpn(z) + degpn−1(z) (50)

This will expand the full range of the code to

Wn+2(z) =
n+2

∏
i=1

pi(z) = Wn(z)pn+1(z)pn+2(z) = Wn(z)Wk(z) (51)

where Wk(z) = pn+1(z)pn+2(z).
An increase in redundancy in PRNS leads to an increase in the number of polynomial

intervals. In this case,
N1 = 2deg(pn+1(z)pn+2(z)) (52)
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Here, the number of polynomial intervals that correspond to errors on bases of the
code of PRNS is defined as

N2 =
n+2

∑
i=1

2degpi(z) (53)

The analysis of expressions shows that N1 > N2. Therefore, codes of polynomial
residue number system with two control bases have the potential to correct single errors,
which are understood as distortion of one residue in the code combination.

As codes of PRNS are modular codes, it is possible to use existing approaches to
the development of algorithms designed to detect and correct errors; in other words, the
procedure is the same as when codes of residue number system are used. It is proposed
in [2–4] to use positional characteristics to construct error-correction codes of residue
number system. It is known from [3] that the code combination of a number is allowed in
codes of RNS if the following condition is met:

X = (x1, . . . , xi, . . . , xn+2) < Wn (54)

where xi ≡ Xmodpi and Wn =
n
∏
i=1

pi is the operating range of the code of RNS.

At the same time, the full range of a redundant code of RNS with two control bases is

Wn+2 =
n+2

∏
i=1

pi = Wn pn+1 pn+2 = WnWk (55)

where Wk = pn+1 pn+2.
The positional characteristic shows the location (position) of the number presented as

the code combination of RNS relative to the operating range [2–4]. It is obvious that there
are Wk = pn+1 pn+2 operating ranges Wn within the full range Wn+2. If the numbers inside
the full range are divided by the value Wn and the quotient of the result is taken, we obtain
a positional characteristic, that is, the interval [5], equal to

S =

[
X

Wn

]
(56)

If the code combination of RNS satisfies Expression (54), then the interval is equal to
zero. If the number is outside the operating range, which corresponds to prohibited code
combinations of RNS, then the value of the interval is in the range from 1 to Wk − 1. This
means that the interval S depends on the modulus of the product of the control bases, Wk.

Through analysis of Expressions (43) and (56) we are able to conclude that there are
similar approaches to the development of algorithms for detecting and correcting errors in
codes of RNS and codes of polynomial residue number system. Hence, we can develop an
algorithm for calculating the polynomial interval without using the division operation, as
this operation is absent in the ring of irreducible polynomials.

Consider a code combination, D(z) = (d1(z), . . . , di(z), . . . , dn+2(z)), presented in
the code of PRNS with two control bases. Performing the inverse conversion using the CRT
for polynomials,

D(z) =
n+2

∑
i=1

di(z)Bi(z)− k(z)Wn+2(z) (57)

where k(z) =
[

d1(z)B1(z)+...+d(z)Bi(z)+...+dn+2(z)Bn+2(z)
Wn+2(z)

]
is a rank of the polynomial.
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Substituting this expression in (56), we obtain:

S(z) =
[

D(z)
Wn(z)

]
=


n+2
∑

i=1
di(z)Bi(z)− k(z)Wn+2(z)

Wn(z)

 (58)

The analysis in works [3–5] showed that both orthogonal bases of codes of RNS
containing redundant bases and those without them have the similarity property. The
conducted studies have confirmed this property for codes of polynomial residue number
system. Thus, we have ...

B i(z) ≡ Bi(z)modWn(z) (59)

where
...
B i(z) is an orthogonal basis of PRNS using only information bases p1(z), p2(z), . . . ,

pn(z), and Bi(z) is an orthogonal base of redundant PRNS.
Hence, orthogonal bases can be presented as

Bi(z) = Wn(z)Li(z) +
...
B i(z) (60)

where Li(z) =
[

Bi(z)
Wn(z)

]
.

At the same time, for control bases we have
...
Bn+1(z) = 0,

...
Bn+2(z) = 0 .

Then, using (47), we obtain

S(z) =


n+2
∑

i=1
di(z)(Wn(z)Li(z)+

...
B i(z))−k(z)Wn+2(z)

Wn(z)

 =

=

n+2
∑

i=1
di(z)Li(z)+

n
∑

i=1
di(z)

...
B i(z)

Wn(z)
− k(z)Wk(z)

.

(61)

When RNS was considered, it was shown that the values of the interval S form a ring
modulo Wk. Then, based on the similarity of RNS and PRNS we can conclude that values
of the polynomial interval S(z) do not exceed values modulo Wk(z) either. In this case,
we obtain

S(z) =

∣∣∣∣∣∣n+2
∑

i=1
di(z)Li(z)+

 n
∑

i=1
di(z)

...
B i(z)

Wn(z)

− k(z)Wk(z)

∣∣∣∣∣∣
Wk(z)

=

=

∣∣∣∣n+2
∑

i=1
di(z)Li(z)+

...
k (z)

∣∣∣∣
Wk(z)

,

(62)

where
...
k (z) =

 n
∑

i=1
di(z)

...
B i(z)

Wn(z)

 is a rank of the polynomial in a non-redundant polynomial

residue number system with bases p1(z), p2(z), . . . , pn(z).
Thus, an algorithm has been developed for calculating the positional characteristic (a

polynomial interval). Only modular operations are used in this algorithm, which allows
us to detect and correct errors without performing a reverse conversion from the code of
PRNS to a positional code or performing a division operation. Given that the calculations
in PRNS are performed in parallel and independently on bases of the code, the error that
occurred during the calculations on the i-th base will lead to a distortion of the final result
only in the i-th residue. Therefore, the process of error detection and correction can be
performed in parallel with conversion from the code of polynomial residue number system
to the positional code, which reduces time costs.
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Example 4. Using PRNS with three informational bases, p1(z) = z + 1, p2(z) = z2 + z + 1, and
p3(z) = z4 + z3 + z2 + z+ 1, and two control bases, p4(z) = z4 + z3 + 1 and p5(z) = z4 + z+ 1,

the operating range of the code is W3(z) =
3

∏
i=1

pi(z) = z7 + z6 + z5 + z2 + z + 1. The product

of the two control bases is Wk = pn+1 pn+2 = z8 + z7 + z5 + z4 + z3 + z + 1. The full range of
PRNS is W5(z) = ∏

i=1
pi(z) = z15 + 1.

As an allowed code combination of PRNS, we choose a polynomial, D(z) = z5 + z4 + z + 1 =
( 0, z, z3 + z2 + 1, 1, z2 + z ), which satisfies Condition (32). The orthogonal bases of
PRNS can be calculated as follows:

B1(z) = z14 + z13 + z12 + z11 + z10 + z9 + z8 + z7 + z6 + z5 + z4 + z3 + z2 + z + 1

B2(z) = z14 + z13 + z11 + z10 + z8 + z7 + z5 + z4 + z2 + z

B3(z) = z14 + z13 + z12 + z11 + z9 + z8 + z7 + z6 + z4 + z3 + z2 + z

B4(z) = z14 + z13 + z12 + z11 + z9 + z7 + z6 + z3

B5(z) = z12 + z9 + z8 + z6 + z4 + z3 + z2 + z

The bases can then be divided into the operating range until the residue is obtained, thusly:

L1(z) = z7 + z4 + z2 + z;
...
B1(z) = z6 + z4 + z3 + z2 + 1

L2(z) = z7 + z5 + z2 + z + 1;
...
B2(z) = z6 + z5 + z + 1

L3(z) = z7 + z4 + z3 + z + 1;
...
B3(z) = z5 + z4 + z3 + z2 + z + 1

L4(z) = z7 + z4 + z3

L5(z) = z5 + z4 + z

Calculate the polynomial interval of the code combination of PRNS.
Now, obtain the value of the rank of the polynomial in non-redundant PRNS:

...
k (z) =

[
z(z6 + z5 + z + 1) + (z3 + z2 + 1)(z5 + z4 + z3 + z2 + z + 1)

z7 + z6 + z5 + z2 + z + 1

]
= z

This value is substituted in

S(z) =
∣∣∣∣ 5

∑
i=1

di(z)Li(z)+
...
k (z)

∣∣∣∣
Wk(z)

=
∣∣z(z7 + z5 + z2 + z + 1) + (z3 + z2 + 1)×

×(z7 + z4 + z3 + z + 1) + (z7 + z4 + z3) + (z2 + z)(z5 + z4 + z) + z
∣∣
Wk

=

= (z10 + z9 + z8 + z6 + z4 + z2 + z + 1)modz8 + z7 + z5 + z4 + z3 + z + 1 = 0

.
As the polynomial interval is equal to zero, it means that the code combination of PRNS does

not contain an error.
Let the error occur on the base p1(z) and the error depth be ∆d1(z) = 1. Then, the code

combination has the form

D∗(z) = (1∗, z, z3 + z2 + 1, 1, z2 + z) =
= z14 + z13 + z12 + z11 + z10 + z9 + z8 + z7 + z6 + z3 + z2.

Using Expression (56), we can find the polynomial interval:

S(z) =
[

z14 + z13 + z12 + z11 + z10 + z9 + z8 + z7 + z6 + z3 + z2

z8 + z7 + z5 + z4 + z3 + z + 1

]
= z7 + z4 + z2 + z.
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We now use the developed algorithm. First, we obtain a rank of the polynomial in non-
redundant PRNS,

...
k (z) = z, that we substitute in

S(z) =
∣∣∣∣ 5

∑
i=1

di(z)Li(z)+
...
k (z)

∣∣∣∣
Wk(z)

=
∣∣(z7 + z4 + z2 + z) + z(z7 + z5 + z2 + z + 1)+

+(z3 + z2 + 1)(z7 + z4 + z3 + z + 1) + (z7 + z4 + z3) + (z2 + z)(z5 + z4 + z) + z
∣∣
Wk

=

= (z10 + z9 + z8 + z7 + z6 + 1)modz8 + z7 + z5 + z4 + z3 + z + 1 = z7 + z4 + z2 + z.

The obtained results coincide, which indicates the possibility of using redundant codes of
polynomial residue number system to build fault-tolerant high-speed computing systems for digital
signal processing and cryptographic protection of information operating in Galois fields.

4. Conclusions

The article discusses the principles of constructing redundant codes of polynomial
residue number system. Several theorems concerning the properties of codes of PRNS
were considered and proven. It was shown that the distortion of any residue transforms an
allowed code combination into a prohibited one. In this case, the criterion for the presence
of an error in the code combination of PRNS is a violation of Condition (32). Studies of
the code of polynomial residue number system, which has minimal redundancy, have
been carried out. We have shown that this code only allows for detection an error in the
code combination of PRNS. It was proposed to introduce two control bases to expand
error-correction abilities. We have shown that the use of two control bases makes it possible
to correct any erroneous residue in the code combination of PRNS. The article presents the
developed algorithm for calculating the positional characteristic (a polynomial interval) in
which only modular operations are used. This algorithm makes it possible to detect and
correct errors without performing a reverse conversion from a code of PRNS to a positional
code or performing a division operation, which is confirmed by the examples given in
the article.
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