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Abstract: Wearable devices and digital health technologies have enabled the exchange of urgent
clinical trial information. We developed an application to improve the functioning of decentralized
clinical trials and performed a heuristic evaluation to reflect the user demands of existing clinical trial
workers. The waterfall model of the software life cycle was used to guide the development. Focus
group interviews (N = 7) were conducted to reflect the needs of clinical research professionals, and
Wizard of Oz prototyping was performed to ensure high usability and completeness. Unit tests and
heuristic evaluation (N = 11) were used. Thematic analysis was performed using the focus group
interview data. Based on this analysis, the main menu was designed to include health management,
laboratory test results, medications, concomitant medications, adverse reactions, questionnaires,
meals, and My Alarm. Through role-playing, the functions and configuration of the prototype
were adjusted and enhanced, and a heuristic evaluation was performed. None of the heuristic
evaluation items indicated critical usability errors, suggesting that the revised prototype application
can be practically applied to clinical trials. The application is expected to increase the efficiency of
clinical trial management, and the development process introduced in this study will be helpful for
researchers developing similar applications in the future.

Keywords: clinical trial; heuristics; management; mobile application; technology; telemedicine

1. Introduction

Clinical trials are essential to study the efficacy and risks associated with drugs;
however, they are costly and time-consuming, occasionally requiring years for completion.
A recent study found that the average cost of development of a novel drug from drug
discovery to the marketing approval of a product is between $2 billion and $3 billion and
can take anywhere from 12 to 18 years, with clinical trials being the most costly and time-
consuming phases of the entire process [1]. The burden of such conventional processes
for whole-drug development has become even more challenging with the coronavirus
disease 2019 (COVID-19) pandemic, especially because of the difficulty in recruiting and
retaining clinical trial participants [2–4]. Because of the limitations imposed by COVID-19,
such as self-isolation, site closures, and travel restrictions, as of October 2021, more than
2100 clinical trials have been reported to be explicitly suspended [5–7].

To overcome these difficulties, attempts have been made to utilize digital technolo-
gies, including Internet of Things (IoT) and patient-generated health data (PGHD) from
devices such as biowearables, smartphones, and home medical devices, and to execute
decentralized clinical trials (DCTs) [8–10]. The proliferation of these devices is expected
to accelerate patient selection and adherence to trials. In particular, attempts to increase
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the efficiency of clinical research and medical fields using digital health technology have
expanded exponentially as of 2020 [9–11].

Clinical research professionals (CRPs) at trial sites are responsible for collecting patient
data and evaluating drugs. Although data collection is very important in clinical trials, the
collection of accurate data is difficult in practice. In particular, for outpatient clinical trials,
although frequent visits to the institutions can facilitate data collection, they cause inconve-
nience to the participants, make it difficult to recruit patients, and increase the possibility of
trial discontinuation by participants. The collected data may also be questionable. In many
cases, the data report is delayed until the next visit. Therefore, the collected data are often
reported to be of poor quality, missing details such as the occurrence of the event itself, the
time, and the reaction of the participant [12].

At present, to solve these difficulties in data collection, various technologies for
traditional clinical trials and DCTs are being implemented haphazardly. However, most
of these technologies and devices have been developed from the perspective of sponsors
requesting clinical trials [13,14]. Although, like many other countries, South Korea, where
this study is conducted, ranks sixth (3.68%) in the industry-sponsored trials of 2020 and
third (4.5%) in single-site trials. The number of trials is also increasing. However, the
proportion of investigator-initiated trial among all the ongoing clinical trials is declining.
The impact of investigator-initiated trials in the clinical trial field is decreasing [15].

Thus, there has been no application development reflecting the needs of CRPs con-
ducting clinical trials at actual institutions. Therefore, CRPs have to deal with the burden
of using and adapting different platforms provided by various sponsors for clinical trials
and educating participants [16].

The CRPs at trial sites who monitor the participants and evaluate drugs are currently
exposed to various clinical trial management systems, ranging from traditional systems to
systems based on the latest technologies. However, it is difficult to find a system specialized
for efficient trial and patient management that can allow CRPs at the trial site to operate
in the desired way. In this scenario, the development and introduction of a new trial
management system based on the needs of the CRPs at the trial site can save cost and time
and yield more accurate clinical trial results quickly by using PGHD. Thus, we intended to
develop a real-time clinical trial management application that reflects the needs of medical
staff in clinical trials to facilitate the broader application of digital health technology to
actual clinical trial sites.

2. Materials and Methods

The development of the real-time clinical trial monitoring system was guided by the
waterfall model in the software life cycle (SDLC). SDLC is a methodology used to create
high-quality software by utilizing clearly defined processes. As the first SDLC approach
used in software development, the waterfall model shows the software development
process in a linear sequential flow. This model is simple and easy to understand and use,
and the entry and exit criteria are well defined. Therefore, the model can deliver software
with quality based on a systematic process, especially when various experts participate in
the development, as in this study [17,18]. The applied model had four stepwise phases, as
shown in Figure 1, and each phase is described as follows.

CRPs from the Seoul National University Hospital Clinical Trial Center were recruited
to verify their application needs. Focus group interviews (FGIs) were conducted by divid-
ing the seven recruited volunteers into two groups: research doctors and clinical research
coordinators. The ideal sample size for a focus group interview varies according to the
literature [19]. In this study, the sample size was selected to ensure less than 10 people per
group and more than two groups per concept, in accordance with previously described cri-
teria [20]. The purpose of the application to be developed was explained to the interviewees,
and the needs of the planned application were collected based on clinical trial situations
and application functions. All seven CRPs (three doctors and four research coordinators)
participated in the FGIs. Through structured open-ended questions, requirements such as
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essential needs and functions to be included in the application were investigated using the
FGIs. A qualitative thematic analysis was used for data analysis. The data were analyzed
by grouping the collected data into similar concepts and then categorizing them [21].
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The design of an application system needs to be developed to fully adopt the practical
needs of clinical trials; therefore, a stepwise approach to polish the system was applied.
The function and structure of the application were designed considering the needs of CRPs
collected through the FGIs. The main menu of the application was designed, followed by
the construction of the information architecture and wireframes. The user interface was
modified to reflect the opinions of the CRPs from the FGIs.

Wizard of Oz (WOZ) prototyping was performed with CRPs by using the user interface
of the application to improve the user experience. Before actual development, WOZ was a
way to test usability through role-playing with mockup software. Likewise, role-playing to
increase usability was performed by clinical trial experts and a team of software engineers
responsible for the development of application software. Based on the results of WOZ
prototyping, the usefulness and efficiency of the application user interface were confirmed
before actual production. Unit tests were performed to check the programming errors
and usability problems of the initial version of the prototype application, and the revised
version of the prototype application was made based on the unit test results [22,23].

To test all of the functions in the revised version of the prototype application, task
scenarios were developed as a heuristic evaluation for a total of 48 tasks in two detailed
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scenarios. Step-by-step, each scenario was designed to accomplish tasks, including login,
the input of adverse reactions and self-reports, and wearable device connection. Nelson’s
heuristic principle is the most commonly employed principle for heuristic evaluation;
however, in this study, Joyce’s SMART heuristics (short for smartphone) [24], which was
designed with consideration of the mobile environment, was used instead. The severity of
the problem was measured using a three-level scale, which can clearly and scientifically
quantify the level of the problem and collect additional viewpoints [25,26]. Heuristic
evaluation for the revised version of the prototype application was conducted not only
with the participants from WOZ but also newly recruited CRPs to control for possible bias
from the engagement for the application development.

The study was conducted in accordance with the Declaration of Helsinki and approved
by the Institutional Review Board of Seoul National University Hospital (protocol code
2011-114-1173; date: 23 September 2021). From 6 September to 17 September 2021, subjects
were recruited through convenience sampling, and heuristic evaluation was carried out.
Written informed consent was obtained from all subjects involved in the study.

3. Results
3.1. Phase 1. Requirements Analysis

Thematic analysis was performed using the FGI data obtained from CRPs, and the
collected needs are shown in Table 1. The opinions collected were classified into seven
categories. Among these categories, four categories were related to the function of the
application, such as the need to record adverse reactions or concomitant drugs, to give
remote feedback to the patients, and patient health record sharing; the other three categories
were related to the design and composition of the application, including needs for screen
menu, format standardization, and design requirements.

Table 1. Collected needs for the real-time clinical trial monitoring system.

No. Needs Details

1
Checking for side

effects and
adverse reactions

A function for recording side effects and adverse reactions is required.
(This information is currently recorded in the comment section because there is no separate

section for recording it)

2 Concomitant
drug check

Taking photos and uploading concomitant drug function information is required to check
drug relationships.

3 Remote feedback
function

In addition to the traditional method of calling or texting the Clinical Research Coordinator, a
function to give feedback to the patient based on the data recorded in the application is required

(e.g., by analyzing a chat message).

4 Data sharing with the
hospital system

A function to share data such as laboratory test results, doctors’ feedback, and a brief history of
the patient, from the hospital system, is required.

5 Application menu Separate menus to check medication, diet, concomitant medications, and adverse reactions
are required

6 Standard form use The form of the application should be based on the standard form currently used in the clinical
trial center.

7 Design requirements The design should be based on the target audience of users under 60 years of age.

3.2. Phase 2. System Design

Based on the analysis of FGI results, the main menu of the application was designed
to comprise health management, laboratory test results, medications, meals, concomitant
medications, adverse reactions, questionnaires, and My Alarm. To optimize usability, all
menu items were displayed on the main screen, which was the first screen after login [27].
The design of the information architecture of the application is schematically illustrated in
Figure 2a, as applied to the menu in needs and the procedures of clinical trials.
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The rows of the information architecture of the main screen are ordered according to
the general procedures of clinical trials, such as recording symptoms, checking test results,
entering medicine records, etc. Columns of the information architecture were organized by
listing the contents to be recorded in each menu.

A wireframe with more detailed descriptions of buttons and functions was created,
as shown in Figure 2b. The mobile application screen was designed to be intuitively
understandable, as shown in the lower-left panel. The global navigation bar is located at
the top of the screen, and management items such as weight, blood pressure, daily steps,
and blood sugar level are displayed in a single row for easy recognition. Each item can also
have a separate graph display with the most recent data. The value of each item can be
manually entered by the user, and data is linked with the Samsung Health app, so when
using a wearable device or another measuring device that works with the Samsung Health
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app, it can also be entered through the device. The user interface suggested for the trial
version application was developed by adopting the CRPs’ feedback to remove unnecessary
text and medical terms to make the screen less complicated and to include pictograms for
easy understanding for non-professional trial participants.

3.3. Phase 3. Implementation: System Development

Through role-playing interactions using the WOZ prototype, the functions and con-
figuration of the prototype application were adjusted and enhanced. Some of the initial
functions were changed (e.g., the menus were rearranged to account for the clinical trial
process and for the integration of duplicate menus). Data collected for concomitant medi-
cations and adverse responses met different data specifications; therefore, the two menus
were designed to be separated. On the other hand, vital sign data from external devices,
such as smartwatches and wearable devices, were combined with the symptom records.
Since the clinical trial patient participants were not clinical professionals and were not
familiar with the terms used in general clinical trials, the titles of the health report and
reminder menus were changed to include more easily understandable words. The final
menu lists and functions are shown in Table 2. The network comprises an external network
where users’ input data, an internal network used by medical staff, and a demilitarized
zone (DMZ) server for the security of the internal network, as shown in Figure 3. The
application server is responsible for data processing in the DMZ, and the batch server only
performs the function of detecting arrhythmia in the DMZ. The application programming
interface (API) server allows communication between the internal network and DMZ; the
webserver manages data processing inside the internal network, and the database stores
all the data that are generated. The cloud server outside the network is responsible for
relaying the user’s electrocardiogram (ECG) data captured from the wearable devices in
real-time. The data are transferred in the following order: Data generated by the user →
application server → API server → database storage → web server → medical check.

Table 2. Confirmed main menu structure and functions.

No. Menu Function Description

1 Self-report Patient-generated health data (PGHD), including the user’s weight, fasting blood sugar level, blood
pressure, heart rate, body temperature, and oxygen saturation, were entered and checked.

2 Medication
+ nutrition

Medication: A medication log, which included the name and time of each medication or treatment,
was maintained. The relevant data were added to the adverse reaction menu when the participants

showed adverse reactions.
Diet: A meal diary was maintained with photos of each meal, contents, and the time of consumption.

3 Concomitant drug In participants consuming over-the-counter drugs or health supplements other than the test drug,
information about the time and amount of the drugs was entered.

4 Adverse reactions When an adverse reaction occurred, the type, location, period, action method, picture of the
symptoms, etc., were recorded, and the management of persistent adverse reactions was documented.

5 Symptom record

Symptom record: Cough, stuffy nose, sore throat, fatigue, headache, fever, loss of smell, loss of taste,
etc. (corresponding to symptoms of COVID-19) were reported.

Health Record: Blood pressure and ECG data are input through an external device (wearable device).
Blood pressure: Data from all devices linked to Samsung Health can be entered.

ECG: Real-time input through VP-100 (device certified by the Korea Food and Drug Administration).

6 Daily
to-do

The user’s medication, nutritional, and health measurement record items that must be entered each
day are presented.

The status changes from to-do to done when the user completes that task.



Appl. Sci. 2022, 12, 3343 7 of 12

Appl. Sci. 2022, 12, x FOR PEER REVIEW 7 of 12 
 

3 Concomitant drug In participants consuming over-the-counter drugs or health supplements other than the test 
drug, information about the time and amount of the drugs was entered. 

4 Adverse reactions 
When an adverse reaction occurred, the type, location, period, action method, picture of the 

symptoms, etc., were recorded, and the management of persistent adverse reactions was doc-
umented. 

5 Symptom record 

Symptom record: Cough, stuffy nose, sore throat, fatigue, headache, fever, loss of smell, loss 
of taste, etc. (corresponding to symptoms of COVID-19) were reported. 

Health Record: Blood pressure and ECG data are input through an external device (wearable 
device). 

Blood pressure: Data from all devices linked to Samsung Health can be entered. 
ECG: Real-time input through VP-100 (device certified by the Korea Food and Drug Admin-

istration). 

6 
Daily 
to-do 

The user’s medication, nutritional, and health measurement record items that must be entered 
each day are presented. 

The status changes from to-do to done when the user completes that task. 

 
Figure 3. Network server configuration diagram. API (Application Programming Interface) is a soft-
ware intermediary that allows two applications to communicate with each other. DMZ (Demilita-
rized zone) is a small, isolated network located between an external and internal network for data 
security. 

ECG data are transmitted through three paths. Raw ECG data are transmitted in the 
order mentioned above, whereas the arrhythmia detection algorithm runs in the batch 
server and transmits the result to the API server. Finally, for ECG streaming, the data are 
sent to the external cloud, and the CRP accesses the cloud from the internal network to 
check the streaming data. 

3.4. Phase 4. Testing and Evaluation 
A heuristic evaluation to identify the major usability issues and scope for improve-

ment was conducted with the revised version of the prototype application. Five partici-
pants from the WOZ prototyping stage and six newly recruited CRPs participated in the 
heuristic evaluation, and the results of the evaluation are summarized in Table 3. 

Figure 3. Network server configuration diagram. API (Application Programming Interface) is a soft-
ware intermediary that allows two applications to communicate with each other. DMZ (Demilitarized
zone) is a small, isolated network located between an external and internal network for data security.

ECG data are transmitted through three paths. Raw ECG data are transmitted in the
order mentioned above, whereas the arrhythmia detection algorithm runs in the batch
server and transmits the result to the API server. Finally, for ECG streaming, the data are
sent to the external cloud, and the CRP accesses the cloud from the internal network to
check the streaming data.

3.4. Phase 4. Testing and Evaluation

A heuristic evaluation to identify the major usability issues and scope for improvement
was conducted with the revised version of the prototype application. Five participants
from the WOZ prototyping stage and six newly recruited CRPs participated in the heuristic
evaluation, and the results of the evaluation are summarized in Table 3.

A scale ranging from 1 to 3 with 1 being a minor error and 5 being a critical error.
There was no significant difference in the heuristic evaluation results between the existing
participants and the newly recruited CRPs.

None of the heuristic evaluation items indicated critical usability errors since more
than half of the evaluators perfectly used the application for each test item, which confirmed
that the revised version of the prototype application could be practically applied to clinical
trials. When duplicate errors were allowed for each item, the third and eighth errors were
confirmed eight times each. Next, the sixth, seventh, and eleventh errors were confirmed
five times each. In particular, among heuristic three errors, “errors that make it difficult to
proceed with the scenario,” were identified by five evaluators and confirmed as the most
frequent error. Three participants (27% of the participants) pointed out that “the input
button is hidden or difficult to select,” and it was confirmed and evaluated as a “fatal error”
with three points.
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Table 3. Results of the heuristic evaluation of the clinical trial monitoring application.

Heuristic Evaluation Contents N (%) Mean Score Heuristic

Program errors that make it difficult to proceed with the scenario 5 (45%) 2.20 SMART 3

Errors related to the “symptom input” page configuration and screen information 5 (45%) 1.80 SMART 8

Inconvenience caused by the graphic method for inputting time 5 (45%) 1.40 SMART 11

Errors related to the “Health Report” page configuration and screen information 5 (45%) 1.20 SMART 7

Inconvenience caused by a hidden or difficult-to-operate input button 3 (27%) 3.00 SMART 6

Errors caused by unclear or missing pop-ups 3 (27%) 2.00 SMART 3

Errors caused by missing notifications for the ECG-related connection 3 (27%) 1.33 SMART 1

Inconsistent screen discomfort 3 (27%) 1.33 SMART 2

Errors related to the “Combination Drugs” page configuration and screen information 3 (27%) 1.33 SMART 8

Confusing screen configuration that allowed users to input the heart rate in the blood
pressure input window 3 (27%) 1.00 SMART 5

Inconvenience for elderly individuals or people with reduced vision due to the small
font size 2 (18%) 2.00 SMART 10

Discomfort caused by awkward or difficult-to-understand expressions 2 (18%) 1.50 SMART 2

Inconvenience caused by the lack of visibility of the configuration of the menu and tab
at a glance 2 (18%) 1.50 SMART 6

Inconvenience caused by the keyboard window covering the screen when typing 2 (18%) 1.50 SMART 10

4. Discussion

In this study, to develop a real-time monitoring application, a stepwise approach
was applied to improve usability, starting with an analysis of needs. The initial FGIs
for needs analysis identified requests for “side effects and adverse reaction identification
services”, “concomitant drug identification capabilities”, and “remote feedback functions”.
The primary goal of a clinical trial is to assess the benefit-to-risk ratio of the drug or
treatment under consideration [28]. The therapeutic benefits of an agent, which represent
its impact, can be determined within a predictable range. Simultaneously, the risks and
adverse effects should be investigated in consideration of the causal link between adverse
events and clinical trials. In this regard, the collection of reliable data for adverse events is
crucial but quite difficult [29,30]. Thus, the function request for “side effects and adverse
reaction identification services” appears to be a way to solve the difficulties associated with
clinical trials.

In many sponsor-initiated trials, predominantly clinical trials, the information and
communication technology devices and software used for the clinical trial are usually
developed by the sponsors and applied to the clinical trial sites. This system forces the
trial site’s clinical trial professionals to learn to operate a new device or system and to
educate the participants whenever they receive a request [31]. In contrast, the functions of
an application can be learned relatively easily if the application design matches the system
of the user’s institution, emphasizing the importance of a similar structure [32]. Despite the
fact that personal health records in the hospital information system (HIS) are now required
in clinical trial research, a number of obstacles, such as the lack of interoperability between
clinical trial research systems and HIS, make their usage challenging. This may indicate
the need for HIS compatibility [33–35]. Moreover, though the target group of each clinical
trial varies depending on the stage and type of the trial, healthy volunteers participating
in the phase 1 trial are relatively easy to generalize and constitute the largest number of
participants across clinical trials. This indicates the need for application development based
on its use in healthy adults. Especially in specialized domains, such as medical systems, the
participation of actual users in program development is crucial. In this regard, visualizing
the contents of the developed application, information architecture, and wireframes to
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encourage the involvement of CRPs who were not specialists in software development
facilitated easy participation.

From the developer’s point of view, the use of the WOZ methodology for communi-
cation with the CRPs needs to be actively considered. In particular, although it was not
possible to conduct research on real clinical trial participants in this study, it is a unique
experience for CRPs to experience the position of participants through the WOZ process. In
fact, the end general usability can be greatly increased through the WOZ process because
the actual end-users are generally accepting of the program that CRPs provide, and users
often do not give active and negative feedback to the CRPs in the clinical environment.

For interoperability and security, the creation of applications with Fast Healthcare
Interoperability Resources (FHIR) as a standard was considered [36,37]. However, because
of security reasons as well as practical difficulties in recruiting a technician with FHIR-based
production experience, interoperability with the hospital network was not implemented.

Various solutions are also required for processing ECG data. For real-time ECG
streaming, the limited server resources and bandwidth with the DMZ server caused delays
in streaming. This problem was solved by transmission using a cloud server. However, this
approach introduced a security issue because the cloud server was not located in the internal
network. To solve the security issue, the Amazon Web Services Cloud, which is known for
its relatively stable security among cloud services, was used. Only the function of viewing
the ECG graph transmitted by the cloud was performed in the internal network, effectively
blocking other data connections between networks. The arrhythmia detection algorithm
also encountered resource issues. This problem was solved by physically separating one
DMZ server into two logical servers, configuring the batch server, and processing the
algorithm in the batch server. Thus, problems that occurred during the actual development
process were solved within the limited available resources.

Heuristic evaluation was used to confirm the direction of improvement. In the heuris-
tic evaluation, various categories of tests were planned, although the actual results indicated
the importance of improving the overall usability of the application on the basis of individ-
ual errors rather than classifying the errors by category. For example, if an error occurred
because the button on the screen was hidden, some participants reported it as a design
error, whereas others considered it a configuration error. In this regard, developers should
be careful about developing applications on a subjective basis without fully reflecting the
needs of users. The most common complaint identified in the heuristic evaluation was that
the input window and text were too small. Thus, the evaluation suggested that animations
or design elements used to improve aesthetics may not benefit end-users who frequently
use the application. However, the positive responses to the screen composition and other
aesthetic aspects indicated the importance of identifying a compromise for these aspects.
It was considered that the CRP group newly participating in application development
would evaluate the application from a different angle than the CRP group that continued
to participate in application development, but there was no significant difference in the
heuristic results between the two groups [38]. This is because the CRP group relatively
familiar with applications is not an expert group in application development. It is thought
that these results came from the fact that both groups have in common that they are CPR.

The developed application is designed to input data related to the site’s frequently
performed clinical trials according to the needs of CRPs, and data related to specific COVID-
19 symptoms were added to accommodate the needs created by the pandemic. To improve
the suitability of the application for various clinical trial situations, the addition of input
fields and linkage with hospital data, such as laboratory and imaging test results, will be
necessary. In addition, although the unit test and heuristic evaluation confirmed that the
data entered by the evaluators according to the manual were stored without errors in the
server, the simultaneous transmission of heavy and bandwidth-consuming data, such as
ECG streaming data, has not yet been tested. Further studies are needed to confirm the
fidelity of data transmission.
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With the increasing importance of remote clinical trials, a clinical trial application
that completely replaces the need for the direct participation of CRPs in clinical research
is expected to control the cost escalations and unnecessary period extensions caused by
traditional clinical trial conduct.

Despite the various implications of this study, it has several limitations. Technically, a
direct link between FHIR and hospital HIS was not implemented, and only the Android
version was produced, so it cannot be used in the iPhone environment. The limitations
of this study are as follows. First, its use has not been verified in actual clinical practice
using the developed application. Second, no direct usability evaluation was performed
on clinical trial subjects during the manufacturing process. Third and last, it has not been
tested for direct differences compared to other sponsor-led applications.

5. Conclusions

In this study, we developed an application to address the difficulties associated with
subject management in traditional clinical trials. After the development of the applica-
tion, a heuristic evaluation was performed to reflect the user demands of existing clinical
trial workers. These evaluations made it possible to confirm various consistencies in the
application functions and user interface. Unlike other studies, this study explains the
researcher-led application development process in great detail and provides insights that
were gained from each development process. In addition, the fabrication process described
in this study will serve as a basis for the development of similar applications. In the future,
additional real user testing and data safety studies will be needed, and the efficiency of
clinical trial management is expected to improve if the application streamlined through
such evaluations is applied to actual clinical trials.
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