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Abstract: We introduce in this paper a neuro-symbolic predictive model based on Logic Tensor Net-
works, capable of discriminating and at the same time of explaining the bad connections, called alerts
or attacks, and the normal connections. The proposed classifier incorporates both the ability of deep
neural networks to improve on their own through learning from experience and the interpretability
of the results provided by the symbolic artificial intelligence approach. Compared to other existing
solutions, we advance in the discovery of potential security breaches from a cognitive perspective.
By introducing the reasoning in the model, our aim is to further reduce the human staff needed to
deal with the cyber-threat hunting problem. To justify the need for shifting towards hybrid systems
for this task, the design, the implementation, and the comparison of the dense neural network and
the neuro-symbolic model is performed in detail. While in terms of standard accuracy, both models
demonstrated similar precision, we further introduced for our model the concept of interactive
accuracy as a way of querying the model results at any time coupled with deductive reasoning over
data. By applying our model on the CIC-IDS2017 dataset, we reached an accuracy of 0.95, with levels
of satisfiability around 0.85. Other advantages such as overfitting mitigation and scalability issues
are also presented.

Keywords: neuro-symbolic model; IT alerts; cognitive threat hunting; classifier; Logic Tensor Networks

1. Introduction

An Intrusion Detection System (IDS) is able to monitor suspicious and malicious
activity through network traffic and to generate alerts when irregularities are detected.
While there exists systems based on signature detection [1,2] and hybrid detection [3,4],
the focus of this work is on constructing an anomaly detection model based on a self-
explainable deep learning model. In this approach, all future behavior is compared to this
model, and any anomalies are labeled as potential threats and generate alerts.

Two main ways of constructing such a model are either by using a modern deep
learning [5,6] network with a post hoc explainable artificial model on top, such as, e.g., Local
interpretable model-agnostic explanations (LIME) [6–8] or by using symbolic reasoning as
in symbolic AI [9]. While deep learning can recognize patterns and is very well capable
of learning on its own through experience with a suitable set of data, it lacks model
interpretability. On the other hand, symbolic reasoning does not have any of those problems,
but the rules by which the algorithm establishes connections between the inputs and
outputs needed to be hard-coded by humans. A large set of rules may be an ideal method
that covers all possible use cases, but its number is directly proportional to the computing
power needed.

As a solution to incorporate data and logic and to overcome these deficiencies, Logic
Tensor Networks (LTN) [10] use a neuro-symbolic way to combine neural networks and
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first-order logic language with fuzzy logic. This framework provides reasoning over data,
and in our model it is used to construct a multi-class classifier. LTNs are used to reduce the
learning problem of a given formula by optimizing its satisfiability. The network will try to
optimize the groundings to bring the truth of the formula close to 1. Our framework will be
used to contribute to the emergent development of cognitive threat hunting [11]. This new
class of algorithms will mimic the role of threat hunters leading to high fidelity detection,
economies of scale and the overall replacement of human expert hunters. According to
a recent study conducted by ATOS [11], a global leader in digital transformation and
cyber-security company, a rapid evolution is expected in the field, by extending with
reasoning the previous deep learning solutions, with early operational implementations to
start around 2023 and with the number of use cases growing rapidly by 2026.

Related Work

Using only deep learning techniques, there have been many recent architectures pro-
posed in the scientific literature for the constructions of intrusion detection systems. In the
work [12], a convolutional deep learning model with regularized multi-layer perceptron
was proposed, instead of a fully connected feed-forward neural network for a network
intrusion detection system. Even though the results presented were promising, the authors
themselves recognized that there is room for improvements and they proposed feature
reduction methods and transfer learning. The need for secure operational conditions was
observed also in fault detection [13] or recognition systems [14].

In the systematic review on deep learning-based IDS from [15] and in the surveys
from [16,17], various deep learning techniques are presented such as deep autoencoders,
recurrent neural networks, Boltzmann machines, deep belief networks or other types of
convolutional neural networks. The overall conclusion was that providing an efficient and
high-performance IDS approach to deal with a wide variety of security attacks by using
only deep learning is very challenging.

The paper from [18], proposes a hybrid deep learning model for cyber attack detection
in Internet of Vehicles. The proposed model is based on long short-term memory (LSTM)
and the gated recurrent unit (GRU) but without incorporating logic and reasoning, as in
our model.

Other authors have already recognized the potential of hybrid systems for predictive
neural models such as [19,20]. While in the latter one, the term “hybrid system” is not
directly used in there, the authors explain how it is crucial for deep learning models to
become able to make connections and associations in raw data, and process them in a
way suitable for further use, and how doing that is possible by adding the benefits of
Symbolic AI to Deep Learning models. Both papers also demonstrate the advancements of
neuro-symbolic AI.

Another related work providing a comparison study between multiple algorithms
is [21]. The authors also include an explanation of how the algorithms work on a specific
dataset (in their case MNIST), then as a part of experiments; in the end, they compare
various results. Other prospective methods could detect the alerts pattern based on a
homological spanning forest framework [22] or frame methods [23].

Given the related works context, our work is positioned as a pioneering technology
approach that is able to deal with the emergent cognitive threat hunting challenge.

2. Materials and Methods

The basis of Logic Tensor Networks (LTN) is called real logic, which is described by a
first-order language that contains constants, variables, functions, predicates, and logical
connectives and quantifiers [24]. The way LTN uses real logic is by transforming the
provided formulas into TensorFlow computational graphs. Those formulas can then be
used for querying, learning, and reasoning over the data.
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Grounding in LTN [24]. Constants are depicted as tensors that can be of any rank.
Tensors can be represented as n-dimensional arrays, as shown below. Let the following
expression (1): ⋃

i1,i2,...,ik∈N∗
Ri1×i2×...×ik (1)

denote the set of tensors of any rank. The tensor of rank 0 represents a scalar value,
a rank 1 tensor represents a one-dimensional vector, a rank 2 one represents a matrix,
and so forth.

For the constant α, let us refer to the associated tensor by G(α). As an example
shown in (2), consider the constants x, y, z and the associated tensors G(x),G(y),G(z) of
different ranks.

G(x) =
(
1 2

)
,G(y) =

(
1 2
6 7

)
,G(z) =

1 2 3
4 5 6
7 8 9

 (2)

Predicates in LTN are mapped to functions or tensor operations and return a value in
[0, 1] that denotes a satisfaction level. It can be interpreted as a truth degree. A predicate
can be a simple λ function or a neural network of any shape and activation function (the
only exception would be on the last layer, where a sigmoid function should be used to
return a value of partial truth). Connectives implemented in LTN are modeled to the se-
mantics of first-order fuzzy logic [25]. Some of these are negation, implication, conjunction,
and disjunction. Quantifiers supported in LTN are ∀ (universal) and ∃ (existential) and are
defined as aggregation functions. In the following experiments, only the ∀ p-mean error
aggregator is used. A parameter p used in (3)

X(a1, a2, a3, . . . , ak−1, ak) = 1−
(

1
k

k

∑
i=1

(1− ai)
p
) 1

p

(3)

adjusts the focus on the deviation, and it is especially useful in querying where the focus is
on the formulas, contrary to training, where a lower value is used to prevent overfitting
and make it possible to generalize. For example, a p = 2 would result in an aggregation
function that outputs the standard deviation of the inputs and a p = ∞ would output the
minimum value.

3. Results Overview

The main contributions of this work are the proposed neuro-symbolic model with
optimized satisfiability for monitoring security alerts in network traffic, the detailed expla-
nations of the implementation and the experimental results that highlight some aspects
that should be taken into consideration by anyone who wants to build such a system.
The introduction of the novel interactive accuracy alongside with the standard accuracy
unleash the potential of hybrid systems and put forward their usage in real-world scenarios
such as the KDD99 and CIC-IDS2017 datasets, to observe and to interpret the results.

The global solution could be synthesized in the generic Algorithm 1 below:

Algorithm 1 The generic hybrid solution

1: Load the dataset. Split in training set (X) and testing set (Y).
2: Batch the data into Xtensor, Ytensor.
3: Define predicates P(x1, x2), constants G(c), variables x1, x2 and mapping functions

f (X, Y).
4: Define the Knowledge Base (KB). Add constraints if needed.
5: Train the model and maximize the satisfiability over rules Max(satrule1, satrule2 . . . ).
6: Query the satisfiability level G(φ f ormula) of any defined formula.
7: Interpret the results.
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4. Discussions Alongside Numerical Experiments

Based on the generic Algorithm 1, the following hybrid systems classifiers have been
designed and implemented:

4.1. Classifier Based on Protocol Type and Status of the Connection

The dataset we used is KDD-Cup’99, also known as KDD99. It consists of 41 features
and 494,020 records and contains a wide variety of intrusions in network traffic. We used
multi-label classification and LTN (Logic Tensor Networks) to classify our records according
to the protocol used and the status of the connection. In this first example, real logic is used
to ask complex queries to interpret the data. To avoid possible causes of errors based on
the huge number of replicated records, we eliminated them and the number dropped from
494,020 to 145,585 records.

Our protocol types and connection statuses used to write the grounding in real logic
are displayed in the Table 1 below:

Table 1. Protocol types and connection statuses used to create our grounding. The Knowledge Base
will contain a set of rules based on these.

0. TCP 1. ICMP 2. UDP 3. SF 4. S1

5. REJ 6. S2 7. S0 8. S3 9. RSTO
10. RSTR 11. RSTOS0 12. OTH 13. SH

Our input layer of the network has the same size as the number of classes mentioned
above. The set of axioms in this example will include all the protocol types and connection
statuses, but with no constraints. We split the samples into training and testing, 120,000 for
training and the rest for testing.

The set of axioms in this case:

∀xtcp : P(xtcp, tcp)

∀xicmp : P(xicmp, icmp)

∀xudp : P(xudp, udp)

∀xs f : P(xs f , s f )

∀xs1 : P(xs1, s1)

∀xrej : P(xrej, rej)

∀xs2 : P(xs2, s2)

∀xs0 : P(xs0, s0)

∀xs3 : P(xs3, s3)

∀xrsto : P(xrsto, rsto)

∀xrstr : P(xrstr, rstr)

∀xrstos0 : P(xrstos0, rstos0)

∀xoth : P(xoth, oth)

∀xoth : P(xoth, oth)

Training the model, we define some metrics. We measure:

1. The level of satisfiability of the Knowledge Base of the training data.
2. The level of satisfiability of the Knowledge Base of the test data.
3. The training accuracy (we used Hamming loss function).
4. The test accuracy (same thing, but for the test samples).
5. The level of satisfiability of a formula φ1. ∀x : p(x, udp) → ¬p(x, tcp) (every udp

connection is not a tcp connection and vice-versa)
6. The level of satisfiability of a formula φ2. ∀x : p(x, udp) → ¬p(x, icmp) (every udp

connection is not a icmp one and vice-versa)
7. The level of satisfiability of a formula φ3. ∀x : p(x, tcp) → ¬p(x, icmp) (every tcp

connection is not a icmp one and vice-versa)

Looking at our results.csv file that has all the metrics enumerated, we can see φ1 and
φ3 have high satisfaction levels, almost perfect ones. This means that, every udp connection
cannot be a tcp connection and every tcp connection cannot be a icmp one. For φ2, we
reached a satisfaction level of 0.10, denoting that between udp and icmp connections have
features that are highly correlated.
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4.2. LTN-Based Intrusions Detection in Network Traffic

Our second example aims to distinguish between normal connections and intrusion
attacks on the same dataset. The ideal case for an intrusion detection model is to detect the
exact type of attack, but as it can be observed in Figure 1, where a logarithmic scale was
needed, the data for some attacks is scarce.

Figure 1. Distribution of connection types before removal of duplicates

It is helpful to note that in our dataset, each connection has a feature called label that
depicts the type. With the help of a Python Data Analysis Library called Pandas [26] and
some background knowledge provided in [27], we know that all attack types fall into the
category of DOS, R2L, U2R, or probe. As such, to help with the scarcity of some attacks
and make a good prediction possible, we grouped all the intrusions by the category that
they belong to. With DOS (denial of service) attack types, a huge amount of repeated
server requests is sent with the malicious intent of using the victim resources, blocking
any possible connections, or even forcing a shutdown/reboot. “back”, “land”, “neptune”,
“pod”, “smurf” and “teardrop” are attacks from KDD99 dataset that fall into this category.
R2L are attacks aimed to gather local data from another computer or server. The way
this is conducted may be different, but the goal is the same. Attacks can try to query the
computer/server, “guess” the password via social engineering, or create local Trojan files to
log any activity. In our dataset, “ftp_write”, “imap”, “multihop”, “phf”, “spy”, “warezclient”
and “warezmaster” are R2L attacks. U2R attacks happen when the attacker has access to
another computer/user from the targeted network. It is meant to gain control of the root.
This is possible by exploiting weaknesses in software and while it can be avoided, a complex
software is prone to fall victim to this attack. In KDD99, “buffer_overflow”, “loadmodule”,
“perl” and “rootkit” are attacks that target the root. Probe attacks are different from the
ones mentioned before. Some of these attacks, such as “ipsweep”, “nmap”, “portsweep”
and “satan” search for any possible weakness in the targeted computer. Usually in the form
of connected IPs or open ports.

A very helpful analysis of the KDD99 dataset and the impact of the features in intrusion
detection can be found in [28]. Taking a look at that analysis and our exploration of the
dataset, connections normal, smurf and neptune represent the vast majority and after
grouping them, DOS and normal types are predominant.
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It is to be noted that most DOS attacks work by sending a large volume of traffic to the
network system. This attack category is without a doubt the most popular one, with smurf
attack type being by far the most predominant one in this category in the original dataset,
see Figure 2. After removal of duplicates, with the intent of reducing the size of the dataset
and improving its quality, that is no longer true. The results after the removal of duplicates
can be observed in Figure 3.

Figure 2. Distribution of data before removal of duplicates.

Figure 3. Data distribution after removal of duplicates. The transparent part in each type of connec-
tion represents the removed data after cleaning.

To classify the intrusions correctly, we normalized the data, one-hot encoded the
categorical values, and kept only the relevant features. This feature relevance shapes the
logic part of our neuro-symbolic framework and makes it possible to use real logic to detect
possible attacks. The relevant features are used to split the dataset into a training set and a
testing set, which are later used for training the model. As described, our goal with this
exampled is to be able to use LTN to distinguish between a normal connection and an
intrusion while also categorizing the latter.

For that, logic needs to be defined and training of the model is necessary. Each of the
possible groups of connections is represented as a label and is used to define the axioms.
To cover all the possible scenarios and add some constraints to make overfitting less likely,
we used the following set of real logic axioms.
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∀xnormal : P(xnormal , normal)

∀xDOS : P(xDOS, DOS)

∀xprobe : P(xprobe, probe)

∀xR2L : P(xR2L, R2L)

∀xU2R : P(xU2R, U2R)

∀x : ¬(P(x, normal) ∧ P(x, DOS))

∀x : ¬(P(x, normal) ∧ P(x, probe))

∀x : ¬(P(x, normal) ∧ P(x, R2L))

∀x : ¬(P(x, normal) ∧ P(x, U2R))

∀x : ¬(P(x, DOS) ∧ P(x, probe))

∀x : ¬(P(x, DOS) ∧ P(x, R2L))

∀x : ¬(P(x, DOS) ∧ P(x, U2R))

∀x : ¬(P(x, R2L) ∧ P(x, probe))

∀x : ¬(P(x, R2L) ∧ P(x, U2R))

∀x : ¬(P(x, probe) ∧ P(x, U2R))

An explanation for the proposed set of axioms is needed. In top-down order:

• All the non-attacks should have label normal;
• All the DOS attacks should have label DOS;
• All the probe attacks should have label probe;
• All the R2L should have label R2L;
• All the U2R attacks should have label U2R;
• If an example x is labelled as normal, it cannot be labelled as DOS too;
• If an example x is labelled as normal, it cannot be labelled as probe too;
• If an example x is labelled as normal, it cannot be labelled as R2L too;
• and so forth...

Based only on the defined logic, we have calculated the initial satisfiability level to be
0.59471. We concluded that training the model to detect intrusions is crucial. To make a com-
parison possible, most of the metrics used in training are similar, except for the 3φ formulas.

1. The level of satisfiability of the Knowledge Base of the training data.
2. The level of satisfiability of the Knowledge Base of the test data.
3. The training accuracy (calculated as the fraction of the labels that are correctly

predicted).
4. The test accuracy (same thing, but for the test samples).
5. The level of satisfiability of a formula we expect to be true. ∀x : p(x, normal) →

¬p(x, DOS) (every normal connection cannot be a DOS connection and vice-versa)
6. The level of satisfiability of a formula we expect to be false. ∀x : p(x, normal) →

p(x, probe) (every normal connection is also a probe one)
7. The level of satisfiability of a formula we expect to be false. ∀x : p(x, normal) →

p(x, normal) (every smur f connection has a normal connection status)

The training metrics are stored in a .csv file that is also represented in Figure 4 and they
can be interpreted as follows. In the first epoch, the level of satisfiability of the Knowledge
Base increased from the initial value of 0.54725 to 0.6759 for the training data and 0.7216
for the test data. The results in the beginning of the training may seem atypical, with a
higher accuracy for the test data, but it can be explained by the non-uniform intrusion
distribution. Satisfiability level in a neuro-symbolic models is similar to a loss function
from deep learning and its evolution can be conceptualized as optimizing the model under
relaxed first-order logical constraints. This level is introduced in this paper under the
name interactive accuracy to keep the terminology as similar and comparable as possible.
As the level of satisfiability for our Knowledge Base increased, the standard accuracy also
improved, with values ranging from 0.7757 for our train data and 0.9162 for our test data
in the first epoch and up to 0.9954 and 0.9947, respectively, in the last epoch of training.
Comparably, the accuracy for the dense deep neural network was 0.98863 for train data
and 0.9869 for test data.
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Figure 4. Comparison of accuracy, satisfiability and querying of constraints.

One of the most important aspects of the proposed model is that Symbolic reasoning
makes it possible for humans to understand how the model gave a specific output. One can
query the satisfaction level of any defined formula and the results or query the constraints
while also measuring the accuracy. The satisfaction level is depicted with a fuzzy logic with
values in [0, 1], as opposed to the usual boolean value. The network uses the maximization
of the satisfaction rules as an objective in learning by optimizing the groundings. Figure 4
shows it is possible to have an accuracy metric (number of correct predictions divided by
total number of predictions), specific to deep learning but also have an interactive accuracy
consisting of both the provided formulas and the queried constraints. Spikes in first two
graphs also make sense, as an incorrect prediction leads to a drop in the truth values of the
axioms. While these are related, the accuracy level is almost perfect while the satisfaction
level can see some improvements. A higher satisfiability level means a better performance
of the model. The hybrid network can also generalize better and use learned knowledge
when querying constraints with impressive results. This way overfitting can be avoided by
providing accurate logic constraints in axioms. On the other side, some tasks may need
extensive logic defined and the large number of axioms affects the computational power,
therefore the scalability of such a hybrid system could be an issue.

Deep Neural Network approach for KDD99. The same experiment presented before
is conducted again, without the symbolic part. As such, any kind of reasoning over data is
conducted only with the accuracy measurement, making deductive reasoning, interactive
accuracy, and the ability to add constraints via real logic impossible. For the sake of
consistency, in this experiment, the following aspects were kept the same as the ones in
the LTN implementation. Data normalization, one-hot encoding of the categorical data,
hidden layers number, and the number of neurons on each hidden layer have all not
been altered. Notable differences between these two approaches are in the batching of
the dataset, for LTN data was first stored in tensors and then batched; in the output layer,
for the LTN we used a sigmoid activation function and for DNN we used a so f tmax one
and lastly, the hidden layers in the neuro-symbolic case have elu as an activation function
as opposed to relu in the other case.
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As Figure 5 shows, the results of the intrusion detection classifier implemented with a
Deep Neural Network are very good. With accuracy values reaching almost perfect values,
0.98863 for both train data and 0.9869 for validation data.

Figure 5. Evolution of loss and accuracy in training.

4.3. LTN and DNN on CIC-IDS2017

While KDD99 is a well-known and extensively used dataset for intrusion detection,
it is nowadays fairly old and has received multiple critics regarding its inconsistency
and the false representation of a modern real-world scenario [29–31]. To demonstrate the
capabilities of LTN, we continued our experiments with a multiclass classification but,
in this last case, made it single-label instead of multi-label. CIC-IDS2017 dataset aims to
solve all the previous faults of intrusion detection datasets and provide some up-to-date
attacks and a reshaped network traffic analysis. A comprehensive explanation of how the
dataset was created, all the used attacks, and the feature importance for each one of them is
offered in the related paper [32].

This IDS Evaluation Dataset offers the labeled network flow for actual weekdays days
when attacks happened and in this experiment, we decided to see how well the attacks that
happened on Friday, 7 July afternoon, can be predicted using LTN. The connection types,
in this case, were either DDoS, PortScan, or BENIGN (normal connection). A quick explo-
ration after eliminating the redundancy in the dataset shows that there are 212,718 BENIGN,
128,005 DDoS, and 57,305 PortScan connections.

For the neuro-symbolic model, data were batched into tensors and a set of axioms
was implemented. The knowledge base in this scenario is simpler; we defined only that
all the DDoS attacks should have a “DDoS” label and all BENIGN connections should
have a “BENIGN” one and PortScan should have a “PortScan” one. There was no need for
constraints since the number of classes was small. The function grounded in LTN semantics
was kept the same (a neural network with no change in the shape of hidden layers) and the
metrics measured were also kept, with the removal of φ queries.

As shown in Figure 6, there is a clear evolution in the accuracy of our LTN model,
but there is also room for improvement. We reached an accuracy of 0.950, with levels of
satisfiability being very close. Both graphs are very similar, as is expected with a simpler
knowledge base as ours.



Appl. Sci. 2022, 12, 11502 10 of 12

Figure 6. Evolution of satisfiability and accuracy in training LTN model.

For the DNN part, the network was implemented almost identically to the one used in
the LTN function before. The results can be observed in Figure 7, and it should be remarked
that while the training accuracy is steadily improving, the accuracy for the validation data
still has some drops in performance. As a direct comparison, the LTN model provides
more constant results and is better at generalizing to new data with the help of the defined
Knowledge Base.

Figure 7. Evolution of accuracy in training DNN model.

5. Conclusions

The neuro-symbolic model proposed in this paper was constructed using LTN net-
works with custom-designed axioms for developing specific IDS models. The experiments
carried out for the KDD99 and CICIDS2017 datasets gave us superior results in terms
of reasoning, which makes it possible for humans to understand how the model gave
a specific output. One can query the satisfaction level of any defined formula and the
results, and query the constraints while also measuring the accuracy. The obtained results
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have been compared in detail to the ones provided by well-known classifiers such as Deep
Neural Networks in the same training and testing conditions. The addition of symbolic
reasoning can also help to avoid overfitting, can speed up the training time and therefore
can only improve the quality of a possible IDS based on hybrid systems. Overall, we can
conclude that advancements in the neuro-symbolic field provide suitable models to address
the emergent cognitive threat hunting challenge.
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