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Abstract: In this article, a new reversible data hiding method using most significant bits and center
shifting technique in dual images is proposed. The proposed reversible data hiding method aims to
securely hide high-capacity secret data. Instead of directly embedding the secret data, the method
calculates new values with (n + 1) bits secret data and the n most significant bits of the cover image
pixel values. Thus, it is impossible to extract secret data without obtaining the original cover image.
Also, the center shifting process is performed to minimize the mean square error. After this process,
the secret data to be hidden in the dual images are in the range {73 x 2n=1) 4 1 3 x 2(n=1) _ 1],
The pixel values of stego images are obtained by using the secret data in this range value and cover
image pixel values. As a result of experimental studies, when the payload is 2.5 bits per pixel (bpp),
the peak signal-to-noise ratio value (PSNR), which expresses the visual quality, is above 34 (dB). In
addition, the proposed method has proven secure against RS (regular and singular) analysis attacks.

Keywords: data security; reversible data hiding; dual-image steganography; center folding strategy;
center shifting strategy; most significant bits

1. Introduction

People generally exchange information on the internet using a computer and smart
phone, since it provides easy and rapid communication in recent years. Malicious people
may monitor illegally, steal, and disrupt this information during the transmission, thus
it is an important topic to preserve data security and integrity. We utilize common cryp-
tography [1] and steganography [2] techniques to provide the data security and integrity.
While the cryptography encrypts the secret data in such a way that it has puzzling data to
third parties, the steganography hides secret data unobtrusively in various files such as
text, audio, image and video. In data hiding studies, selecting image files to embed data is
known as image steganography. Image Steganography consists of the cover image, secret
data, data embedding algorithm and the stego image [3-5]. The cover image indicates
the carrier media used to hide secret data, while the stego image represents the result
media containing the secret data and cover image [4]. In the algorithm studies of image
steganography, it is expected that the cover and stego images are highly similar and the high
embedding capacity [6,7]. Most studies in literature have focused only on retrieving secret
data, not dealing with restoring the original image [8]. Steganography techniques involving
such literature studies are called irreversible data hiding. In the techniques used in some
literature studies, both the secret data and the original image must be recovered, which are
called reversible data hiding (RDH) [9,10]. RDH methods have been popular in recent years
for many reasons, such as security, capacity, and reversibility [11-13]. The most widely
used RDH techniques are the difference expansion [14-16], histogram shifting [17-20], pixel
value order [21], interpolation [22-29], and dual image [30-38] based methods.

The difference expansion method, known as the expansion of the difference between
two non-overlapping pixels to hide a bit, was proposed by Tian in 2003 [14]. The payload
(0.5 bpp) and visual quality of the stego image are low in this method and have the fall of
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boundary problem. Due to its low computational complexity, it can be preferred reversible
methods to hide a small amount of data. There are many studies in the literature to increase
the visual quality and payload in the method. Li et al. (2011) offered an adaptive data
concealing method that separates pixel complexities into rough and flat parts. In addition,
this study decided on the embedded pixel estimation error and the amount of embedded
secret data according to diverse classification results [15]. Gui et al. (2014) developed the
method of Li et al. (2011) by increasing the types of complexity to increase the embedding
capacity of the prediction error [16].

The histogram shifting algorithm utilizes statistical techniques to create the histogram
of pixel values or differences and embed the secret data at the highest value. Ni et al. (2006)
concealed the secret data into the most frequently repeated pixels using the histogram
shifting technique [17]. Tsai et al. (2009) suggested a histogram-based approach. To
improve data embedding capacity, secret data are hidden in the residual images after
linear prediction and used the pairs of peaks and zero points for extra capacity [18]. In the
method proposed by Zhao et al. (2011), firstly, they created positive and negative difference
histograms by using pixel differences with a linear estimation method. Then, the blank
columns are obtained because of the shifting process on these histograms. And finally,
they have implemented data hiding by distributing a zero-center range to these blank
columns [19]. Wang et al. (2013) developed a new approach that produces two differences
per pixel, first creating a two-dimensional histogram based on the differences and then
reducing this histogram to several single dimensions for data hiding, aiming to achieve
high embedding capacity [20].

Li et al. (2013) proposed a pixel value order-based data hiding method [21]. Their
method’s aim is to reduce the number of shifted pixels and achieve high image quality.
In the method, firstly, 2 x 2 blocks are taken from the cover image and the pixel values
are ordered in descending. If the two largest values are equal to one, one bit data hiding
is performed. If it is greater than one, the difference is increased by one. During data
extraction, the difference of one or two indicates that it is hidden data, zero and one,
respectively. During the recovery of the cover image, differences greater than one are
reduced by one.

In interpolation-based methods, new expendable pixels are created by enlarging the
size of the cover image. The embedding capacity is increased by the expansion process.
Later, without changing the original pixel values, these expendable pixel values are changed
and embedded secret data. Since the original pixel values are preserved, the cover image
can be easily restored by combining the pixels in the correct positions. In addition, the
initial values of intermediate pixels produced by interpolation can be recalculated over the
original pixel values. Thanks to this process, the need to associate pixel values with each
other in data hiding is eliminated [22-29].

In addjition to these methods, dual image based reversible data hiding techniques are
also widely used in the literature in recent years. These techniques create two identical
duplicate images from a cover image to increase the overall embedding capacity while
hiding secret data. Also, a dual image-based data hiding scheme can ensure higher data
embedding capacity, more secure communication, and high visual quality. Because without
obtaining two stego images at the same time, it is impossible for third parties to receive all
secret messages. Chang et al. (2007 and 2013) combined EMD method with dual image
based reversible data hiding technique. Their technique uses a 256 x 256 function matrix.
It converts bit streams data in the 5-ary notational system data streams ranging from zero
to four. Two 5-ary notational system data are embedded into one cover image pixel pair at
a time [30,31]. Lee et al. (2009) developed a dual image based reversible method using a
four-way cross pattern. Firstly, the two bits of the four-bit secret data are used to determine
the starting position of the pattern, and the other two bits to determine the direction of
movement of the pattern. Then, it applies changes to the selected pixels in the pattern to
calculate stego pixels [32]. Lu et al. (2015) proposed a new dual image-based data hiding
approach using the center folding strategy. Their method firstly decreased the secret data
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values via a folding strategy technique to obtain high image quality, and then hidden the
folded secret data with an averaging method in two stego image pixels [33]. Chi et al.
(2018) proposed a new dual image based reversible data hiding method involving the
center folding strategy. The method uses a dynamic coding strategy, which utilizes joint
neighbor coding, to develop the center folding strategy [34]. Shastri et al. (2019) developed
a dual image based reversible data hiding scheme using the center folding strategy and
the slidable pixel coordinate choosing technique [35]. Meikap et al. (2021) developed a
center folding based data hiding scheme through the directional pixel value of orders with
different block size [36]. Lu et al. (2021) proposed a reversible data hiding scheme for
interpolation images featuring a multilayer center folding strategy [37].

Most dual image-based methods convert secret data from the binary system to decimal
or other numeric bases to hide the secret data and add or subtract them to obtain stego
pixel values. If the secret data value is too large, the difference between the values of stego
image and cover image pixels is also high. Therefore, it is obtained low image quality,
and it can be understood by third parties that there is secret data in the stego image. We
propose a new dual image based reversible data hiding method using most significant bits
and center shifting techniques to avoid this problem in this paper. The temporary values
are obtained by calculating the difference between the most significant bit values of the
relevant pixels and the numerical values of the secret data to reduce the numerical values
of the secret data. The most significant bits are shifted by the average value of the change
interval to minimize the effect of this operation on the character change interval. Thus, the
mean square error values are minimized in theory. The contributions of the proposed data
hiding method are listed:

e  This paper proposes a new reversible data hiding method based on dual images and
center shifting technique for image steganography. In the proposed technique, data
hiding and extracting processes can be performed completely lossless.

The proposed technique ensures a resolution for the fall of the boundary problem.
Even if the two stego images are obtained from third parties, the secret data cannot be
obtained unless the original cover image can be created.

e  The reversible data hiding algorithm is a higher payload than the similar existing algo-
rithms.

e  The proposed technique is resistant to the RS analysis technique according to the
experimental results.

The remainder of our article is organized as follows. In Section 2, related works are
presented in detail, which contains the dual image based reversible data hiding technique
and center folding strategy algorithm. The proposed method, dual image and center
shifting technique for image steganography, is represented in Section 3. The experimental
results and comparisons to evaluate the proposed algorithm is given in Section 4. Finally,
the conclusion is presented in Section 5.

2. Related Works
2.1. Location Based Dual Image Reversible Data Hiding Technique

Location based dual image reversible data hiding technique was proposed by Lee et al. [32].
In the method, the cover image pixel pairs are taken as a set of coordinates on the X and Y
axes, respectively. This pixel pair accepts the center point of the cross pattern in Figure 1
as consecutive pixels (X; ;, X; j;1). The pixel pairs on the four sides (top, bottom, left, and
right) of the center pixel pair represent different combinations of secret data of two bits
each (51 or Sy).
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Figure 1. The cross pattern of indicating the pixel pair sets.

The pattern in Figure 1 is expressed using Equation (1). Pixel value changes that will
create the first stego image are realized by using Equation (1).

EX” +1, X/]Jrlg if S =00

/ Xijs 1]+1 if 54 =01

(XzJ'XzJH) (X ijs Xijr1 + 1) if S =10 M)
(X -1, X1]+1)1f51:11

According to the S, secret data, the expression in Equation (1) is applied as in Equation (2)
to the second stego image.

(x,]+1 Xij41) if S2 =00

" " - ( ijr 1]+1 )1f52:01
(X5 X111 ) = (X0 Xij1 +1) if Sp = 10 @

(X -1, X/]H)szz—ll

In the data hiding process, for example, X; 1 = 45, X; » = 46 and secret data = 0011.
So, 51 =00 and S = 11. Since S1 = 00 according to Equation (1), the formula (X Xz//+1
Xij+1,X;;11) is applied. Accordingly, the first two pixels values of the first stego image
willbe X7 | = 45+1 = 46,and X} , = 46, respectively. For S = 11 according to Equation (2),
the formula (X” Xl”] =
of the second stego image will be Xil,l =45—-1=44and X’l',2 = 46, respectively.

In the data extraction process, first, the equality of the pixel groups in two stego
images is examined. If the two consecutive pixel pairs are equal for two stego images
(XZ{ X” and X 1 = XZ Jrl), it means that the secret data is not embedded there. To
recover secret data, the dlfference between the pixel pairs values of two stego images is
examined. It is observed that these differences are between the values of [—2, 2]. In this
way, the data extraction process is performed by applying twelve different combinations.
These combination states and the secret data that can be obtained are presented in Table 1.

= Xi;—1,Xi;1)is applied. Accordingly, the first two pixels values

Table 1. Combination states and secret data values for data extraction process.

Combination States Secret Data
(X0 X0 ) = (X1 +2.X],) 51=00, 5, =11
(X0 X 0) = (X = 2% 44 Sy =11, S5 =00
( )
( )

) ij+1
le’,j’Xl{,j+1> (XN X;/]+1 +2

S; =10, S, =01

(X” X[ 2 S, =01,5, =10

) (X +1,X!

1]+1+1) Sy =00, Sy =01

(Xz/] Xz{,j+1) (X” +1, X,]+1 1) S;=01,5 =11
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Table 1. Cont.

Combination States

Secret Data

(X’]’Xl/ﬁl) (X 1X;/J+1 1)

Sy =11, S, =01

51 =10, S, =00

ij
(X Xp1) = (1.5 ) =
(Xil’,j’ f,j+1> = (Xz”] 1’X1/':j+1) S=1
(Xz/]'XI/]+1> = (X;/]X;/Hl + 1) S1=10
(le',j' f,j+1> = (XU Xij1— 1) 5 =01

To recover the cover image, twelve different combinations of pixel values in the two

stego images are obtained as presented in Table 2.

Table 2. Combination states and cover image pixel values for the data extraction process.

Combination States

Cover Image Pixel Values

XXl = (X +2,X,,)

X +X X’ +]+X 1
X1]/X1]+1> = ( > ij i+

Xz,j’ 1]+1> ( 2,X ,]+1

)
Xij 11+1> (X Xl]+1+2)
)

1]’ 1]+> (X XrJ+1 2

X +X X1]+1 +X1]+1 )
2

-(*
(*
(%

(Xl], f;+1> (X +1,X] +1) (X,,j, X,-,Hl) - (X;{j, X,’.,Hl)
(Xf,j'Xf,j+1> (X” FLX 0 — 1) (X,J'XJH) <Xf] X;’,j+1>
(X{’j, X, +1> - (Xl”/ X 1) (X,-,]», Xi,,-ﬂ) - <X;’/ g +1>
(Xz/] Xz{,j+1> = (X;/] - 1’X;:j+1 +1> (Xi,j’ Xirj+1> = <Xz{,j’ X;':j+1>
(le] Xl{,j+1> = (X;/] + 1fX;‘I,j+1) <Xi,f' Xirj+1> = (X;/] X;‘/,jﬂ)
(Xz/',j’ Xt{,j-&-l) = (X;I] -1 X;'I,j+1) (Xi/i' Xi,1'+1> = (X;/y X;'/,j+1)
(Xz/‘,j'Xz{,j-&-l) = (Xz”] X;‘/,j+1 "’1) (Xi,f' Xi,1'+1> = <X1/] X;':j+1>
(Xz/‘,ijf,jH) (X” X;/]-&-l 1) (Xirj' Xf/f+1> = (Xz’/]' X;'ij+1>

2.2. Dual Image Based Reversible Data Hiding Using Center Folding Strategy

Dual image based reversible data hiding using center folding strategy was proposed
by Lu et al. [33]. In the method, the number of k bits is determined during data hiding
process. After the secret data is parsed into k-bit d packets, it is processed for each of these

packets as presented in Equation (3).

d/

=d—2k1 3)

Figure 2 shows an example of k = 3 for this transformation process at center fold-

ing strategy.
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Figure 2. The example of k = 3.

Equation (4) is used to calculate the change in pixel values in the stego image during
data hiding process. These values are used in obtaining the stego image pixel values by

using the Equation (5).
/ d / d

Xj; = X;;+dj and X;j]. =X;j—dj (5)

To avoid the fall of the boundary problem (FOBP), the data hiding process is not
performed in cases where the value d’ is between {—2(1"1), 2(k=1) _ 1} . In briefly, the data

hiding range in the method is [2““”,256 — (21 — 1)} .

In the data extraction process of the method, essentially, the difference between two
stego image pixel values is calculated; the formula showing this process is presented in
Equation (6).

7 k-1
d= {X;,j . Xi,]} +2=D) ©)

To recover the original cover image, the average of the two stego image pixel values
must be computed and rounded up as shown in Equation (7).

X!+ X/
Xij = {"] 5 "’l @)

In the data hiding process, for an example, the cover image pixel values are X = {45, 46},
k = 3, Secret data (S), S= 001111, S; = 001, S, = 111 (binary system), S; =1, S, =7
(decimal system), d = {1,7}, we apply Equation (3), d' = {1, 7} —4 = {-3,3}, then, we
use folding strategy in Equation (4), d] = {—2,1}, and d} = {—1,2}, finally we apply
Equation (5), Xl’] =X = X+d] = {45, 46} +{-2,1} = {43, 47}, X" = X —d}), =
{45, 46} — {—1,+2} = {46, 44}.

In the data extraction process, for an example, X' = {43,47} and X" = {46,44},
X' — X 4200 = (43,47} — {46, 44} +4 = {-3,3}+4 = {1,7},$1=1,5 =7,
Secret data (S) = 001111. To recover the original cover image, X = [(X'+ X")/2] =
[({43, 47} + {46, 44})/2] = [{89, 91} /2], X = [{89,91}/2] = {45,46}.

3. Proposed Method

In this section, a new dual image based reversible data hiding method using most
significant bits and the center shifting technique is proposed. During the data hiding
process, the proposed method securely hides data by generating two different stego images
from a single cover image. During the data extraction process, the secret data and the
original cover image are obtained from these two stego images with lossless.

The flowchart of data hiding process is presented in Figure 3. In the first step of data
hiding process, the number #n, which represents how many of the most significant bits
of the pixel value will be used, is determined. The size of secret data or the maximum
acceptable rates of distortion are decisive factors in choosing the n number. In the second
step, the secret data is converted into a (1 + 1) bit binary series, and each element of the
series is converted to a decimal system to obtain the s series, which represents the symbols
to be hidden. Briefly, (n + 1) bit hiding is performed for the selected value of n. Therefore,
(n +1)/2 bits of secret data per pixel (bpp) in the original cover image is hidden. In this
way, the payload is always greater than 1 (bpp). For the determined number of #, the initial



Appl. Sci. 2022,12,10933

7 of 20

series is created by using the most significant n bits of the pixel values, and the range of
this series is between [0, 2" — 1]. Equation (8) presents the formula used to calculate this
initial series.

Xl,]
d= 28—n (8)
Secret ., n+lBit | | Decimal
Message Binary Series Series Master
I——, »  Record
Cover Image Pixel Values - - . Series
> 25 + 2" > Initial Series

L ¢

Record Series . .
= Copyl + {_72] - y StegoImage 1
Cover Image —— -
5 Record Series | — (a5
Copy + - 2 [— Stego Image 2

Figure 3. Data hiding process.

The difference between the initial series values and the secret data is calculated to aim
to reduce the average of the secret data to be embedded in the stego image. This operation
causes the range of [0,2""! — 1] coming from secret data to expand and take values in the
range of [—2" 4+ 1,2""1 — 1]. Equation (9) shows the computation of these secret data.

d' =s; —d; )

This difference needs to be shifted in the opposite direction by half the interval
of the initial series to minimize mean square error. To achieve this, Equation (10) is
used, and the master record series is obtained, which will be hidden in the cover images.
Subtracting the value 2"~! from the obtained hidden symbols series, the interval of change

[—2” —20=1) 9, p(n+1) _p(n=1) _ 1] . This range expression, when simplified, becomes
-3 2070 41, 3 x 20D —1].
d’ =d — 201 (10)

The change of the first and second stego images are obtained by dividing the master
record series into 2 and —2, respectively. These changes are achieved using Equation (11).

a4 a- 14

By adding these differences to the cover image as in Equation (12), two stego images
are obtained and the data hiding process is completed.

X' =X+dy and X' =X+d (12)

During data hiding process, the change range is also divided into two, as the master
record series is divided into two. Therefore, the range of change from

[—3 x 201=1) 11, 3 x 20n=1) 1} to [—3 % 201-2) 4 1/2, 3 x 2(1=2) _ 1/2}. By round-
ing down the obtained stego pixel values, the change intervals are obtained as
[—3 x 2(1=2) 3 2(n=2) _ 1} . To avoid FOBP, the data hiding process is performed only
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for pixels in the range of [3 x 2(1=2) 256 — 3 x 2("‘2)} . Figure 4 shows how the change
difference ranges with the changes made in the secret data for n = 4.

Differences -8
0 31 0 : 3
0 31 0 | -8 23
-15 = 16 15 [ -23 8

Stego 1 5 Stego 2
Difference Difference
Range 0o 31 . Range 0o 31
0 -4 11 0 4 -12
15 -12 4 15 11 -4

Figure 4. The state of change interval for n = 4.

During the data extraction process, if any of the pixel values in the same position of
the two stego images are within this range and are not equal, it means that secret data is
hidden there. (Due to FOBP, the secret data is not embedded for all cover image pixels.)

If these two values are equal and boundary of the range [3 x 2(1=2) 256 — 3 x 2(”_2)} ,it

means that the secret data in these pixels in the recording series is zero. If the pixel values
in two stego images are outside this interval and are equal, it is understood that no secret
data is hidden there. The flow chart of the data extraction process is given in Figure 5.

Stego Image 1+ Stego Image 2 Cover Image Pixel Values
222 g 3 g g l Cover Image I ‘gs_n +2n-1 —
{

!
= |

Initial Series
Stego Image 1 ‘ Stego Image 2
. Decimal n+1 Bit
Series Binary Series
|
Master S
Stego Image 1 — Stego Image 2 —| Record M B
Series St

Figure 5. The flow chart of the data extraction process.

In the data extraction process, the initial series cannot be directly acquired as the pixel
values of two stego images change. For this reason, the original cover image must first be
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obtained in the data extraction process. In other words, it is impossible to extract the secret
data intact without the recovery of the original cover image.

X+ X
Xij = M 5 lﬂ (13)

To recover the original cover image, the two stego images are averaged and rounded
up, as in Equation (13). The main reason for rounding up is to neutralize the rounding
down process performed during data hiding.

After the original cover image has been recovered, the initial series can be obtained
using Equation (7). The extraction of the master record series is accomplished by subtracting
the first stego image from the second stego image as shown in Equation (14).

&’ =X]; - X; (14)

i,j
Finally, the initial series and shift amount are added to the master record series and
the secret data symbols expressed as s are obtained using Equation (15).

s=d+d" +2"1 (15)

For an example, the pixel values of the cover image are Xj9 = {164, 63,120,135}.
When we consider the value of n = 3, we can embed k = n+ 1 = 4 for each pixel.
The sum of that makes 16 bits secret data for 4 pixels. When we assume the secret data
as S19 = {232,34} and get the binary system of it, we get S, = {11101000, 00100010}.
If this expression is converted to k = 4-bit data, S; = {1110, 1000, 0010, 0010} data are
obtained. These data are equal to s = {14, 8, 2, 2 } in decimal system. At the next
step, we need to compute initial series by Equation (8). Then, we find the initial series
asd = {5, 1, 3, 4}. When we add secret data to initial series by Equation (9), we get
d' = {9, 7,—1,—2}. In the next step, the shifting operation is performed in an amount of
2"~1 by Equation (10), and d” = {5, 3, —5, —6} series is obtained. Using Equation (11), it
is calculated as d; = {2, 1, -3, -3} and dy = {—3, -2, 2, 3}. These two series are added
to the cover image pixel values according to Equation (12), X' = {166, 64, 117, 132} and
X" = {161, 61,122,138} stego images pixel values are obtained.

For extraction of secret data, we need to first calculate to original cover image pixel
values by Equation (13). After computing Equation (13), we get X = {164, 63,120,135}.
In the second step, we must get difference of these two stego image pixel values by
Equation (14). So, we obtain d” = {5, 3, =5, —6}. Then the initial series is computing as
d = {5, 1, 3, 4} by using Equation (8), by the same method with the data hiding process.
For the last step, the secret data s = {14, 8, 2, 2} are found by Equation (15). And these
secret data are converted to binary series as S, = {1110, 1000, 0010, 0010 } to obtain a
binary system of secret data. Then, secret data (S19 = {232,34}) are obtained by converting
them from a binary to a decimal system.

4. Experimental Studies

This section presents comparisons and experimental results of our proposed method.
The proposed algorithm is tested on a series of standard colored and grayscale cover images
to evaluate by the data hiding measurement metrics such as embedding capacity (EC),
payload (P), and peak signal-to-noise ratio (PSNR). The article also presents histogram
analysis, Regular Singular (RS) analysis and pixel distributions for the security tests of the
proposed method. We tested our proposed method with many images in the USC-SIPI
dataset [39] that is a collection of digitized images. This dataset is utilized to support
research in image processing, image analysis, and image steganography. Figure 6 presents
four 512 x 512 grayscale original cover images, which are utilized to embed secret data
with diverse data hiding capacity in the experimental studies. Also, the secret data, by
the computer randomly generates, are embedded into these original cover images in the
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experiments. In addition, experimental studies have been carried out on the same color
cover images of 512 x 512 sizes to demonstrate the validity of the algorithm.

Figure 6. The flow chart of the data extraction process. (a) Lena; (b) Airplane; (c) Peppers; (d) Baboon.

The PSNR value is utilized to measure the similarity between the original cover image
and the stego image. The higher this value, the better the stego image quality. Formulas
showing the calculation of the mean square error (MSE), which is between the original cover
image and the stego image, and PSNR values are calculated in (16) and (17), respectively.
The H and W values represent the size of the cover image in (16).

1 H W .. NN}
MSE = T W ;];(C(z,]) —S(i,))) (16)
2552
PSNR = 10 x loglo M_SE (17)

The embedding capacity (EC) is expressed as the total secret data bits that are embed-
ded into two stego images, while the payload (P) value in (18) represents that hidden secret
data bits per pixel.

EC

b= 2x Hx W
Table 3 presents a comparison of embedding capacity and PSNR value of different

stego images for n = 1. As can be seen from experimental studies, when 100% secret data is
in hidden on different cover images, the PSNR values of stego image 1 and stego image

(18)
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2 are around 51.15 (dB). Tables 4—7 show the relationship between payload, embedding
capacity and PSNR values for 1 = 1-5, respectively. When these tables are examined, in the
proposed method, PSNR values are obtained above 46 (dB) to 28.5 (dB) for payload values
between 1.5 (bpp) and 3 (bpp), respectively.

Table 3. Comparison of embedding capacity and PSNR value of different stego images for n = 1.

Lena Baboon Airplane Peppers
Rasio) EC PSNR EC PSNR EC PSNR EC PSNR
(bits) Psnrl Psnr2 Avg (bits) Psnrl  Psnr2  Avg (bits) Psnrl  Psnr2  Avg (bits) Psnrl  Psnr2 Avg
10% 52,480 61.13 61.17 61.15 52,256 61.15 61.20 61.18 52,264 61.21 61.19 61.20 52,264 61.14 61.13 61.14
20% 104,912 58.11 58.11 58.11 104,680 58.16 58.14 58.15 104,704 58.12 58.12 58.12 104,696 58.13 58.11 58.12
30% 157,344 56.36 56.38 56.37 157,104 56.37 56.38 56.38 157,136 56.37 56.38 56.38 157,120 56.39 56.40 56.40
40% 209,768 55.16 55.08 55.12 209,520 55.13 55.13 55.13 209,560 55.12 55.14 55.13 209,552 55.12 55.13 55.13
50% 262,200 54.14 54.17 5416 261,944 54.13 54.14 54.14 261,992 54.17 54.16 5417 261,976 54.15 54.16 54.16
60% 314,632 53.38 53.37 5338 314,360 53.38 53.37 53.38 314,416 53.35 53.38 53.37 314,400 53.36 53.38 53.37
70% 367,056 52.68 52.69 52.69 366776 52.70 52.70 52.70 366,848 52.69 52.70 52.70 366,824 52.69 52.68 52.69
80% 419,488 52.10 52.12 5211 419,200 52.11 52.09 52.10 419,280 52.11 52.11 5211 419,256 52.12 52.12 52.12
90% 471,912 51.58 51.60 51.59 471,616 51.60 51.59 51.60 471,704 51.60 51.60 51.60 471,680 51.61 51.60 51.61
100% 524,288 51.14 51.14 51.14 524,190 51.14 51.13 51.14 524,288 51.13 51.13 51.13 524,104 51.15 51.14 51.15
Table 4. Comparison of embedding capacity and PSNR value of different stego images for n = 2.
Lena Baboon Airplane Peppers
Ratio) EC PSNR EC PSNR EC PSNR EC PSNR
(bits) Psnrl Psnr2 Avg (bits) Psnrl  Psnr2  Avg (bits) Psnrl  Psnr2  Avg (bits) Psnrl  Psnr2 Avg
10% 78,354 56.36 56.12 56.24 78,330 56.29 56.21 56.25 78,354 54.79 56.29 55.54 78,345 56.13 55.60 55.87
20% 157,002 53.31 53.00 53.16 156,960 53.29 53.09 53.19 157,002 51.87 53.23 52.55 156,984 53.16 52.58 52.87
30% 235,650 51.57 51.20 51.39 235,584 51.53 51.28 51.41 235,650 50.08 51.47 50.78 235,626 51.38 51.05 51.22
40% 314,289 50.31 49.82 50.07 314,202 50.25 50.06 50.16 314,289 48.84 50.23 49.54 314,256 50.12 49.77 49.95
50% 392,928 49.35 4890 49.13 392,826 49.27 49.09 49.18 392,928 47.92 49.28 48.60 392,889 49.19 48.88 49.04
60% 471,576 4849 48.16 4833 471450 48.46 48.33 4840 471,576 47.16 48.52 47.84 471,528 48.39 48.15 48.27
70% 550,218 47.72 4750 47.61 550,074 47.77 47.66 47.72 550,218 46.47 47.83 47.15 550,161 47.71 47.49 47.60
80% 628,866 4712 4690 47.01 628,698 47.20 47.08 47.14 628,866 45.90 47.25 46.58 628,794 47.15 46.92 47.04
90% 707,505 46.61 4639 4650 707,313 46.68 46.58 46.63 707,505 45.34 46.76 46.05 707,794 46.63 46.37 46.50
100% 786,432 46.12 4592 46.02 786,222 46.23 46.14 46.19 786,432 44.84 46.31 4558 786,351 46.16 45.94 46.05
Table 5. Comparison of embedding capacity and PSNR value of different stego images for n = 3.
Lena Baboon Airplane Peppers
(REtCio) EC PSNR EC PSNR EC PSNR EC PSNR
(bits) Psnrl  Psnr2  Avg (bits) Psnrl  Psnr2  Avg (bits) Psnrl  Psnr2  Avg (bits) Psnrl Psnr2 Avg
10% 104,440 50.37 50.44 50.41 104,368 50.44 50.57  50.51 104,440 49.67 50.07 49.87 104,376 5020 50.02 50.11
20% 209,296 47.43 4736 4740 209,152 47.46 4747 4747 209,296 46.73 47.07 46.90 209,160 4720 47.05 4713
30% 314,160 45.70 45.58 45.64 313,936 45.62 45.62 45.62 314,160 44.97 45.35 45.16 313,952 4543 4541 4542
40% 419,016 44.44 44.30 4437 418,720 44.31 44.36 44.34 419,016 43.71 4412 43.92 418,744 4415 4410 4413
50% 523,872 43.46 43.31 43.39 523,504 43.37 43.42 43.40 523,872 42.75 43.16 42.96 523,536 4324 4314 4319
60% 628,728 42.66 42.59 42.63 628,280 42.62 42.67 42.65 628,728 41.97 42.38 42.18 628,320 4249 4240 4245
70% 733,584 4194 4191 4193 733,064 41.90 41.98 4194 733,584 41.31 41.72 41.52 733,112 4186 4176 41.81
80% 838,456 41.34 41.29 41.32 837,856 41.36 4141 41.39 838,456 40.73 41.16 40.95 837,912 4125 4117 4121
90% 943,312 40.82 40.78 40.80 942,640 40.87 40.92 40.90 943,312 40.22 40.64 4043 942,696 40.73  40.63  40.68
100% 1,048,576  40.37 40.33 40.35 1,047,832 40.40 40.44 4042 1,048,576 39.73 40.18 39.96 1,047,896 4030 40.21 40.26
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Table 6. Comparison of embedding capacity and PSNR value of different stego images for n = 4.

Lena Baboon Airplane Peppers
Ry EC PSNR EC PSNR EC PSNR EC PSNR

(bits) Psnrl Psnr2 Avg (bits) Psnrl Psnr2 Avg (bits) Psnrl Psnr2  Avg (bits) Psnrl Psnr2 Avg
10% 131,050 44.47 4446 4447 130915 44.47 44.53 4450 131,050 43.71 43.99 43.85 129,730 4422 4413 4418
20% 262,120 41.48 41.40 4144 261,840 41.46 4147 4147 262,120 40.81 41.05 40.93 259,480 4124 4117 4121
30% 393,195 39.75 39.65  39.70 392,770 39.70 39.68  39.69 393,195 39.04 39.28 39.16 389,235 3953 39.52 39.53
40% 524,265 38.49 38.37  38.43 523,705 38.38 38.40 3839 524,265 37.81 38.05 37.93 518,985 3823 3821 3822
50% 655,330 37.48 37.38 37.43 654,635 37.44 37.45 37.45 655,340 36.85 37.11 36.98 648,740 3732 3729 3731
60% 786,400 36.68 36.62 36.65 785,570 36.65 36.68 36.67 786,410 36.08 36.33 36.21 778,490 36.59 36.55 36.57
70% 917,480 36.00 3596 3598 916,505 35.99 36.02  36.01 917,490 35.42 35.67 35.55 908,250 3591 35.87 35.89
80% 1,048,555 35.39 3535 3537 1,047,440 35.42 3544 3543 1,048,560 34.84 35.09 3497 1,038,000 3536 3533 35.35
90% 1,179,625 34.87 3484 3486 1,178,370 34.90 3491 3491 1,179,635 34.32 34.57 34.45 1,167,755 34.80 34.78 34.79
100% 1,310,710  34.40 34.38 3439 1,309,315 34.48 34.50 34.49 1,310,720 33.81 34.09 33.95 1,297,515 3432 3435 3434

Table 7. Comparison of embedding capacity and PSNR value of different stego images for n = 5.
Lena Baboon Airplane Peppers
(REEO) EC PSNR EC PSNR EC PSNR EC PSNR

(bits) Psnrl  Psnr2  Avg (bits) Psnrl  Psnr2 Avg (bits) Psnrl  Psnr2  Avg (bits) Psnrl Psnr2 Avg
10% 157,218 38.46 38.46  38.46 156,570 38.49 38.52 3851 157,098 37.86 37.99 37.93 149,052 3849 3845 3847
20% 314,484 35.45 35.41 35.43 313,194 35.50 35.50 3550 314,244 34.82 34.94 34.88 298,140 3548 3545 3547
30% 471,744 33.70 33.65 33.68 469,812 33.70 33.69 33.70 471,384 33.10 33.22 33.16 447,228 3376 3376 33.76
40% 629,010 32.42 3237 3240 626,436 32.43 3244 3244 628,536 31.89 32.01 31.95 596,316 3248 3249 3249
50% 786,276 31.46 31.41 31.44 783,048 31.50 31.51 31.51 785,682 30.94 31.07 31.01 745,404 3158 3158 31.58
60% 943,548 30.66 30.64  30.65 939,672 30.70 30.71 30.71 942,834 30.17 30.29 30.23 894,498  30.83 30.83 30.83
70% 1,100,820 29.97 29.95 29.96 1,096,296 30.01 30.02 30.02 1,099,980 29.51 29.63 29.57 1,043,586 30.16 30.15 30.16
80% 1,258,080 29.37 29.36 29.37 1,252,914 29.45 29.46 29.46 1,257,120 28.92 29.04 28.98 1,192,674 2958 29.57 29.58
90% 1,415,346 28.85 28.84 28.85 1,409,538 28.94 28.94 2894 1,414,266 28.37 28.50 28.44 1,341,762 29.08 29.08 29.08
100% 1,572,648 28.39 28.38 2839 1,566,192 28.48 28.49 2849 1,571,454 27.89 28.02 2796 1,490,850 2859 2859 28.59

Figure 7 indicates average embedding capacity and PSNR values for n =1 to 5in all
grayscale images used in experimental studies. In the proposed algorithm, it is seen from
the graph that the highest PSNR values are obtained for n = 1 and the maximum payload
value is acquired for n = 5.

Table 8 gives the table presenting the comparison of payload, embedding capacity and
PSNR values for colored cover images. When n = 1, the PSNR value is more than 51 (dB)
and up to 1,561,416 bits of secret data can be embedded. When n = 4, the PSNR value is
more than 34 (dB) and up to 3,847,636 bits of secret data can be embedded, which is the
most appropriate relationship between embedding capacity and PSNR in this study. When
n =5, the embedding capacity increases significantly, but it is observed that the PSNR value
is lower than acceptable (30 dB).

The speed tests of the proposed method for data hiding and extraction are presented
in Table 9. For n = 1 and 5, the random secret data generated by the computer were hidden
and extracted into different grayscale cover images in speed test studies. When the speed
tests performed are examined, it is seen that data hiding and extraction times are close to
each other and are measured in milliseconds. It has been observed that with the increase in
the payload, the times of data hiding and extraction increase.
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Figure 7. Comparisons of embedding capacity and PSNR values for n = 1 to 5 in grayscale images.

Table 8. Comparison of average P, EC and PSNR values for n = 1 to 5 in all colored images used in
experimental studies.

Embedding Capacity (EC) Ratio

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
EC (bits) 156,148 312,306 468,466 624624 780,780 936,950 1,093,106 1,249,262  1,405424 1,561,416.5
n=l PSNR 61.17 58.17 56.40 55.16 54.18 53.39 52.72 52.15 51.63 51.18
EC (bits) 233,880  467,809.5 701,741 935678 1,169,605 1,403,535 1,637,465 1,871,393 2,105,321 2,339,292
n=2 PSNR 55.93 52.84 51.09 49.83 48.85 48.06 47.39 46.81 46.30 45.84
EC (bits) 310,680 621,446 932,218 1242986 1,553,752 1,864,518 2,175,286 2,486,050 2,796,818 3,107,663
"=3 PSNR 50.21 47.11 45.37 44.10 43.14 42.34 41.67 41.09 40.58 40.13
EC (bits) 384,641 769,402 1,154,175 1538936 1,923,702 2,308,465 2,693,227 3,077,991 3,462,753 3,847,631
=4 PSNR 44.29 41.22 39.47 38.21 37.23 36.45 35.77 35.19 34.68 34.23
EC (bits) 446,355  892,873.5 1,339,386 1,785,895 2,232,403 2,678,914 3,125422 3,571,933 4,018/444 4,465,063
"= PSNR 38.49 35.42 33.67 32.41 31.44 30.65 29.97 29.39 28.87 28.42

Table 10 presents the comparison of dual image-based data hiding methods in the
literature with the proposed reversible data hiding method. Our proposed reversible data
hiding method gives similar results to the methods in the literature. Some studies provide
better PSNR values than our proposed method. However, in some of these studies, it
has been expressed in related studies that distortions occurred during the obtaining of
the original cover image. Even at high payload values, the PSNR values of the two stego
images obtained are very close to each other. Although the payload value was 2 bpp, the
PSNR value was obtained over 40 (dB). In the study, it was aimed to keep the PSNR value
at an acceptable level while performing high embedding capacity. When the comparison
table is examined, it is seen that PSNR values are obtained with similar capacities. In the
proposed study, it reached 2.5 bpp using a new method and is resistant to RS analysis
attacks. In addition, with the proposed new method, secret data cannot be obtained without
the original cover image.
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Table 9. Comparison of data hiding and extraction process speed tests of the proposed algorithm.

Test 1 (sec)

Test 2 (sec)

Test 3 (sec)

Test 4 (sec)

Test 5 (sec)

Average (sec)

Data Embedding 0.0249 0.0263 0.0263 0.0271 0.0252 0.0259
n=1 Data Extraction 0.0307 0.0298 0.0297 0.0298 0.0298 0.0299
Data Embedding 0.0319 0.0304 0.0297 0.0344 0.0304 0.0313
=2 Data Extraction 0.0455 0.0393 0.0370 0.0381 0.0381 0.0395
Data Embedding 0.0416 0.0364 0.0406 0.0375 0.0379 0.0388
=3 Data Extraction 0.0554 0.0531 0.0541 0.0558 0.0530 0.0543
Data Embedding 0.0429 0.0425 0.0455 0.0429 0.0441 0.0435
n=4 Data Extraction 0.0702 0.0677 0.0616 0.0707 0.0706 0.0681
Data Embedding 0.0551 0.0437 0.0595 0.0489 0.0504 0.0515
"= Data Extraction 0.0729 0.0697 0.0775 0.0799 0.0785 0.0757
Table 10. Comparison of previous data hiding algorithm and the proposed algorithm.
References Measurement Metrics Lena Baboon Peppers Barbara Goldhill Average
PSNR (dB) (Stego-1) 46.37 47.34 46.72 46.15 46.16 46.66
PSNR (dB) (Stego-2) 46.36 46.56 46.12 46.71 46.64 46.55
[33] PSNR(Average) 46.37 46.95 46.42 46.43 46.40 46.61
EC (bits) 786,432 786,258 786,670 786,432 786,432 786,442
P (bpp) 1.50 1.50 1.50 1.50 1.50 1.50
PSNR (dB) (Stego-1) 51.15 51.16 51.16 51.14 50.13 51.15
PSNR (dB) (Stego-2) 50.18 50.17 50.18 50.16 50.18 50.17
(with C[I?SSt]ortion) PSNR(Average) 50.66 50.66 50.66 50.65 50.65 50.66
EC (bits) 818,914 818,814 818,948 819,315 819,386 819,085
P (bpp) 1.56 1.56 1.56 1.56 1.56 1.56
PSNR (dB) (Stego-1) 48.70 48.71 48.71 48.70 48.72 48.71
PSNR (dB) (Stego-2) 48.71 48.71 48.71 48.71 48.71 48.71
[40] PSNR(Average) 48.71 48.71 48.71 48.71 48.72 48.71
EC (bits) 650,369 650,799 650,637 650,781 650,726 650,568
P (bpp) 1.24 1.24 1.24 1.24 1.24 1.24
PSNR (dB) (Stego-1) 4593 46.38 47.20 46.38 46.83 46.65
PSNR (dB) (Stego-2) 45.35 47.43 46.79 46.57 46.62 46.66
(with gfslt] ortion) PSNR(Average) 45.64 46.91 47.00 46.48 46.73 46.66
EC (bits) 819,356 819,080 818,342 819,156 819,269 819,034
P (bpp) 1.56 1.56 1.56 1.56 1.56 1.56
PSNR (dB) (Stego-1) 49.63 49.63 49.64 49.62 49.63 49.63
PSNR (dB) (Stego-2) 49.63 49.61 49.63 49.63 49.62 49.63
[42] PSNR(Average) 49.63 49.62 49.64 49.63 49.63 49.63
EC (bits) 560,801 560,686 560,572 561,223 560,740 560,880
P (bpp) 1.07 1.07 1.07 1.07 1.07 1.07
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Table 10. Cont.

References Measurement Metrics Lena Baboon Peppers Barbara Goldhill Average
PSNR (dB) (Stego-1) 49.20 49.21 49.19 49.22 49.23 49.21
PSNR (dB) (Stego-2) 49.21 49.20 49.21 49.20 49.18 49.20
[43] PSNR(Average) 49.21 49.21 49.20 49.21 49.21 49.21
EC (bits) 524,288 524,204 524,192 524,288 524,288 524,257
P (bpp) 1.00 1.00 1.00 1.00 1.00 1.00
PSNR (dB) (Stego-1) 47.34 47.34 47.34 47.34 47.34 47.34
PSNR (dB) (Stego-2) 47.41 47.41 47.41 47.41 47.41 47.41
[44] PSNR(Average) 47.37 47.38 47.37 47.37 47.37 47.37
EC (bits) 917,504 917,504 917,504 917,504 917,504 917,504
P (bpp) 1.75 1.75 1.75 1.75 1.75 1.75
PSNR (dB) (Stego-1) 51.14 51.14 51.15 51.15 51.15 51.15
PSNR (dB) (Stego-2) 51.14 51.13 51.14 51.15 51.14 51.14
Proposed (1 =1) PSNR(Average) 51.14 51.14 51.15 51.15 51.15 51.14
EC (bits) 524,288 524,190 524,104 524,136 524,136 524,171
P (bpp) 1.00 1.00 1.00 1.00 1.00 1.00
PSNR (dB) (Stego-1) 46.12 46.23 46.16 46.07 46.11 46.14
PSNR (dB) (Stego-2) 45.92 46.14 45.94 45.77 45.93 45.94
Proposed (n = 2) PSNR(Average) 46.02 46.19 46.05 45.92 46.02 46.04
EC (bits) 786,432 786,222 786,351 786,144 786,144 786,259
P (bpp) 1.50 1.50 1.50 1.50 1.50 1.50
PSNR (dB) (Stego-1) 40.37 40.40 40.30 40.23 40.33 40.33
PSNR (dB) (Stego-2) 40.33 40.44 40.21 40.14 40.18 40.26
Proposed (n = 3) PSNR(Average) 40.35 40.42 40.26 40.19 40.26 40.29
EC (bits) 1048,576 1047,832 1047,896 1048,168 1,048,168 1,048,128
P (bpp) 2.00 2.00 2.00 2.00 2.00 2.00

In addition, we applied three steganalysis tests, namely histogram analysis, pixel
difference histogram (PDH) and RS analysis, to prove the security of our proposed data
hiding algorithm. First, the histogram analysis was performed, showing the pixel value
distributions of cover, stegol and stego2 images according to n = 1 and 3. Figures 8-10
present histogram analyzes for n = 1 to 3 in a grayscale Lena image. In addition, the comb
effect, which indicates that there is secret data in the stego images, was not observed.

The second method used in security tests is to obtain the distribution of pixel differ-
ences as called PDH. In the PDH diagram, the cover image is expected to be according
to the zero mean normal distribution. In the stego image PDH, using some data hiding
methods, it is possible that the distribution curve is zigzagging, periodically flats (e.g.,
PVD), multiple peaks (e.g., Histogram Shifting) or deviation from normal distribution.
In addition, the similarity of the distributions of two stego images to each other can be a
criterion in dual image based reversible data hiding methods. For the proposed data hiding
method, PDHs are presented in Figure 11 for n = 1-4 values. It can be seen from Figure 11
that, for all n values, the PDH graphics of two stego images overlap with each other. It is
also seen that cover and stego images PDH analyzes for n = 1 to 3 are close.
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Figure 8. Comparisons of histogram analysis for n = 1 in grayscale Lena image.
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Figure 9. Comparisons of histogram analysis for = 2 in grayscale Lena image.
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Figure 10. Comparisons of histogram analysis for # = 3 in grayscale Lena image.
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Figure 11. Comparisons of PDH analysis for n =1 to 4 in grayscale Lena image. (a) n = 1; (b) n = 2;
(c)n=3;(d)n=4.

Finally, a statistical steganalysis method called RS analysis, which measures the ratio
of Regular (R) and Singular (S) pixel groups, was used to measure the security of the
algorithm. In this analysis, the ratio of regular pixel groups (Rm, R-m) to less than the ratio
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of the singular pixel group (Sm, S-m) indicates that there is distortion in the image, that is,
secret data may be embedded. In other words, that image is normal when the expression
“Sm ~ S-m < Rm ~ R-m” is provided. When the difference between (Rm, R-m) values and
(Sm, S-m) values increase, it is understood that there is secret data in the image. Figure 12
presents RS analysis results for the proposed method. The proposed method proves to be
resistant to steganalysis attacks, even when there is high capacity of secret data in the stego
image, when examining Figure 12a—d.
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Figure 12. Comparisons of RS analysis for n =1 to 4 in grayscale Lena image. (a) n = 1; (b) n = 2;
(c)n=3;(d)n=4.

5. Conclusions

This paper proposed a new dual image based reversible data hiding algorithm. The
data hiding algorithm utilizes center shifting technique and the most significant bits to
ensure high embedding capacity and security. The algorithm hides secret data lossless in
the data hiding process and obtains the original cover image without distortion in the data
extraction process. In addition, during the data extraction stage, the secret data cannot
be extracted before the original cover image can be obtained, which provides additional
security. The algorithm provides that if the payload is 2.5 bpp, the PSNR value is higher
than 34 (dB). Also, experimental results show that the algorithm is resistant to RS attacks.
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