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Abstract: Anomaly detection is critical to ensure cloud infrastructures’ quality of service. However,
due to the complexity of inconspicuous (indistinct) anomalies, high dynamicity, and the lack of
anomaly labels in the cloud environment, multivariate time series anomaly detection becomes
more difficult. The existing approaches are rarely effective in meeting these challenges. In this
paper, we propose a novel convolutional adversarial model, convolutional-adversarial-training-based
integrated anomaly detection with explanation framework (CAT-IADEF), for multivariate time series
anomaly detection in the cloud. We adopt three convolutional neural networks to learn sequence
features and adversarial training to amplify “slight” anomalies while enhancing the robustness of the
model. The dynamic threshold is determined in real time by the peaks over threshold (POT) method
to improve detection accuracy. In addition, anomaly explanation is also conducted efficiently by
analyzing anomaly score vectors. Experiments with seven data subsets from various public datasets
show that CAT-IADEF outperforms state-of-the-art methods. The average F1 score on the seven
datasets is 0.907, which is 6.5% higher than the state-of-the-art model and up to 22.1% higher than
the baseline method. Furthermore, the proposed anomaly explanation framework is also integrated
into various models to verify its effectiveness on the experimental datasets.

Keywords: cloud platform; multivariate time series; anomaly detection and explanation; adversarial
training

1. Introduction

Cloud computing has evolved from a set of promising virtualization and data center
technologies to a consolidated paradigm for delivering computing as a service to end
customers. Moreover, it has mighty computing power, allowing users to access and execute
cloud computing in various ways and quickly provide resources based on their needs [1].

However, with the drastic increase in data volume and network application scope,
the deployment of the cloud platform is increasing, and vast amounts of data need to
be processed, all of which require the reliability of cloud computing systems [2]. This
means that the cloud computing system needs to perform anomaly detection of time series
data, detect anomalies, and give possible reasons or circumstances for the occurrence of
anomalies. In the initial stages, researchers proposed a univariate time series anomaly
detection method that analyzed system metrics, such as the number of I/O requests,
memory usage, throughput, etc. However, with the increasing complexity of cloud systems,
there are now multiple time series for cloud performance monitoring data. For example,
when monitoring the abnormal state of the CPU, it is necessary to collect the percentage of
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user space occupied by the CPU, the CPU idle rate, and the percentage of CPU time waiting
for input and output as well as different aspects of data, such as the total percentage used
by the CPU. In addition, the traditional methods significantly impact performance due to
the increase in sizes, so anomaly detection of multivariate time series has become a research
hotspot [3].

Traditional anomaly detection methods, such as setting a static threshold, determined
that a certain observed data point exceeded the set threshold to be an outlier point. Collect-
ing data with many labels is complicated by the increase in data scale, which results in a
lack of time series data, lack of branding, and other problems. In addition, the detection
of the “slight” anomalies proposed in unsupervised anomaly detection (USAD) [4] and
the stability of training are also current priorities to consider. To facilitate further research,
anomaly explanation is defined in this paper as the dimensions of the most likely occurrence
of anomalies. We propose an adversarial training method for anomaly explanation. Firstly,
we use convolutional neural networks (CNN) to extract the sequence’s main features. Next,
we build an adversarial training architecture consisting of three CNNs combined with the
POT dynamic threshold selection. Then, we also add the anomaly explanation module
based on the anomaly attribution matrix calculation for each point.

The contributions of this paper include the following:

1. To solve the problem that “slight” anomalies are not easy to identify as well as the de-
tection model’s robustness, we adopt adversarial training to amplify the reconstruction
errors for anomaly identification while improving the model’s accuracy.

2. To improve the computational efficiency of static threshold exploration, we combine
the POT dynamic threshold selection technology effectively to improve the detection
performance.

3. To effectively support anomaly handling afterward, we propose an anomaly explana-
tion framework. First, based on each point’s anomaly score and threshold matrix, we
calculate the number of anomalies to perform anomaly dimension attribution, which
explains the anomalies to a certain extent.

The organization of this paper is as follows: The Section 1 mainly introduces the
research background, purpose, and significance and briefly analyzes the anomaly detection
problems. The Section 2 briefly reviews the classical anomaly detection methods, deep
learning-based anomaly detection methods, and anomaly explanation methods. The
Section 3 details the adversarial convolutional neural network model proposed in this
paper. The Section 4 validates the model’s overall performance and analyzes the results
accordingly. At the same time, ablation experiments are carried out to investigate the
influence of each component of the model on its overall performance. Finally, the Section 5
summarizes the presented models and provides potential future work.

2. Related Work

We briefly review the existing anomaly detection work, especially recent progress
in multivariate time series anomaly detection and anomaly explanation. First, we start
with the classical anomaly detection methods; then, we move on to the deep learning-
based anomaly detection method and anomaly explanation method. More comprehensive
literature reviews can be found in recent surveys [5].

2.1. Classical Anomaly Detection Methods

In the field of anomaly detection, there are some classic methods. For example, 3sigma
identifies anomalies by measuring whether current values deviate from historical averages
and whether deviations meet three standard deviations. The principal component analysis
(PCA) [6] method uses the weight of the eigenvalue to calculate the eigenvector distance
difference corresponding to the sample point’s eigenvalue so as to calculate the deviation
degree of the data value from this direction. It identifies abnormalities based on the accu-
mulation of the deviation degree for each order. The distance-based method of K-nearest
neighbors (KNN) [7] determines an anomaly when the average distance of the K-nearest
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neighbors is more significant than the threshold. Copula-based outlier detection (CO-
POD) [8] uses statistical probability functions to calculate the left and right tail probabilities.
It outputs the most suitable tail probabilities according to the specific situation to perform
anomaly detection. Its advantages are that it does not need to calculate the distance of the
sample parts, the overhead is small, and no parameter adjustment is required. The local
outlier factor (LOF) [9] method is a density-based unsupervised anomaly detection method
that assigns each data point an LOF dependent on the density of the neighborhood and then
compares each point to the corresponding field density to determine whether the data
point is an outlier, similar to the density-based connectivity-based outlier factor (COF) [10].
One-class support vector machines (OCSVM) aim to learn decision boundaries [11,12] for
normal observations while taking some outliers into account. If the data is two-dimensional,
it is to find a hyperplane to divide the normal data and some outliers, and if it is multi-
dimensional data, it is to find a surface to divide. The anomalies are identified by observing
whether a data point falls within the decision boundary. Ref. [13] studies various machine
learning approaches for informational/noninformational classifications. A robust random
cut forest (RRCF) improves the isolation forest algorithm (IF) by integrating ideas to process
streaming data [14–16].

The simplicity of the classical method has always been its advantage, but it has
limitations when dealing with nonlinear, high-dimensional, and noisy data.

2.2. Methods Based on Deep Learning

The methods based on deep learning usually build some complex deep neural network
frameworks. The most common auto-encoder (AE) is to compress and reconstruct data
to obtain reconstruction losses and to judge anomalies by reconstruction loss. The varia-
tion auto-encoder (VAE) [17,18] is a stochastic generative model that provides calibrated
probabilities computed by reconstructing the probability density. The long short-term
memory-based variational auto-encoder (LSTM-VAE) [19] aims to replace the feedforward
network in VAE with LSTM [20,21].

Some newer methods, such as the multivariate anomaly detection with GAN (MAD_
GAN) framework [22,23], have a basic architecture similar to the previous generative ad-
versarial network (GAN) [24]. MAD_GAN adopts a long- and short-term recurrent neural
network as the basic model of GAN learning to analyze time-dependent multivariate time
series data. Its advantage is that it does not need to introduce a lower bound for likelihood
estimation and only performs anomaly detection by modeling the nonlinear associations
between multiple time series. OmniAnomaly [25] proposes a stochastic recurrent neural
network that establishes an explicit time dependency between random variables and uses
a stochastic recurrent neural network and a planar normalized flow to generate recon-
struction probabilities. It also proposes a method for dynamically selecting the threshold
(POT). Ref. [26] leverages a novel threshold to detect cyber attacks. USAD [4] improves the
basic AE, adds a decoder, processes the sequence data through three simple auto-encoders,
and judges the abnormality based on the reconstruction error; however, the most basic
linear changes sometimes cannot effectively extract sequence features. The multivariate
time series anomaly detection via graph attention network framework (MTAD-GAT) builds
the model jointly by combining the prediction and reconstruction methods using a graph
attention network to model the feature and temporal correlation [27]. The deep transformer
network for anomaly detection (TranAD) model [28] is a typical representative of anomaly
detection combined with a transformer. It uses an attention mechanism to learn temporal
trends and model-agnostic meta-learning to guarantee its performance even with limited
datasets. It still judges anomalies by the reconstruction error.

2.3. Anomaly Explanation Method

After anomaly detection, the focus of researchers’ concern has been how to interpret
the detected anomaly. The multi-scale convolutional recurrent encoder–decoder (MS-
CRED) [29] uses different channel widths to capture short-, medium-, and long-term
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anomalies. HitRate@P% is used in OmniAnomaly [25] to measure the diagnostic perfor-
mance of the model. TranAD [28] adds the normalized discount cumulative NDCG@P%
on this basis. Bayesian networks are proposed in [30] to perform causal relationship detec-
tion for multiple networks and the physical features of a system. Finally, an unsupervised
approach is used in [31] to reduce the anomaly feature space to isolate anomalies continuously.

The anomaly detection methods, as mentioned earlier, have good detection perfor-
mances. However, their performances across different time series datasets are inconsistent
(limited ability to set or identify “slight” anomalies using only static thresholds), and their
performances in anomaly explanation are inadequate. In addition, anomalies are explained
in methods that do not intuitively give the most likely dimensions of an anomaly for re-
searchers to use. To address these issues, the CAT-IADEF model combines CNN adversarial
training and the POT dynamic threshold selection, enabling the model to identify “slight”
anomalies while improving its stability and detection performance. Further anomalies are
also carried out in the Anomaly Explanation section.

3. Method

We formalize the research issues in Section 3.1 and detail our research methods in
Sections 3.2–3.5.

3.1. Problem Statement

A time series refers to a sequence formed by arranging the values of a particular
statistical indicator of a specific phenomenon at different times in chronological order. In a
single-variable time series, such as T = {x1, x2, . . . xt}, a series of data is collected over
time, and the entire series contains only one variable. For a multivariate time series, such
as T = {x1, x2, . . . xt}, there is xt = [h1t, h2t . . . hkt]. The significance of anomaly detection
and anomaly explanation in this study is as follows: Regarding anomaly detection, we first
normalize the maximum and minimum values for any time series T. Then, we define a
time window Wt= {xt−k+1, . . . xt−1, xt} of the length k at time t and convert the time series
T into a window series W = {W1, W2 . . . WT}.

We use the window series W as the training input to construct the Y; first, we calculate
the reconstruction loss Lt. Next, we calculate the abnormal score St and then calculate a
threshold threshold based on the quirky score of the previous window. For regular data
points, we assume that they can be well reconstructed. For anomalies, the reconstruction
error is calculated to compare with the threshold, so a label y ∈ (0, 1) can be obtained.
Regarding anomaly explanation, for any time series T, we calculate the reconstruction loss
of all data points and, based on this, predict a label sequence data, Y = {y1, y2 . . . yt}, com-
posed of yt ∈ (0, 1) so that the sequence dimension with the most ones can be calculated.

3.2. Overall Architecture of CAT-IADEF

As shown in Figure 1, three CNN models make up the overall CAT-IADEF framework.
First, on the left side of the figure is the window sequence W obtained by processing

the time series data T, which is input into the convolutional auto-encoder to obtain a set of
latent variables Z. Afterward, in the middle of the figure, two sets of auto-encoders ED1 and
ED2 (the two decoders are composed of encoders, respectively) are trained adversarially to
enhance the ED2 model’s ability to identify “slight” anomalies and output the reconstructed
data of the two auto-encoders during the adversarial training phase. By calculating the
reconstruction loss L of the two sets of auto-encoders and performing a weighted average
to obtain the anomaly score Si, it is possible to then perform anomaly detection on a
multivariate time series. Finally, on the right side of the figure is the anomaly interpretation
module, which inputs the anomaly score for each data point and stores it in the label matrix
R by comparing it with a threshold and assigning it a value of 0 or 1. The matrix R sums
each column, and the column with the largest value represents the dimension with the
most ones, which is the dimension where the anomaly is most likely to exist.
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Figure 1. The overall architecture of CAT-IADEF.

3.3. CNN-Based Adversarial Training

GAN-style adversarial training methods have been shown to perform well in anomaly
detection on time series data [24]. To this end, we also constructed two CNN decoders in
the CAT-IADEF model, as shown in Figure 1, and we treat the training of the entire model
as a two-stage training (the actual two-stage training happens at the same time).

As shown in Figure 1, ED1 consists of Encoder and Decoder1, and ED2 consists of
Encoder and Decoder2. First, the two EDs reconstruct the normal input window sequence
W, and second, the two EDs are trained adversarially. ED1 tries to fool ED2, and ED2 aims
to know the truth of the data. Below are the details of the two-stage training.

Phase 1: Minimize rebuild. Figure 1 also directly presents the first stage outputs of
ED1 and ED2, and, to minimize the reconstruction loss of the input data [19], we utilize the
L2 norm to define the reconstruction losses of ED1 and ED2 during Phase 1:

L1= ||W − ED1(W)||2 (1)

L2= ||W − ED2(W)||2 (2)

Their goal is to minimize these losses, that is:

min||W − ED1(W)||2 (3)

min||W − ED2(W)||2 (4)

Phase 2: Adversarial training amplifies errors. The ED2 training goal is to distinguish
actual data. ED1 is trained to fool ED2, while ED2 reconstructs the data output by ED1 and
outputs the reconstruction error with the actual data W. So, the reconstruction loss here is:

L3= ||W − ED2(ED1(W))||2 (5)

At this point, the goal of ED1 is to minimize the difference between the outputs
of W and ED2. In contrast, ED2 in the second stage aims to maximize the difference
||W − ED2(ED1(W))||2 to distinguish the data ED1(W) generated by ED1 from the real
data W, that is, the reconstruction loss needs to be amplified. This means that the training
target at this time is:

min
ED1

max
ED2
||W − ED2(ED1(W))||2 (6)

ED1 needs to minimize this error, and ED2 needs to maximize this error (amplify it).
Therefore, we adjust by adding a sign to the reconstruction loss.

L∗1= +||W − ED2(ED1(W))||2 (7)
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L∗2= −||W − ED2(ED1(W))||2 (8)

Two-stage training. We find the corresponding reconstruction loss functions of ED1
and ED2 at different stages and now combine them to obtain the training targets of ED1
and ED2 for the entire training stage:

LED1=
1
n
||W − ED1(W)||2+(1− 1

n
)||W − ED2(ED1(W))||2 (9)

LED2=
1
n
||W − ED2(W)||2−(1−

1
n
)||W − ED2(ED1(W))||2 (10)

Here n is the training period, and phase 1 and adversarial training are generally
reflected in Algorithm 1.

Algorithm 1 CAT-IADEF training algorithm.

Initialization:
T used for W
Encoder, Decoder1, and Decoder2
Iteration limit N

1. Initialize weights
2. n← 0
3. do
4. for t = 1 to T
5. R1 ← ED1(Wt), R2 ← ED2(Wt)
6. R′2 ← ED2(R1)

7. LED1=
1
n ||Wt − R1||2+(1− 1

n )||Wt − R′2||2
8. LED2=

1
n ||Wt − R2||2−(1− 1

n )||Wt − R′2||2
9. Encoder, Decoder1, and Decoder2← update weights using LED1 , LED2

10. n← n + 1
11. while n < N

The first line in Algorithm 1 is to initialize the weights of Encoder, Decoder1, Decoder2,
and lines 2 to 4 iterate according to the given N. Lines 4 to 11 use LED1 , LED2 to update the
weights of Encoder, Decoder1, and Decoder2 in each iteration.

3.4. Dynamic Threshold Selection Based on POT

The model has been trained by Algorithm 1. When testing the test data, we define the
anomaly score as:

S = α||W − ED1(W)||2 + β||W − ED2(ED1(W))||2, α+β = 1 (11)

During testing, we rerun the two-stage training phase; we only consider the data
before the current timestamp and immediately compare this outlier to the threshold by
calculating the timestamp outlier si. Once it exceeds the threshold, we mark its timestamp
as abnormal [32]. We then dynamically select the entry using the POT method. Its essence
is to give n observations Xn and an abnormal occurrence probability q. To calculate a point
to make P(X > zq) < q, the initialization is mainly to find the peak with a higher threshold
t, fit a Pareto distribution, and then use this distribution to infer the possible distributions
of extreme values (anomalies) and compute thresholds [33].

3.5. Anomaly Explanation

For the explanation of anomalies, this paper compares the number of anomalies that
may occur on each dimension of the time series data T by calculating the anomaly scores’
matrix and threshold threshold (if an anomaly score is greater than the threshold, it indicates
an anomaly and is assigned a corresponding position in Y with a value of 1; otherwise, it is
assigned a value of 0) and locates the measurement from the largest possible anomaly to
determine whether the number of anomalies is the most significant.
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b(S(i,j) − threshold)/thresholdc+ 1 = R(i,j) (12)

b c means floor. Count the number of ones in each dimension in R and obtain the
number of the first two dimensions with the most significant number.

It is summarized in Algorithm 2 as the testing phase and anomaly explanation.

Algorithm 2 CAT-IADEF testing algorithm.

Initialization:
T̃ used for W̃
Trained Encoder, Decoder1, and Decoder2

1. for t = 1 to T′

2. R̃1 ← ED1(W̃t), R̃′2 ← ED2(R̃′1)
3. s = α||W̃ − R̃1||2 + β||W̃ − R̃′2||2
4. yi = 1 (si ≥ POT(si))
5. y = ∨

i
yi

6. b(S(i,j) − threshold)/thresholdc+ 1 = R(i,j)

In Algorithm 2, line 1 takes the data for testing T, and lines 2 and 3 calculate the
anomaly score s. Lines 4 to 5 judge whether there is an anomaly based on the anomaly
score. As long as there is an anomaly in any dimension, we will treat the timestamp as an
anomaly. Finally, line 6 compares the anomaly score of each data point with the threshold,
stores the generated label sequence Y in the matrix R, and then judges the two dimensions
with the most anomalies.

4. Experiment

This section will describe the experimental environment, the datasets used, and the
evaluation metrics used to evaluate the models we present.

4.1. Experimental Setup

To validate the effectiveness of the proposed CAT-IADEF, we have set up 5 experiments
as follows:

(1) Model Performance Comparison. Observe the performance of our method compared
to the baseline method. The experimental results can be found in the “Anomaly
detection” part in Section 4.4.

(2) Anomaly Explanation Results. Anomaly Explanation Results of CAT-IADEF. The ex-
perimental results can be found in the “Anomaly explanation” part in Section 4.4.

(3) Validation of Anomaly Explanation Framework. Validate the framework on differ-
ent models. The experimental results can be found in the “Anomaly explanation” part
in Section 4.4.

(4) Ablation Analysis. Observe the effect of model components on model performance.
The experimental results are shown in Section 4.5.

(5) Sensitivity Analysis of Parameters. Observe the effect of different parameters on
model performance. The experimental results are shown in Section 4.6.

Experimental Environments: (1) CPU: Intel (R) Core (TM) i7-7500U CPU@2.70 GHz;
(2) RAM: 8 GB; (3) Python version: 3.7.11; and (4) Pytorch version: 1.6.0.

We selected the following methods for performance comparison experiments: PCA [6]
based on dimensionality reduction, LOF [9] based on density, COPOD [8] based on statistics
and machine learning, and OCSVM [11] based on classification; these four are relatively
classic methods. MAD_GAN [22], OmniAnomaly [25], USAD [4], and TranAD [28] are the
latest deep learning methods with excellent performances.
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4.2. Public Datasets

We chose to use four datasets, including the Singapore Safe Water Treatment dataset;
all selected datasets are detailed below and in Table 1. For each dataset used, we selected
multiple data subsets on which we trained and evaluated the models in our experiments.

SMAP. Soil collected by satellite comprises remote sensing information data [34].
Satellite-derived active and passive level 3 soil moisture observations were integrated into
a modified two-layer Palmer model.

MSL. Similar to SMAP datasets. It consists of data collected by the Mars Science
Laboratory [34] rover.

SwaT. Safe Water Treatment Dataset. Real-world industrial water treatment plants
collect during the production of filtered water. It contains data from 7 days of regular
operation and 4 days of abnormal function [35].

SKAB. A dataset is involved in evaluating anomaly detection algorithms [36]. The
benchmark currently includes over 30 datasets and Python modules for evaluating algo-
rithms. Each dataset represents a multivariate time series collected from sensors installed
on the testbed.

Table 1. Dataset data characteristics.

Name Number of
Instances

Train Ratio
(%)

Test Ratio
(%)

Number of
Features

Anomaly
Proportion (%)

SMAP 562,800 24.0 76.0 25 13.13
MSL 132,046 44.2 55.8 55 10.72
SWaT 946,719 52.5 47.5 51 11.98
SKAB 46,806 20.1 79.9 8 35.40

Table 1 shows how many instances are included in each dataset, the ratio of training to
testing, the number of features in each dataset, and the proportion of anomalies. The four
open datasets are commonly used in anomaly detection, whose training/testing partition
varies from dataset to dataset, and the number of features and anomaly ratios also vary
among different datasets. We validate the effectiveness and robustness of our approach
using various datasets with different proportions of anomalies, different partitions of
training/test divisions, and different feature numbers.

4.3. Evaluation Measurements
4.3.1. Anomaly Detection Evaluation Metrics

We use a common accuracy, precision, recall, and F1 scores to evaluate the model
performance [37].

4.3.2. Anomaly Explanation Settings

Through an independent matrix calculation framework, we directly give the serial
numbers of the two dimensions with the most anomalies so that the relevant personnel can
focus on observing the given dimensions when collecting this type of multivariate time
series. This also, to a certain extent, makes it easier for researchers to review the data.

4.4. Experimental Results

Anomaly detection. Deep learning methods are known to be generally superior
to machine learning methods. Still, machine learning methods may be better on some
specific datasets, so, to show the overall performance of CAT-IADEF, we compare it with
four classical methods and four deep learning methods. In the comparison experiments,
to ensure the fairness of the comparison, we add dynamic threshold adjustment to all
methods, and each group of experiments is carried out 5 times to obtain the average value.
Table 2 shows the accuracy, precision, recall, and F1 scores of CAT-IADEF and the other
compared models on seven datasets.
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Table 2. Performance comparison of CAT-IADEF and other methods on the subsets of data used.

Methods
P1 (SMAP) T4 (MSL) SWaT

Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec F1

PCA 0.890 0.110 0.999 0.198 0.934 0.031 0.999 0.060 0.858 0.394 0.696 0.503
LOF 0.794 0.691 0.999 0.817 0.931 0.410 0.999 0.581 0.813 0.978 0.696 0.813
COPOD 0.794 0.319 0.999 0.484 0.936 0.108 0.999 0.195 0.894 0.503 0.731 0.596
OCSVM 0.791 0.366 0.999 0.536 0.934 0.108 0.999 0.195 0.844 0.214 0.862 0.343
MAD_GAN 0.980 0.870 0.999 0.919 0.954 0.401 0.999 0.571 0.956 0.952 0.696 0.803
OmniAnomaly 0.982 0.859 0.999 0.924 0.965 0.441 0.999 0.612 0.959 0.976 0.969 0.812
USAD 0.980 0.849 0.999 0.918 0.969 0.488 0.999 0.648 0.959 0.989 0.688 0.811
TranAD 0.980 0.857 0.999 0.918 0.906 0.246 0.999 0.395 0.960 0.997 0.688 0.814
CAT-IADEF 0.981 0.857 0.999 0.923 0.979 0.596 0.999 0.747 0.958 0.971 0.696 0.811

Methods
Valve1-4 (SKAB) Valve1-14 (SKAB) T1 (SMAP)

Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec F1

PCA 0.376 0.319 0.999 0.483 0.367 0.350 0.999 0.519 0.700 0.300 0.999 0.461
LOF 0.323 0.384 0.999 0.555 0.350 0.401 0.999 0.572 0.472 0.944 0.999 0.971
COPOD 0.401 0.319 0.999 0.483 0.432 0.350 0.999 0.519 0.603 0.730 0.999 0.844
OCSVM 0.385 0.341 0.999 0.509 0.388 0.357 0.999 0.526 0.639 0.702 0.999 0.825
MAD_GAN 0.725 0.544 0.999 0.702 0.823 0.679 0.999 0.804 0.970 0.909 0.999 0.953
OmniAnomaly 0.760 0.770 0.940 0.840 0.770 0.740 0.980 0.850 0.975 0.923 0.999 0.960
USAD 0.912 0.801 0.999 0.885 0.929 0.860 0.999 0.914 0.971 0.912 0.999 0.954
TranAD 0.898 0.766 0.999 0.865 0.955 0.893 0.999 0.942 0.963 0.891 0.999 0.942
CAT-IADEF 0.951 0.868 0.999 0.929 0.991 0.974 0.999 0.987 0.975 0.923 0.999 0.960

Methods
D15 (MSL)

Acc Pre Rec F1

PCA 0.754 0.297 0.999 0.457
LOF 0.594 0.686 0.999 0.814
COPOD 0.625 0.542 0.999 0.703
OCSVM 0.754 0.610 0.999 0.758
MAD_GAN 0.974 0.919 0.999 0.957
OmniAnomaly 0.979 0.933 0.999 0.965
USAD 0.979 0.933 0.999 0.966
TranAD 0.917 0.781 0.999 0.877
CAT-IADEF 0.996 0.987 0.999 0.993

It can be seen from Table 2 that CAT-IADEF achieved the best F1 values on the data
subsets T4 of MSL, Valve1-4 and Valve1-14 of SKAB, and D15 of MSL; these values were,
respectively, 0.747, 0.929, 0.987, and 0.993. On the P1 subset of SMAP, OmniAnomaly’s
method achieved the best F1 value of 0.924, and CAT-IADEF’s F1 value of 0.923 ranked
second. On the data subset of SWaT, the TranAD method achieved the best F1 value of 0.814,
and CAT-IADEF’s F1 value of 0.811 ranked fourth. On the data subset T1 of SMAP, the LOF
method performed the best, with an F1 value of 0.971, and the F1 value of CAT-IADEF
was 0.960, ranking second. We rank the F1 of the models comprehensively on all datasets,
as shown in Figure 2. CAT-IADEF has a combined ranking of about 1.7, ranking first among
all the compared models.

To analyze the different models, we first analyze four machine learning methods.
The number of dimensionality reductions finally obtained by the PCA, that is, the number
of latent variables, cannot be well estimated; therefore, its performance is not outstanding
on the seven datasets. COPOD does not need to adjust parameters nor calculate the distance
between samples, and the overhead is negligible. COPOD and OCSVM perform well on
the T1 dataset and poorly on the rest of the datasets. This is due to the following problem:
the scene changes in the face of non-stationary, unbalanced time series. The performance
of LOF on other datasets is not outstanding. Still, the optimal F1 value is obtained on the
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T1 dataset, which is considered because this subset’s local distribution of the time series is
suitable for calculating k-fields in LOF.
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Figure 2. A comprehensive ranking of algorithm models.

For the deep learning method, USAD only uses the simplest AE model and only
considers the linear transformation, resulting in its insignificant effect, while CAT-IADEF
adopts the CNN network and considers the relationship between different features. TranAD
and MAN_GAN use an attention mechanism when detecting anomalies. TranAD uses
positional encoding in the transformer structure to help capture the temporal order, which
performs optimally on the SWaT dataset. OmniAnomaly is not the most prominent for
all datasets except P1 because it is input sequentially, preserves essential information,
and reconstructs all inputs regardless of input data, which prevents them from detecting
anomalies that are close to normal trends. CAT-IADEF’s confrontational training allows it
to magnify “slight” anomalies and help it see them, even though other models will detect
“slight” anomalies as routine data.

Anomaly explanation. The results of the anomaly explanation are shown in Table 3,
which we tested on the P1 dataset.

Table 3. Anomaly attribution of CAT-IADEF on different datasets.

P1 (SMAP) T4 (MSL) Valve1-4 (SKAB)

Dimension 1 Dimension 2 Dimension 1 Dimension 2 Dimension 1 Dimension 2

5 6 0 5 7 1

Valve1-14 (SKAB) T1 (SMAP) D15 (MSL)

Dimension 1 Dimension 2 Dimension 1 Dimension 2 Dimension 1 Dimension 2

7 1 0 5 0 5

In Table 3, Dimension 1 is the dimension with the highest number of anomalies,
and Dimension 2 is the dimension with the second highest number of anomalies. The num-
ber corresponding to the dimension is the serial number of the dimension. On the P1
dataset, for example, the dimension containing the most anomalies is Dimension 5, and the
dimension with the second-most anomalies is Dimension 6.

To test the validity of the anomaly explanation, we tested five deep learning models,
including CAT-IADEF, on experimental datasets.

Table 4 shows that only TranAD attributes anomalies to Dimensions 0 and 3 on the
dataset P1, and the remaining methods attribute anomalies to Dimensions 5 and 6. In the
SKAB dataset, the percentage of anomalies is up to 35.4%. However, we can still see that the
anomalies in the Valve1-4 dataset are mainly concentrated in Dimensions 7 and 1, and the
Valve1-14 datasets are concentrated in Dimensions 7, 4, and 2. The results of the remaining
datasets are similar and validate the validity of the anomaly explanation module.
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Table 4. Validation of anomaly explanation.

Methods
P1 (SMAP) T4 (MSL) Valve1-4 (SKAB)

Dimension 1 Dimension 2 Dimension 1 Dimension 2 Dimension 1 Dimension 2

MAD_GAN-EF 5 6 0 5 7 1
OmniAnomaly-EF 5 6 0 5 4 7

USAD-EF 5 6 0 5 1 7
TranAD-EF 0 3 0 5 1 7
CAT-IADEF 5 6 0 5 7 1

Methods
Valve1-14 (SKAB) T1 (SMAP) D15 (MSL)

Dimension 1 Dimension 2 Dimension 1 Dimension 2 Dimension 1 Dimension 2

MAD_GAN-EF 7 4 0 5 0 5
OmniAnomaly-EF 4 7 0 5 0 5

USAD-EF 2 7 0 5 0 5
TranAD-EF 7 2 0 5 0 5
CAT-IADEF 7 1 0 5 0 5

4.5. Ablation Analysis

To investigate the importance of each model component to the overall model per-
formance, we exclude each significant element in turn and observe how it affects model
performance on the experimental dataset.

Adversarial training. In the experimental dataset, we compared the entire model
to a model with no adversarial training, i.e., no Decoder2. Figure 3 shows the F1 scores
of the CAT-IADEF and CAT-IADEF (no adversarial training) models on four experimen-
tal datasets.

P1(SMAP) Valve1-4(SKAB) T1(SMAP) D15(MSL)
0.0

0.2

0.4

0.6

0.8

1.0

F1
-s

co
re

0.922 0.924
0.954 0.966

0.923 0.929
0.96

0.993CAT-IADEF (no Adversarial Training)
CAT-IADEF

Figure 3. CAT-IADEF and CAT-IADEF (no adversarial training) performance comparison.

As shown in Figure 3 the performance of CAT-IADEF (no adversarial) has declined
on the four datasets, with a minimum drop of 0.11% and a maximum drop of 2.72%;
this means that adversarial training enables the model to identify “slight” anomalies by
magnifying errors.

Dynamic threshold. We remove the dynamic threshold plate on CAT-IADEF and
train it on the experimental dataset. Figure 4 shows the F1 scores of CAT-IADEF and
CAT-IADEF (no dynamic threshold) on our four experimental datasets.
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Figure 4. Performance comparison between dynamic threshold and dynamic threshold (no dynamic
threshold) datasets.

As shown in Figure 4, the POT dynamic selection threshold positively impacts the
model. The most significant improvement is in the D15 dataset, from 0.73 to 0.993, repre-
senting 36.0% progress. The tiniest improvement is in the P1 dataset, from 0.85 to 0.923,
representing an increase of 8.6%.

4.6. Sensitivity Analysis of Parameters

In the loss function, we have an α and β to perform a weighted average of Decoder1
and Decoder2, α + β = 1. When β is 0 and α is 1, the loss function only considers the
reconstruction loss from decoder1; when β is 1 and α is 0, the model only considers the
reconstruction loss of Decoder2 on the generated data. As shown in Table 5, we conducted
experiments on the P1 dataset and considered 7 cases to illustrate the parameter pair impact
on model performance.

Table 5. Performance comparison of different α and β on P1 dataset.

α β P R F1

0 1 0.8713 0.9999 0.9312
0.1 0.9 0.8730 0.9999 0.9322
0.3 0.7 0.8696 0.9999 0.9302
0.5 0.5 0.8478 0.9999 0.9176
0.7 0.3 0.8494 0.9999 0.9186
0.9 0.1 0.8494 0.9999 0.9186
1 0 0.8462 0.9999 0.9167

It can be seen from Table 5 that when α + β is changed from 0 to 1, the closer α is
to 1 and the closer β is to 0 (i.e., more consideration of the accurate data), the value of
F1 tends to decrease, and F1 takes the maximum value. When α is closer to 0, β is closer
to 1 (i.e., more concerned with the reconstruction loss of the generated data, that is, the
anomalies tend to the standard data in the simulated data). In reality, the training data
is not necessarily normal, and the sensitivity study of α and β can make the model more
adaptable to different experimental environments.

5. Conclusions

We propose an anomaly explanation model based on adversarial convolution, which
can perform anomaly detection and anomaly explanation on time series data of the cloud
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platform. Compared with the traditional linear change, its convolutional structure can
share parameters, thereby significantly reducing the number of network parameters, which
can effectively avoid overfitting. The adversarial-based training process enables the model
to amplify “slight” anomalies, enhancing the model’s ability to identify anomalies that
tend to be normal data. At the same time, the sensitivity setting of the adversarial training
also makes the model applicable to a broader range of environments. Furthermore, POT
optimizes detection intensively by modeling the tail of all values above a threshold. We
also use loss function calculation for a simple attribution in the anomaly explanation part.
We use seven data subsets of four public datasets to evaluate the model. The effect of
the model also proves the effectiveness of the model type. Specifically, CAT-IADEF ranks
first among all compared models, making CAT-IADEF a good choice for cloud platform
anomaly detection.

In the future, we will consider adding an attention mechanism, such as a multi-
head attention mechanism, to the overall model to allow the model to focus on some
additional weird sequence points. We also want to be able to add residual connections to
the convolutional network to speed up the model. Finally, we consider studying the cost
and environmental analysis in the actual deployment process of the model and try to make
it achieve low energy consumption and pollution.

Author Contributions: Conceptualization, P.W. and P.C.; Methodology, P.W., P.C. and Z.Y.; Software,
P.W.; Validation, Z.Y. and S.Q.; Investigation, J.C. and S.Q.; Writing–Original Draft Preparation, P.W.
and Z.Y.; Writing–Review and Editing, P.C. and L.W.; Visualization, P.W.; Supervision, P.C. and L.W.;
Funding Acquisition, P.C. and J.C. All authors have read and agreed to the published version of
the manuscript.

Funding: This research was funded by the Science and Technology Program of Sichuan Province
under Grant No. 2021JDR0222 and No. 2020YFG0326, the Talent Program of Xihua University under
Grant No. Z202047 and No. Z222001, and the Municipal Government of Quzhou under Grant No.
2021D007, Grant No. 2021D008, Grant No. 2021D015, and Grant No. 2021D018.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Publicly available datasets were analyzed in this study. This data can
be found here: [available online: https://github.com/khundman/telemanom (accessed on 7 April
2022); available online: https://itrust.sutd.edu.sg/itrust-labs_datasets/dataset_info/ (accessed on 7
April 2022); available online: https://github.com/waico/SkAB (accessed on 4 July 2022)].

Conflicts of Interest: The authors declare no conflict of interest.

References
1. Mohammadian, V.; Navimipour, N.J.; Hosseinzadeh, M.; Darwesh, A. Fault-tolerant load balancing in cloud computing: A

systematic literature review. IEEE Access 2021, 10, 12714–12731. [CrossRef]
2. Nedelkoski, S.; Bogatinovski, J.; Mandapati, A.K.; Becker, S.; Cardoso, J.; Kao, O. Multi-source distributed system data for

ai-powered analytics. In Proceedings of the 2020 Springer European Conference on Service-Oriented and Cloud Computing
(ESOCC), Heraklion, Greece, 28–30 September 2020; Springer: Cham, Switzerland, 2020; pp. 161–176.

3. Chalapathy, R.; Chawla, S. Deep learning for anomaly detection: A survey. arXiv 2019, arXiv:1901.03407.
4. Audibert, J.; Michiardi, P.; Guyard, F.; Marti, S.; Zuluaga, M.A. Usad: Unsupervised anomaly detection on multivariate time

series. In Proceedings of the 26th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining (KDD),
Virtual, 6–10 July 2020; pp. 3395–3404.

5. Pang, G.; Shen, C.; Cao, L.; Hengel, A.V.D. Deep learning for anomaly detection: A review. ACM Comput. Surv. (CSUR) 2021,
54, 38. [CrossRef]

6. Shyu, M.L.; Chen, S.C.; Sarinnapakorn, K.; Chang, L. A Novel Anomaly Detection Scheme Based on Principal Component Classifier;
Technical Report; Miami Univ Coral Gables Fl Dept of Electrical and Computer Engineering: Coral Gables, FL, USA, 2003.

7. Kiss, I.; Genge, B.; Haller, P.; Sebestyén, G. Data clustering-based anomaly detection in industrial control systems. In Proceedings
of the 2014 IEEE International Conference on Intelligent Computer Communication and Processing (ICCP), Cluj-Napoca, Romania,
4–6 September 2014; pp. 275–281.

8. Li, Z.; Zhao, Y.; Botta, N.; Ionescu, C.; Hu, X. COPOD: Copula-based outlier detection. In Proceedings of the 2020 IEEE
International Conference on Data Mining (ICDM), Sorrento, Italy, 17–20 November 2020; pp. 1118–1123.

https://github.com/khundman/telemanom
https://itrust.sutd.edu.sg/itrust-labs_datasets/dataset_info/
https://github.com/waico/SkAB
http://doi.org/10.1109/ACCESS.2021.3139730
http://dx.doi.org/10.1145/3439950


Appl. Sci. 2022, 12, 10390 14 of 15

9. Breunig, M.M.; Kriegel, H.P.; Ng, R.T.; Sander, J. LOF: Identifying density-based local outliers. In Proceedings of the 2000 ACM
SIGMOD International Conference on Management of Data (SIGMOD), Dallas, TX, USA, 15–18 May 2000; pp. 93–104.

10. Tang, J.; Chen, Z.; Fu, A.W.C.; Cheung, D.W. Enhancing effectiveness of outlier detections for low density patterns. In Proceedings
of the 2002 Springer Pacific-Asia Conference on Knowledge Discovery and Data Mining (PAKDD), Taipei, Taiwan, 6–8 May 2002;
Springer: Berlin/Heidelberg, Germany, 2002; pp. 535–548.

11. Schölkopf, B.; Platt, J.C.; Shawe-Taylor, J.; Smola, A.J.; Williamson, R.C. Estimating the support of a high-dimensional distribution.
Neural Comput. 2001, 13, 1443–1471. [CrossRef] [PubMed]

12. Song, C.; Liu, M.; Cao, J.; Zheng, Y.; Gong, H.; Chen, G. Maximizing network lifetime based on transmission range adjustment in
wireless sensor networks. Comput. Commun. 2009, 32, 1316–1325. [CrossRef]

13. Karajeh, O.; Darweesh, D.; Darwish, O.; Abu-El-Rub, N.; Alsinglawi, B.; Alsaedi, N. A classifier to detect informational vs.
non-informational heart attack tweets. Future Internet 2021, 13, 19. [CrossRef]

14. Guha, S.; Mishra, N.; Roy, G.; Schrijvers, O. Robust random cut forest based anomaly detection on streams. In Proceedings of the
2016 PMLR International Conference on Machine Learning (ICML), New York, NY, USA, 20–22 June 2016; pp. 2712–2721.

15. Bandaragoda, T.R.; Ting, K.M.; Albrecht, D.; Liu, F.T.; Wells, J.R. Efficient anomaly detection by isolation using nearest neighbour
ensemble. In Proceedings of the 2014 IEEE International Conference on Data Mining (ICDM), Shenzhen, China, 14–17 December
2014; pp. 698–705.

16. Liu, F.T.; Ting, K.M.; Zhou, Z.H. Isolation forest. In Proceedings of the 2008 IEEE International Conference on Data Mining
(ICDM), Pisa, Italy, 15–19 December 2008; pp. 413–422.

17. Doersch, C. Tutorial on variational autoencoders. arXiv 2016, arXiv:1606.05908.
18. Liu, N.; Liu, M.; Lou, W.; Chen, G.; Cao, J. PVA in VANETs: Stopped cars are not silent. In Proceedings of the 2011 IEEE

International Conference on Computer Communications (INFOCOM), Shanghai, China, 10–15 April 2011; pp. 431–435.
19. Park, D.; Hoshi, Y.; Kemp, C.C. A multimodal anomaly detector for robot-assisted feeding using an lstm-based variational

autoencoder. IEEE Robot. Autom. Lett. 2018, 3, 1544–1551. [CrossRef]
20. Hochreiter, S.; Schmidhuber, J. Long short-term memory. Neural Comput. 1997, 9, 1735–1780. [CrossRef] [PubMed]
21. Liu, M.; Gong, H.; Wen, Y.; Chen, G.; Cao, J. The last minute: Efficient data evacuation strategy for sensor networks in post-disaster

applications. In Proceedings of the 2011 IEEE International Conference on Computer Communications (INFOCOM), Shanghai,
China, 10–15 April 2011; pp. 291–295.

22. Li, D.; Chen, D.; Jin, B.; Shi, L.; Goh, J.; Ng, S.K. MAD-GAN: Multivariate anomaly detection for time series data with generative
adversarial networks. In Proceedings of the 2019 Springer International Conference on Artificial Neural Networks (ICANN),
Munich, Germany, 17–19 September 2019; Springer: Cham, Switzerland, 2019; pp. 703–716.

23. Liu, N.; Liu, M.; Chen, G.; Cao, J. The sharing at roadside: Vehicular content distribution using parked vehicles. In Proceedings
of the 2012 IEEE International Conference on Computer Communications (INFOCOM), Orlando, FL, USA, 25–30 March 2012;
pp. 2641–2645.

24. Chen, P.; Liu, H.; Xin, R.; Carval, T.; Zhao, J.; Xia, Y.; Zhao, Z. Effectively Detecting Operational Anomalies in Large-scale IoT
Data Infrastructures by using a GAN-based Predictive Model. Comput. J. 2022. [CrossRef]

25. Su, Y.; Zhao, Y.; Niu, C.; Liu, R.; Sun, W.; Pei, D. Robust anomaly detection for multivariate time series through stochastic
recurrent neural network. In Proceedings of the 25th ACM SIGKDD International Conference on Knowledge Discovery and Data
Mining (KDD), Anchorage, AK, USA, 4–8 August 2019; pp. 2828–2837.

26. Al-Eidi, S.; Darwish, O.; Chen, Y. Covert timing channel analysis either as cyber attacks or confidential applications. Sensors 2020,
20, 2417. [CrossRef] [PubMed]

27. Zhao, H.; Wang, Y.; Duan, J.; Huang, C.; Cao, D.; Tong, Y.; Xu, B.; Bai, J.; Tong, J.; Zhang, Q. Multivariate time-series anomaly
detection via graph attention network. In Proceedings of the 2020 IEEE International Conference on Data Mining (ICDM),
Sorrento, Italy, 17–20 November 2020; pp. 841–850.

28. Tuli, S.; Casale, G.; Jennings, N.R. TranAD: Deep transformer networks for anomaly detection in multivariate time series data.
arXiv 2022, arXiv:2201.07284.

29. Zhang, C.; Song, D.; Chen, Y.; Feng, X.; Lumezanu, C.; Cheng, W.; Ni, J.; Zong, B.; Chen, H.; Chawla, N.V. A deep neural network
for unsupervised anomaly detection and diagnosis in multivariate time series data. In Proceedings of the AAAI Conference on
Artificial Intelligence (AAAI), Honolulu, HI, USA, 27 January–1 February 2019; Volume 33, pp. 1409–1416.

30. Krishnamurthy, S.; Sarkar, S.; Tewari, A. Scalable anomaly detection and isolation in cyber-physical systems using bayesian
networks. In Proceedings of the Dynamic Systems and Control Conference. American Society of Mechanical Engineers, San
Antonio, TX, USA, 22–24 October 2014; Volume 46193, p. V002T26A006.

31. Silveira, F.; Diot, C. URCA: Pulling out anomalies by their root causes. In Proceedings of the 2010 IEEE International Conference
on Computer Communications (INFOCOM), San Diego, CA, USA, 14–19 March 2010; pp. 1–9.

32. Boniol, P.; Palpanas, T.; Meftah, M.; Remy, E. Graphan: Graph-based subsequence anomaly detection. Proc. VLDB Endow. 2020,
13, 2941–2944. [CrossRef]

33. Siffer, A.; Fouque, P.A.; Termier, A.; Largouet, C. Anomaly detection in streams with extreme value theory. In Proceedings of the
23rd ACM SIGKDD International Conference on Knowledge Discovery and Data Mining (KDD), Halifax, NS, Canada, 13–17
August 2017; pp. 1067–1075.

http://dx.doi.org/10.1162/089976601750264965
http://www.ncbi.nlm.nih.gov/pubmed/11440593
http://dx.doi.org/10.1016/j.comcom.2009.02.002
http://dx.doi.org/10.3390/fi13010019
http://dx.doi.org/10.1109/LRA.2018.2801475
http://dx.doi.org/10.1162/neco.1997.9.8.1735
http://www.ncbi.nlm.nih.gov/pubmed/9377276
http://dx.doi.org/10.1093/comjnl/bxac085
http://dx.doi.org/10.3390/s20082417
http://www.ncbi.nlm.nih.gov/pubmed/32344534
http://dx.doi.org/10.14778/3415478.3415514


Appl. Sci. 2022, 12, 10390 15 of 15

34. Hundman, K.; Constantinou, V.; Laporte, C.; Colwell, I.; Soderstrom, T. Detecting spacecraft anomalies using lstms and
nonparametric dynamic thresholding. In Proceedings of the 24th ACM SIGKDD International Conference on Knowledge
discovery and Data Mining (KDD), London, UK, 19–23 August 2018; pp. 387–395.

35. Mathur, A.P.; Tippenhauer, N.O. SWaT: A water treatment testbed for research and training on ICS security. In Proceedings of the
2016 IEEE International Workshop on Cyber-physical Systems for Smart Water Networks (CySWater), Vienna, Austria, 11 April
2016; pp. 31–36.

36. Katser, I.D.; Kozitsin, V.O. Skoltech Anomaly Benchmark (SKAB). 2020. Available online: https://www.kaggle.com/dsv/1693952
(accessed on 5 September 2022).

37. Deng, A.; Hooi, B. Graph neural network-based anomaly detection in multivariate time series. In Proceedings of the AAAI
Conference on Artificial Intelligence (AAAI), Virtual, 2–9 February 2021; Volume 35, pp. 4027–4035.

https://www.kaggle.com/dsv/1693952

	Introduction
	Related Work
	Classical Anomaly Detection Methods
	Methods Based on Deep Learning
	Anomaly Explanation Method

	Method
	Problem Statement
	Overall Architecture of CAT-IADEF
	CNN-Based Adversarial Training
	Dynamic Threshold Selection Based on POT
	Anomaly Explanation

	Experiment
	Experimental Setup
	Public Datasets
	Evaluation Measurements
	Anomaly Detection Evaluation Metrics
	Anomaly Explanation Settings

	Experimental Results
	Ablation Analysis
	Sensitivity Analysis of Parameters

	Conclusions
	References

