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Abstract: Frequency diverse array multiple-input multiple-output (FDA-MIMO) radar solves the
problem of angle pointing and range pointing during beam transmission due to its unique range-
angle dimension dependent, which gives it good characteristics against main lobe deceptive jamming.
Moreover, the current single range dimension deceptive jamming is easy to be identified and cannot
form an effective jamming effect on FDA-MIMO radar. To address this problem, this paper proposes
a compound jamming method of suppression and range deceptive against FDA-MIMO beamforming.
Compared with the traditional deceptive jamming method, this method can reasonably utilize the
beam gain, and minimum variance distortionless response (MVDR) adaptive beamforming cannot
significantly reduce the power of the jamming, thus avoiding the jamming being weakened at
the beamforming level, and the jamming may appear in different range bins, causing significant
suppression and range deceptive compound jamming effects on FDA-MIMO radar in the range
dimension. The simulation verified that the compound jamming method can effectively interfere
with the FDA-MIMO radar at the beam-forming level, and the jamming effect is good.

Keywords: FDA-MIMO; range dimension freedom; MVDR adaptive beamforming; compound jamming;
range bin

1. Introduction

In modern information-based high-tech warfare, the electromagnetic environment is
increasingly complex, electronic jamming and electronic anti-jamming are composed of a
radar countermeasures system, and the enemy and our two sides are fighting fiercely in the
field of radar countermeasures to obtain control of the electromagnetic spectrum, which
is also the key to gain strategic advantage and victory in electronic warfare. Frequency
diverse array (FDA) was first proposed at the 2006 IEEE radar annual conference [1] due to
its unique range dimension dependence. By adding a frequency offset to the array element,
which is much smaller than the carrier frequency, the FDA makes the transmit beam have
range-angle dimension dependence [2,3]. By combining the FDA with multiple-input
multiple-output (MIMO), it has more flexible range dimension freedom [4,5] and has good
application potential against main lobe deceptive jamming [6-15].

With the development of new system radars such as the FDA and advanced anti-
jamming technologies, the interfering party has to adopt more advanced technical means
to counter the opponent’s radar system. Therefore, how to protect one’s own targets and
effectively interfere with the opponent’s radar system and advanced anti-jamming measures
have become urgent problems in modern warfare. At present, the use of appropriate
jamming strategies and advanced and flexible jamming technology is still the main technical
means adopted by both sides of the confrontation. The use of a single false target deceptive
jamming for countermeasures often fails to achieve the jamming effect, so it is necessary to
use a combination of multiple jamming styles to improve one’s own electronic jamming
capability. With the development of digital radio frequency memory (DRFM), which
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has replaced the traditional analog jamming with digital jamming, the jamming signal
has a strong correlation with the original signal, which makes jamming have the dual
characteristics of suppression and deception, thus jamming the radar system with a good
jamming effect.

In recent years, domestic and foreign scholars have carried out a lot of research on
the radar jamming technology of the FDA. In [16], Xu deduced the expression of the FDA
deceptive jamming signal and established a deceptive jamming model. A space-time adap-
tive method for joint-domain localization was proposed in [17]. However, the authors
of [16,17] ignored the time delay, so the jamming model was incomplete. Considering
the time delay problem, the study in [18] re-derived the FDA deceptive jamming model.
In response to the problem that the enemy’s passive radar performs direction finding
through the signal of the jammer, which poses a threat to the jammer, Wang proposed
the FDA radar cross direction-finding positioning deceptive jamming method and the
angle deceptive jamming method of amplitude comparison monopulse direction finding
of adjacent antennas in [19]. The research in [20,21] corrected the deceptive jamming sig-
nal flow and studied the deceptive jamming method based on FDA-MIMO. The study
in [22] proposed a new deceptive jamming method that can hide real targets and gener-
ate multiple false targets at the same time. In [23], considering the FDA-MIMO robust
adaptive beamforming (RAB) design and proposes an improved worst-case performance
optimization (IWCPO) algorithm using the eigenspace. In [24], the weight vector was
used to control the range-angle dimension-dependent transmit and receive beamforming
pattern of FDA-MIMO, to suppress the main lobe jamming. To address the application of
jamming technology in static scene jamming signals, the study in [25] proposed a deceptive
jamming method combining static and moving targets for synthetic aperture radar (SAR).
Gui analyzed the range, angle, and doppler resolution capabilities of the FDA radar signals
by using ambiguity functions in [26] and applied them to SAR deceptive jamming and
imaging. The study in [27] constructed a novel clutter canceller that was not affected by
blind velocity by introducing FDA in SAR ground moving target indication (GMTI) to
alleviate the problems of blind velocity and doppler blur. Huang proposed a scattered wave
deceptive jamming method based on the FDA to interfere with SAR imaging in [28,29].
The study in [30] combined FDA with scattered wave jamming and proposed a jamming
method for inverse synthetic aperture radar (ISAR). A range dimension deceptive jamming
identification method based on FDA-MIMO was proposed in [31]. Wan proposed a robust
adaptive beamforming anti-jamming method based on FDA-MIMO covariance matrix
reconstruction in [32]. The studies in [33] and [34] proposed deceptive jamming suppres-
sion methods based on non-uniform sample detection and sample selection, respectively.
The study in [35] proposed a simulated annealing algorithm based on FDA-MIMO radar
against main lobe deceptive jamming in the range dimension. The study in [36] proposed a
weight design method based on the FDA to suppress the main lobe jamming by controlling
the zero-notch distribution of the range dimension. However, [33-36] are susceptible to
signal mismatch caused by direction error [37], signal gain [38], incoherent scattering [39],
etc. The study in [40] established a very high frequency FDA-MIMO (VHF-FDA-MIMO)
radar deceptive jamming signal model and proposed a robust suppression method for
deceptive jamming based on Capon reconstruction. Ge proposed a non-uniformly spaced
FDA adaptive cognitive anti-jamming method based on the phase center in [41].

Due to the unique range dimension freedom of FDA-MIMO, the existing range di-
mension deceptive jamming methods against FDA-MIMO are easily identified by radar
and cannot form an effective jamming effect. Based on this, this paper studies the com-
pound jamming method against FDA-MIMO beamforming, and the main contributions are
as follows:

(1) An accurate understanding of the FDA-MIMO range dimension jamming method is
proposed, and its jamming model is analyzed;

(2) A compound jamming method of suppression and range deceptive against FDA-MIMO
beamforming is proposed. This method can reasonably utilize the beam gain and the
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minimum variance distortionless response (MVDR) adaptive beamforming algorithm
cannot significantly reduce the power of jamming, causing a significant compound
jamming effect to radar in the range dimension;

(3) For the proposed compound jamming method, it is analyzed at the range bin estimation
level and its signal to interference plus noise ratio (SINR) is compared and analyzed.
The results show that it can form an effective compound jamming effect.

The rest of this paper is arranged as follows: Section 2 introduces the basic principle
and jamming model of FDA-MIMO. Section 3 analyzes the MVDR adaptive beamforming
algorithm. In Section 4, a suppression and range deceptive compound jamming method
against FDA-MIMO beamforming is proposed. Section 5 simulates and analyzes the
method. Section 6 summarizes the whole paper.

2. FDA-MIMO Basic Principle and Jamming Model
2.1. Basic Principle of FDA-MIMO

Consider an FDA-MIMO scheme whose structure is shown in Figure 1. The transmit-
ting carrier frequency is fy, the interval between adjacent array elements of the transmitting
array is dr, and the interval between adjacent array elements of the receiving array is
dRr, both of which are half-wavelength A /2. The number of elements of the transmitting
array and the number of elements of the receiving array are M and N, respectively. The
transmitting frequency of the m-th array element is

fm=fo+Afm,m=01,... M—1 1)

where Afy, is the frequency offset increment of the m-th array element. Then the signal
emitted by the m-th array element can be expressed as

sm(t) = gbm(t)rect(Ti) et m=0,1,...,M—1 2)
P

where ¢, (t) is the complex envelope of the m-th signal and T), is the pulse duration. The
function rect(x) can be defined as

1,0<x<1
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ree(x) = { @)
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Figure 1. The structure diagram of FDA-MIMO.
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After the m-th transmitting array element transmits the signal, the signal received by
the n-th receiving array element can be expressed as

S (£) = (£ — Tanrect(—— ) 2Tt Afn)(=Tn) @
4

where T, ,, is the propagation delay from the m-th transmitting array element to the n-th
receiving array element, which can be expressed as

T = 2r/c — (mdr + ndR) sinf/c (5)

It should be noted that the phase difference between the n-th receiving array ele-
ment and the reference array element cannot be neglected here, so Equation (4) can be
expressed as

Smn(t) = o (' )rect(t'/Ty) e/ 27 fmt’ pfo(mdrtndg)sin6/c (6)

where t' = t — 2r/c is the time index within the pulse. Figure 2 shows the signal processing
flow at the receiver side, where the signal is received by the receiving antenna, it is first
mixed with the e/2/of signal and the e/2™*fn! signal in the signal processor, and then
matched filtering with the ¢y, (') signal in the digital signal processing equipment.

Receive expy j27Aft — iyl
antenna p{j fO} MF—O

L» v i M§_1

Mixer —>» ADC

L > MF_M-1|;
1 )

expl j2mfif) ()
exp{jZ”Afolt} > ¢M_1(t/)

Figure 2. Signal processing flow at the receiver side.

Then the output signal of the n-th receiving array element related to the m-th trans-
mitting array element can be expressed as
Sm,n(t/) ~ gsrect(t//Tp)€7j4nf"’r/cej2nfo(de+ndR) sinf/c ?)
where (s is the complex coefficient after matched filtering. After the matched filtering
process, the signal at the output end is independent of the time parameter and is only
related to the range parameter, so Equation (7) can also be expressed as

S/m,n _ gsefj47rfmr/cej7r(m sin 0+nsin6) (8)

Thus, its array factor can be expressed as

N-1M-1 ,
AF =Y ¥ sma(t)
n=0 m=0 (9)
, N-1M-1 . . .
_ (’,‘Srect(%—) Yy ¥ e~ JATCfmr /c pj27 fo (mdr+ndg) sin®/c
P n=0 m=0



Appl. Sci. 2022, 12, 9448 50f18

Its steering vector can be expressed as
S=a(r,0) ®b(h) (10)

where ® is the Kronecker operator, a(r,6) and b(0) represents the transmit steering vector
and the receive steering vector, which can be expressed as

1
ei2mt[=Af12r/c+ fodr sin6/c]
a(r,0) = ) (11)

o2t [—=Afm-12r/c+fo(M—1)dr sin6/c]

1
ej27tf0dR sin@/c

b(@) = . (12)
e]'27Tfo(N—‘1)dR sinf/c

The transmit-receive antenna pattern at the spatial target point (¢, ) can be expressed as

2
B =|wp'-S|
, > (13)
— . in 6—sin M-1 — in 6 —sin
_ | gy atenens) |7 MY -, 20 gy értengsny)
n=0 m=0

From Equation (13), it can be seen that by adopting the FDA-MIMO structure with mul-
tiple matched filters at the receiver side, the generated antenna pattern is range-dependent.

2.2. Jamming Model against FDA-MIMO

DREFM can realize the functions of storage, modulation, and forwarding of radio
frequency signals. By modulating the received signal, it can cover the real target and even
generate a large number of false target signals, forming an electronic countermeasure tech-
nology that integrates deception, suppression, and interference. The false target generated
by DRFM can be expressed as

R

i 2(r;+Ar)  msinf; nsinf;
:Cj/eﬂn[—mAf L e

(14)

. 2(ri4Ar)
where ; is the jamming complex coefficient, and ;" = g]-e*ﬂ"f o, Figure 3 shows
the signal processing flow related to the range information at the receiving side of the

FDA-MIMO radar.

Receive array Stepl:Beamforming : ‘ f\‘

_Caused by phase ‘
difference across the

%/wa
The beam pattem

elements \x
ol
- Determined by the time of FDA-MIMO is
Signal
procl%l;sing of delay distanc dependent

Ste}iﬁ:Range bin
analysis

Figure 3. The flow of signal processing related to range information at the FDA-MIMO receiver.



Appl. Sci. 2022, 12, 9448 60of 18

At the estimation level of the range bin, the range parameter is jointly determined by
the time delay T and the pulse repetition period T, that is

r =mod(c X T/2, Rmax) (15)

where mod(a, b) represents the remainder of a/b and Rmax = Ty X ¢ is the maximum
unambiguous range. The array factor of the signal at the receiving side can be expressed as

N-1M-1 - 2r sin 0 sin f
AF — Z Z pf2m(—=mAf T +m=5E 4+ns5E) (16)

n=0 m=0

Thus, its normalized antenna pattern can be expressed as

2
2 _ N 2 17
Z 6]27_( (sin6— smGO) « lel e].27_[[_mAf2(r;r0) +m (sm('}'—;mﬂo)] ( )
M m=0
When the adaptive beamforming algorithm is used for processing, the normalized
gain is
2
1 M ZAr 1 N
G = B(r,6) 1= 00, = |77 L &7 " =y (18)
! ’ Mm:l Nn:l
Without considering the time delay modulation, which is Ar = 0, there are
N
G =B o0 = 1 L ¢ < |xLe )

In Equations (18) and (19), the gain at the desired target is the maximum gain. The
gain obtained at the side lobe position where the jamming is located is reduced, and its
power will be greatly reduced, the interference performance is poor.

3. MVDR Adaptive Beamforming Algorithm

The MVDR adaptive beamforming algorithm adopts the sampling matrix inversion
algorithm in adaptive beamforming, which minimizes the output power of the array in
the desired direction by adding a weight coefficient at each array element, and it has a fast
convergence speed under SINR.

The desired target signal in space is s( ), the desired target position information is
(r0,60), the jamming signalis i;, (j = 1,2,- -, ), the jamming position is (7;,6;), and the
array element noise is n(t). Then the n-th array element signal at the receiving side is

x, () = —i—Zan £) +ny,(t) (20)
Then the matrix form of the whole array is
] .
x(t) = a(6y)s(f) + Z u(Gj)zj(t) +n(t) (21)
j=1

where a(0) is the receiving steering vector from the direction of (r,0), which can be ex-
pressed as
a(B): [Le—j(Zrthdsin(G)/c)’_ . ,efj(Nfl)(angdsin(G)/c)} (22)
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The array output is
y(t) = wha(6,)s(t) + Ew a(6;)i;(t) +n(t) (23)

When | interferences are known, to maximize the power of the beamforming output
signal and accurately receive the desired signal in the 6; direction, according to Equa-
tion (23), the constraint condition of the weight coefficient can be obtained as

wha(9;) =1
{ a(0)) =0 24

This constraint causes the zero point of each beam pattern of the receive array to point
to ] interfering signals. To minimize the noise when the constraints of Equation (24) are
satisfied at the same time, the objective function is optimized as

anEHy(t)zu = mineo! Rew (25)

Then the MVDR weight optimization problem can be expressed as
(26)

The essence of the MVDR beamformer is to solve the weight coefficient of each array
element. Then the Lagrange multiplier method can be used to obtain

L(w) = w"Rw + Alw'a(6;) — 1] (27)
After deriving Equation (27) and making it zero, we can obtain

oL(w)

E—— 2Rw + Aa(6;) =0 (28)

Solving Equation (28), we can obtain
w = uR'a(6,) (29)

Expressing the constraint condition w'’a(6;) = 1 as a(Gd)Hw = 1 and then multiply-
ing both sides of Equation (29) by af(6,) at the same time to obtain

1
K= 6 RTa(0y) 0

Finally, the optimal value of the array weight is obtained according to the MVDR
criterion as

_ Ra(8y)
WMVDR = m (31)
where R = E[x;(t),x;1(t)],x;(t) = J(t) + n(t). The output SINR is
H 2
Rsing = [ a(6)] (32)

wHR 1w — |wHa(6,)|?
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M
s1(t) = @c Y, Pm(t — Tj/2 — Ty )rect( T
m=1

4. Jamming Methods and Models

The existing false target jamming methods cannot produce an effective jamming effect
on FDA-MIMO radar. Therefore, this paper studies a suppression and range deceptive
compound jamming method against FDA-MIMO. Firstly, the range dimension beamform-
ing gain is analyzed in the spatial domain, and then an effective compound jamming effect
is formed at the range bin estimation level for FDA-MIMO.

The spatial position of the jammer is (;,6;), and the intercepted signal can be ex-
pressed as
t— T]/Z — Tim )ejZTEfm(t—g—Tj,m) (33)

- T
s(t) = Z Om(t — 57~ Tj,m)rect(
m=1 r

where 7;,, represents the propagation delay difference of the m-th transmitting array
element relative to the reference array element, and 7; = 2r;/c represents the reference
propagation delay.

After receiving the radar signal, the receiver of the jammer first amplifies its power
by a low-noise amplifier, then down-converts it, and finally passes it through a band-pass
filter bank (the bandwidth of the filter bank is Af, and the center frequency is pAf), and its
signal processing flow is shown in Figure 4. Then the output signal of the p-th filter output
can be expressed as

M) X e]‘27-[[Afm(tfg7Tj,m)7f0(%+-rj,m)} (34)

where p = n < N — 1, ¢ represents the common phase change term related to Trr¢.

v == 1 ¥ Lol
BPF_I [» DRFM Oscillator
=
aREIR | || B
= 2 BPF 2 [P DRFM [ 2 5
—>| > 5 — >
§ ™ % | 'g g 5 ’[> >
z z | 3 =]
LNA | & 8 2l na
8 | ==
BPF_P ¥ DRFM
. __
=== t=——— = — — 1
Memo Modulator I
| f Apc (Time ots ) (Phase/ [ DAC >
| Y Amplitude) _—
A A A A 1g .
L o TGk

Figure 4. The signal processing flow of the jamming model.

The signal is filtered by the band-pass filter bank, and then modulated by the time
delay Tj,,, = 2Ar/c and the phase ¢; = 27tA f,, T, the obtained false target signal can be
expressed as

M t—T]’/Z_T]’m
2(t) = A9 L ¢ut = 7/2 = T — T )rect(—p =)
m=

. . (35)
% ejZTl’[Afm (t— 7] —Tj,m—Tjam )—fo( 7] +Tj,m)JFAfmTjam]

where A is the amplitude, ¢ represents the common phase change term, and

¢ = @rexp{—j27foTjam }. The false target signal is mixed with the local oscillator sig-

nal frrg, and then upconverting it, the final signal can be expressed as

E2 G/ 27 Gy orlfnli=F—5a) (36)

M
s3(t) = A(P/r Z Pm(t — ’l']/2 —Tm — Tjum)reCt< T
m=1 P



Appl. Sci. 2022, 12, 9448

90f18

where ¢’ _ is the common term after up-conversion. The signal at the receiver side of the
n-th receiver array can be expressed as

yj,n — Aq)/TreCt( tiﬂqi—q'"};l—jrnirj”m )ejznfm (t_Tj_Tj,m _T/’,n)
M (37)
X L ¢m(t_Tj _Tj,m _Tj,n _Tjam)
m=1
where 7, = —dgrnsin6/c represents the propagation time delay difference between the

n-th received array element and the reference array element. The Equation (37) can be
approximately expressed as

! M . 2, . .
Yin & Agolrect(%) « Z ¢m(t/)efznfm(t_T])e]n(m51n9j+"51n9f) (38)
P m=1

where ' =t — 2r/c — 2Ar / c represents the intra-pulse time index in this case. In the signal
processing process at the receiving side, the received signal is mixed with the signal e/2"fof
and the signal ¢/27"Af!, and then matched filtering with the signal ¢, (). The final signal
can be expressed as

Y = gjlefj47rfmr]-/ce]7r(m sin 6;+nsin 6;)

(39)
_ gjllefj47rmAfrj/cej7r(m sin 6;+nsin ;)

where (1 represents the complex coefficient after signal matching filtering, and
&' = §j16714"f orj/e, Considering a self-defense jammer at the position r; = rg, 8; = 6, the
weight vector of the target can be set as

wo = S(r,0)|y—r,0—0, = a(r0,00) @ b(6p) (40)

So, its normalized antenna pattern can be expressed as

(1) |
B(r,0) = ‘”’UMI\(] )‘
41
1 M-1 j27T[7mAf2(rir0)+m (sin@—sineo)] 2 1 N-1 j2mn (sinf—sinfy) ( )
- Mmz—:oe ‘ ’ 8 Nngoe i

After jamming forwarding, the resulting jamming signal weight vector can be ex-
pressed as
wj = S(T’, 9) ‘r:rO,G:GO = a(?‘(), 90) X b(eo) (42)

Then its normalized beam gain can be expressed as

2 2

G - B(rr 9) 7:7‘0,9:90 = X = 1 (43)

1 % o0
Mm:l

14,
N

From Equation (43), it can be seen that the jamming signal can obtain the same
maximum beam gain as the desired target, and its power was not significantly reduced at
the beamforming level, thus it can form an effective jamming effect against FDA-MIMO.
By adjusting the time delay, the jamming signal can appear at different range bins, thus
forming an effective compound jamming effect, which can affect the normal detection and
positioning of the radar.
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5. Simulation Analysis

In this section, the proposed compound jamming method is validated. The existing
fake targets were named as existing fake target (EFT) and labeled as EFT1 and EFT2, and
the newly generated fake targets were named as new fake target (NFT) and labeled as
NFT1 and NFT2. The number of transmitting array elements was M = 10, and the number
of receiving array elements was N = 10, the reference carrier frequency was fy = 9 GHz,
the wavelength was A = 0.03 m, and the position information of the desired target was
(6o, 10) = (15°,20 km). The parameters were set as shown in Table 1.

Table 1. Simulation parameters setting table.

Parameter Value Parameter Value
Carrier frequency fo=9GHz Frequency offset Af =2.0kHz
Target location (15°,20 km) Pulse repetition period T=0.1ms

Elements number M=N=10 Number of range bin 600

Target time delay 70 = 0.05ms Input SNR SNR =20dB
EFT1 time delay 71 = 0.0733 ms NEFT1 time delay 71 = 0.0733 ms
EFT2 time delay 7 = 0.1233 ms NFT2 time delay 7 = 0.1233 ms

5.1. Beamforming Gain Analysis

Figure 5 is the FDA-MIMO non-adaptive beam antenna pattern. As can be seen from
Figure 5, the desired target and the false target NFT'1 and NFT2 were located at the peak
position of the antenna pattern, and the false target can obtain the same gain as the desired
target. The false targets EFT1 and EFT2 were located at the side lobe positions, and the
gain at their positions was low, so the power at the false targets EFT1 and EFT2 will be
greatly weakened after passing through the radar system. At the same angle, observed from
the range dimension profile, the gain at the position of the false target EFT was reduced
compared to that of the desired target, but it still had a higher beam gain. At the same
range, observed from the angle dimension profile, the false target and the desired target
had the same large angle dimension beam gain.

Fo 0
Al L-":- k 10
S AN XY [1554] |
¥ L Index -31.078 ‘ 20
-
Aeir
' X.Y] [1542]
Index -17.9776

10 ot

60

50

N
(=]

range (km)
8

X.Y] [1520] ¥
Index 0

n
o
T

A

10 F

-90 -60 -30 0 30 60 920
angle (°)

(a)

Figure 5. Cont.



Appl. Sci. 2022, 12, 9448

110f18

X 20
YO X 42 4
Y -17.9776
° _|
\ X 54
) Y -31.078
o . s 1
=
s
£ . V 1
@©
k]
o}
N 4
©
£
2 -60 - b
=70 | 1
-80 | 1
90 . | . . \
0 10 20 30 40 50 60
range (km)
0 T T
X15

Normalized amplitude

angle (°)

(c)

Figure 5. FDA-MIMO non-adaptive beamforming gain. (a) Range-angle two-dimensional beamform-
ing gain; (b) Range dimension; (c) Angle dimension.

Figure 6 is the FDA-MIMO range-angle two-dimensional MVDR adaptive beam
antenna pattern. As can be seen from Figure 6, the gain at the desired target was almost
unchanged compared to the non-adaptive beam gain, and the false targets NFI1 and NFT2
were still at the peak position of the antenna pattern, which can obtain a higher beam
gain as the desired target. The false targets EFT1 and EFT2 were located at the side lobe
position of the range dimension, and their gain was significantly reduced compared to the
non-adaptive beam. At the same angle, observed from the range dimension profile, the
gain at the position of the false target EFT was greatly reduced compared to the gain at the
desired target, and it formed a zero notch in the range dimension side lobes. At the same
range, observed from the angle dimension profile, the false target also had the same angle
dimension beam gain as the desired target, similar to the non-adaptive beam.
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Figure 6. FDA-MIMO range-angle two-dimensional MVDR adaptive beamforming gain. (a) Range-

angle two-dimensional beamforming gain; (b) Range dimension; (c) Angle dimension.
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Table 2 shows the values of the gain for the non-adaptive beam and the range-angle
two-dimensional MVDR adaptive beam. As can be seen from Table 2, the gain values at
the desired target and the false targets NFT1 and NFT2 under non-adaptive beamforming
reached the maximum gain values, while the beam gain values at the false targets EFT1
and EFT2 were reduced by 20 dB. With the range-angle two-dimensional MVDR adaptive
beamforming algorithm, the gain of the desired target and the false targets NFT1 and NFT2
remained almost unchanged, while the beam gains at the false targets EFT1 and EFT2 were
reduced to —80 dB, and they could no longer form an effective jamming effect.

Table 2. Gain comparison table.

dB 20 km 42 km 54 km

non-adaptive beamforming 0 —17.9776 —31.078
range-angle two-dimensional MVDR B B
adaptive beamforming 0 84.9233 85.5253

5.2. Range Bin Analysis Results

Figure 7 shows the range bin analysis results of the false targets EFT1 and EFT2 and
the suppression jamming under non-adaptive beamforming. As can be seen from Figure 7,
the output power of the false targets EFT1 and EFT2 was significantly lower than that
of the desired target, and their jamming effect was poor and failed to form an effective
jamming effect.

30 T T T

N
o
T
1

X 400

Y 15.9677
Target |

Output power (dB)
>

-
o
T

X 480
5 X 240 Y 4.50755
EFT1 Y 3.19946 °
1 EFT2
O 1 1 Il 1
100 150 200 250 300 350 400 450 500 550 600

Range bin

Figure 7. Analysis results of existing jamming range bin under non-adaptive beamforming.

Figure 8 shows the range bin analysis results of the false targets NFT1 and NFT2 and
the suppression jamming under non-adaptive beamforming. As can be seen from Figure 8,
the false targets NFT1 and NFT2 had high output power as well as the desired target, and
at this time the suppression jamming completely covered the desired target, which could
form an effective suppression and range deceptive compound jamming effect, and the
jamming effect was good, which could effectively interfere with the normal detection and
positioning of radar.
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Figure 8. Analysis results of new jamming range bin under non-adaptive beamforming.

Figure 9 shows the range bin analysis results of the false targets EFT1 and EFT2 and the
suppression jamming under range-angle two-dimensional MVDR adaptive beamforming.
As can be seen from Figure 9, the output power of the false targets EFT1 and EFT2 was
severely suppressed, and their power was the same as the power of noise; therefore, it
could not form an effective jamming effect.
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Figure 9. Analysis results of existing jamming range bin under range-angle two-dimensional MVDR
adaptive beamforming.

Figure 10 shows the range bin analysis results of the false targets NFT1 and NFI2
and the suppression jamming under range-angle two-dimensional MVDR adaptive beam-
forming. As can be seen from Figure 10, the output power of the false targets NFT1 and
NFT2 was high, and at this time the suppression jamming completely covered the desired
target, and it was little affected by the MVDR adaptive beam, which could form an effec-
tive suppression and range deceptive compound jamming effect, and the jamming effect
was good.
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Figure 10. Analysis results of new jamming range bin under range-angle two-dimensional MVDR
adaptive beamforming.

Figure 11 shows the output SINR performance comparison results of the proposed
compound jamming and the existing jamming. As can be seen from Figure 11, under the
non-adaptive beam, the output SINR of the existing jamming EFT varied with the input
SINR. When the input SINR increased to a certain extent, the output SINR of the EFT
gradually tended to be stable. Under the adaptive beam, the output SINR of the existing
jamming EFT was maintained as relatively stable at a large value, and its jamming effect
was weakened. Both under the non-adaptive beam and the adaptive beam, the compound
jamming method proposed in this paper can keep the output SINR at a low level all
the time, and thus the detection performance of the radar is reduced. The performance
of the proposed compound jamming method was significantly better than the existing
jamming methods.
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Figure 11. The output SINR performance comparison of jamming technology.
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Figure 12 shows the output SINR performance comparison results of NFT under
several anti-jamming technologies. As can be seen from Figure 12, under the non-adaptive
beam and adaptive beam anti-jamming techniques, the output SINR of the proposed
compound jamming method was lower. The output SINR of the adaptive NSD method
tended to be smooth with the increase in the input SINR. The output SINR of all the anti-
jamming methods was kept at a low level, and the proposed compound jamming method
could produce significant jamming effects.
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Figure 12. The output SINR performance of NFT under anti-jamming technology.

6. Conclusions

This paper studied the jamming method against the FDA-MIMO beamforming level,
and the main conclusions are as follows:

(1) By studying the FDA-MIMO deceptive jamming model, an effective jamming method
against FDA-MIMO radar was analyzed;

(2) A suppression and range deceptive compound jamming method against FDA-MIMO
beamforming was proposed. The beamforming gain and range bin estimation level
were simulated and analyzed. Compared with the existing deceptive jamming methods,
the proposed jamming method can obtain the same beam gain as the target, and it can
produce a significant compound jamming effect for the range parameter estimation
performance of FDA-MIMO radar;

(3) The simulation results showed that the output SINR of the proposed jamming increased
more slowly, and when the input SINR was 10 dB, the output SINR was also about
10dB, and the output SINR could always be kept at a low level, so the proposed
jamming method can produce an effective compound jamming effect, and the jamming
effect was good.

The jamming method studied in this paper for the frequency diverse array system
radar also had a certain reference value for the jamming of new system radars and also
provided a guiding meaning for the application and improvement of frequency diverse
array system radar in complex electromagnetic environments. Future work could be carried
out from the adaptive cognitive jamming technology.
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