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Abstract: This paper proposes a novel reversible data-hiding method in encrypted images to achieve
both a high hiding capacity and good compression performance. The proposed method can also
decrypt marked encrypted images without data extraction, so marked images containing a payload
can be derived from marked encrypted images. A perceptual encryption algorithm proposed for an
encryption-then-compression framework is used to generate compressible encrypted images. In addi-
tion, a predictor with high accuracy and a prediction-error expansion and histogram shifting method
are used for data hiding. Consequently, the proposed method can compress marked encrypted
images without loss using image coding standards and achieve a high hiding rate. Experimental
results show the effectiveness of the method in terms of hiding capacity or marked-image quality
and lossless compression efficiency.

Keywords: encryption-then-compression system; hiding capacity; image encryption; lossless
compression; reversible data hiding

1. Introduction

In recent years, with the development of cloud computing, an increasing number of
users have been uploading images to external services or cloud servers. However, this
leads to serious security problems where confidentiality and authentication are constantly
threatened. To respond to this situation, data hiding and encryption have attracted attention
as techniques for protecting the copyright and privacy of images. In particular, reversible
data hiding (RDH) can perfectly retrieve original images from marked images [1–16]. It is
practically effective, such as in medical, military, and evidential images. Numerous RDH
methods have been proposed for plain images. Recently, RDH in encrypted images (RDH-
EI) has been actively studied [17–33]. In RDH-EI methods, an image owner first encrypts a
target image and sends it to a third party such as a service provider. The third party then
embeds additional information, e.g., server information, access history, and annotation
data. Hence, hiding capacity is one of the requirements in the field of RDH-EI methods.

Many RDH-EI methods have been proposed to attain a high hiding capacity [24–29].
Puteaux et al. [24] introduced MSB replacement instead of LSB replacement, which has been
adopted in many conventional methods. Dragoi et al. [25] enhanced the security of [24].
The hiding capacity is quite high, 0.97 bpp on average, and the mathematical complexity is
low. The method of Wu et al. [27] achieved a higher hiding capacity of 2.2 bpp on average
by utilizing the method of Puteaux et al. [24]. Further, Puteaux et al. [29] proposed a new
RDH-EI method with a higher capacity and full reversibility. This method attained a higher
hiding capacity of 2.4 bpp on average by recursively conducting a hiding process. These
methods, however, cannot compress their marked encrypted images at all.

The first method to attain effective compressibility for marked encrypted images
is that of Imaizumi et al. [30]. This method uses an encryption-then-compression (EtC)

Appl. Sci. 2022, 12, 9418. https://doi.org/10.3390/app12199418 https://www.mdpi.com/journal/applsci

https://doi.org/10.3390/app12199418
https://doi.org/10.3390/app12199418
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0001-5644-8136
https://orcid.org/0000-0001-6515-9109
https://orcid.org/0000-0001-8061-3090
https://doi.org/10.3390/app12199418
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app12199418?type=check_update&version=2


Appl. Sci. 2022, 12, 9418 2 of 18

system [34–36] for encryption. Thus, it can compress marked encrypted images without
loss using image coding standards, such as JPEG-LS [37] and JPEG 2000 [38], without
losing reversibility. Further, we can flexibly embed and extract payloads in plain and/or
encrypted domains by using an RDH method based on histogram shifting (RDH-HS) [30].
This method, however, has an extremely low hiding capacity, i.e., about 0.1 bpp.

RDH-EI methods can be classified into two types: reserving room before encryption
(RRBE) and vacating room after encryption (VRAE). The former methods have a preprocess-
ing step, so that the embeddable area can be ensured before encryption. A content owner
encrypts the preprocessed image and sends the encrypted image to a third party. The third
party hides some information into an embeddable area. In contrast, the latter methods
do not have a preprocessing step. A content owner encrypts the original image directly
and sends the encrypted image to a third party. The third party embeds the information
into the encrypted image. Most of the state-of-the-art RDH-EI methods with high hiding
capacity [29,31–33] are classified into RRBE. In RRBE, however, a content owner should
assume that a data-hiding step would be conducted to the encrypted image and reserve
the embeddable area. This can be a problem that limits the range of practical applications.

We propose a novel VRAE-based method to simultaneously achieve a high hiding ca-
pacity and high compression efficiency. The proposed method introduces the method of
Chuman et al. [39] with which conventional EtC systems [34,35] are extended to enhance se-
curity. Consequently, the proposed method can produce marked encrypted images with high
compression efficiency by using lossless image coding standards. The interpixel correlation in
each block is not transformed before or after the EtC process; thus, we can obtain prediction
values with high accuracy even after encryption. Accordingly, we achieved high hiding capacity
using prediction-error expansion and histogram shifting. The proposed method can also derive
marked images by decryption without data extraction. Through our experiments, we confirm
the effectiveness of the proposed method in terms of data-hiding capacity, marked-image quality,
and lossless compression performance using JPEG-LS and JPEG 2000.

2. Related Work
2.1. RDH Methods

Data-hiding techniques have attracted attention over the most recent decades in the im-
age security field. The main purpose of data hiding is copyright protection by imperceptibly
embedding information such as ownership information into a target image. In particular,
RDH can perfectly retrieve the original image by extracting the embedded payload. Specifi-
cally, it is required to preserve the original data in practical images, e.g., medical, military,
and evidential images. In response to such demand, numerous RDH techniques have been
proposed [1–16]. RDH algorithms are mainly based on well-known techniques such as
different expansion [2] and histogram shifting [3]. In recent years, the RDH research field
has been expanded to HDR [13,14] and 3D [15,16] images.

2.2. RDH-EI Methods

In addition to RDH methods proposed for plain images, RDH in encrypted images has
been actively studied in recent years [24–33]. RDH-EI methods are effective in embedding
data in the encrypted domain without knowing the secret key used for encryption and
disclosing the original-image content. They are mostly used for both copyright protection
for image owners, and for the authentication and management purposes of third parties
such as service providers. Therefore, a high hiding capacity is required in the field of
RDH-EI methods.

Puteaux et al. [24] introduced MSB prediction and replacement instead of using LSB
replacement to greatly extend the capacity. This method does not require any complex
processes. Dragoi et al. [25] enhanced the security of [24], and Puteaux et al. [26] further
improved the capacity of [24]. Wu et al. [27] introduced the method of Puteaux et al. [24]
to an RDH-EI scheme based on bit-plane partition. Since redundancy is still preserved in
images after the self-embedding process, this method [27] attained a hiding capacity of
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2.2 bpp on average by utilizing the method in [24]. Nonetheless, there still exist multiple
cases where reversibility is not fully ensured. Hirasawa et al. [28] extended the method of
Puteaux et al. [24] to guarantee full reversibility by defining precise conditions.

Puteaux et al. [29] proposed a new RDH-EI method called RDH-MSB with a higher
capacity that guaranteed full reversibility and high capacity. Figure 1 illustrates the frame-
work of the RDH-MSB method. This method uses bit planes of a target image from MSB
to LSB until the iterative process becomes invalid. The first step is prediction-error (PE)
detection to identify pixels that are not correctly predicted from their neighbor ones. Pixel
values are updated in accordance with PE values, so that the original image can be perfectly
reconstructed through the restoration process. The whole current bit plane is encrypted,
and PE values are then embedded from a top-left pixel in the bit plane. Some marker bits
are embedded ahead of the PE values. Consequently, regions not containing marker bits
and PE values become an embeddable area for an arbitrary payload. The same steps are
repeated for the latter bit planes. When a PE value cannot be embedded, the process is
stopped, and only current and all latter bit planes are encrypted. The hiding capacity of the
RDH-MSB method is 2.4 bpp on average. These high-capacity RDH-EI methods, however,
cannot compress their marked encrypted images because a bitwise exclusive-or operation
is used for encryption. Additionally, previous RDH-EI methods cannot decrypt marked
encrypted images without data extraction.

Imaizumi et al. [30] proposed RDH-EI method RDH-EtC with effective compressibility
for marked encrypted images. An outline of the RDH-EtC method is shown in Figure 2.
This method uses two of four processes in block-scrambling-based encryption for EtC
systems [34,35]: position scrambling and block rotation or flip. Since an image histogram is
not transformed before or after the encryption processes, we can embed a payload in plain
and/or encrypted domains by using RDH-HS [3]. Additionally, this method can flexibly
extract payloads from either domain. Thus, a marked encrypted image can be decrypted
without extracting a payload. Further, this method can compress marked encrypted images
with loss using image coding standards, such as JPEG-LS [37] and JPEG 2000 [38]. This
method, however, has an extremely low hiding capacity, i.e., about 0.1 bpp.

PE
detection

Modification of 
pixel values

Bit-plain
encryption

PE value
embedding

Original 
image

Marked 
encrypted

image 

For each bit-plain

Data hiding

Figure 1. Block diagram of RDH-MSB method [29].
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Figure 2. Block diagram of RDH-EtC method [30]. PP and ZP are bins with the highest and lowest
frequency, respectively, in original-image histogram.

The proposed method simultaneously achieves high compression efficiency and high
hiding capacity. We compare our method with the related work in Table 1. The method has
the advantages of both the RDH-MSB and RDH-EtC methods.
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Table 1. Feature comparison of the proposed method with related work.

Hiding Capacity Lossless Compression Performance Flexible Restoration

Proposed Method X X X
RDH-EtC [30] × X X
RDH-MSB [29] X × ×

2.3. Encryption-then-Compression Images

EtC systems have been proposed for secure image transmission. Most studies on
EtC systems are based on the premise that a proprietary scheme is used for compression.
Meanwhile, block-scrambling-based encryption methods [34,35], which are compatible
with image coding standards, have been proposed for EtC systems. Chuman et al. [39]
extended these methods to enhance security. Their method transforms an original image
from RGB into YCbCr and combines each component to derive a grayscale-based image.
Block-scrambling-based encryption is conducted on the grayscale image. Since the en-
crypted image is three times as large as the original image, the key space of the encrypted
image is thereby larger than that of conventional methods [34,35]. This contributes to
enhancing robustness against brute-force (BF) attacks. Further, this method is more re-
sistant to jigsaw-puzzle solver (JPS) attacks because it uses grayscale images with less
color information. We refer to this method as G-EtC. G-EtC is used for encryption in our
proposed method. Figure 3 shows the procedure of the G-EtC method.

Step 1: Transform an original image I from RGB into YCbCr.
Step 2: Combine YCbCr channels into a single grayscale image IG.
Step 3: Divide IG into a certain size of blocks.
Step 4: Conduct position scrambling, block rotation or flip, and negative–positive

transformation on each block.
Step 5: Integrate all blocks and derive an encrypted image IGenc .

Original image
I

Block 
division

Composition of
grayscale-based 

image

Position 
scrambling

Block rotation 
and 

block flip

Block 
integration

Negative-
positive

transformation

Encrypted image
𝐼!!"#

IG

Figure 3. Block diagram of G-EtC method [39].

3. Proposed Method

In this section, we propose a high-capacity RDH method for encrypted images. The
proposed method can compress marked encrypted images without loss owing to the use of
the G-EtC method [39]. Since a prediction-error expansion and histogram-shifting process
were effectively adopted, our method attained a high hiding capacity. We first overview
the method and describe its procedure in detail. Then, the effectiveness of the method
is described.

3.1. Framework of Proposed Method

The proposed method simultaneously achieves high hiding capacity and high com-
pression efficiency. An outline of the method is illustrated in Figure 4. We used the G-EtC



Appl. Sci. 2022, 12, 9418 5 of 18

method [39] for encryption. Therefore, this method could compress marked encrypted
images using image coding standards because the interpixel correlation in each block
is retained even after encryption and data hiding. In our method, reversibility is an es-
sential condition for perfectly retrieving an original image. Thus, we had to use lossless
compression algorithms such as JPEG-LS [37] and JPEG 2000 [38].

Figure 4. Outline of proposed method.

A payload is then embedded using prediction-error expansion and histogram shifting
(PEE-HS) [16] for each block used in encryption. Here, the prediction values are highly
accurate due to the introduction of the median edge detection (MED) predictor, so high
hiding capacity could be attained. However, the superior performance shown in Section 4
could not be obtained by simply using the PEE-HS algorithm. Thus, we modified the
original algorithm so as to preserve the high prediction accuracy even after encryption
using the EtC system. Consequently, the proposed method had significant advantages,
i.e., the compatibility between high hiding capacity and good compression performance.

The proposed method must conduct decryption after data extraction in order to restore
an original image. Nevertheless, we could also decrypt a marked encrypted image without
data extraction, thus obtaining a marked image containing a payload.

3.2. Procedure of Encryption and Data hiding

Here, we explain data-hiding and encryption processes in reference to Figure 5. We
assumed that the size of an original image I was M× N pixels.

Figure 5. Encryption and data-hiding procedure of proposed method.

3.2.1. Image Encryption

The proposed method uses the G-EtC method [39] in the encryption process. We
omitted the color transformation process in the G-EtC method to guarantee full reversibility
and alternatively combine RGB color components to derive a grayscale image.

Step1-1: Combine R, G, and B components of an original image I, and a grayscale-
based image IG is derived.

Step1-2: Divide IG into multiple blocks with Bx × By pixels.
Step1-3: Conduct position scrambling, block rotation or flip, and negative–positive

transformation on each block, and obtain an encrypted image IGenc .

3.2.2. Data Hiding

The data-hiding process is divided into three parts: histogram modification, PEE-HS,
and block integration. We describe each part below.

• Histogram modification: Since PEE-HS is used for data hiding, overflow (OF) or
underflow (UF) may be caused in the value of each pixel. With the following steps,
our method preliminarily modifies an image histogram in order to prevent OFs and
UFs in pixel values.

Step2-1: Explore a zero point (ZP) that is a bin with no pixels in an encrypted
image histogram.

Step2-2: To prevent UFs, add 1 to pixels with a value lower than ZP.
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Step2-3: Repeat Steps 2-1 and 2-2 L + 1 times. Here, L is a threshold used in
data hiding.

Step2-4: Explore a ZP in the image histogram.
Step2-5: To prevent OFs, subtract 1 from pixels with a value higher than ZP.
Step2-6: Repeat Steps 2-4 and 2-5 L + 1 times.

We needed to exclude eight pixels from the top-left corner of encrypted images from
the above steps and the following data-hiding process. An 8-bit value of threshold L
was embedded into these pixels. Additionally, if there was no ZP in the histogram, we
focused on two neighboring bins with the lowest sum of frequencies. These bins were
integrated into a single bin, and another bin was emptied (LP). We built a location
map where the original pixel values with the two neighboring bins were recorded in
order to identify their original pixel values in the restoration process. It is necessary
to embed the value of ZP or LP with an arbitrary payload to perfectly retrieve the
original image. In the case of LP, the location map should be stored along with LP.

• Prediction-error expansion and histogram shifting: We extended an RDH method
on the basis of PEE-HS for stereoimages [16] and incorporated it into the proposed
method. Our method embeds payload bits into each block, which is the same block as
that in the encryption process. We describe the data-hiding procedure as follows.

Step3-1: For pixels pi,j in each block, where 0 ≤ i < Bx and 0 ≤ j < By,
predicted values p̂i,j are derived from

p̂i,j =



min(pi−1,j, pi,j−1),
if pi−1,j−1 ≥ max(pi−1,j, pi,j−1)

max(pi−1,j, pi,j−1),
if pi−1,j−1 ≤ min(pi−1,j, pi,j−1)

pi−1,j + pi,j−1 − pi−1,j−1, otherwise.

(1)

Here, prediction values p̂0,j and p̂i,0 cannot be obtained with (1). Thus,
we define

p̂0,j = p0,j−1, 1 ≤ j ≤ By, (2)

p̂i,0 = pi−1,0, 1 ≤ i ≤ Bx. (3)

The top-left pixel p0,0 in each block was excluded from data hiding
for reversibility.

Step3-2: Derive prediction errors ei,j:

ei,j = p̂i,j − pi,j. (4)

Step3-3: in the prediction-error histogram, empty bins are derived in the
range of [−2L− 1,−L− 1] and [L + 1, 2L + 1] in accordance with the
following equation.

e′i,j =


ei,j + (L + 1), if ei,j ≥ L + 1
ei,j − (L + 1), if ei,j ≤ −(L + 1)
ei,j, otherwise,

(5)

where e′i,j denotes the prediction error after shifting. Figure 6a shows
an example of a histogram shift in the case of L = 2.
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(a)

(b)

(c)

(d)

(e)

Figure 6. Procedure of data hiding (L = 2). (a) Derivation of empty bins, (b) data hiding for pixels
with |e′i,j| = 2, (c) data hiding for pixels with |e′i,j| = 1, (d) data hiding for pixels with e′i,j = 0, (e) data
hiding for pixels with ẽ′i,j = 0.
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Step3-4: Here, configure α = L. Embed a payload w into pixels with e′i,j = ±α:

ẽ′i,j =


e′i,j + (L + 1), if e′i,j = α and wk = 1

e′i,j + L, if e′i,j = α and wk = 0

e′i,j − (L + 1), if e′i,j = −α and wk = 1

e′i,j − L, if e′i,j = −α and wk = 0,

(6)

where ẽ′i,j and wk denote the prediction error after data hiding and
the k-th bit of w, respectively. Then, decrease α by 1, i.e., α = α− 1,
and repeat (6) until α = 1, as shown in Figure 6b,c.

Step3-5: in the case of e′i,j = 0, embed the payload bits wk as follows (see
Figure 6d).

ẽ′i,j =

{
e′i,j + 1, if e′i,j = 0 and wk = 1

e′i,j, if e′i,j = 0 and wk = 0.
(7)

Step3-6: as shown in Figure 6e, recursively embed w into pixels with ẽ′i,j = 0:

ẽ′i,j =

{
ẽ′i,j − 1, if ẽ′i,j = 0 and wk = 1

ẽ′i,j, if ẽ′i,j = 0 and wk = 0.
(8)

In this case, ẽ′i,j is updated by (8).
Step3-7: Marked pixel values p̃i,j are given by

p̃i,j = p̂i,j − ẽ′i,j. (9)

• Block integration: lastly, we integrate all the blocks into a marked encrypted image ĨGenc .

The LSBs of eight pixels from the top-left pixels in marked encrypted images are
replaced with the value of L. Those LSBs before replacement should be embedded with a
pure payload.

3.3. Procedure of Restoration

The proposed method has two options for restoration as shown in Figure 7. First, it
can perfectly retrieve an original image by using a normal restoration process consisting
of data extraction and decryption (see Figure 7a). With this option, we first extracted the
threshold L from a marked encrypted image. The image is divided into blocks, and the
payload is extracted from them using L. We turned back the histogram of the encrypted
image, and then decrypted and integrated the blocks. Lastly, the RGB color components
were restructured, and the original image was obtained.

Our method has another model for omitting data extraction as shown in Figure 7b.
With this option, we could obtain a marked image Ĩ that still contains a payload after
decryption. This means that the proposed method could decrypt a marked encrypted
image without revealing the payload to other users.
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Figure 7. Options for restoration in proposed method. (a) Data extraction and decryption;(b) decryp-
tion without data extraction.

3.4. Threat Models and Security Evaluation

In this paper, we use EtC images as compressible encrypted images. EtC images are not
only compressible, but also robust against various ciphertext-only attacks (COAs) [40,41].
As we focus on the privacy of datasets in an image classification scenario, the goal of
an adversary is to recover visual information on encrypted images. We assumed that an
adversary had access to encrypted images and knew the encryption algorithm, but not the
secret key. In other words, we assumed that the adversary could carry out a COA only
from encrypted images. In addition, we assumed that the adversary knew the distribution
of the dataset; thus, the adversary may prepare synthetic examples in conducting an attack.

EtC images were evaluated under COAs. The robustness of EtC images against BF and
JPS attacks as COAs was evaluated in [40]. An EtC image had almost the same correlation
among pixels in each block as that of the original image, and this property allows for
it to efficiently compress images. Therefore, an attacker can utilize this correlation to
decrypt the image in some way, so the security of the encryption against JPS attacks was
discussed in [40], in addition to BF attacks. In contrast, recently, novel attack methods for
restoring visual information have been proposed that use deep neural networks [42,43]. The
feature reconstruction attack (FR-Attack) [42] exploits the local properties of an encrypted
image to reconstruct visual information from encrypted images. Furthermore, with a
synthetic dataset and encrypted images, the adversary may carry out a GAN-based attack
(GAN-Attack) [43]. EtC images were confirmed to be robust against these attacks [41].

In addition, regarding the security for the content of a payload, we assume that the
payload is encrypted before embedding. Thus, if the encryption scheme is secure, the
encrypted payload should be robust against unauthorized disclosure.

3.5. Advantages of Proposed Method

The proposed method has three main advantages that are summarized in Table 1 and
precisely described as follows.

• High hiding capacity
The proposed method encrypts a target image in units of blocks, so interpixel corre-
lation in each block can be stable before or after encryption. Since we could obtain
prediction values with high accuracy in the encrypted domain, the hiding capacity of
our method was around 1 bpp using PEE-HS. The proposed method has high hiding
capacity, so we could embed not only copyright information and time stamps, but
also information on image content, e.g., categorical and annotation data. With such
information, we could determine the type of target images in the encrypted domain.

• Effective compression performance
The proposed method preserves the interpixel correlation in each block after encryp-
tion and data hiding. Thus, international standards for lossless image compression,
such as JPEG-LS and JPEG 2000, can be effectively utilized for the marked encrypted
images produced by our method. Consequently, the proposed method alleviates the
constraint on transmission and storage.
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• Flexible restoration
While the conventional method [29] has to extract the payload before decryption, our
method could omit the data extraction process and decrypt only marked encrypted
images in common with the conventional method [30]. The flexible restoration process
provides a user with any one of the following three types of privilege: data extraction
and decryption, data extraction only, and decryption only. This advantage allows for
us to expand the range of applications.

Conventional methods [29,30] are deficient in at least one of the above three advan-
tages. In contrast, the proposed method has all three in the RDH-EI field. These advantages
are necessary to more widely apply RDH-EI techniques. As a practical application, for
example, the proposed method could provide privacy preservation with flexible access
control for Internet services such as image storage or sharing.

4. Experimental Results

We confirmed the effectiveness of the proposed method in terms of hiding capacity,
marked-image quality, and lossless compression performance using JPEG-LS [37] and JPEG
2000 [38]. In the experiments, we used three databases: Kodak [44], SIPI [45], and IHC [46].
The Kodak database consists of 24 color images with 512× 768 or 768× 512 pixels, while the
SIPI database consists of 6 color images with 512× 512 pixels. The IHC database contains
6 color images with 4680× 3456 pixels. To explore the influence of image size, we used two
different sizes for the IHC test images: he original size and 1/16 of the original. Figure 8
shows example images from each database.

(a)
(b)

(c) (d)

Figure 8. Examples of test images. (a) Kodim4 from Kodak [44]; (b) peppar from SIPI [45]; (c) ihc5
with 1/16 of original size from IHC [46]; (d) ihc5 with original size from IHC.

We horizontally concatenated three color components in the order of R, G, and B,
as shown in Figures 9a, 10a, 11a and 12a. The block size for encryption was 8× 8 pixels.
Since the RDH-MSB method [29] was designed for grayscale images, the algorithm of [29]
was independently applied to each color component. For data hiding, threshold L, which
controls the hiding capacity, was defined as 1, 3, and 10. Figures 9–12 exhibit marked
encrypted images derived with the proposed method.
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Figure 9. Marked encrypted images (Kodim4). (a) Grayscale-based image; (b) L = 1, (c) L = 3; (d) L = 10.

Figure 10. Marked encrypted images (peppar). (a) Grayscale-based image; (b) L = 1, (c) L = 3; (d) L = 10.

Figure 11. Marked encrypted images (ihc5 (1/16)). (a) Grayscale-based image; (b) L = 1, (c) L = 3; (d) L = 10.

Figure 12. Marked encrypted images (ihc5 (original)). (a) Grayscale-based image; (b) L = 1; (c) L = 3;
(d) L = 10.
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4.1. Data-Hiding Capacity and Marked-Image Quality

The data-hiding capacity and marked-image quality of the proposed method were com-
pared with those of the RDH-EtC [30] and RDH-MSB [29] methods. The RDH-MSB method
could conduct decryption only after data extraction, so it did not derive the marked images.

Figure 13 illustrate the hiding capacity for all the test images of each database. With
the proposed method, higher hiding capacity could be attained as the value of L increased.
In all databases, the proposed method achieved a high hiding capacity of around 1 bpp in
the case of L = 10. With respect to the Kodak database, the hiding capacity of our method
was around 0.82 bpp on average (L = 10). In contrast, the hiding capacity of the RDH-EtC
method was 0.04 bpp on average. The RDH-MSB method achieved a hiding capacity of
1.64 bpp on average, which was much higher than that of the proposed method. However,
despite the high capacity, the compression performance of marked encrypted images is not
considered in this method, and the order of restoration is completely fixed without any
flexibility. Figure 13c,d show that the proposed method further achieved higher hiding
capacity in the case of using a larger image.
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Figure 13. Data hiding capacity of proposed, RDH-EtC [30] and RDH-MSB [29] methods. (a) Kodim4;
(b) peppar; (c) ihc5 (1/16); (d) ihc5 (original).

Figure 14 shows examples of marked images obtained with the proposed method with
L = 10. The RDH-MSB method could not conduct decryption before data extraction; thus,
marked images could not be obtained as described above. Figures 15 and 16 exhibit the
marked-image quality of the proposed and RDH-EtC methods, respectively. It is clear that
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both the PSNR and SSIM values of the proposed method decreased as the value of L, i.e., the
hiding capacity, increased. In addition, the values of the proposed method were lower than
those of the RDH-EtC method because there was a trade-off between hiding capacity and
marked-image quality. In the Kodak database, the proposed method achieved a PSNR
of 27.54 dB and SSIM of 0.8960 with a hiding capacity of 0.82 bpp on average (L = 10). In
contrast, the PSNR and SSIM values of the RDH-EtC method were 49.14 dB and 0.9989,
respectively, with a hiding capacity of 0.04 bpp. As shown in Figures 15c,d and 16c,d, the
marked-image quality was affected by image size. The influence on SSIM was particularly
large; the SSIM for the images with the original size was much higher than that for the
1/16 images.

(a)
(b)

(c) (d)

Figure 14. Marked images (L = 10). (a) Kodim4; (b) peppar; (c) ihc5 (1/16); (d) ihc5 (original).

PS
N

R
 [d

B
]

20.00

25.00

30.00

35.00

40.00

45.00

50.00

55.00

60.00

Proposed(L=1) Proposed(L=3)
Proposed(L=10) RDH-EtC [26]
Proposed (L=1)
Proposed (L=10)

Proposed (L=3)
[30]

(a)

PS
N

R
 [d

B
]

20.00

25.00

30.00

35.00

40.00

45.00

50.00

55.00

60.00

Proposed(L=1) Proposed(L=3)
Proposed(L=10) RDH-EtC [26]
Proposed (L=1)
Proposed (L=10)

Proposed (L=3)
[30]

(b)

Figure 15. Cont.



Appl. Sci. 2022, 12, 9418 14 of 18

PS
N

R
 [d

B
]

20.00

25.00

30.00

35.00

40.00

45.00

50.00

55.00

60.00

Proposed(L=1) Proposed(L=3)
Proposed(L=10) RDH-EtC [26]
Proposed (L=1)
Proposed (L=10)

Proposed (L=3)
[30]

(c)

PS
N

R
 [d

B
]

20.00

25.00

30.00

35.00

40.00

45.00

50.00

55.00

60.00

Proposed(L=1) Proposed(L=3)
Proposed(L=10) RDH-EtC [26]
Proposed (L=1)
Proposed (L=10)

Proposed (L=3)
[30]

(d)

Figure 15. Marked-image quality of proposed and RDH-EtC [30] methods (PSNR). (a) Kodim4;
(b) peppar; (c) ihc5 (1/16); (d) ihc5 (original).
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Figure 16. Marked-image quality of proposed and RDH-EtC [30] methods (SSIM). (a) Kodim4;
(b) peppar; (c) ihc5 (1/16); (d) ihc5 (original).

4.2. Lossless Compression Performance

We evaluated the lossless compression performance using JPEG-LS and JPEG 2000.
Figures 17 and 18 show the bitrates of encrypted, marked, and compressed images. While
the bitrates of the original images were 8 bpp, those of the encrypted, marked, and com-
pressed images for the proposed method were lower than 7 bpp with any of the three
values of L for all databases. The RDH-EtC method [30] further attained bitrates lower than
those of the proposed method due to a significantly low hiding capacity. Meanwhile, the
bitrates of the encrypted, marked, and compressed images for the RDH-MSB method [29]
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were expanded compared with those before compression. This was caused by the encryp-
tion algorithm using a bitwise exclusive-or operation. Consequently, our method could
compress marked encrypted images without loss while enhancing the hiding capacity.
Additionally, a larger image contributed to further enhancing performance.
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Figure 17. JPEG-LS compression performance of proposed, RDH-EtC [30] and RDH-MSB [29]
methods. (a) Kodim4; (b) peppar; (c) ihc5 (1/16); (d) ihc5 (original).
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Figure 18. JPEG 2000 compression performance of proposed, RDH-EtC [30] and RDH-MSB [29]
methods. (a) Kodim4; (b) peppar; (c) ihc5 (1/16); (d) ihc5 (original image).

5. Conclusions

We proposed a new algorithm for reversible data hiding in encrypted images that
simultaneously accomplishes both high hiding capacity and high compression performance.
Our method has three main advantages. First, a compressible encryption method WAS
used to attain high compression performance using international standards JPEG-LS and
JPEG 2000. Second, our method achieveD high hiding capacity of around 1 bpp. For this
purpose, we introduced an MED predictor for pixel prediction and a PEE-HS method for
data hiding. Lastly, we could decrypt marked encrypted images without data extraction;
marked images containing a payload could accordingly be obtained.

The proposed method was evaluated in terms of data-hiding capacity, marked-image
quality, and lossless compression performance with JPEG-LS and JPEG 2000. We discussed
the experimental results with L = 10 using the Kodak database, and we confirmed a
similar trend in the other databases. The hiding capacity of our method was 0.82 bpp on
average. This capacity was approximately 20 times higher than that of a conventional
compressible RDH-EI method. In terms of marked-image quality, our method achieved a
PSNR of 27.54 dB and SSIM of 0.8960 under hiding capacity of 0.82 bpp. Lastly, we proved
that the marked encrypted images could be effectively compressed by using JPEG-LS and
JPEG 2000. Regarding the influence of image size, we confirmed that our method further
enhanced performance with a larger image. Through our experiments, it was clear that our
method was the only technique that possessed all three advantages.

The method still has a constraint on flexibility. When we first decrypted a marked
encrypted image before data extraction, a marked image was derived. However, it is
difficult to retrieve the original image and extract a payload from the marked image. To
alleviate the constraint, we will properly define the embedding order within and among
blocks in the data-hiding algorithm. This would further expand the range of applications.
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