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Abstract

:

Cloud platforms allow administrators or management applications with privileged accounts to remotely perform privileged operations for specific tasks, such as deleting virtual hosts. When privileged accounts are leaked and conduct dangerous privileged operations, severe security problems will appear on cloud platforms. To solve these problems, researchers focus on auditing privileged users’ behaviors. However, it is difficult to automatically audit fine-grained privileged behaviors for graphical operating systems. Moreover, it is hard to prevent users from bypassing the audit system or to prevent hackers from attacking audit system. In this paper, we propose a Secure and Automatic Behavior Audit system named SA-UBA. It provides advanced deep learning models to automatically achieve fine-grained user behavior audits for graphical operating systems. Furthermore, it adopts cryptography-based account storage and sharing methods to securely manage privileged accounts. In particular, privileged accounts cannot be leaked even if SA-UBA is compromised by attackers. We built a threat model of a cloud platform to evaluate the security of the SA-UBA and conduct extensive experiments with SA-UBA in real scenarios. The results show SA-UBA introduces a small overhead on securely managing privileged accounts and accurately recognizes fine-grained user behaviors.
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1. Introduction


Cloud computing allows users and applications to access various services from remote locations, which brings great convenience. Besides ordinary users interacting with cloud services, administrators or management applications with privileged accounts often perform privileged operations to achieve specific tasks [1], such as deleting virtual hosts and downloading database files.



As privileged accounts have much higher permissions than ordinary accounts, they may incur severe security problems on cloud platforms. In particular, when the behavior of a privileged account is out of control, important resources and private data on cloud platforms can be accessed by malicious attackers. For example, millions of records of Uber’s personal information about its passengers and drivers were disclosed since the hackers obtained the Uber employees’ login credentials from the Amazon Web service [2]. Moreover, even if privileged accounts are not leaked, insiders with privileged accounts can perform dangerous operations that may lead to privacy data leaks or even server crashes [3]. According to the investigation of the CERT Insider Threat Center of Carnegie Mellon University [4], more than 90% of security incidents come from insiders. Therefore, it is important to securely manage privileged accounts and audit privileged user behaviors.



Privileged access and uncontrolled privileged accounts may pose three threats to the cloud platform: firstly, privileged users may perform hidden dangerous operations on the cloud platform that are difficult to identify accurately by the audit system; secondly, privileged users directly access the cloud platform bypassing the audit system when managing the privileged accounts themselves; finally, in the process of users accessing the cloud platform, attackers can invade the system and steal the password by parsing the application code and retrieving hard-coded credentials. To address the above security threats, several studies are auditing privileged user behaviors [5,6,7,8] to prevent dangerous operations. They analyze privileged behaviors from RDP (Remote Desktop Protocol) videos [5,6] or network traffic [7,8]. However, it is difficult to automatically audit fine-grained privileged behaviors for graphical operating systems. Moreover, to prevent users from bypassing the audit system or tampering with the behavior logs, various privileged account management systems are proposed [9,10,11,12,13]. They are responsible for managing the remote desktop access of privileged accounts [10], privileged identities in enterprises [9], and database credentials for privileged accounts [11,12,13]. Although they achieve diversified management functionalities, they fail to consider preventing the leakage of privileged accounts when the privileged account management systems are compromised.



In this paper, we propose a Securely and Automatically Privileged User Behavior Auditing for Cloud Platforms, named SA-UBA. It can automatically audit fine-grained user behaviors in graphical operating systems and securely manage privileged accounts. SA-UBA can audit privileged behaviors in a fine-grained way for graphical operating systems. It first collects operating images when the users access cloud resources and issue commands. After that, SA-UBA applies deep-learning-based text reading to extract text information from images. Particularly, we improved the deep learning models on processing text detection and recognition so that the complex background and small icons of graphical operating systems can be well handled. Finally, SA-UBA matches the extracted text information to specific user behaviors. Thus, SA-UBA can automatically achieve a fine-grained user behavior audit for graphical operating systems.



To prevent users from bypassing the audit system or tampering with the behavior logs, SA-UBA introduces the account-password management module. It conducts resource access authentication for privileged accounts and achieves unified management. Moreover, cryptography-based account storage and sharing methods are proposed to prevent password leakage, even if the system is compromised. As attackers may also try to read authentication credentials in the system or application codes, this system adopts hard-coded elimination and code obfuscation technology to securely store all of the credentials.



We implemented the prototype of SA-UBA and conducted extensive experiments with SA-UBA in real scenarios. Our experimental results demonstrate that SA-UBA introduces a small overhead. For example, it incurs less than 6% band-width usage and about 5% time usage for users with privileged accounts to access cloud resources. Moreover, SA-UBA can detect various texts from complex images with a 22% improvement compared to existing work, and achieve a 94% accuracy in extracting text information. Based on the extracted information, SA-UBA can recognize fine-grained user behaviors with 75% accuracy.



In summary, our paper makes the following contributions:




	
We propose a system named SA-UBA to provide automated and fine-grained user behavior audit method for cloud platforms, especially for graphical operating systems;



	
To prevent users from bypassing the audit system or tampering with behavior logs, we propose a secure privileged accounts management method with a cryptography mechanism;



	
We implement the prototype of SA-UBA and conduct extensive experiments in real scenarios to demonstrate the effectiveness of automated auditing and analyze the security of SA-UBA. We also analyze in detail the introduction of overhead as a supplementary experiment.








The rest of this paper is organized as follows. Section 2 reviews the related studies and compares SA-UBA with existing solutions. Section 3 introduces the overall structure of the SA-UBA. Section 4 and Section 5 present the detailed design of this system. Section 6 evaluates the overhead and effectiveness of the system. Section 7 concludes our paper.




2. Related Work and Comparison


Dinoor et al. [14] pointed out that companies using cloud services should take measures to prevent the abuse of privileged access. Sindiren E et al. [15] conducted a detailed analysis of cloud platform security incidents, and their views showed that the lack of privileged account management and user behavior audits were the culprits of these problems. Moreover, Walker P [16] analyzed the reasons for the failure of certain privileged access management systems, and pointed out that a privileged access management system should include two functions: privileged account management and user behavior audits. In recent years, many researchers have started their work from these two aspects.



User Behavior Audit. A number of studies [5,6,7,8] prevented dangerous operations by auditing privileged user behaviors. They mainly captured videos and manually audited user behaviors. Zhang et al. [5] designed an audit system based on the RDP proxy, which aimed to prevent malicious users from tampering with audit information. Cui et al. [6] also provided a similar audit system with the proxy-based structure. As manual audits find it difficult to handle large-scale privileged user operations, researchers have applied machine learning models to mitigate the heavy task of large-scale behavior audit. Dusi M et al. [7] first used statistical classification to analyze the network traffic that is generated from user behaviors. It can determine what applications are used during the user’s access. On this basis, Suznjevic et al. [8] adopted decision trees to analyze the network traffic and improve the classification accuracy. S. Khaliq et al. [17] collected and analyzed the user’s operation logs (such as system logs, application logs, etc.) to obtain ongoing user activities. Junfeng Qi and Yao Y [18,19] used sense text reading to extract the text information from the video. However, existing studies cannot easily automatically audit the fine-grained privileged behaviors for graphical operating systems. In contrast, our system can automatically recognize fine-grained user behavior audit for graphical operating systems.



The User Behavior Audit subsystem designed in this paper can audit privileged behaviors in a fine-grained way for graphical operating systems. We applied deep-learning-based text reading to extract text information from images. In particular, we improved the deep learning models in processing text detection and recognition, so that the complex background and small icons of graphical operating systems can be well handled. Finally, the SA-UBA matches extracted text information to specific user behaviors. Thus, SA-UBA can automatically achieve a fine-grained user behavior audit for graphical operating systems.



Privileged Account Management. To mitigate the security problems caused by privileged accounts, a number of privileged account management systems are proposed [9,10,11,12,13]. Bhaskaran K [9] designed a system deployed on the user side for managing the remote desktop access of privileged accounts. Tan Z et al. [10] provided a proxy-based privileged account management system to manage privileged identities in enterprises. Secure Proxied Database Connectivity (SPDC) [11,12] is a security access system for managing database accounts on the cloud. It can realize the secure connection from applications to cloud-storage data. Sade Y et al. [13] employed the database connection API when the application requested to access the database. W. Tirtadjaja et al. [20] designed a package solution combining privileged access management, and identity and access management. However, no specific technical details were provided. The existing solutions achieve diversified management functionalities. However, they fail to consider preventing the leakage of privileged accounts when privileged account management systems are compromised.



Our system named SA-UBA applies several techniques to enhance the security of managing privileged accounts. We show the comparisons between SA-UBA and existing systems in Table 1. SA-UBA enables resource access authentication for privileged accounts and achieves unified management. Moreover, the cryptography-based account storage and sharing methods are applied to prevent password leakage even if the system is compromised. As attackers can possibly try to read authentication credentials in the system or application codes, SA-UBA adopts hard-coded elimination and code obfuscation technology to securely store all of the credentials.




3. Structure of SA-UBA


SA-UBA consists of two subsystems. The User Behavior Audit subsystem is used to determine the behaviors of privileged users in accessing resources, monitoring these behaviors during the event, and auditing them afterward. We propose a new deep-learning-based text information extraction module for the user behavior audit applied in this subsystem, tackling the challenge of the automatically graphical system audit. The Privileged Account Management subsystem is used to manage privileged accounts by providing secure privileged account storage and management, providing the security guarantee of a user behavior audit. To ensure the security of the system itself, the subsystem adopts cryptography-based account storage and sharing methods to prevent password leakage even if the system is compromised. Hard-coded elimination and code-obfuscation technology have also been adopted to protect the codes. As shown in Figure 1, SA-UBA implements three functions: the red line represents the user-access process, the blue line represents the application-access process, and the yellow line represents the user behavior audit process.



	
Secure access to the cloud resources by privileged users: As shown by the red line in Figure 1: (1) The SA-UBA system allows users to access cloud platform resources with a browser. (2) Before establishing the connection with a resource on the cloud, the users’ identity needs to be authenticated by the Accounts Password Management module. If the authentication succeeds, the token will be returned to the user for accessing the resource. (3) The user applies to the Secure Access Proxy with the token to access resources. Once the connection is established, the proxy is responsible for communicating between the users and resources. (4) The Secure Access Proxy maintains the connection between users and resources. This proxy can help to extract audit information and monitor user behavior based on the analysis results of the User Behavior Audit Subsystem.



	
Secure access to the cloud database by privileged applications: As shown by the blue line in Figure 1: (1) Custom Middleware is designed to assist in the authentication of applications. Therefore, the application needs to ask the Custom Middleware for access to the cloud resources. (2) The Accounts Password Management module authenticates the fingerprint of the application and returns a token if successful. (3) Custom Middleware establishes a connection, using the token, between the certified applications and the database.



	
User behavior audit: As shown by the yellow line in Figure 1: (1) Firstly, the user operation images and operation-related metadata are passed to the User Behavior Audit subsystem; these data are generated in the Secure Access Proxy and collected by the User Behavior Collection module. (2) The Text Information Extraction module extracts the text information in the user operation images and outputs the audit data to the Audit Database. The deep-learning-based scene text-reading model is used in this step to obtain more accurate audit data. (3) The User Behavior Analysis module identifies the users’ operations by analyzing the audit data. This module divides user behavior into four levels to accurately determine privileged operations and respond in time. (4) The result of the user behavior analysis is sent to the Secure Access Proxy. When the user is found to perform an illegal operation, the proxy will block the operation in time.







4. Privileged User Behavior Audit Subsystem


This section gives the design of the Privileged User Behavior Audit subsystem. To solve the problem that it is difficult to supervise the behavior of privileged users, this subsystem provides automated auditing and monitoring functions. The structure of this subsystem is shown in Figure 2.



Users access the cloud resources through the secure access proxy. The web page’s drawing function receives drawing instructions that carry a lot of audit information (including images and metadata). The User behavior image collection module (Section 4.1) collects and parses these instructions, restoring images and extracting metadata. For these images, the text information extraction module (Section 4.2) locates the text area and recognizes the text content, the core of this module is scene text-reading based on deep learning. The text information extracted from the images and the metadata are stored in the audit database as audit information, the user behavior analysis and monitoring module (Section 4.3) determines the users’ behaviors and intercepts against actions outside the users’ authority.



4.1. User Behavior Logs Collection


The User Behavior Collection module is designed to extract the user operation images and operation-related metadata when users access the cloud platform resources. These data are contained in “img” Instruction, “blob” Instruction and Connection Information.



The key arguments are shown in Table 2. Among these arguments, “userID”, “userIP”, and “serverIP” come from the connection information, “opTime”, “imgX”, and “imgY” come from “img” Instructions and “imgCode” comes from the “blob” Instructions. All of these arguments will be stored in the Audit Database as one piece of audit data.



“imgCode” is the base64-encoded data of images, these images will be decoded and transmitted to the Text Information Extraction module. The argument “text” is the output of the Text Information Extraction module, including all of the text information on the image. The generation process of Argument “text” will be described in the next section.




4.2. Deep-Learning-Based Text Information Extraction


To extract the text information in these images, deep-learning-based scene text-reading is used in this module. In this part, we draw lessons from the related work of scene text-reading and modified for the user behavior audit scenario. The Text Information Extraction module can be divided into the text detection process and text recognition process, as is shown in Figure 3.



4.2.1. Text Detection Process


The text detection process in this module aims to detect the text regions from the images representing user behaviors. The images generated during user access to cloud computing resources usually contain horizontal text. The deep-learning-based text detection model Connectionist Text Proposal Network (CTPN) [21,22] happens to be suitable for this situation. Aiming at the problem of a complex background in the user behavior audit scene, the CTPN model is specifically modified in this paper. The process is shown in Figure 3a: 1. The image input to the Text Information Extraction module will be divided into multiple sub-level proposals. The main idea of the CTPN model is to determine whether each proposal contains text, and which connect proposals are most likely to contain texts. 2. At the same time, the image will be input into the first Convolutional Neural Network (CNN) to extract the feature map. 3. Considering the sequence and locality of the text, the Recurrent Neural Network (RNN) is used for connectionist prediction on the feature map. To fully analyze the relationship between the adjacent proposals, the Bi-directional Long Short-Term Memory network (BiLSTM) is used to replace traditional RNN. 4. According to the prediction for each proposal given by BiLSTM, the text detection model will find out the proposals containing texts and connect the adjacent proposals into text regions according to the algorithm proposed in [21].



Targeted modification of CTPN: During the text detection process in the user behavior audit scene, it is difficult for the CTPN model to distinguish between the text-like graphics (such as small icons in the Windows system) and text areas. In this article, we tried to solve this problem by modifying the predicted value of the RNN model. The original CTPN model predicts five variables for each proposal. Among these variables, the text and non-text scores are used to determine whether a proposal contains text and the other three variables are used to adjust this proposal to make it more likely to contain text. This adjustment will only change the size and vertical position of the proposals, not the horizontal position. This design may cause the text-like graphics to be mistakenly framed into text regions when the width of the proposals increases. The modified model predicts four different variables for the adjustment of proposals, so that as the width of a proposal increases, its horizontal position will also change. The mathematical expression of modified CTPN is shown as follows:


   t x  =    G x  −  A x     A w    ,      t x *  =    G x *  −  A x     A w     



(1)






   t y  =    G y  −  A y     A h    ,      t y *  =    G y *  −  A y     A h     



(2)






   t w  = l o g    G w  /  A w    ,      t w *  = l o g    G w *  /  A w     



(3)






   t h  = l o g    G h  /  A h    ,      t h *  = l o g    G h *  /  A h     



(4)




where T = (tx,ty,tw,th) and T* = (   t x *  ,  t y *  ,  t w *  ,  t h *   ) are the ground truth coordinates and the predicted coordinates, respectively. G = (Gx, Gy, Gw, Gh) and G* = (   G x *  ,  G y *  ,  G w *  ,  G h *   ) are the ground truth box and the predicted box, respectively. Gx,Gy,Gw,Gh are the x-axis, y-axis of the center and the width, height of the ground truth text box, respectively. Ax, Ay, Aw, and Ah are the x-axis, y-axis of the center, and the width, height of the text proposal.



The overall objective function (L) contains two loss functions Lcls and Lreg, which compute errors of text/non-text scores and proposal coordinates, respectively. We follow the multi-task loss applied in [21] to minimize the objective function (L) for an image as:


  L    s i  ,  s i *  ,  t j  ,  t j *    =  1   N  c l s        ∑  i   N  c l s       L  c l s      s i  ,  s i *    +  𝜆   N  r e g        ∑   j = 1    N  r e g       L  r e g      t j  ,  t j *     



(5)







   L  c l s      s i  ,  s i *      and    L  r e g      t j  ,  t j *      are as follow:


   L  c l s      s i  ,  s i *    = − l o g    s i   s i *  +   1 −  s i      1 −  s i *       



(6)






   L  r e g      t j  ,  t j *    = s m o o t  h   L 1       t j  −  t j *     



(7)




where   s m o o t  h   L 1     :


  s m o o t  h   L 1     x  =       0.5  x 2                        i f  x  < 1        x  − 0.5         o t h e r w i s e        



(8)




where    s i *    is the predicted probability of proposal  i  being a true text. si = {0, 1} is the ground truth. Ncls and Nreg are the number of proposals used by Lcls and Lreg, respectively. λ is the loss weight to balance different tasks; in this paper, we set it to 2.0. The effect of this modification will be evaluated in Section 6.




4.2.2. Text Recognition Process


The text recognition process aims to transform the text regions into editable characters (the argument “text” in the audit database). Considering that the text images belong to sequence-like objects, the Convolutional Recurrent Neural Network (CRNN) [23,24], a combination of CNN and RNN, is adopted in this paper. The images generated during user operations often contain incomplete characters. Therefore, a pre-process is designed to segment the text regions and remove incomplete characters.



Pre-process before text recognition: The pre-process modifies the text regions to uniformly formatted text regions of the same size and no incomplete characters. This process mainly contains three steps: 1. Segmenting the text regions based on the OSTU [25] algorithm, the segmentation in this step is according to the gap between characters; 2. Removing text regions whose size is below the threshold, these small text regions are considered incomplete words or characters; 3. Scaling all of the remaining text areas to a fixed size through the bi-linear sampling algorithm. The unified formatting of the text regions improves the accuracy of text recognition. This conclusion will be explained in Section 6.



As is shown in Figure 3b: 1. A text region is converted to feature sequence by CNN-2, this CNN model is specially designed to divide the text region vertically into several parts, and each part corresponds to a feature sequence. 2. RNN-2 analyzes these sequences and predicts the characters to which each sequence may correspond, the output of RNN-2 is that each sequence corresponds to any character. 3. Connectionist Temporal Classification (CTC) [26] is used to transform the probability predicted by RNN-2 into the final character sequence.



For instance, CNN-2 divides the text region into 12 parts with 12 feature sequences. RNN-2 predicts the characters to which these 12 parts may correspond, and the output result is the sequence “-u-ss-er-ID-” (“-” means RNN-2 predicts this part as blank). CTC transforms this sequence into “userID” by computing the probability.





4.3. User Behavior Analysis Monitoring


In the User Behavior Analysis Monitoring module, the text of the image—the result of the deep-learning-based Text Information Extraction—will be matched to the existing keywords in the audit database and determine the users’ behavior. This module identifies users’ operations by matching the keyword string of the argument “text” in the audit database. For instance, in the audit database, the string “Upload-WinSCP” appears, representing a privileged user uploading files to the remote host, and this operation can be a Privileged Operation.



In this module, users’ operations on cloud computing resources will be divided into four categories:




	
Regular Operation refers to general operations performed by users when they access cloud computing resources, and such operations will be executed normally;



	
Privileged Operation involves key resources or sensitive data on the cloud platform. The user behavior monitoring module will block the operation and request approval from the system administrator. Privileged operations can only be performed with administrator approval;



	
Unauthorized Operation may affect resources or data that do not belong to the user, the user behavior monitoring module will prevent such operations directly;



	
Dangerous Operation is destructive to resources and data on the cloud platform, such as deleting databases and deleting virtual machine images. This module will disconnect the user from the cloud platform while preventing such operations.








All of the user behaviors will correspond to the above four types of operations, and the User Behavior Monitoring module will react based on the classification results. The Audit Database will record three types of operations, Privileged Operations, Unauthorized Operations, and Dangerous Operations, for post audit.



Figure 4 is an actual case to illustrate the process of the privileged user behavior audit. In this case, a privileged user tried to dump the database file and send it to the remote host. During the user operation, the User Behavior Collection module collected operation-related metadata (Figure 4a,b) and five images (Figure 4c). The Text Information Extraction module extracted the text information in these images and obtained the result shown in Figure 4d. Finally, the User Behavior Analysis module matched the key string in the text information (red words in Figure 4d) and determined the user behavior.





5. Privileged Account Management Subsystem


This section gives a minute description of the Privileged Account Management subsystem. In Section 5.1, the working process of the Account-Password Management module is introduced, which is the core of this subsystem. Based on this module, the User-Access Process and Application-Access Process with Privileged Account Management are elaborated in Section 5.2 and Section 5.3.



5.1. Account-Password Management Module


The Account-Password Management module is the core module of the Privileged Account Management subsystem. The users and applications will authenticate to this module before accessing the resources. In this part, we use a cryptography mechanism to store and manage the accounts. Once the system itself is compromised, the cryptography-based Account-Password Management module can effectively prevent hackers from stealing privileged accounts.



5.1.1. Encrypted Storage


In this subsystem, the account passwords are stored with hierarchical encryption. The encrypted storage scheme is shown in Figure 5. In this scheme, each account password is encrypted with a Data-Encryption Key (DEK), for each application or cloud resource; additionally, all of the DEKs are encrypted with a Key-Encryption Key (KEK), and all of the KEKs are encrypted with the Root Key (RK). AES-256-GCM is used for all of the encryption processes in this part. The secret sharing algorithm [27] can divide the RK into N key blocks, and send them to N administrators of storage. The storage of the account passwords can be decrypted when at least K of N administrators provide their key blocks simultaneously. The secret sharing algorithm is implemented as follows:



Initialization Phase. We define finite field GF(p). Here, p is a large prime number. We then randomly select N non-zero elements (x1, x2…xN) in the GF(p) and send them to the related administrator (A1, A2…AN) in public. Element xr can represent the identity of administrator Ar.



RK Distribution Phase. We select an integer s less than p as RK, and select (K − 1) elements in the GF(p) as a1, a2…aK. Equation (9) is a polynomial function where a0 = s:


  f  x  =  a 0  + ⋯ +  a  K − 1    x  K − 1           m o d   p    



(9)







For each Ar in (A1, A2…AN), we generate a key blocks sr by Equation (10):


   s r  = f    x r    =  a 0  + ⋯ +  a  K − 1    x r  K − 1         m o d   p    



(10)







Then, we send key blocks sr to Ar in secret.



RK Recovery Phase. Any K administrators (A1, A2…AK) can recover RK by function (3), the Lagrange interpolation formula is used in Equation (11):


  s = f  0  =   ∑   i = 1  K  f    x i      ∏   j = 1 , j ≠ i  K     x j     x j  −  x i        m o d   p    



(11)








5.1.2. Account-Password Management


After the initialization of the account-password management module, all of the account passwords are encrypted and stored in secure storage. When more than K administrators submit key blocks and recover the RK, the module will decrypt the KEK, DEK, and account passwords in turn and start working. This module contains five functions:




	
Account Management. Administrators can register accounts of cloud resources to this module including cloud hosting accounts, database accounts, and other accounts. These accounts will be managed automatically;



	
Dynamic Password Management. Connecting to cloud resources hosted by this module, and creating dynamic account password for these resources;



	
Authentication. Authenticating privileged users and applications, allowing authenticated users or programs to retrieve their account passwords;



	
Lifecycle Management. If a resource has passed the lease term, the module will automatically restore its account password;



	
Password Rotation. If the password has not been changed for a long time or is leaked (password change cycle is predefined), this module will automatically change the password; if the storage is attacked, or storage device failure occurs, the account-password management module will be out of work and re-encrypt the KEK, DEK, and account passwords.










5.2. User-Access Process


After administrators registering accounts of cloud resources to the account-password management module, users can access these resources through the privileged account subsystem. The specific process is shown in Figure 6: (1) User authenticates to the account-password management module at first; (2) The authentication function confirms the user’s identity and returns a token corresponding to the identity, this token is the user’s credentials for accessing resources; (3) The user connects to the account-password management module again for requesting the password of the resource account, the request should contain the user’s token; (4) The password management checks the token and returns the account password requested by the user; (5) With this password, the user can access the cloud resource through the secure access proxy.



Secure access proxy is a key module in the User-Access Process. This proxy allows users to access cloud resources with a browser and automatically collects audit images for the user behavior audit subsystem. This proxy can analyze protocols for accessing cloud resources and draw the desktops on the users’ browsers.



The protocol analysis function connects to the cloud resources with RDP (Windows system) or VNC (Linux) and translates the requests of these protocols into instructions. There are five commonly used instructions in this function: Handshake instructions are used to establish a connection; Control instructions are used to control the connection such as “close” and “reset”; Drawing instructions can be executed through the webpage drawing function, used to draw a remote desktop on the user’s web browser; Client events instructions are used to transmit users’ keyboard or mouse input events; Streaming instructions are used to transfer binary objects, such as pictures, videos, files, etc. Each instruction consists of an opcode and several arguments; the opcode and arguments are used to indicate the operation type and operation details.



The web page drawing function receives drawing instructions from the protocol analysis function and draws the remote desktop on users’ browsers in real-time. Drawing instructions are only generated when the remote desktop changes, so the web page drawing function collects details of these instructions for user behavior auditing. For instance, “img” instructions and “blob” instructions are transmitted to the web page drawing function, “img” instruction contains information of an image for drawing the remote desktop, and “blob” instruction contains the base64 encoding of the image. For auditing the user’s behavior, the image in “blob” instruction and metadata information of these two instructions are recorded and stored in the audit database.




5.3. Application-Access Process


The application-access process is the interaction between the applications and databases on the cloud platform. As with the user access process, administrators need to register accounts of the database and fingerprint of applications at first. The specific process is shown in Figure 7: (1) When an application initializes the connection to a database on the cloud platform, Custom Middleware extracts the fingerprint of this application; (2) Custom Middleware submits the fingerprint to the account-password management module to authenticate the application; (3) The authentication function verifies the fingerprint and returns the token of this application; (4) Custom Middleware requests the password of the database with the token; (5) The password management checks the token and returns the password; (6) Custom Middleware establishes a connection between the application and the database with the database password.



Custom Middleware is deployed on the application server and is the key module. In the application-access process, Custom Middleware is used to authenticate applications’ identity with the account-password management module and to establish a connection between the application and database. In the design of Custom Middleware, we considered two aspects of security: first, once the application code is leaked, the hacker can extract the authentication credentials stored in the clear text in the application; secondly, when the SA-UBA is attacked, hackers can reverse analyze the custom middleware code and forge authentication requests. Therefore, this paper adopts the following two defense methods:



Hard-coded Elimination. The connection between the application and the database is usually executed through the database-driver. To establish a connection by database-driver, an application needs to store their credentials and submits the credentials to the database for initializing the connection. Once the credential is revealed during the communication, the attacker can use it to access the database and steal data. To solve this security issue, the hard-coded elimination function rewrites the database-driver replacing the credential with the dynamic password generated by the account-password management module. If the password is leaked, the password rotation function can change the password in time to prevent the attackers from accessing the database.



Code Obfuscation. If the attackers set reverse engineering on to the custom middleware, authentication and password retrieval requests may be forged. To prevent this attack, code obfuscation is used with the database-driver. The code obfuscation method used in this article is as follows [28]: 1. Layout Transformations: Removing comments and formatting and jumbling the identifiers; 2. Control Flow Transformations: Transforming the control flow of the database-driven program. Execution includes aggregating uncorrelated computations and creating randomization in the order of expressions, statements, and loops. 3. Data Abstraction Transformations: Changing the name, inheritance relations, or the structure of data arrays to obfuscate data abstractions.





6. Evaluation


This section is an overall evaluation of the whole system. First, we built a threat model of a cloud platform to evaluate the overall security of the SA-UBA. After that, the Automatic User Behavior Auditing function was tested in two aspects: (1) We focused on testing the improvement effect of a deep-learning-based Text Information Extraction module, compared with the original model; (2) The overall performance of this subsystem was tested by simulated user operations. At last, the overhead introduced by this system was also tested in two aspects: (1) For the user-access process, we mainly evaluated the additional network overhead and resource occupation caused by secure access; (2) For the application-access process, this article took “JAVA Application to Database” as an example to test the delay caused by the security mechanism in three different scenarios. Table 3 is the checklist of using data for the evaluation part. This table shows the size, format, processing, and use of the data set in the evaluation part.



As shown in Figure 1, the Security Privileged Access System was deployed on a server independent of the cloud platform with Intel Core i5 dual-core CPU and 4.0 GB RAM. The User Behavior Audit Subsystem was deployed on another server with Intel Xeon four core CPU and 8.0 GB RAM. Although the training of the deep-learning model ran on a GPU server, a CPU server was used in the real running environment in this evaluation. The network settings in this experiment were the downstream bandwidth of 8192 Kbps and the upstream bandwidth of 4096 Kbps.



6.1. Threat Model and Security Evaluation


Privileged accessing without auditing and monitoring may incur severe security problems on cloud platforms. The threats of the privileged accessing process in cloud platform can be summed up in three points:




	
Threat 1: As is shown in Figure 8 red line No. 1, privileged users or applications may perform hidden dangerous operations on the cloud platform, this kind of operation usually consists of a series of complex operations and is difficult to identify accurately by the audit system. User behavior auditing can be more difficult for graphical operating system. Solution 1: In this paper, we provide automated and fine-grained user behavior audit method. This method can find hidden dangerous operations effectively, especially for graphical operating systems;



	
Threat 2: As is shown in Figure 8 red line No. 2, if users or applications manage the passwords of privileged accounts themselves, they can directly access the cloud platform bypassing the audit system. Solution 2: In this paper, we propose a secure privileged accounts management method, managing these accounts centrally. The passwords of the privileged accounts are stored encrypted by symmetric key cryptography, users or applications can only obtain the password when accessing the cloud platform. These passwords will be reset periodically;



	
Threat 3: As is shown in Figure 8 red line No. 3, in the process of users or applications accessing the cloud platform, attackers can invade the system and steal the password, attacking may include parsing the application code and retrieving the hard-coded credentials. Solution 3: In this paper, we propose a custom middleware to implement hard-coded elimination and code obfuscation. Two stealing methods of attackers are prevented pertinently by the custom middleware.









6.2. Evaluation of Automatic User Behavior Auditing Function


6.2.1. Evaluation of Deep-Learning-Based Text Information Extraction Module


To evaluate the Text Information Extraction module in the real privileged user behavior audit, this experiment selected three scenarios to simulate users’ operations, (Windows system, applications, and browsers). When simulating users’ behaviors, the User Behavior Collection module extracted the user operation images in real time. In this step, a large number of user behavior images were collected. We manually filtered the images that did not contain text information or were too small, and 600 representative images (200 images for each scenario) were kept.



Both the text detection process and text recognition are improved from existing deep-learning-based scene text-reading models. This experience mainly compares the performance of the original model and the improved model in the user behavior audit scene. The DetEval algorithm [29] is used to evaluate the text detection process and the text recognition process is evaluated by the Edit Distance. The comparison results are shown in Figure 9.



The improvement of the text detection model greatly improved the accuracy in the applications’ and browsers’ scenarios, the F-Score increased by 29.7% in the applications’ scenario and 26.7% in the browsers’ scenario. The modified model can better handle text-like graphics in the user behavior audit scenario, this ability makes it more accurate in two scenarios with complex backgrounds. On the other hand, the accuracy of the text recognition model improves from 90% to 94%, this improvement supports the analysis of user behavior to a certain extent.




6.2.2. Evaluation of User Behavior Analysis


In this part, we will evaluate the overall accuracy of user behavior recognition. For this purpose, this paper simulates three types of privileged behaviors in the graphical operating system:




	
System Operations: Adding an account or changing a password in Windows system;



	
File Modifications: Opening a word processor and modifying a sensitive document;



	
Resource Access: Daily operations of operation and maintenance personnel including modifying the configuration file and accessing the database.








These behaviors are simulated by Auto IT and analyzed by the User Behavior Audit subsystem. Figure 4 shows the process of the user behavior audit. The accuracy of user behavior recognition is shown in Table 4. The experimental results show that the overall accuracy of user behavior auditing is about 74%, and the accuracy of identifying complex operations, such as resource accessing, is not less than 70%.



Table 5 shows the time cost of user behavior recognition. The time cost of text detection processes and text recognition processes are 1.06 s and 1.53 s on average, and the whole user behavior recognition process will cost 2.59 s on average. In the SA-UBA system, the user behavior audit program runs on an independent server, so it will not affect the operation of the user and the server on the cloud platform.





6.3. Evaluation of Overhead Introduced by SA-UBA


6.3.1. Evaluation of User-Access Process


In the User-Access Process, the network bandwidth overhead is commonly used to evaluate the user’s experience of accessing resources on the cloud. This experiment compares the network overhead of direct accessing (connecting resources with mstsc.exe) and accessing through Privileged Account Management subsystems. Three types of user behaviors are used in this test: (1) Edit: User opens a word processor (such as notepad, Microsoft Word, etc.) and enters text; (2) Browse: User visits some web pages through the browser on cloud hosts; (3) Video: The user uses video applications or plays video files. The researchers repeat each operation 10 times and calculate the average of the network bandwidth overhead in 30 s.



The results of this experiment are shown in Figure 10; this figure compares the peak, valley, and average values of the bandwidth overhead when users perform three operations. The peak values gap between direct accessing and accessing with the Privileged Account Management subsystem is within 0.04 Mbps, and the valley values gap is within 0.03 Mbps. These gaps come from factors such as network instability or bandwidth changes. The gap of the mean network bandwidth overhead is not more than 0.06 Mbps. In other words, the additional bandwidth overhead brought by the Privileged Account Management subsystem is less than 5.7%. In practice, this additional overhead will not affect users’ normal access to cloud resources.



As a secure access system for cloud platforms, the ability to handle multi-user access requests is crucial. The resource occupation of the Privileged Account Management subsystem is shown in Figure 11. This experiment tested the CPU and memory usage of the secure server during multi-user access. The experimental results show that a server with a dual-core CPU and 4.0 GB RAM can support 50 users to access at the same time. When 20 users access at the same time, the CPU and memory usage is about 60%, which is the normal load of the security server.




6.3.2. Evaluation of Application-Access Process


It is a typical application-access process for a Java application to access databases on the cloud platform through the Java database connectivity (JDBC) interface. Generally speaking, there are three authentication scenarios between Java applications and databases on the cloud platform:




	
Scenario 1: Java program developers directly embed authentication credentials in the source code;



	
Scenario 2: Authentication credentials are embedded in the configuration file of the Java-based framework (such as SpringBoot, SpringMVC, etc.). The framework reads these authentication credentials and passes them to the database connection pooling (Druid [30], HikariCP, etc.). Database connection pooling creates the database connection and returns the response to the framework;



	
Scenario 3: Authentication credentials are embedded in the configuration file of a web container. Java web applications (such as Java Servlet) are deployed in web containers (such as WebLogic, WebSphere, JBoss, Tom-cat). Web containers create the database connection and Java web applications use the connection with the Java Naming and Directory Interface (JNDI).








In all of these three scenarios, the Privileged Account Management subsystem is used to replace the original authentication method. This subsystem eliminates the authentication credentials embedded in Java code and configuration files by building Custom Middleware, and realizes the dynamic authentication and management of applications with the Account-Password management module. In this part, we observed the Insertion, Deletion, Modification, and Query operations performed by the Java application on the database and tested the performance cost of the Privileged Account Management subsystem. In this experiment, the Java application was implemented based on JDK1.8, and MySQL5.7 was deployed on the cloud server. The performance costs in these three scenarios are shown in Figure 12, Figure 13, and Figure 14, respectively.



Analyzing the data of the three figures, this paper draws the following conclusions:




	
In these three scenarios, the cost ratios of adding a Privileged Account Management subsystem are 11.89%, 11.82%, and 12.54%, respectively, the cost in the third scenario is the largest but not by more than 13%;



	
When the number of operations increases, the cost ratio will decrease. Taking the Query operation of Scenario One as an example, when the number of operations is 1000, 3000, and 5000, the cost ratios are 59.9%, 12.7%, and 5.0%, respectively. This result occurs because the first authentication between the Java application and the database costs a large amount of time. When performing operations continuously, the time overhead approaches 5%;



	
For Insertion, Deletion, Modification, and Query operations, the increased computing times of the Privileged Account Management subsystem are 24.39%, 12.99%, 8.06%, and 11.34% respectively. The additional time cost of the Insertion operation is the largest. The time cost of security access is about the same (among 0.41 s and 0.53 s). The execution time of the insert operation is short, so the additional overhead takes up a larger proportion.








To sum up, the cost ratios caused by the Privileged Account Management subsystem in the application-access process is not more than 13%. For large-scale and long-term operations, the cost ratio is smaller (about 5.0%).






7. Conclusions


We propose a system named SA-UBA that automatically audits user behaviors for cloud platforms. SA-UBA applies advanced deep learning models to audit privileged behaviors in a fine-grained way for graphical operating systems. In order to strengthen the security of the audit system, SA-UBA applies cryptography-based accounts’ storage and sharing methods to securely manage privileged accounts. Even if SA-UBA is compromised by attackers, privileged accounts still cannot be leaked. We implemented the prototype of SA-UBA and evaluated it in real scenarios. The experimental results demonstrate that SA-UBA can securely manage privileged accounts with a small overhead and accurately recognize fine-grained user behaviors.
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Figure 1. Overall structure of SA-UBA. The red line represents the user-access process, the blue line represents the application-access process, and the yellow line represents the user behavior audit process. Before users and applications access the system, all privileged accounts will be statistically stored and managed by the Accounts Password Management module. 
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Figure 2. The structure of privileged user behavior audit subsystem. 
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Figure 3. Text information extraction module structure based on deep learning. 
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Figure 4. An actual case of privileged user behavior audit. A privileged user tried to dump the database file and send it to the remote host. 
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Figure 5. Hierarchical encryption of account passwords. Secret Sharing Algorithm divides RK into N key blocks for N administrators. 
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Figure 6. User-access process of Privileged Account Management subsystem. 






Figure 6. User-access process of Privileged Account Management subsystem.



[image: Applsci 12 08763 g006]







[image: Applsci 12 08763 g007 550] 





Figure 7. Application-access process of Privileged Account Management subsystem. 
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Figure 8. Threats of privileged accessing process in cloud platform. 
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Figure 9. The accuracy of the original model and the improved model. 
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Figure 10. The accuracy of the original model and the improved model. 
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Figure 11. The accuracy of the original model and the improved model. 
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Figure 12. Comparison of execution time between direct access and secure access in scenario 1. 
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Figure 13. Comparison of execution time between direct access and secure access in scenario 2. 
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Figure 14. Comparison of execution time between direct access and secure access in scenario 3. 
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Table 1. Comparison of privileged account management and user behavior audit.
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Related Work

	
Objects Managed

	
Client Agent

	
Modify Code

	
Code Obfuscation






	
[9]

	
User

	
√

	
—

	
—




	
[10]

	
User

	
×

	
—

	
—




	
[20]

	
User

	
×

	
—

	
—




	
[12]

	
Application

	
√

	
√

	
×




	
[13]

	
Application

	
×

	
×

	
×




	
Our System

	
Both

	
×

	
×

	
√




	
Related Work

	
Video

Audit

	
Fine-Grained

	
Automatically

Audit




	
[5,6,7,8,17]

	
×

	
×

	
√




	
[18,19]

	
√

	
×

	
×




	
Our System

	
√

	
√

	
√
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Table 2. Arguments of audit data.
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	Argument Name
	Argument Meaning
	Examples





	userID
	A string that uniquely identifies the user.
	ID56127848



	userIP
	User’s IP address.
	192.168.0.101



	serverIP
	IP address of Resource.
	192.168.0.105



	opTime
	The time the user took the action.
	2020-03-05 18:10:12



	imgX
	The X coordinate of the upper-left corner.
	(2.14, 1.09)



	imgY
	The Y coordinate of the upper-left corner.
	(3.475, 2.32)



	imgCode
	The base64-encoded data of the image.
	iVBORw0KCYII=



	text
	Text information on the image.
	My Computer
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Table 3. Checklist of using data (Evaluation of User Behavior Auditing Function).
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Data Set

	
Data Size

	
Data From

	
Data Process

	
Uses






	
user operation images scenario 1

	
200

	
Images and MetaData

	
Data Acquisition, A unified image size, Annotation texts

	
Evaluation of Text Information

Extraction module




	
user operation images scenario 2

	
200

	
Images and MetaData




	
user operation images scenario 3

	
200

	
Images and MetaData




	
privileged

behaviors

	
300

	
Video and labels

	
Data Acquisition, Labeling

	
Evaluation of user behavior analysis
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Table 4. Accuracy of user behavior recognition.






Table 4. Accuracy of user behavior recognition.





	Behavior Type
	Number of Operations
	Correct Recognition





	System Operations
	100
	78



	File Modifications
	100
	73



	Resource Access
	100
	70
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Table 5. The time cost of user behavior recognition.
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	Process
	Minimum Time
	Maximum Time
	Average Time





	Text detection
	0.09 s
	2.63 s
	1.06 s



	Text recognition
	0.23 s
	9.67 s
	1.53 s



	Whole process
	0.32 s
	11.74 s
	2.59 s
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