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Abstract: The advanced connection requirements of industrial automation and control systems
have sparked a new revolution in the Industrial Internet of Things (IIoT), and the Supervisory
Control and Data Acquisition (SCADA) network has evolved into an open and highly interconnected
network. In addition, the equipment of industrial electronic devices has experienced complete
systemic integration by connecting with the SCADA network, and due to the control and monitoring
advantages of SCADA, the interconnectivity and working efficiency among systems have been
tremendously improved. However, it is inevitable that the SCADA system cannot be separated from
the public network, which indicates that there are concerns over cyber-attacks and cyber-threats, as
well as information security breaches, in the SCADA network system. According to this context,
this paper proposes a module based on the token authentication service to deter attackers from
performing distributed denial-of-service (DDoS) attacks. Moreover, a simulated experiment has
been conducted in an energy management system in the actual field, and the experimental results
have suggested that the security defense architecture proposed by this paper can effectively improve
security and is compatible with real field systems.

Keywords: SCADA security; DoS attack; token verification; energy management system

1. Introduction

The Industrial Internet of Things (IIoT) or Industry 4.0 has led to constant exploration
and development in new industrial control and monitoring, industrial automation, working
service process, data analysis of assembly lines, and new commercial models. There are
many successful and actual examples available in relevant studies, such as adopting the
Supervisory Control and Data Acquisition (SCADA) [1] system and the Programmable
Logic Controller (PLC) [2] to establish a reservoir control system [3]. Hence, the Industrial
Control System (ICS) [4] is perceived as playing a critical role in technological transitions
and national security. Due to the special features of IIoT, damages caused by information
security threats can easily go beyond the internet and cause substantial destruction. In the
communication platform of the Industrial Internet of Things, Local Operating Networks
(LON) is a common automation and monitoring network architecture classical solution. In
addition, in the media access control (MAC) layer, how to avoid conflicts and cause unfair
sharing of network bandwidth between devices (communication nodes) is an important
issue. P-persistent CSMA (Carrier Sense Multiple Access) scheme is usually easy to cause
possible bandwidth allocation unfair problem between competing nodes. The authors
of [5] analyzed that in most network traffic scenarios, unfairness is the shortcoming of
predictive p-persistent CSMA operations. It also proves that the average bandwidth
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available to a node is a linear function of its degradation state and does not depend on
the degradation state of other sites. Aiming at the unfairness of random access in the
Industrial Internet of Things, the authors of [6] further studied the deviation of the site
from the defined competition mechanism in CSMA/CA (Collision Avoidance), and used
Bianchi model to estimate that this deviation affected network throughput. It shows that
the fairness of the network is seriously affected. Moreover, the dynamic average discounted
payoff mechanism of game theory is used to solve the problem of network throughput
allocation. It can be seen that the quality of service (QoS) of the network plays an important
role in the industrial Internet of Things. When the nodes generate a large amount of
data, the media access control (MAC) layer protocol does not perform well in terms of
fairness and throughput. Because the MAC layer does not have the capacity to provide
QoS for priority or forwarding flows. Therefore, it is not easy to be detected when the
device is attacked. The authors of [7] proposed a QoS-IoT architecture and developed
an adaptive contention window (CW) algorithm for evaluation of the effectiveness of
fairness, throughput and utilization in medium access control. In addition, the attack
detection, fairness, throughput and buffer utilization are evaluated through the simulation
of Sybil attack. The experiments in [7] show that QoS-IoT has significant performance.In
addition, in QoS, attacks on the application layer of the network architecture are also
quite common.Among the threats to information security, DoS is an attack specifically
designed to paralyze a certain network, device, or source. During one kind of DoS attack,
DDoS uses a number of intrusive devices, namely, botnets, to attack a target system and
paralyze its network or processor through an intensive operation; for example, the botnet
Mirai [8] has paralyzed many famous networks and online services. Though this virus
did not impact the industrial sector, it revealed how DDoS attacks could cause possible
devastating consequences. Moreover, as the source code of this virus has been published
online and the DDoS service is emerging, many other attacks targeting IoT and other basic
IoT architectures are expected to be seen in the future. By using the same token, an intruded
ICS system would eventually become a member of the botnets, which could be used as a
tool for hackers to attack other enterprises.

The Energy Management System (EMS) [9] is a service for monitoring, managing,
and controlling energy. The growing maturity of IIoT technology has resulted in many new
applications; for example, the Building Energy Management System (BEMS) [10] has been
applied in resident-centered housing together with the demand response (DR) to balance
the supply and demand of power and avoid energy waste [11]. The smart green energy
management system covers a wide range of technologies, including SCADA, CEMS, BEMS,
PLC, and IIoT technology. At present, the difference between Operational Technology (OT)
and Information Technology (IT) [12] represents the major reason why enterprises in the
IIoT sector pay little attention to information security. Basically, IIoT uses physical isolation
and is separated from the external network, which means enterprises may be attacked by
external viruses due to administrative negligence and uncertainty in physical isolation.
Previously, OT and IT had separate environments, and each had its own responsibilities.
Today, as the growing availability of the internet enables the two systems to gradually
connect with each other, the nature and architecture of OT and IT are different and the
existing management and implementation method for information security may not be
effective in defending against attacks; for example, as ICS must be in constant operation, it
is relatively difficult to stop it for a security update and may cost a lot of money. Moreover,
it takes ten minutes or more for some ICS systems to restart after powering off and major
losses may be incurred during this period. In terms of product life expectancy, while ICS
can be used for a long time, ranging from 10 years to 20 years, the design and manufacture
of these systems do not consider information security; therefore, updating and replacing
hardware and software, as well as installing, updating, and fixing programs in ICS, is very
difficult. In addition, the network device that ICS connects with may have insufficient
defense capability and fail to detect and process malicious traffic or large common traffic.
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In the environment of the Internet of Things, due to the interconnection of a large
number of devices, it is a common method to prevent unknown malicious attacks through
authentication protocols. In the issue of authentication, there are many solutions and
considerations. First of all, in the application of sensors, the solution must take into account
that the trade-offs between lightweight, low power consumption and security. In addition,
how the authentication mechanism prevents potential attacks such as Sybil, replay, pass-
word guessing, message forgery, man-in-the-middle, and DoS is also an important feature
of the evaluation. In [13], it is mentioned that the authentication scheme needs special
consideration of distributed denial of service attacks. In particular application scenarios,
location and privacy need to be considered. In practical deployment, the authentication
solution must be scalable, and involving the three-layer architecture (perception layer,
network layer and application layer) of the Internet of Things, and the ability to add new
devices without any further settings or configuration. The authentication methods of
the Internet of Things are mainly divided into hardware-based (True Random Number
Generator (TRNG), Physical Unclonable Function (PUF) and Trusted Platform Module
(TPM)), token-based and procedure (one-way, two -way and three-way) [13]. The authors
of [14] proposed an xTSeH (TPM extension scheme) architecture using TPM modules
to implement a shadow TPM in the form of kernel modules to ensure integrity. Due to
the limitation of hardware capabilities, not all IoT devices can be equipped with TPM
chips. Therefore, Trusted Booting Protocol (TBP), Remote Verification Protocol (RVP) and
Node Authentication Protocol (NAP) are mainly used to achieve integrity verification and
authentication between devices. Accordingly, using PUF of hardware-based solution is a
current trend because it has advantages over software-based solution. The authors of [15]
proposed a lightweight PUF authentication technology, using simple bitwise operations
along with a PUF circuit and a true random number generator (TRNG), avoiding the use of
any encryption or hash functions, and passing challenge-response authentication protocol.
However, PUF’s lightweight security solutions usually lack security functions (such as
vulnerabilities for Dos attacks) and are relatively costly. Therefore, the combination of
software solutions (low cost) and hardware solutions (more secure) should be considered
and applied in different situations at the same time. The solution we proposed is deployed
in the actual field by using the trusted encryption verifier module (TEVM) to integrate
between the SCADA server and the TCP-RTU converter. TEVM architecture can achieve
scalability and does not affect the operation of existing systems. Adding to this, TEVM has
both cost and efficiency merits.

The system architecture proposed in this paper has been applied in the national in-
frastructure with strict requirements for security. Defenses against DoS attacks usually
include attack inspection, traffic filtration, and multiple verifications. In order to address
the aforesaid problems, this paper proposed an encrypted verification mechanism based
on tokens and the transport layer security (TLS) protocol [16] to prevent hackers using
the external internet to attack firewalls and Intrusion detection and prevention systems
(IDPS), access the BEMS, and successfully use DoS attacks against the SCADA Server.
The contribution of this paper has been applied and verified in the energy management
system of a Smart Green Energy Science City in southern Taiwan; thus, it is proved that
DoS attacks can be effectively defended by adding an encrypted verification mechanism.
In addition, spending a bit more in the calculation, transmission, and storage can prevent
the system’s control system from failing to capture a device’s response and sending repet-
itive requests, which may cause errors due to the inability to access device information
and even overwhelm the system. According to experimental results, the security defense
architecture proposed in this paper is effective in improving security and compatible with
real field systems.

Other parts of this paper are arranged as follows: the second part reviews relevant
studies, the third part defines the problems to be solved, the fourth part introduces the
trusted encrypted validator module (TEVM), which is based on the token authentication
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architecture proposed by this paper, and the fifth part reveals the experimental results and
concludes the paper.

2. Related Work
2.1. The Authentication of the Industrial Internet of Things

The SCADA system is usually realized by integrating the Modbus industrial com-
munication protocol. However, Modbus is designed to be fast and convenient, and only
considers its use in the local network and the use of plaintext to transmit packets. With the
increasing demand for automated industrial control systems, SCADA has moved from a
strictly isolated network to a highly interconnected Internet. Therefore, the advantages
of Modbus protocol in the past will cause serious security breach in modern application
scenarios. Furthermore, the infrastructure is exposed to information security risks, which
may be attacked by hackers at any time, causing significant economic losses. The au-
thors of [17] proposed a mechanism for the authentication of industrial control systems.
During the transmission of Modbus TCP/IP packets, the hash code of authentication is
generated by intercepting the header fields of the TCP packet to confirm the identity of the
device. Obviously, in the SCADA system, it is not sufficient to use only Modbus TCP/IP
packet content for authentication. The authors of [18] proposed an automated validation of
Internet security protocols and applications (AVISPA) tool that is used in the authentication
and key agreement protocol of the Industrial Internet of Things (Industry 4.0). AVISPA is
based on a layered approach protocol design, and uses ECC (Elliptic Curve Cryptography),
PUF, hash function, concatenation, and XOR operations to provide mutual authentication
between IoT nodes and centralized nodes. AVISPA can effectively resist DoS, replay and
spoofing attacks. In the resource-constrained smart meters application scenario, the authors
of [19] use fully hashed menezes-qu-vanstone key exchange mechanism along with Elliptic
curve cryptography and one-way hash functions to provide trust, anonymity and mutual
authentication, and reduce energy, communication and computing costs. In [20], this
research work further proposed a lightweight remote device mutual authentication and
key exchange model, which is applied in IIoT, named MAKE-IT. MAKE-IT uses symmetric
and asymmetric key encryption, hash and timestamp technologies to perform mutual
authentication and effectively defend against replay attacks, modification attacks and man
in the middle attacks. It shows that in the security issues of the Industrial Internet of
Things, how to use a lightweight authentication mechanism to effectively resist attacks is
an important key factor.

2.2. The Denial of Service Attacks on Industrial Internet of Things

The Industrial Control System (ICS) is the core of IIoT and how to improve its reliability
and security has become an important topic. A denial of service attack is common in the
IIoT environment and attackers usually send a lot of ineffective data to receivers to destroy
the SCADA system’s ability to function properly, meaning its devices fail to operate
according to normal programs, and the absence of proper defense can result in serious
losses. In terms of the threats and breaches faced by the ICS system, [21] proposed that,
with the development of IoT and communication technology, the IIoT control system is
no longer closed. Stute et al. [22] put forward LIDOR, which is a safe and lightweight
multihop communication protocol that uses effective symmetric keys to encrypt and protect
the transfer of data packets. The protocol proposed in this study can also defend against
the known packet dropping DoS attack model. Borgiani et al. [23] designed distributed
congestion control by duty-cycle restriction (D-ConCReCT) to conduct congestion control
examinations and lower the DoS attack risk in IIoT. Ref. [24] introduced fog computing
as the medium for the smart microgrids system and used the average consensus-based
algorithm for scheduling tasks to reduce the impact of DoS attacks. To this end, this paper
proposed a Trusted Encrypted Validator module (TEVM) based on token authentication to
lower the probability of the SCADA system being attacked by DoS.
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2.3. The Authentication for DoS Defense in IoT Environment

Ghosh et al. [25] pointed out that the major threats in the SCADA system are its
application of a lightweight private key exchange mechanism and the absence of an at-
tack defense service; therefore, establishing a prevention mechanism for SCADA should
adopt encrypted keys, which is important for authentication and authorization of access.
Lyu et al. [26] proposed employing selective authentication-based geographic opportunis-
tic routing (SelGOR) against DoS attacks, which ensures the integrity of data on the basis
of entropy information, isolates DoS attacks, and reduces the calculation cost through dis-
tributive coordinated authentication. In addition to employing the identity authentication
protocol, Ghahramani et al. [27] also adopted users’ misbehavior and the received signal
strength indicator to achieve solutions for energy saving, prevent DoS attacks, and locate
the attacker in the applied IoT scenario. Regarding the token-based proposal, tokens are
remarkably resilient to achieve the authentication and authorization mechanism. In ad-
dition, tokens are issued by a third-party authentication center, which could improve its
reliability and security. Moreover, tokens feature great privacy protection, and ensure
that sensitive information would not be disclosed easily. Ref. [28] created Token-based
Lightweight User Verification (TBLUA) to enhance the strength and security of identity
authentication. Therefore, the keys to achieving IIoT security include low calculation costs,
low communication and storage costs, achieving identity authentication, and preventing
attacks. In this context, this paper proposed an encrypted authentication mechanism with
a Trusted Encrypted Validator Module (TEVM), based on token authentication and the
transport layer security (TLS) protocol, to improve SCADA’s defense against DoS attacks.

2.4. The DDoS Attack Tools

A distributed denial of service attack is an attack that maliciously reduces the perfor-
mance of a website or server. Distributed attack uses multiple computers in a distributed
network to use DoS to attack the target website or server. Multiple computers send a large
number of fake requests to the target. Targets are flooded with such requests, making
legitimate requests or users unable to use resources. The types of DDoS attacks can be
roughly divided into volume-based attacks, protocol attacks, and application layer attacks.
Attack methods include UDP flood, ICMP flood, SYN flood, Ping of Death, Slowloris, NTP
Amplification and HTTP flood. The HTTP Unbearable Load King (HULK) DDoS attack
tool [29] will have devastating consequences when implemented, because it is executed
in a form to evade most firewall rules. HULK generates unique and obscure traffic, so
the authentication mechanism can effectively block HULK attacks. The Slowloris attack
tool [30] is to send authorized HTTP traffic to the server. For the evaluation of parameters
such as attack time, traffic rate and packet size [31], Slowloris makes the attack at a slow
rate, so it is easy to detect the traffic as abnormal and block it. The LOIC attack tool [32]
is mainly to send UDP, TCP and HTTP requests to the server. The HIVEMIND mode of
LOIC tool will allow remote control of other computers in the Zombie network. LOIC tool
is very easy to use, and the target website can be defeated and stop responding to actual
requests within a few seconds. Therefore, this paper uses LOIC tools to quickly simulate
the experimental situation.

3. Problem Definition

As shown in Figure 1, the energy management system mainly consists of a power
company system, a community energy management system, a building energy manage-
ment system, a firewall, and IDPS and SCADA systems. The experiment of this paper
was conducted in the energy management system of a Smart Green Energy Science City
in southern Taiwan. When hackers use external attacks to break through a firewall and
Intrusion IDPS, and there is no security defense mechanism, they can paralyze the SCADA
system through DoS attacks. This can cause the system’s control program to be unable to
acquire the device’s response and send repetitive requests, which further leads to errors
due to the lack of device information and results in a hazardous impact on the energy
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management system. Therefore, this paper conducted a simulated experiment to prove the
viability of the proposed Trusted Encrypted Validator module (TEVM), based on the token
authentication architecture.

Figure 1. Energy management system in southern Taiwan.

4. Trusted Encrypted Validator Module (TEVM) Based on Token Authentication

As can be seen in Figure 2, a server named Token-based Authentication Service (TBAS),
which is responsible for generating tokens for legitimate devices, was added to the SCADA
system architecture. In addition, a Trusted Encrypted Validator module (TEVM) machine
was added to the TBAS system to encrypt, decode, and verify the device’s legality. As the
major medium applied program of the SCADA server, the Control Server (CS) was in
charge of controlling IoT devices, and the secure connection among CS, TEVM, and TBAS
was achieved through encryption by TLS 1.3. This paper proposed a solution named the
encrypted authentication mechanism, which could address security problems in two ways;
the first encrypts Modbus TCP through Transport Layer Security 1.3, meaning hackers
could not access or modify the content, and the second verifies CS and IoT devices through
tokens to stop hackers from paralyzing the SCADA system through DoS attacks.

Figure 2. The proposed architecture.
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4.1. Authentication Mechanism

Above all, prior to CS sending out regular requests or control requests from BEMS,
the TEVM would check to determine whether the token is legitimate. If the token did
not exist or was illegitimate, then, CS must apply for a legitimate token and provide the
required information to TBAS during application. Upon receiving the application from
CS, TBAS would examine its information legality, and if legitimate, the token would be
generated and sent simultaneously to CS and TEVM, if not, CS would receive a message
explaining the wrong information and the need to reapply. After receiving the message
from CS, TEVM determines whether the token is legitimate and consistent with that
from TBAS. If so, the requested information would be sent to the PLC/IoT Device; if
not, a message explaining the incorrect information would be sent to CS accompanied
by a request to reapply for the token. After receiving such requests, PLC/IoT devices
are required to take immediate and specific actions, and send reply messages to TEVM.
Then, after receiving this reply, TEVM would examine if there was legitimate token within
itself. If there was no legitimate token, it would send the requested information to TBAS
to apply for a token; if a legitimate token existed, it would send the combined token and
reply to CS. After receiving the application for a token from TEVM, the TBAS procedure
would follow the same procedure used when CS applied for a token. Finally, when CS
received information from TEVM, it would also check whether the token was legitimate
and consistent with that of TBAS. If an inconsistency is found, it would reject the message
and reply to TEVM with the wrong information and a request to reapply; otherwise, TBAS
would save the replied information to the database. The complete procedure of the identity
authentication mechanism is shown in Figure 3.

Figure 3. The authentication flow.

4.2. Generating Token

Tokenization [33] has been widely applied in various sectors, such as network commu-
nication, information security, and credit card and third-party authentication. With the help
of tokenization, an internet-connected device can be projected to a token, thus becoming a
reference (identification code) without external meaning or use, which can be applied in
sensitive data protection, safe storage, auditing, identification, and authentication, as well
as services. When other devices apply for a token through TBAS in the future, they will
follow the same rule to deliver information to TBAS to obtain a legitimate token. After re-
ceiving an application, TBAS examines the seven items, generates the token if all items are
legitimate, and sends a reply. If one of the seven items is incorrect, a message of incorrect
information will be returned with a request for reapplication. The required items to apply
for a token include the IP address (source) of the device, the applicant’s hostname and mac
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address, the IP address (destination), socket port, hostname, and TEVM mac address as
shown in Table 1. Then, based on the abovementioned seven pieces of information, TBAS
generates a group of tokens through RSA-2048 and SHA-256. In addition, tokens carry an
extra information packet that includes the generated time and effective period of the token,
the applicant’s IP and mac address, and information regarding the privilege and type of
token. Both CS and TEVM are required to examine the legality of a token before combining
the token and the application and sending a reply, as well as after receiving the other side’s
information. If all nine items (token hash value and other eight information items) are
legitimate as shown in Table 2, the token is legitimate; otherwise, the token is illegitimate.

Table 1. The information for applying token

Item Description

src_ip the IP of the applicant (device)
src_hostname the hostname of the applicant
src_mac_addr the mac address of the applicant
dst_ip the IP of the verifier
dst_port the socket port of the verifier
dst_hostname the hostname of the verifier
dst_mac_addr the mac address of the verifier

Table 2. The information of token

Item Description

iss TBAS represented here by the IP of TBAS
iat the time when the token was generated
exp the expiry date of the token
aud the IP of the applicant
hostname the hostname of the applicant
mac_addr the mac address of the applicant
priority the priority of the token
service_type the type of the token

5. Experiment
5.1. Simulation of Experimental Environment

During practical operation, this study adopted a physical server as the control server
to send the access requests of IoT devices. One Raspberry Pi was adopted in TBAS to
examine the legality between the control server and IoT devices and generate token in
accordance with the results. Another Raspberry Pi was employed in TEVM to encrypt
and decode pockets and verify the module. An ICP DAS tGW-735 device was used in
the TCP/RTU Converter. The IoT devices used the temperature and humidity sensor of
ICP DAS DL-100TM485. The simulated experimental environment is shown in Figure 4,
and the actual environment is displayed in Figure 5.
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Figure 4. The setup of simulation environment.

Figure 5. The setup in real energy management system.

5.2. Verifying the TEVM Mechanism

Before verifying the effective defense of TEVM against DoS attacks, it should be
proved that the SCADA system can be influenced by DoS attacks when there is no security
mechanism. As the denial-of-service attack would exert an extraordinary burden on the
CPU, this study explored the influence of an attack according to the usage frequency of
the CPU. In addition, this paper adopted Top, which is an instant analysis tool built in
the Linux system, to examine the usage frequency of the CPU. Prior to adding the TEVM
mechanism to the SCADA server, when the system was idle, this study recorded some
of the major information among all system parameters, as shown in Figure 6: (1) us: the
percentage of the CPU used by the user space in the Linux system; (2) sy: the percentage of
the CPU used by the kernel space in the Linux system; and (3) id: the idle percentage of the
CPU. Before adding the TEVM mechanism, the SCADA server accessed the high frequency
usage information in the single temperature and humidity sensors, which presented the
usage conditions of various system parameters when taking corresponding actions per the
BEMS request. As shown in Figure 7, the CPU usage percentage was 99.3% idle; thus, while
the SCADA server was running, it was not busy. However, Figure 8 shows the situation
of integrating the TEVM mechanism into the SCADA server; in this case, us, sy, and id
account for 3.6%, 0.4%, and 96%, respectively, which indicates that running this mechanism
would not have a huge impact on the SCADA server.



Appl. Sci. 2022, 12, 530 10 of 15

Figure 6. The system information of SCADA server in idle status.

Figure 7. The system information of SCADA server in status of accessing sensor.

Figure 8. The system information of SCADA server in status of accessing sensor with TEVM mechanism.

Later in the experiment, the BEMS was used as the attack node to launch the denial-of-
service attacks through the LOIC tools on SCADA servers without a preventive mechanism,
but with the TEVM mechanism. Figure 9 demonstrates the situation without any defensive
mechanism; the us and sy values were much higher than the common values, and the id
value was close to zero, which indicates that the denial-of-service attack could paralyze
the CPU, and render it incapable of possessing other tasks. Hence, it can be concluded
that, when there is no security mechanism, the SCADA server can be attacked and disabled
by a denial-of-service attack. Figure 10 illustrates the SCADA server with the TEVM
mechanism, which shows that a lot of resources remained in the system to carry forward
other tasks, and indicates that the encrypted authentication mechanism could effectively
defend against denial-of-service attacks.

Figure 9. SCADA server without TEVM mechanism.
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Figure 10. SCADA server with TEVM mechanism.

5.3. Performance Analysis

Figure 11 displays the idle situation of the SCADA server’s CPU when the SCADA
system was running. The X-axis is time in different periods and the Y-axis shows the
idle percentage of the SCADA server’s CPU. Three lines in different colors show the
idle percentage of the CPU under different circumstances: the blue line is under the
condition that the SCADA server runs no service, the red line shows how the SCADA
server runs to access one temperature and humidity sensor, and the green line is when
the SCADA server runs to access one temperature and humidity sensor after adopting the
TEVM mechanism proposed in this paper. According to the line graph, while no great
difference can be distinguished between the idle server and the server running without
employing an encrypted authentication mechanism, the CPU in the server with the TEVM
mechanism has been used a little more frequently. Figure 12 presents the assumption that
hackers have destroyed the BEMS and controlled it to launch DoS attacks to the SCADA
server through LOIC. The X-axis is time in different periods and the Y-axis shows the idle
percentage of the SCADA server’s CPU. The red line represents the situation when the
SCADA server adopted no encrypted authentication, while the blue line represents the
SCADA server employing the TEVM mechanism. If no protective mechanism was applied,
the SCADA server would be easily disabled by hackers’ DoS attacks; however, when the
TEVM mechanism was used, DoS attacks were effectively defended.

Figure 13 shows the performance analysis of SCADA server (Control server, CS)
accessing a single Internet of Things device. The horizontal axis is the number of times that
CS accessed the Internet of Things device, while the vertical axis is the time spent on such
access. The blue bar denotes that no encryption verification mechanism is executed, and the
orange bar denotes that the complete encryption and verification mechanism is executed.
In the experimental analysis, the average access time without the encryption verification
mechanism is 105 ms, and the average access time with the complete encryption and
verification mechanism is 186 ms. It can be found that the time consumed by executing the
complete encryption and verification mechanism is about 1.7 times that of no encryption
verification mechanism. However, from the data point of view, it takes a lot of time. In fact,
the time consumed in both cases is very short. In addition, in practice, the SCADA system
does not have too strict requirements regarding the access time of most Internet of Things
devices. Furthermore, we learned from the system integrator that the average time from
transmission to response must be controlled within 1 s when integrating this mechanism.
Adding to this, according to expert’s recommendation, it only requires that a reply is
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received from Internet of Things devices within 1–2 s. Therefore, the mechanism proposed
in this paper is efficient and in line with the demand in the actual field.

Figure 11. Performance comparison without DoS attack.

Figure 12. Performance comparison with DoS attack.
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Figure 13. The performance analysis of TEVM.

6. Conclusions

This paper puts forward a module to prevent attackers from performing distributed
denial-of-service (DDoS) attacks and a transport layer security (TLS) protocol with an
encrypted token identity authentication module to ensure the internet security of SCADA
in the IIoT energy management system. This two-way identity authentication process
was available through the tokens, devices, and remote control of the server. In addition,
as tokens are highly private and the identity information of IoT devices is confidential, this
feature could help protect sensitive materials from disclosure. As it requires every entity to
run authentication procedures before accessing the network information, the mechanism
proposed in this paper could protect industrial networks from external threats. Moreover,
in addition to this mechanism defending against DoS attacks, it can also defend against
man-in-the-middle, replay, and impersonation attacks. After applying and verifying the
mechanism in the energy management system of a Smart Green Energy Science City
in southern Taiwan, the experimental results also showed that this mechanism could
effectively improve security and was compatible with the real field system. Furthermore,
the hardware used in this mechanism was of low cost, which indicates that the mechanism
could be applied in reality on a large scale.
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