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Abstract: This study empirically investigates the influence of information security marketing and
response cost on employees’ information security intention in the container shipping industry. Survey
data were collected from 285 respondents in Taiwan. Exploratory factor analysis was employed
to identify all the measures to be summarized in a relative set. Confirmatory factor analysis was
utilized to ensure every measure’s construct’s convergent and discriminant validity. Structural
equation modeling was carried out to the proposed model in this article. The results indicate
that organizational information security marketing has a positive impact on information security
intention. Furthermore, this study conducted hierarchical regression to examine the moderating
effects of information security awareness and information security climate. In particular, information
security awareness significantly influenced the relationships between organizational information
security marketing, response cost, and information security intention. Moreover, information security
climate moderated the relationship between response cost and information security intention. This
article concludes by discussing these theoretical and practical findings and implications.

Keywords: information security; response cost; information security intention; information security
awareness; information security climate

1. Introduction

With the increasing circulation of complex information bringing more significant
benefits to organizations, information security is of utmost concern in business operations.
Information systems with premium designs are beneficial for efficient business operations
in swiftly changing business environments. Still, they are relatively more vulnerable to
information security threats, such as unauthorized use, improper disclosure and use of
information, information destruction, and password theft or destruction. Security threats
have followed the development pace in information and technology systems, threatening
serious irreparable business losses. Worldwide reports have indicated that almost every
industry has addressed information security issues in response to a wide range of threats
and requirements. Their expected cost will reach a compounded annual growth rate of
9.6% between 2016 and 2021. In 2017, the world’s total expenditures for security products
and services reached USD83.5 billion, increasing by 10.3% over 2016 [1]. The Global
State of Information Security Survey investigated 9500 executives in 122 countries in 2017,
the findings of which reported a total loss of approximately USD578 billion in security
incidents, a 13% increase from 2016 [2]. While total losses continue to increase, a key
solution has still not been found.
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The container shipping industry is critical to international trade and the global econ-
omy [3]. More than 80% of global trade relies on transiting merchandise by sea and land
transportation [4]. Once information systems have been attacked, it causes uncalculated
losses for the shipping industry and impacts many related industries. In 2017, the informa-
tion system of the largest container shipping company, the A.P. Moller-Maersk Group, was
attacked by ransomware, triggering a significant loss of about USD 200 to 300 million [5].
Moreover, another logistics leader, FedEXx, also faced exorbitant losses of USD 300 million
in September 2017, after the company was attacked by a ransomware blitz [5]. Maintain-
ing an impregnable information system that protects databases is considered a serious
challenge. However, most loopholes in information security result from human error
caused by poor user behavior and security cognition [6]. According to an investigation
by the International Data Group (IDG) [2], 48% of those surveyed did not have a staff
security awareness training scheme, and 54% of the companies did not have an incident
information security response mechanism. Information security awareness training for
employees via marketing management helps fight various security threats, and proper
information security intentions and behaviors are a focus of the shipping industry.

The main challenge in dealing with information security is developing and using
effective procedures and responsiveness. Marketing is popularly used in organizational
management, which is defined as the social and managerial processes used to meet indi-
viduals” and organizations’ needs by way of creating and exchanging value with others [7].
Marketing can be categorized into external marketing and internal marketing [8]. Exter-
nal marketing is the process by which firms produce value for customers and establish
a good relationship with customers by capturing value to keep customers returning [6].
Internal marketing, or treating employees like customers [9], satisfies employees’ needs
and attitudes, positively affecting managerial outcomes [10,11]. According to this internal
marketing concept, successful information security marketing in organizations promotes
employees’ knowledge and skills and helps them sustain high-quality information security
procedures in the workplace.

A workplace climate is a common perception of the work environment, including
practices and procedures, that employees identify with [12]. Because other staff members
can easily influence employees’ behaviors and work attitudes, a positive workplace climate
is critical in an organization. An organization’s information security climate refers to its
information security work practices and procedures that impact employees [13]. Luria
and Yagil [14] found that the organizational workplace climate can improve relationships
between employees’ attitudes in achieving the organization’s targets. An organization
should therefore be concerned about creating an information security climate that enhances
information security intention.

Information security awareness plays a crucial role in improving employees’ informa-
tion security intentions and behaviors [15]. Organizations’ internal marketing transfers this
awareness to employees. The huge potential impact of information security vulnerabilities
on information security includes device control (e.g., personal computers, USBs, and other
devices), Internetwork (e.g., webmail, communication messaging, and network hardware),
network monitoring (e.g., HTTP, FTP, and SMTP), document security (e.g., encrypted
document and file access), and security management (e.g., password management) [6]. In-
formation security awareness is considered a necessary application in information security
to ensure that information security is increasingly valued [13].

In conducting information security marketing for employees, response cost is in-
evitable. Response cost is defined as the policies that an organization uses to address
certain information security types to improve individuals’ information security intentions
and behaviors [16]. If an organization decides to host a training program, purchase assets
or software, or add any security equipment related to information security, it needs to
budget for those activities in terms of time cost.

One research gap in the literature is marketing management’s impact on employees’
information security intention. Typically, marketing management is often applied in
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advertising, sales strategies, market searches, customer trends and relationships, social
networks, a service or product’s position, etc. These efforts are related to outside or
external marketing activities, in which firms approach their target customers and gain
sales revenue [17,18]. However, research on inside marketing management is very rare,
but it is also constructive in the management field. Marketing management is a value
to be employed within an organization, and the current study employed it to examine
employees’ security intentions, thus filling the research gap.

It is important to understand how organizations promote and train staff on informa-
tion security processes and how they affect other information security variables. Hence,
this study’s major goal was to determine the interrelationships between various variables in
the container shipping context and how these different variables are established in different
hierarchically structured levels. This study empirically traced the links between informa-
tion security marketing, information security climate, information security awareness, and
response cost for insights into how these variables affect employees” information security
intentions and behaviors in the container shipping industry. The contribution is not only to
theoretical work but is also dedicated to the practical implications. It aims to understand
how to decrease response cost and increase employees’ security intention.

Prior studies have demonstrated different approaches such as stochastic, biologically
inspired, game theory, genetic algorithms, community detection, and online social net-
works [19]. Chakraborty et al. [20] employed the FORGE system to analyze the problem of
cyber deception and found that FORGE generates highly believable fakes. Unlike other
works, this study employed the possible factors by hierarchical regression, SEM (structural
equation modeling), and Process [21] to examine their relationship in a further investigation
of information security.

Finally, while prior studies have found a direct relationship between awareness and
climate and intention and behavior [22-24], further moderating effects are yet to be tested.
The contribution of the findings on these interactions in the current study will help fill this
research gap. Such moderating effects can eventually lead to finding the key to employees’
security intention. The current study includes the variables of awareness and climate as
the moderators in the mediation model, the theoretical outcomes of which will contribute
to prior research in this area.

Studies on the relationship between marketing management, awareness, cost, and
climate with information security issues still lacking to the best of our knowledge. The
contribution of the findings on these interactions in the current study will help fill this
research gap. The purpose of this paper is to report on an investigation of an information
security issue by examining the relationship and moderating effects.

This paper is organized as follows. The research motivation and introduction are
presented in Section 1. Next, the theoretical background of information security marketing
and the research hypotheses are presented in Section 2. Section 3 discussing the study’s
methodology, including the samples, the conceptual model, and data analyses. The results
of the research hypotheses will be presented in Section 4. Finally, this paper will conclude
with a discussion of the implications and limitations of the study and future research
opportunities in Section 5.

2. Theoretical Model and Hypotheses
2.1. Conceptual Basis of Information Security Marketing

Marketing management is commonly divided into two types: external marketing
and internal marketing. External marketing is the act or business of promoting and
selling services or products to potential customers (i.e., the major target group) via market
research and advertising. Internal marketing is an ongoing process of motivating, training,
and promoting all management staff to consistently achieve satisfactory organizational
goals [25,26] by attracting, developing, motivating, and retaining qualified employees (i.e.,
the main target group) and providing jobs that satisfy their requests [27]. Internal marketing
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is a management philosophy that enables employees to obtain a broader understanding of
an organization’s needs and achieves the organization’s targets.

Marketing is an approach or plan to conquer organizational resistance to change and
coordinate, motivate, and integrate employees in effectively implementing business and
functional strategies [11]. A growing number of studies have evaluated the importance
of internal marketing [28-30]. Chen and Lin [28] investigated how internal marketing
quality affected employee loyalty in the medical industry and found six key dimensions:
work support, organizational atmosphere, organizational communication, educational
training, motivation, and empowerment. Chen and Wu [29] examined the impact of
internal marketing on relationship management in the lodging industry. They found
five dimensions: education and training, managers’ support, internal communication,
personnel management, and external activities. In the current study, we chose to implement
marketing management to extend corporate information security marketing (ISM) beyond
the models used in previous studies to clearly understand how ISM influences employees’
information security intention (ISI).

2.2. Information Security Marketing and Information Security Intention

Intention is the concept of having a scheme to accomplish a particular purpose [15].
Information security intention can be described as a specific employee’s specific willing
behavior related to the organization’s information security. Internal marketing involves
facets of security that can effectively influence behavioral intention through training,
rewards, socialization, participatory decision-making, participation, and communication
formalization [31]. The implementation of internal marketing is often seen as a set of
activities designed to optimize internal processes within the organization [32], and ISM
enhances employees’ ISI. ISM is envisioned as a behavioral instrumental approach, similar
to an internal-directed marketing strategy that focuses on meeting employees’ needs and
improving their security-related intentions [10]. This study was mainly in line with this
view because ISM influences employees’ ISI to protect their organization’s information
assets, which is the basis for the following hypothesis:

Hypothesis 1. ISM is positively related to ISI in the container shipping industry.

2.3. Information Security Marketing, and Response Cost and Information Security Intention

Response cost (RSC) refers to the perceived personal efforts and/or the external or
inherent individual’s cost of performing the proposed expected behavioral intention [33].
This paper will argue that RSC is a critical factor in assessing an organization’s potential
expenses when organizations use cost to obtain employees’ information security intention.
RSC is the extent of the cost that can be incurred in terms of time, effort, and convenience
in complying with ISI [34]. In the resource-based view (RBV) theory, when organizations
exhibit strong marketing management, employees acquire more significant support, train-
ing, and rewards and expend less RSC in obtaining ISI [28,29]. It is reasonable to infer
that more effective marketing management helps reduce individuals’ RSC in realizing an
information security plan.

RSC is related to the cost of implementing the proposed protective information secu-
rity [16]. In the information security intention context, several studies [16,23,35,36] have
reported RSC and ISI's effects. Hanus and Wu [16] surveyed 229 students in a business
college at a U.S. university, and the results indicated that RSC harmed ISI as student ef-
fort related to information security intention incurred a high response cost (e.g., the time
required to implement information security measures) to realize their ISI. Reference [35]
examined 274 employees working in various industries in Finland to understand the
relationship between RSC and ISI and found that complying with information security
intention was time-consuming, took up more work time, and made the work more difficult
and inconvenient. From these results, the current study hypothesized the following:
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Hypothesis 2. ISM is negatively related to RSC in the container shipping industry.

Hypothesis 3. RSC is negatively related to ISI in the container shipping industry.

2.4. The Moderating Effect of Information Security Awareness

Information security awareness (ISA) is defined as employees’ overall understanding
of potential information security-related issues and possible consequences and understand-
ing what steps should be taken to address these issues [37]. ISA is the degree of users’
protection of information systems, establishing security and protection mechanisms to
ensure unpublished data sets or information [38]. When individuals or organizations
encounter serious threats and loss of effectiveness in their protection systems, increased
awareness of information security can alleviate system abuse or inadequate information
security cognition. Marketing management can spread security notions to employees by
training, communication, rewards, and participation, which can enrich employees” ISA [31].
In other words, once employees have more incentives, understanding, and direction to
learn and follow their company’s security instructions, they will have a higher sense of the
importance of information security.

ISA is a necessary component that effectively impacts users’ ISI. Connolly et al. [37]
presented new insights into individuals” security behaviors in a study involving 20 or-
ganizations from the U.S. and Ireland, which found that when employees had higher
information security awareness, it led to higher security behaviors. ISA was essential in
managing illicit security behaviors and intentions in these organizations. Chen et al. [23]
investigated how ISA affected individuals’” ISI in a study in the Northwest U.S. that in-
cluded 231 samples working at a university and found that security-aware employees
were familiar with their security practices and guides, and through ISA, their ISI improved.
Cultivating information security awareness can enhance employees’ organizational secu-
rity intentions and behaviors [24]. To test the moderating effects of ISA, the current study
hypothesized the following;:

Hypothesis 4. ISA positively moderates the relationship between ISM and ISI in the container
shipping industry; the positive relationship is stronger when ISA is perceived to be higher than lower.

Hypothesis 5. ISA positively moderates the relationship between ISM and RSC in the container
shipping industry; the negative relationship is weaker when ISA is perceived to be higher than lower.

2.5. The Moderating Effect of Information Security Climate

The workplace climate can provide researchers the potential level of information
security within an organization, and this possible level directly affects employees’ behaviors
and intentions. The workplace environment is characterized by the working methods and
procedures that organize employees’ consensus and perceptions that they can identify and
follow [12]. Goo et al. [39] stated that the organizational climate is a perception of social
construction. Employees can share all aspects of the organizational environment; that is to
say, the perceptions of certain aspects of role behavior are supported in the organization.
An information security climate (ISC) is the security conceptions of an organization’s
employees that enhance their workplace security practices to avoid information security
problems [22]. ISC can influence an individual’s perceptions within an organization and
help employees build an information security environment through a common consensus
among groups. The organizational climate can also affect employees through cultivating
internal marketing. ISM can reduce an unsafe organizational climate, enhance work
attitudes, and increase information security intention. A firm can achieve more effective
marketing management with a robust information security climate that catches employees’
attention and affects their thoughts and behaviors.

In the security climate model [39], ISC is an antecedent of individuals” motivations for
and notions of security and their ISI regarding security compliance. Accordingly, a funda-
mental assumption of ISC research is the relationship between ISA and ISI. Chen et al. [22]
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evaluated 140 employees from two intensive information technology organizations in
Singapore and found that the information security climate helped improve employees’
information security behaviors and strengthened ISI and participation. Goo et al. [39]
surveyed 200 information technology users in Korea and found that a strong ISC was an
adequate alternative to improve employees’ ISI and that ISC helped establish employees’
affective and normative commitments, which positively affected their compliance with ISI.
These findings led to the following hypotheses:

Hypothesis 6. ISC positively moderates the relationship between RSC and ISI in the container
shipping industry; the negative relationship is weaker when ISC is perceived to be higher than lower.

Hypothesis 7. ISC positively moderates the relationship between ISM and ISI in the container
shipping industry; the positive relationship is stronger when ISC is perceived to be higher than lower.

Taken together, these advanced relationships suggest that ISA and ISC moderate
the mediating effects of RSC on the relationship between ISM and ISI. Another critical
issue in this study was determining how ISI was affected by the moderators ISA and
ISC. A moderated mediation model, therefore, was suitable for determining the effects
of ISI efforts in the container shipping industry to acquire a high ISI, which led to the
following hypothesis:

Hypothesis 8. There is a moderated mediation model for ISI in the container shipping industry
wherein ISA and ISC moderate the mediating effect of RSC between IMC and ISL.

In sum, by promoting the notions of information security marketing and information
security intention from the vantage point of response cost, this study proposed an integra-
tive and moderated mediation model for seven hypotheses (see Figure 1). The model’s
transaction value for container shipping firms is expected to extend their information
security management in considering response cost as a mediator, with enhanced security
awareness and information security climate as the two moderators.

Information .
. Information
security Response cost security climate
awareness
H5+ -H2 _H3 —

H4+ H7+
Information H1 Information
security security
marketing intention

Figure 1. Research conceptual model.

3. Methodology
3.1. Sample Selection and Data Collection

Data collection was drawn from container shipping companies, container shipping
agencies, and an ocean freight forwarder in Taiwan. The Directors of the National Associa-
tion of Shipping Companies and Agencies were selected as the survey population. This
survey was conducted by mail. A total of 500 questionnaires were sent to employees who
had a position of manager or above. Every company received two survey questionnaires
on average. The questionnaires were sent to the potential participants on 8 January 2020;
188 valid responses were returned. Follow-up mail was sent after one month and data were
increased by 97. In total, 285 questionnaires were collected, with a response rate of 57%.
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The respondents in the study were high-level executives in container shipping firms,
such as vice presidents or higher, managers, directors, and IT operators (see Table 1),
ensuring that the respondents had strategic-level supervising experience in fields related to
IT security management. Further, most respondents had spent more than 63% of their time
working in the container shipping industry, indicating that they had sufficient knowledge
to answer the questionnaire.

Table 1. Profile of respondents.

Number of Respondents Percentage of Respondents
Job title
Vice president or higher 14 4.9
Manager 77 27.0
Director 22 253
General employees 45 15.8
IT operators 77 27.0
Number of employees
50 or fewer 74 26.0
51-100 37 13.0
101-200 83 29.1
201-300 76 26.7
300 or more 15 53
Work experiences (years)
5 years or fewer 17 6.0
6-10 38 13.3
11-15 47 16.5
16-20 90 31.6
20 or more 93 32.6
Tenure in current company (years)
5 or fewer 31 10.9
6-10 50 17.5
11-15 84 29.5
20 or more 120 421
Length of business operations (years)
5 or fewer 2 0.7
6-10 10 3.5
11-20 33 11.6
21-30 96 33.7
30 or more 144 50.5
Ownership pattern
Local firm 197 69.1
Foreign-owned firm 40 14.0
Foreign local firm 48 16.8
Security training participation (number of training courses attended)
Never 65 22.8
1 95 33.3
2 57 20.0
3 43 15.1
4 11 3.9
5 or above 14 49
Security experience
Phishing 136 221
Malware 103 16.7
Ransomware 95 154
Spam 203 329
Outdated security 49 7.9

None 31 5.0
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3.2. Non-Response Bias and Common-Method Variance

To investigate possible bias in the self-reported survey data, non-response bias and
common-method variance tests were carried out. Non-response bias was checked by
t-test analysis of the data sets of the early and late respondents [40]. The results of the
26 measurement items showed no significant difference (p < 0.05) between the two groups,
indicating that the data were free of non-response bias.

As the research relied on the single respondent and perceptual scales to evaluate
dependent and independent variables, the presence of common-method variance (CMV)
was determined. Harman'’s single factor test with confirmatory factor analysis (CFA) tested
whether CMV existed. As CMV is a serious threat to research outcomes, Harman'’s single
factor test can account for most of the variance [41]. When Harman’s single factor test
results in a poor fit with the data, CMV is not a problem. The CFA results showed that the
results of Harman's single factor test and the 26 measurement items did not fit (x> = 2891.44,
df = 300; CFI = 0.33; GFI = 0.48; AGFI = 0.39; RMR = 0.21; RMSEA = 0.17), so CMV was not
a concern in the current research.

3.3. Measures

This study followed Iacobucci and Churchill’s design [42] for data collection and
measures. To capture the aim of the questionnaires, besides adapting the survey items
from the literature, five experts with over 20 years of management or information security
experience in the container shipping industry were interviewed. For every variable in the
sections below, the respondents were asked to rate the degree to which the statement items
reflecting their experiences in daily work in the organization were favorable. The items
used a five-point Likert scale ranging from 1 = strongly disagree to 5 = strongly agree (all
the measurement items are listed in Table 2).

Table 2. Exploratory factor analysis.

Items

Mean S.D. F1 F2 F3 F4 F5

Information security marketing

S7 Information security threats are always alerted to all

4.13 0.72 0.77

employees through messages or emails in my organization.

S4 My organization always provides specific training on
information security regularly.

S3 My organization takes information security into account when
running the business.

4.17 0.78 0.75

4.31 0.77 0.73

S6 Any changes related to information security policies are
always alerted to all employees through messages or emails in 418 0.68 0.70

my organization.

S5 My organization encourages me to attend information security

campaigns.

S8 My company communicates clear information on security
policies to employees.

S1 My organization always seeks improvements related to
information security policies.

S2 My organization is confident that compliance with

4.14 0.69 0.69

4.04 0.74 0.68

4.20 0.69 0.66

4.29 0.74 0.66

information security policies is important.

Information security climate
C5 My supervisor discusses information security issues with me

3.97 0.86 0.88
and my colleagues.
ClI b.eheve.t}.lat other emplo'yees comply with the information 409 0.84 0.85
security policies of my organization.
C2 The majority of other employees take the information security
of my organization into account to help protect the organization’s  4.12 0.78 0.85

information systems.
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Table 2. Cont.

Items Mean S.D. F1 F2 F3 F4 F5
Cc4 Employees chs.cuss. information security threats with each 386 0.84 0.79
other in my organization.
C3 My supervisor and Collleagues support me when I adopt 377 0.90 0.79
proper information security practices.
Information security intention
T5 When I access the mf.ormatlor} system, I consider the 438 0.70 0.80
organization’s information security policies.
T3 I remind others to take care with information security issues. 4.22 0.81 0.78
T4 I assist others in complying with information security policies. ~ 4.35 0.69 0.77
T1 I am likely to follow information security policies. 4.34 0.73 0.77
T2 'I consider information security practices when performing my 434 0.68 0.76
daily work.
Security response cost
R4 Having to learn how to adopt information security behavior
. e ; 2.84 0.93 0.87
would result in a significant loss of my work time.
R3 Complymg with 1n.format10n security policies is costly for me 295 0.97 0.87
(e.g., learning cost or time cost).
RZ Comp}ymg with information security procedures 299 0.95 0.82
inconveniences my work.
Rl Complym'soy with information security procedures is 301 0.95 0.78
time-consuming.
Information security awareness
A3 I believe that violations of the organization’s information
. - . L 412 0.87 0.87
security policies would cause serious damage to the organization.
A4 Tam aware that if I do not adopt information security
. o . 4.02 0.85 0.85
behavior adequately, it will cause security incidents.
A2 An information security breach in my organization would be
. - 3.93 0.88 0.84
a serious problem for my organization.
AlTunderstand the potential security threats, risks, and negative 3.89 0.85 0.83
consequences.
Eigenvalues 4.40 3.60 3.36 3.05 2.96
Cumulative percentage variance (%) 1693  30.76 4377 5539  66.77

Information security marketing measures: This study measured an organization’s ISM from the employees’ perspectives using a version
of the eight items adapted from [29,30,39,43—46]. In asking the respondents how they felt about their organization’s ISM, the scale used
empirical practices for security marketing. Higher ratings on the scales represented greater ISM in the organization. Response cost
measures: Self-reported RSC was measured using four items developed by [34,44,47]. The respondents were asked to answer whether they
had trouble conducting security procedures or policies. Higher mean scales indicated that the respondents needed to spend the more
implicit cost to follow security procedures. Information security intention measures: To evaluate ISI, the respondents were asked to rate
their ISI with five items to understand whether they were willing to collaborate with their organization. The measurement items examined
this construct based on [6,34,39,43,44,48]. These items were used to check the respondents’ intentions (either their own or in helping others)
to enhance information security at their workplace. Information security awareness: Four items, developed by [13,38,44,47,48], on the
respondents” willingness to take ISA into account were used to test their initial awareness regarding information security processing.
Information security climate: In line with previous studies [22,34,39], this study used five items to examine the typical environment of
information security by asking the respondents to rate these items using indices showing the overall level of ISC.

3.4. Analytic Method

Before testing the research hypotheses, this study employed exploratory factor analysis
(EFA) and CFA to perform the convergent and discriminant validity of every measure’s
constructs to ensure that they were reliable. The antecedents of relationships between
ISM, RSC, and ISI were examined by structural equation modeling (SEM). A hierarchical
regression approach was carried out to assess the moderating effects [49]. Processing
software [50] was employed to determine the paths of moderated mediation between model
constructs to evaluate their significance and the model’s predictive relevance. According
to the guidelines of [49,50], these stages were analyzed using statistical packages SPSS

25.0 and AMOS 25.0 for Windows.
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4. Results and Empirical Approach
4.1. Exploratory Factor Analysis

This study assessed a series of analyses to test the properties of the measurement
scales. EFA with eigenvalues greater than 1.0 and with VARIMAX rotation approach was
performed on the scale items, analyzing one scale at a time to ensure unidimensionality [49].
Bartlett’s Test of Sphericity was 4059.192 (p < 0.001), and the KMO value was 0.86, indicating
that they could be further analyzed (see Table 2).

The Corrected Item-Total Correlation (CITC) reliability results are shown in Table 3
below. All CITC values were more than 0.6, the R? values were over 0.4, and the Cronbach’s
alpha values achieved levels greater than 0.8, indicating that the scales were reliable [49].

Table 3. Parameter estimate and convergent and discriminant validity.

Latent Standardized Standard Critical R2 Mean SD Item-Total Cronbach’s
Variable Items Loading Error ? Ratio P e Correlation Alpha
ISM 4.18 0.53 0.62-0.67 0.88
SM1 0.68 0.10 9.63 0.46
SM2 0.70 0.10 10.22 0.49
SM3 0.72 0.11 10.52 0.52
SM4 0.69 0.11 10.16 0.48
SM5 0.68 0.10 9.98 0.46
SM6 0.66 0.09 9.77 0.44
SM7 0.72 0.10 10.44 0.51
SM8 0.80 -¢ -¢ 0.44
RSC 2.95 0.99 0.68-0.80 0.88
RS1 0.71 0.05 13.57 0.51
RS2 0.80 0.05 16.18 0.64
RS3 0.83 0.05 17.04 0.69
RS4 0.88 -¢ -¢ 0.77
ISI 4.33 0.53 0.68-0.73 0.88
IT1 0.74 0.08 12.99 0.55
IT2 0.77 0.70 13.47 0.59
IT3 0.77 0.08 13.55 0.60
IT4 0.77 0.07 13.57 0.59
IT5 0.79 -€ € 0.63
ISA 3.99 0.74 0.70-0.76 0.87
IA1 0.76 0.07 13.43 0.58
IA2 0.77 0.07 13.56 0.59
IA3 0.84 0.07 14.90 0.71
1A4 0.81 -€ -€ 0.65
ISC 3.96 0.71 0.71-0.82 0.90
IC1 0.82 0.08 12.99 0.68
IC2 0.78 0.07 13.47 0.61
IC3 0.78 0.08 13.55 0.61
IC4 0.75 0.07 13.57 0.56
IC5 0.88 - - 0.77

Note: ? Standard Error is an estimate of the standard error of the covariance;  Critical Ratio is the critical ratio obtained by dividing the
estimate of the covariance by its standard error, and a value exceeding 1.96 represents a level of significance of 0.05; ¢ Indicates a parameter
fixed at 1.0 in the original solution.

4.2. Confirmatory Factor Analysis

Consistent with the method supported by [49], a measurement model was evalu-
ated by conducting CFA. The CFA model was developed with five latent variables, and
the results were expected to be correlated with each other. Given the sensitivity of the
chi-squared test (X? = 512.469; df = 289) and its unreliability in the case of examining
model fit in SEM, this study relied on the unlikeness of good-fit indices, including the
following: comparative-fit index (CFI), which was 0.94 (>0.9); adjusted-goodness-of-fit
index (AGFI), which was 0.85 (>0.8); Tucker-Lewis index (TLI), which was 0.94 (>0.9); the
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root-mean-square residual (RMR), which was 0.03 (<0.08); and the root-mean-square error
of approximation (RMSEA), which was 0.05 (<0.05). All the fit indices were considered to
have a good fit with the data.

Next, the convergent and discriminant validities of five constructs were investigated.
Construct reliability (CR) assesses the internal consistency of a measure, and convergent
validity exists if the CR value (between 0.87 and 0.90) exceeds the request level of 0.7 [51].
Table 4 shows that the CR values were between 0.87 and 0.90, reflecting a high reasonable
standard, giving strong support for the convergent validity of all measurements in the five
constructs. The average variance extracted (AVE) was conducted next to assess discriminant
validity. The AVE value is the amount of variance obtained by each construct in association
with variance due to random measurement error [51]. Discriminant validity exists if the
minimum AVE value is 0.5, and the level of the square root of the AVE should be greater
than the correlations between any two constructs. The AVE values were between 0.5 (ISM)
and 0.65 (RSC, ISC). These results confirmed that the measurement model had relevant
psychometric properties.

Table 4. Average variance extracted, composite reliability, and collections.

Measure AVE? Construct Reliability b SMC RSC ISI ISA I1SC
ISM 0.50 0.89 1¢
RSC 0.65 0.88 —0.22 ** 1
ISI 0.59 0.88 0.50 ** —0.30 ** 1
ISA 0.63 0.87 0.07 ** —-0.13 ** 0.00 ** 1
ISC 0.65 0.90 0.27 ** 0.11 0.12 ** 0.21 ** 1

Note: ** Correlation is significant at the 0.05 level; ? Average variance extracted (AVE) = (sum of squared standardized load-
ing)/[(sum of squared standardized loadings) + (sum of indicator measurement error)], and indicator measurement error is calculated
as 1 — (standardized loading)z; b Construct reliability = (sum of standardized loadings)z/ [(sum of standardized loadings)2 + (sum of
indicator measurement error)], and indicator measurement error is calculated as 1 — (standardized loading)?; © The square root of the
shared variance between the constructs and their measures are provided in the diagonal.

4.3. Structural Equation Modeling

SEM analysis is evaluated by overall and relative model fit and structural parameter
estimates, depicted with one-headed arrows on a path diagram [49]. The theoretical
model shown in Figure 2 is examined based on how well it reproduces the observed
covariance matrix and on the significance and direction of the hypothesized paths between
ISM, RSC, and ISI. The model fit indices suggested a good fit between the hypothesized
framework and the data (chi-squared = 211.805, p < 0.001; X2 /df = 1.83; CFI = 0.96;
AGFI = 0.89; TLI = 0.95; RMR = 0.029; RMSEA = 0.05) [45]. The results indicated that ISM
had a positive impact on ISI (standardized coefficient = 0.512, p < 0.001). Thus, Hypothesis
1 was supported. The effect of ISM on RSC was examined and it had a negative relationship
(standardized coefficient = —0.246, p < 0.001), supporting Hypothesis 2. Hypothesis 3
pertained to the relationship between RSC and ISI (standardized coefficient = —0.205,
p < 0.001), which was also supported.

4.4. Hierarchical Regression Testing

Hierarchical regression testing is usually accessed by moderating effects test [52]. The
next step aimed to test the moderating effects of ISA and ISC using a hierarchical regression
model. As shown in Table 5, sex and age were the control variables for this study as these
might have presented alternative demonstrations for the hypothesized relationships. The
control variables were included only in Model 1 and Model 4. The main effects of ISM, RSC,
ISI, ISA, and ISC were set into proper constructs, respectively (see Model 2 and Model 5).
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Figure 2. Depiction of results. (Note: ** p < 0.05).

Table 5. Summary of moderating test results.

RSC RSC RSC ISI ISI 1SI 1SI ISI
Model 1 Model 2 Model 3 Model 4 Model 5 Model 6 Model 7 Model 8
Control
variables
Sex —0.096 —0.098 —0.081 —0.060 —0.072 —0.053 —0.066 —0.063
Age 0.045 0.049 0.043 0.052 0.123 ** 0.069 0.080 0.068
Main
effects
ISM —0.217 *** —0.175 ** 0.438 *** 0.482 *** 0.474 *** 0.413 ***
RSC —0.238 *** —0.246 *** —0.234 *** —0.220 ***
ISA —0.116 ** —0.101 —0.064 —0.049 —0.068 —0.061
ISC 0.021 0.013 0.019 0.027
Moderating
effects
ISM x ISA 0.166 ** 0.157 **
ISM x ISC 0.098
RSC x ISC 0.156 **
F-value 1.592 5.707 *** 6.238 *** 0.884 17.640 *** 18.652 *** 17.543 *** 18.779 ***
Adjust R? 0.004 0.062 0.084 —0.001 0.289 0.303 0.290 0.305
vaiiféﬁ 0.840 0.877 0.882 1.696 1.576 1.602 1.551 1.642

Note: *** Coefficient is significant at the 0.01 level; ** coefficient is significant at the 0.05 level.

The Durbin-Watson value was assessed to examine the multicollinearity of the re-
gression equation. The results showed that it ranged from 0.840 to 1.696 (>0.60), proving
that there were no problems concerning correlated residuals. In Model 1 and Model 4, sex
and age had no significant impact on the dependent variables. ISM had a negative effect
on RSC in Model 2 and a positive influence on ISI in Model 5, at a significance level of
0.01. This outcome met the SEM test. The moderating effects were investigated in Model
3, Model 6, Model 7, and Model 8. In Model 3 and Model 6, ISA had a robust positive
significant impact on the relationship between ISM and RSC (8 = 0.166, p < 0.05) and ISM
and ISI (B = 0.157, p < 0.01). ISC was verified as an important moderating variable for
ISI (B =0.156, p < 0.05) in Model 8. Conversely, ISA was not found to have a significant
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moderating effect on ISI (f = 0.098, p > 0.05) in Model 7. Figures 3-5 present a positive
relationship between ISM and RSC with ISI when ISA and ISC were higher rather than
lower. Therefore, Hypotheses 4-6 were supported, while Hypothesis 7 was not supported
based on the results of this study.
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Figure 3. The moderating effect of information security awareness on information security marketing
and information security intention.
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4.5. Moderated Mediating Effect Testing

Hypothesis 8 posited a moderated mediating effect, whereby the mediating effect
would vary by RSC, ISA, and ISC. This study used the software Process version 3.0 for
SPSS [50] to test ISM's indirect effect on ISI. ISA and ISC were evaluated as having moderat-
ing effects in impacting the main effects on the dependent variables. The analyses showed
an indirect effect of the role model on ISI (indirect effect = 0.08; confidence [0.02, 0.16]).
The results showed a confidence interval that did not include zero, but a definitive claim
could not be made that the moderator’s indirect effect was related. This explained why
ISM’s indirect effect on ISI through RSC was moderated by ISA and ISC, signifying that
the mediation of the effect of ISM on ISI was moderated, so Hypothesis 8 was supported.

5. Discussion and Implications

This study empirically investigated the effects of ISM and RSC on ISI in the container
shipping context. This study also explored the moderating effects of ISA and ISC on these
relationships and found that some of them moderated these relationships. This study
sought to address several important issues associated with organizational information
security marketing and information security intention in container shipping firms. The
main findings are discussed as follows.

5.1. Discussion

Based on their ISM concerns, the respondents considered that security policies were
the most important in running their business operation processes. One research question
asked whether establishing a complete information security policy was necessary. However,
the respondents replied that their company did not communicate clear information on
their employees’ security policies. This usually caused employees to follow incorrect
procedures and indicated that most of the shipping did not implement their right processes.
This study’s findings can advance container shipping firms’ information ex-changes and
publishing platforms, which may facilitate employees in clearly receiving the latest news
as soon as it is available.

The respondents also believed that learning how to adopt security behaviors would
result in a significant loss of their work time. How can organizations progress from passive
to active learning? A proper reward or a rewarding scheme [53] has encouraged employees
to continue learning while working. Research findings have also shown that this is the
largest RSC, and total RSC could be improved if employees are willing to improve their
workplace security behaviors. This implied the container shipping companies are suggested
to establish a rewarding policy or system that encourages employees’ security intention.

Regarding ISI, most of the respondents’ agreement was that they considered their
security policies when using their information systems. This implied that the respondents
had a basic security concept when assessing their work systems. The shipping companies
may consider holding more security training activities to improve greater information
security. On the other hand, employees almost focused on their attention; however, they
did not always remind their partners to consider security issues, which should be pro-
moted. Having more warning messages in the workplace, enhancing supervisors’ security
leadership [12] in information security, and having clear security work procedures [52,54]
would effectively help solve this circumstance.

ISA was noted in the respondents’ cognition of information security. Responding
to calls to conceptualize and investigate ISA, the results indicated that violations of the
organization’s security policies would cause severe damage. On the other hand, the
respondents did not fully know the potential security threats and their risk consequences.
This implied that organizations were only aiming for employees to follow the security
instruction but did not show the severe outcomes of the damage. For example, system
breakdown cannot handle the ports, ships, cargo, and other partners. All world shipping
operations may be interrupted, bringing a great deal of business loss. Organizations should



Appl. Sci. 2021, 11, 2609

15 0of 19

share more knowledge about the threats caused by the lack of information security to
emphasize its importance.

From an ISC perspective, most employees were focused on information security and
the need to protect it well. However, a perfect security climate is one in which most
employees reach a security consensus. How can an organization encourage security
consensus of most employees? To cultivate abundant ISC, the current study results notably
suggested that supervisors and colleagues should support their coworkers in adopting
security practices. When employees feel they are supported, they are more willing to act
themselves and influence others.

5.2. Theoretical Implications

This study has several theoretical implications. First, the work extends the marketing
literature. Previous research mainly focused on the detrimental effects of sales strategies,
market searches, customer trends, and so on [55], while overlooking the internal marketing
that potentially drives employees” intentions to enhance their work. This study demon-
strates how marketing management helps with information protection by examining the
impacts of response cost and information security intention. Based on Hypotheses 1 and 2
being supported, organizational ISM is vital for both RSC and ISI. These findings enrich
the literature on the RBV theory in the container shipping industry with information se-
curity management, security policy improvements, security compliance, regular security
training, and an alerting system. Supervisors’ practices can establish clear security policies
by demonstrating work procedures so that employees can comply with them effectively.
This is congruent with RBV theory. Stewardship practices are likely to be part of infor-
mation security marketing’s organizational management, thus contributing to employees’
information security intentions and behaviors.

Second, this study primarily focused on the overall yet rarely studied response cost to
consider when an organization needs to proceed with security marketing. ISM harmed
RSC. Although ISM is critical to an organization and improves employees’ efficient security
intentions, RSC is often restrained [53,55]. In this context, the cost is not likely to be in
terms of cash but instead lost time, working inconvenience, and learning price. It is not
easy to achieve high efficiency when complying with security procedures for sufficient
work in a busy environment.

Third, there was a negative influence of ISI on RSC [55]. This can be interpreted
as employees needing to pay a high cost to obeying security policies, reducing their
information security intentions. This implies that stewardship must show or participate
in security activities, encouraging employees to follow security procedures to strengthen
their ISI.

Fourth, there was also a positive moderating effect between ISM and ISI/RSC in ISA.
For organizations with better ISA, ISM can positively impact ISI and RSC, while such a
positive association is not easy to find when ISA is low [24]. Regarding this advanced ISA
on the positive association between ISM and ISI/RSC, if employees know that violations of
the organization’s security policies will cause serious damage, they may adequately adopt
security action and recognize potential security threats and risks to avoid information
breaches. The application of ISA can help ISM reduce RSM for performance improvement.

Fifth, the theoretical predictions were supported in that ISC had a moderating effect
on the relationship between RSC and ISI. Even with RSC’s negative influence on ISI,
ISC moderated RSC'’s effects, such as employees considering information security and
protecting information systems, encouraging other employees to comply with security
policies, supporting other colleagues in adopting proper security practices, and discussing
security threats in the organization. Cultivating an information security climate requires
everyone’s involvement. Such ISA is reflected in employees’ ISI, so better ISA will lead to
better ISI.

Sixth, this study did not support the idea that ISA moderates the relationship between
ISM and ISI, despite empirical evidence on ISA as a moderator for ISM and ISl in performing
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goals. Finally, this study has shed light on the moderated (ISA and ISC) mediating (RSC)
effects associated with the links between ISM and ISI by developing a model to understand
the underlying mechanisms, through which ISM predicted ISI through the relationships
between RSC, ISA, and ISC to find the indirect effects of ISM on ISI. The research findings
addressed the issue that ISM is crucial for organizational security intention, as shown by
its significant impact on ISI under the moderated mediation model.

5.3. Practical Implications

The current work’s findings highlight a set of helpful directions that managers and
organizations may use to take the most significant advantage of employees’ information
security intentions and behaviors. The current findings also highlight the critical outcomes
of information security intention, such as policy compliance, and that participation can be
accomplished when marketing management is employed within organizations. As a result,
organizations and stewardship need to create organizational marketing systems with a
promoting-sharing policy to appeal to employees’ daily involvement.

This study also sheds light on ISA and how it is beneficial for organizations to reduce
costs and achieve employees’ security intentions. ISA is likely to take place in various
occupations organized in routine work in shipping, such as information technology per-
sonnel who keep data safe, email receivers/senders, and other workers who access the
Internet in the office. Similarly, this also applies to employees who frequently use the
Internet for work and other branches or offices in charge of global regions. High levels of
ISA can be established by regular training (e.g., email exercises, workshops, user manuals,
or classes about security information), thus benefitting the protection of an organization’s
information system.

The study further found that spam is the most popular computer virus reported by
the respondents, followed by phishing, malware, and ransomware. This implies that many
firms’ systems cannot accurately identify different kinds of email. Despite information
technology needing to be enhanced, organizational employees should notify their informa-
tion technology personnel when receiving any suspicious email. Although it is not easy
to find the most effective approach to avoid spam, its prevalence can be reduced using
a firewall.

5.4. Limitations and Suggestions for Future Research

Despite the strength of the results of this study (e.g., strong ISM, mediator exami-
nation, dependent variables to validate outcomes, frequent, ongoing visits by experts to
discuss the questionnaire, theoretical inferences, and support of the hypotheses), this study
has several limitations that should be addressed in future research. First, the study vari-
ables were self-reported by the respondents, due to the method used in the current work
(i.e., multiple measurements were collected from the same participants). Each respondent
served as his/her control group, captured in field contexts so that typical daily work in
organizational marketing management, response cost, and information security intention
could be obtained. This may lead to the non-response bias problem and cause fake results.
Future studies should use non-self-report methods to reveal the study variables, such as
obtaining financial performance for the dependent variable of employee security ratings.
Moreover, while this study presented proof of the ISM effect of employees” RSC on IS], it
did not consider other possible variables that may have also impacted their ISI. Considering
other potential variables, for example, encouragement [56], leadership [12], risk manage-
ment [57], or institutions [58], future studies should further examine the consequences of
these variables to compare different outcomes of employees’ ISI. Further, due to the limited
time and cost, this study only focused on the container shipping industry. This cannot
represent every industry. Other sectors may have different views and result in different
outcomes. We suggest that further research studies can investigate various industries and
the differences between them. Additionally, a longitudinal approach can solve the problem
of data collection at one point in time. This may lose the changes in the other time point.
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Using data collected from various points to investigate the research model’s short- and
long-term effects might bring complete outcomes and contributions. Finally, this study
was conducted in Taiwan. Although Taiwan is known as a key shipping region, other
areas should also be investigated. Ultimately, future research should employ this research
framework to examine different areas.
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