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Abstract

:

Since the early 2000s, life in cities has changed significantly due to the Internet of Things (IoT). This concept enables developers to integrate different devices collecting, storing, and processing a large amount of data, enabling new services to improve various professional and personal activities. However, privacy issues arise with a large amount of data generated, and solutions based on blockchain technology and smart contract have been developed to address these issues. Nevertheless, several issues must still be taken into account when developing blockchain architectures aimed at the IoT scenario because security flaws still exist in smart contracts, mainly due to the lack of ease when building the code. This article presents a blockchain storage architecture focused on license plate recognition (LPR) systems for smart cities focusing on privacy, performance, and security. The proposed architecture relies on the Ethereum platform. Each smart contract matches the privacy preferences of a license plate to be anonymized through public encryption. The storage of data captured by the LPR system can only be done if the smart contract enables it. However, in the case of motivation foreseen by the legislation, a competent user can change the smart contract and enable the storage of the data captured by the LPR system. Experimental results show that the performance of the proposed architecture is satisfactory, regarding the scalability of the built private network. Furthermore, tests on our smart contract using security and structure analysis tools on the developed script demonstrate that our solution is fraud-proof. The results obtained in all experiments bring evidence that our architecture is feasible to be used in real scenarios.
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1. Introduction


Internet of Things (IoT) has been largely employed around the world to provide a number of new services. In the IoT domain, things like everyday objects, places, and environments are interconnected with each other through the Internet [1]. This definition can serve as a basis for the design of Smart Cities. Smart cities are structures for real-time data collection and integration based on the use of sensors, applications, personal devices, and other interconnected resources [2]. When integrated into a computing platform, these features provide a set of smart services useful to solve urban problems. Such devices contribute to the sustainable development of cities and the improvement of the quality of life of their citizens.



Rjab et al. [3] have identified four primary roles of the IoT in Smart Cities: (i) ensuring the ubiquitous connectivity between different objects; (  i i  ) collecting a large amount of data that can be analyzed, stored, and shared; (  i i i  ) improving and facilitating the accessibility of services and enabling the creation of new intelligent and personalized services; and (  i v  ) monitoring movements in different areas of the smart city, which can improve the level of security.



Several infrastructures of a city can benefit from smart services. For instance, law enforcement organizations such as the police departments have been using license plate recognition (LPR) systems, also called license plate readers, to monitor and track vehicles circulating through the cities. As reported by the authors of [4], in 2002, police forces in England and Wales began to be equipped with LPR technology. United States (US) agencies followed suit around 2004, as did Canada and Australia. In less than one decade, LPR systems have been widely adopted by law enforcement agencies around the world as a force multiplier in law enforcement and an essential tool for fighting crime. LPR systems take photographs of vehicles and, through image recognition technologies, collect and store the license plate number, date, time, and location of each reading. Law enforcement organizations use these data to detect stolen vehicles, identify, and monitor suspect vehicles, or even wanted individuals.



Concern has raised from the use of LPR systems based on the privacy of the captured data [5]. LPR systems do not distinguish between vehicles under criminal investigation and those that are not. This feature violates the data protection laws in countries that protect the storage of personal data without consent or motivation provided by law. Organizations that use LPR systems have faced questions from citizens and organizations that defend the privacy of individuals. The captured image of a vehicle, its license plate, location, and the date and time the image was recorded provide a basis for inferring personal characteristics about the driver. Therefore, it is clear the need for solutions to protect privacy in cities that use LPR systems for vehicle monitoring. These systems must be implemented considering guarantees of privacy of the data they capture, not allowing that data to be stored and processed in disagreement with the provisions of the current data protection laws.



Based on a systematic literature review, we have identified a lack of solutions to guarantee privacy in LPR systems. Given this gap, in [6], we presented a proposal of a storage architecture that uses blockchain technology to guarantee the privacy of data captured by LPR systems. This architecture relies on the Ethereum platform, a decentralized network capable of executing smart contracts. In our model, each smart contract will match the privacy preferences of a license plate that will be anonymized through public encryption. Thus, the storage of data captured by the LPR system cannot be accomplished if privacy protection is enabled in the smart contract associated with the license plate. Our architecture uses a gateway to control access to the blockchain smart contracts. In case of motivation foreseen by the legislation, the smart contract associated with a specific license plate can be changed by a competent user to allow the storage of the data captured by the LPR system.



In this article, we build on our previous work [6] and delve deeper into the description and evaluation of the proposed solution, presenting new results that contribute to the objective of the work. We discuss in more detail the characteristics and limitations of solutions presented in the literature to provide privacy in IoT systems that use blockchain technology, the basis of our solution. We also deepen the performance evaluation experiments, bringing more evidence about the viability and limitations of our solution. We evaluate the cost of building the smart contract developed, the number of contracts that can be stored per block, and the time to register and retrieve contracts on the blockchain. Besides, we introduce a security evaluation of the smart contracts implemented, a kind of analysis that we did not find in the works reported in the related work evaluated in our study. This security analysis relies on the main current flaws and bugs of the Ethereum platform. The results obtained in all experiments bring evidence that our architecture is feasible to be used in real scenarios.



As the main contribution, this work presents a detailed description and evaluation of the performance and security of a storage architecture based on blockchain for protecting the privacy of users of LPR systems. Furthermore, the architecture presented can be adapted to other environments that need privacy, security, and trust in IoT scenarios. Concerning our previous paper, this work introduces the structural security analysis of the smart contract. In [6], we conducted a performance analysis of the proposed architecture, evaluating response time for key recovery, cost of developing contracts, and execution time. In the current work, we seek to evaluate the security of the developed contract considering that it has a simple structure in relation to other smart contracts. Taking this into account, the additional contributions of this work are listed below.



	(i)

	
The structural security analysis of the contract developed using Surya and Mytril tools to identify flaws and bugs in the developed smart contract.




	(ii)

	
The security tests based on Reentrancy, Front-Running, and Gas Limit Denial of Service (DoS) attacks in the contract developed to identify security flaws in the contract code.







The remainder of this paper is organized as follows. Section 2 presents the theoretical basis on which this work was based, discusses the operation of LPR systems and the current scenario of adoption of these systems around the world, and ponders about data protection legislation in different countries. In Section 3, an analysis is conducted regarding the use of blockchain to ensure privacy in IoT environments. Section 4 describes the architecture proposed to solve the privacy problem of the chosen scenario. Section 5 discusses the results obtained from experiments conducted to evaluate the performance of the proposed architecture. Section 6 presents the results of the security tests executed on the implemented smart contract. Finally, Section 7 presents the conclusions and discusses future work.




2. Background


This section presents the definition of LPR systems and the current state of their adoption in some countries. We highlight the benefits of its application in the field of public safety and the impact on the privacy of monitored individuals. We also review data protection laws that aim at ensuring the privacy of individuals about the storage and processing of personal data, demonstrating how LPR systems pose threats to privacy.



2.1. LPR Systems


LPR systems are automatic image processing systems that recognize the license plate number of a vehicle. Such systems work on one or more camera-taken pictures that may be of the color, black-and-white, or infrared type [7]. LPR systems combine several techniques to obtain the license identifier, such as object detection, image processing, and pattern recognition. After the license plate number is obtained, it can be associated with data stored in databases, and this crossing of information enables other analyses for a diversity of applications. Examples include electronic payment systems (toll payment, parking fee payment), monitoring systems that identify road traffic intensity, and surveillance and monitoring of individuals and vehicles [4,7].



When an LPR system detects a vehicle and recognizes its license plate number, this number is compared to vehicle database records of interest in criminal investigations. In the case of a suspect vehicle is identified, a law enforcement officer can intercept and stop the vehicle, check for evidence, and, whether necessary, make arrests. However, all the license plate numbers of vehicles passing through a camera are stored, even the ones of non-suspect vehicles [8]. As the LPR system of a city can recognize and register hundreds of license plate numbers every minute, it stores large amounts of data. These data are stored for a period for use in future investigations (the legislation of each country determines this period. Thus, when a vehicle of interest is registered in the system, the authority can perform retrospective analysis and identify possible locations of an investigated suspect based on the movement history of his/her vehicle.



The storage of data regarding vehicles that are not of investigative interest has raised concerns about the privacy of citizens. On the one hand, police forces around the world claim that the use of LPR systems has increased the power of crime prevention and aided investigations. On the other hand, civic organizations and ordinary citizens have questioned whether LPR systems protect the personal data associated with the identified license plates. They worry that such information could be used for purposes unrelated to public safety. In any case, the use of LPR systems by police forces has increased significantly around the world, under different justifications [9].



According to the authors of [4], the first adherents of LPR systems were the police departments and government agencies of the United Kingdom (UK), around 2002. Then, the UK Home Office, a ministerial department of Her Majesty’s Government of the United Kingdom responsible for immigration, security, and law and order, began to build and evaluate strategies for using LPR systems. Research indicates that, by 2006, all police forces in England and Wales had LPR technology. Over the same period, many similar technologies related to vehicle traffic monitoring were already available, including radar and traffic light cameras, as well as toll cameras. UK law enforcement agencies use LPR systems within a nationally interconnected infrastructure that centralizes the storage of captured data in a single data center, which is governed by standards for the use of technology [10].



In the United States, LPR systems were introduced around 2004 and quickly gained popularity in law enforcement circles. In 2007, the International Association of Chiefs of Police (IACP) established a resolution promoting the use and purchase of an LPR system with federal funds [11]. At that time, a survey conducted by the US Department of Justice estimated that about 19% of agencies with more than 100 employees were using LPR [12] systems. A survey published is 2013 shows that this percentage increased to 66% in that year [13]. A new research was conducted in 2016, but until this moment (2020), the results of this research had not yet been disclosed.




2.2. The Privacy Problem


The expansion of LPR systems usage has raised questions about protecting the privacy of citizens because such systems enables the monitoring of any vehicle identified. Several organizations and news agencies have been concerned about these issues.



The EFF (Electronic Frontier Foundation), a nonprofit organization based in San Francisco, California (CA), working on digital rights advocacy, requested information regarding the use of LPRs in the United States. Utilizing the transparency law, they assessed that LPR systems from 2016 and 2017 performed more than 2.5 billion license plate recognitions. Furthermore, according to the study, 99.5% of the monitored vehicles were not associated with criminal investigations [14].



According to the authors of [15], police agencies or private corporations that collect and store vehicular license plate data could track the location of a vehicle by inferring a wide range of information about private life, history, religion, or personal beliefs of an individual.



Two of the most critical aspects of privacy concerning data captured by LPR systems are the life-time of the records in the LPR database and the control access to the database. The concern for privacy primarily focuses on readings maintained in the LPRs database that were not associated with activities of interest to the police when they occurred. These records can be explored later, at the discretion of who owns the property and access to the database because, in most cases, LPR systems are sold to government institutions by private companies, and it is unclear to what kind of use such data may be susceptible.



Nevertheless, each country has different laws protecting the privacy of its citizens. In general, these laws protect the citizen against the storage of personal data captured without explicit consent. Some exceptions are allowed, such as the storage of personal data by public interest, public security, and others. The problem is compliance with these laws by the technologies employed in the LPR systems in use today. In the system proposed in this article, we meet these requirements to offer a solution that fits most countries possible.




2.3. Legislation


Dozens of countries in the world already have specific legislation for data protection. In May 2018, the GDPR (General Data Protection Regulation), a data protection law approved since 2016 [16], became applicable in the European Union (EU). In the United States, data protection takes place through a set of federal and state laws, making the handling of data privacy issues vary from state to state.



The European Parliament adopted the GDPR in April 2016. The law is an evolution of the 1995 European Directive (Directive 95/46/EC) and came into force after a transitional period of two years, on 25 May 2018 [16]. The law applies not only to organizations located within the EU but also to all companies which process and hold the personal data of data holders residing in the EU irrespective of the location of the company. Organizations can be fined up to 4% of their annual global turnover for violating GDPR, and the fine can be up to 20 million euros. This fine is the maximum penalty that can be imposed for more serious infringements, such as not having sufficient consent of a customer to process his/her data.



The new European law reinforced the conditions of consent. The request for consent must be filled out in an intelligible and easily accessible form, and the purpose of processing the personal data of a client must be attached to that request. Consent should be explicit and distinguishable from other subjects, using language that is easy to understand. Moreover, it should also be easy for the client to withdraw their consent at any time. Explicit consent is required for the processing of confidential personal data. The client must register his/her option for the consent of the use of his/her data. However, for non-sensitive data, “unambiguous” consent is sufficient. In other words, the provision of data is enough to be considered that the consent is implied, even whether the client does not register the consent option explicitly. An example of “unambiguous” consent is providing an email address for receiving news from a website.



GDPR provides some exceptions to the need for consent to personal data, such as in matters relating to national security, defense, and public safety [17]. In addition to these exceptions, we should highlight the provision in the law of excluding the need for consent in cases involving the prevention, investigation, detection or prosecution of criminal offenses, or the execution of criminal sanctions aimed at safeguarding against threats to public security and prevention.



Unlike the EU, the United States follows a sector-wide approach to data privacy protection. There is no comprehensive federal law that guarantees the privacy and protection of personal data. Instead, legislation at the federal level primarily protects data within industry-specific contexts. Personal data protection in the country depends on federal and state laws, administrative regulations, and specific self-regulatory guidelines. The privacy protection guarantees are specific for each state and are located in a wide range of legislative instruments and jurisprudence [18].



Many statewide laws regulate the collection and use of personal data in the United States, and the number grows each year. On 28 March 2018, all 50 states and the District of Columbia, Puerto Rico, and the US Virgin Islands enacted laws requiring notification of security breaches involving personal information. As technological threats evolve, US legislation is progressing, and soon it is likely to establish more comprehensive legislation at the federal level, such as the European GDPR.



In one case in the state of Virginia, USA, a citizen contested the collection of his data at the LPR system of the Fairfax County Police Department (FCPD) [19]. The claim was based on a state privacy law called the “Government Data Collection and Dissemination Act”, which states that personal information “will not be collected” by state agencies “unless the need has been clearly established in advance”. The Virginia court has ruled that the vehicle data collection of the FCPD is not exempt from the law’s requirements of this law. Virginia law defines “personal information” as including “all information that provides a basis for inferring personal characteristics”. Based on this definition, the Fairfax County court decided, in April 2018, images and associated data stored in the LPR database of the FCPD meet the statutory definition of “personal information”. Virginia law provides that authorities can process personal information on investigations and information collection related to criminal activity. However, according to the finding of the Court, the “passive use” of LPR systems by the Police Department does not fall within this exception and therefore is not exempt from the operation of the Data Law. The Court ceases its conclusion by justifying that the FCPD collects and retains personal information without any suspicion of criminal activity at any level of abstraction. In doing so, it has created an information system that deals with investigations and collection of information that are not related to criminal activities.




2.4. Pseudonymization


GDPR refers to the term pseudonymization as a principle to protect personal data. It defines the term as the processing of personal data in such a way that the data can no longer be assigned to a specific Data Subject without the use of additional information. In other words, pseudonymization is the treatment by which a data loses the possibility of an association, directly or indirectly, to an individual, but by the use of additional information maintained separately by the controller in a controlled and safe environment.



When data is transformed into a pseudo-animated form, it is impossible to use it directly to identify a person. The possible method of meeting the GDPR request is encryption, in which the data being encrypted ceases to be readable directly and can be read only by a key or a pair of security keys.



In this context, blockchain technology presents itself as a viable solution to the problem above, as its principles rely on the intensive use of cryptography, a key feature of blockchain networks, in addition to bringing reliability behind all the interactions in the network. Smart contracts—automatic execution scripts residing in the blockchain—integrate these concepts and allow distributed, highly automated workflows [20].




2.5. Blockchain


The blockchain concept was proposed in [21] and introduced in 2008 through the bitcoin currency. This application demonstrated the ability of the bitcoin technology to guarantee integrity in point-to-point transactions without the need for third-party auditing. Besides, the blockchain also guarantees security and privacy in the transactions carried out.



Blockchain is a data structure in which the blocks are linked together, forming a chain. Information is stored within each block, and this information may vary for each blockchain. The blocks are connected using a cryptographic hash function. Over the years, several blockchains have been created to satisfy specific operating conditions, and the Ethereum network is one of them.



Ethereum is a platform capable of executing smart contracts and storing them on its blockchain. The contracts executed on the Ethereum platform are immutable; that is, they work as scheduled without any possibility of alteration by unauthorized users in its code after its creation.



Smart contracts are scripts stored on the blockchain. They can be considered analogous to the procedures stored in relational database management systems; that is, they are automatically triggered after a transaction is triggered. They reside on the blockchain and have a unique address. In [20], the authors explain that a smart contract is triggered when addressing a transaction to it. It is then executed independently and automatically in a prescribed manner on all nodes in the network, according to the data in the triggering transaction. The authors point out that smart contracts enable managing data-driven interactions between entities on the network, establishing rules of interaction that cannot be circumvented.





3. Related Work


Ochôa et al. [6] propose an architecture focused on privacy in LPR systems. The central premise of the architecture proposed by the authors is that the user is the one who decides when he/she wants to be monitored, and this rule can be changed only with a court order from the competent authorities. As a solution, the authors propose a smart contract that stores the privacy preferences of the user. Asymmetric cryptography is used with the contract to guarantee the anonymity of the entities present in the architecture. This work is an evolution of the architecture presented by Ochôa et al. [6], by assessing the security level of the smart contract developed, as it is shown in the last column (SSC) of Table 1.



When performing a systematic literature review to identify other works proposing the use of blockchain for LPR systems, the results of this review pointed to the lack of such studies. In this sense, this section gives a brief review of other IoT applications. The summary of the identified works is presented in Table 1.



From Table 1, it can be seen that no work other than [6] was identified to employ—in the same application—smart contracts, encryption, anonymization, and blockchains. Table 1 summarizes and compares the main features observed in the literature review. The SC column identifies whether the solution proposed uses smart contracts to provide privacy. As we can see, this approach is employed by around 50% of the authors. These works use smart contracts to store the privacy preferences of the users or to provide access control to the information. The E column identifies the works that adopted encryption techniques to improve user privacy. If we do not consider this article and our previous work [6], we observe that few works (only six) employed encryption to manage data privacy with the use of public keys to identify the entities present in each architecture. The next column (A) marks the works that applied anonymization techniques to provide privacy to the users, ensuring that his/her data could not be traced/mapped. As before, few studies (only five) use this technique to anonymize the users’ identity, making it impossible to identify them. Following, BC indicates the works that chose to use private and consortium blockchains in their architectures. Half of the works used this solution to eliminate computational overhead and ensure privacy so that only specific users could access the data stored in the blockchain. Many of the works above integrate the techniques discussed to guarantee security in their architectures. However, none of them evaluate the security level of their smart contracts (when used). It is worth noting that most of the works integrated at least more than one technique to guarantee the security and privacy in their architectures.



On the other hand, it is important to notice that there are works on the literature dealing with vehicle plate identification using technologies not listed above. For instance, Andreica and Groza [42] experiment the use of the license to identify vehicles and use this identification number to bootstrap security based on identity-based cryptography schemes. In this sense, their performed experiments with Android smartphones in order to determine the feasibility of the solution. From the results, identification based on license plate number can be done with high accuracy at a range of around 50 m.




4. Architecture


Security and privacy are important factors to be considered when developing IoT architectures that use Big Data [43]. In light of this, we chose to apply all the technologies discussed above (smart contracts, encryption, anonymization, and blockchain) to obtain a high level of privacy for the users. This section presents our proposed architecture.



4.1. Premises and Requirements


The first premise of our system is that a user should not be monitored when he/she does not want to. Nevertheless, as a second premise, we consider that the legislation of each country/state establishes the conditions for monitoring a person at a particular moment. Based on these premises, our architecture addresses three points (requirements):




	
An individual who does not want to be monitored will not be monitored unless the government has a legal order for that.



	
The government can monitor an individual. However, at the end of the investigation process, he/she should be alerted about this monitoring.



	
An individual can be monitored and be aware of that if it is necessary (e.g., monitoring of people on probation).








In order to fulfill the requirements above, we use all the techniques listed in Table 1, as follows.




4.2. Technologies


Our architecture integrates the following four architectures:



4.2.1. Smart Contracts


Our architecture uses smart contracts to store the privacy preferences of a user, which can choose to be monitored or not. If it is necessary to monitor a user (e.g., the government acquires a court order authorizing the monitoring), the privacy preferences of the contract are changed, enabling the monitoring of the license plates.




4.2.2. Encryption


Elliptic Curve Cryptography (ECC) is a key-based technique for encrypting data, which has been widely used due to its security level and reduced key sizes when compared to other algorithms (e.g., Rivest, Shamir, and Adleman—RSA), see [44] for an overview. We applied ECC to generate the cryptographic keys, with a pair of public and private keys generated for each system’s user; the public key is used for encryption/decryption of a legal order. Any governmental agency wishing to monitor a user must also have a pair of public/private keys and use the public key to identify a governmental representative’s access to the license plate database.




4.2.3. Anonymity


As far as anonymity is concerned, the use of public keys will also serve as a pseudonym and will consequently make all users anonymous. This approach is adopted because with a public key, even though it is distributed on the network, only the owner of the license plate will know the key that corresponds to his/her license plate. Note that there is no exchange of messages between users under monitoring. Information exchange only happens between the monitored user and the governmental agency.




4.2.4. Private Blockchain


To eliminate the existing computational overhead, we decided to use a private blockchain. Even choosing this type of blockchain, the smart contracts also ensure that the system is immutable as the conditions stored in the contracts cannot be changed. Note that users will not have access to the blockchain, only the government. In this way, the user will know that he/she is under monitoring through a notification sent by the gateway in a proper time.





4.3. Scenarios


Based on the information presented, we designed our architecture by addressing the three requirements mentioned at the beginning of this section. Our architecture relies on the scenario illustrated in Figure 1, which is described below.



	(i)

	
The user requires the license plate for his/her vehicle and configures the privacy preferences for monitoring. This information is registered in a smart contract stored in the private blockchain. At this point, the public and private keys of the user are also generated. When the user requires the license plate, the registration is done by a system connected directly to the blockchain, without going through the gateway. Moreover, only the authorized addresses can change the privacy preferences of a smart contract after it is registered.




	(ii)

	
When the license plate is captured by an license plate recognition (LPR) system, the captured image is sent to the gateway responsible for managing all communications. The gateway connects to the database that has stored the public keys corresponding to each license plate and retrieves the corresponding public key.




	(iii)

	
After retrieving the public key, the gateway connects to the blockchain and checks the privacy preferences of the captured license plate through the smart contract.




	(iv)

	
If the privacy preference of this license plate allows the image to be captured, the gateway stores its image in a storage service. On the other hand, if the user’s preferences forbid the license plate capture, no image is stored.







Figure 2 illustrates the scenario used when it is necessary to monitor an individual, as described below.



	(i)

	
To initiate the monitoring process, the government user must obtain a court order authorizing the monitoring. The court order must be sent to the gateway.




	(ii)

	
The order is encrypted using the license plate owner public key, and the smart contract privacy preferences are changed, allowing the license plate to be monitored for a certain time.




	(iii)

	
Upon completion of the monitoring time, the encrypted court order is sent to the user stating that he/she has been monitored with an order. When the monitoring time ends, the contract privacy preferences are updated to the original settings.









5. Performance Evaluation


This section presents an analysis of performance based on a set experiments carried out to verify the feasibility of the proposed architecture.



5.1. Recovery of the Public Key


The first test aimed at identifying the time it takes to retrieve the public key of a user by connecting the gateway to the database, as shown in Figure 2. In the experiments, we have used PostgreSQL 9.4 database system, running on a host computer with Debian 9.8 OS, 4 GB of RAM, and Intel Core I5 1.6 GHz processor. The gateway was running on another computer running Ubuntu 18.04 LTS with 8 GB of RAM and Intel Core I5 2.3 GHz processor. We have measured the time to fetch 1, 10, 100, and 1000 keys at a time, using three database sizes: 100,000, 1 million, and 10 million license plates. Table 2 summarizes the query execution time to retrieve a given number of keys for each database size. We can observe that the execution time of the queries varies according to the number of keys retrieved and also with the database size. It is worth noting that the higher number of license plates stored in the database is less the number of vehicle plates licensed in cities like New York, which do not reach the amount of 10 million private cars [45].




5.2. Smart Contract Cost


We used Ganache and Truffle to implement a private blockchain and develop the contracts. Ganache is a personal Ethereum blockchain which enables developers to create smart contracts, dApps, and test software, and inspect state while controlling how the chain operates. Truffle is a development environment, testing framework and asset pipeline for blockchains based on the Ethereum Virtual Machine (EVM). The first point observed during the building of the network was the limit amount of gas for each block. By default, Ganache uses blocks of 6,721,975 gas, while Main-net currently uses blocks of 8,000,000 gas. To set the limit amount of gas per block on our blockchain, we first verified the gas cost of the smart contract developed.



As we can see in the algorithm shown in Figure 3, the system performs an address mapping that can change the privacy preferences of a contract. If the gateway verifies that the contract does not include the requestor address, it cannot be changed. We consider that one or more government agencies can request monitoring, and therefore each agency must have a registered address.



A smart contract consumes an amount of gas to be stored into the Ethereum blockchain. To assess the gas cost of each contract, we performed experiments by varying the number of addresses authorized to change the privacy preferences of each user. The results obtained are shown in Table 3. As we can observe, the gas cost increases with the number of addresses mapped in the contract. As the Ethereum network becomes expensive to store values, we chose to use ten addresses for each contract.



Based on the value obtained in the previous experiment, we set the limit amount of gas for each block to store 20 contracts. Table 4 presents the comparison of contracts stored in our network with Main-net and the standard Ganache network. The results show a small difference between the number of contracts stored in our network with Main-net and Ganache. This difference does not change the operation of the network compared to Main-net as the gas size of each block in Main-net varies over time.



In our network, we set the limit amount of 6,005,800 gas per block, enabling the storage of exactly 20 contracts per block, considering the structure shown in Figure 3. This value does not compromise the network performance because we use a private blockchain.




5.3. Registration and Verification of Contracts


Considering that each registered license plate corresponds to a contract, we evaluated the registration time of contracts in our blockchain through the gateway. For this experiment, we hosted our blockchain on a machine running Ubuntu 18.04 LTS with 2 GB of RAM and Intel Core i7 3.8 GHz processor. We then used the web3.js library to register and verify the contracts by establishing a connection with the blockchain. Following, we measured the execution time for the registration of 1, 10, and 100 contracts. Table 5 presents the results obtained. From these results, we observe that the time necessary to register transactions in blockchain varies linearly with the number of contracts being registered concurrently.



Next, we used the address of each contract generated to perform its search in the blockchain and evaluate the connection time of the gateway with the blockchain. We dismissed the time the gateway takes to obtain the contract address from the database. As the results presented in Table 6 show, the increase in the number of blocks has minimal impact on the time for obtaining a contract stored on the blockchain.



Based on the results obtained from the experiments presented above, we consider that our architecture can be employed in real-world systems. However, it is worth noting that we did not perform database scalability tests on a real system, and several aspects still need to be analyzed. For instance, registering the same vehicle as it travels through the city requires a strategy to reduce storage costs. Furthermore, the database scalability depends on the number of capture points, the resolution of the images, and the additional information to be stored. The system’s scalability also depends on its ability to meet the time requirements for registering multiple images captured by the multiple cameras of one or more cities served by the system. These aspects will be investigated in future works that involve applying the proposed solution in a real system.





6. Security Evaluation


In this section, we seek to assess the security of the developed smart contract. In this evaluation, we employ a methodology to identify the main types of attack which can be carried out in smart contracts [46]. Among them, we identified three possible attacks to our contract:




	
Reentrancy: The repeated call of a smart contract function by different users can lead to an inconsistency in the final result of the function. In order to evaluate this attack in our contract, we chose to invoke the changePreferences function for n different users.



	
Front-running: A changePreference() transaction can be seen in the mempool (i.e., the memory pool) of the platform before it is executed, and a person can react in advance before that transaction is processed. The memory pool has the function of storing unconfirmed transactions. Once a transaction is generated, it is transmitted to the network and stored in the mempool [47]. In our tests, we seek to observe the behavior of several transactions in the mempool.



	
Gas Limit DoS: A transaction can be denied when a user invokes one or more transactions trying to exceed the gas limit of a block, so the transaction is not processed. In our tests, we seek to generate an exploit in the contract trying to exceed the gas limit.








To carry out the first type of attack (Reentrancy), we chose to call the changePreferences() function simultaneously from different addresses on the blockchain. For that, we registered in the smart contract the addresses that could have access to the blockchain. As previously defined, the maximum number of addresses stored in a contract equals 10, so the test developed was limited to this value. Figure 4 illustrates scenario used. In this test, we verify whether the flow of calls to a specific function of the contract can generate inconsistencies in it.



As can be seen in Table 7, according to the results obtained, the contract developed was not influenced by the Reentrancy attack. We noticed that the attack was not effective due to the simplicity of the changePreferences() function. Contracts with higher complexity could be affected by this attack.



To carry out the Front-Running attack, we observed the mempool of the transactions in Truffle Console and used the changeMonitoringType() function to perform this test. After calling the function, we sought to identify the blockchain transaction in the mempool. However, as we use a private blockchain and few transactions, the function was processed at the time it was called. As such, there was no time to process another transaction before it had been processed. Another cause of this effect was the simplicity of the contract developed. Figure 5 presents a screenshot from the console of the environment used in which we can see that a new block was created at the time of calling the changeMonitoringType() function. The logsBloom shown in the figure is the Bloom filter record, which aims to preserve the user’s privacy and resist third-party attacks.



In the third test (Gas Limit DoS), we explored the contract to generate a denial of service attacks. For this test, we used both the functions available in the contract. Figure 6 illustrates the scenario used in the test. As we can see, unlike the first attack, this test attempts to generate an exploit in the contract to exceed the gas limit of the block. This type of attack allows a transaction not to be processed, unlike the Reentrancy attack that seeks to maliciously change the value of a transaction using an exploit without exceeding the gas limit of the block.



From the tests performed, we realized that the contract developed is tamper-proof from Gas Limit DoS. Again, due to the simplicity of the smart contract, when a function is called multiple times, it is processed instantly, not allowing DoS attacks. However, we realized that the complexity of the algorithm directly influences this security issue. The complexity of the developed algorithm is classified as   O ( 1 )  , which makes the attack impossible. Table 8 presents the probability of a DoS attack occurring according to the complexity of the algorithm when the contract design is not done correctly.



We used the Surya tool to generate a graphic representation of the contract developed and illustrate its complexity. Surya is a utility tool for smart contract systems that provides a number of visual outputs and information about the structure of the contracts. It also supports querying the function call graph for manual inspection of contracts. As shown in Figure 7, the contract functions do not interact with each other and cannot be called externally by other smart contracts. This approach reduces the complexity of contracts and avoids security issues.



As the last experiment, we used the audit tool Mythril to assess the security of the developed smart contract. Mythril is a security analysis tool for Ethereum Virtual Machine bytecode. It detects security vulnerabilities in smart contracts built and uses symbolic execution and Satisfiability Modulo Theories (SMTs) solving and taint analysis to detect a variety of security vulnerabilities. This tool searches for pieces of code that could lead to security inconsistencies and can detect vulnerabilities in smart contracts for Ethereum and other platforms. Figure 8 presents a screenshot of the report generated by Mythril showing the result obtained.



The report produced by the Mythril tool displays the security warning MythX SWC-103. A floating pragma is set, which is issued when we denote in the contract a different version of the pragma used in the compiler. The developed contract was built using version 0.6.4 (line 1 of Figure 3), while the Solidity compiler installed on the computer applied in the tests used version 0.6.7. This type of approach can be harmful as outdated versions of the pragma can generate bugs in the execution of the contract. To solve this problem, we need to change the contract to use the same version of the compiler installed on the machine.




7. Conclusions


This work presented a state-of-the-art storage architecture to guarantee privacy in license plate recognition systems. The architecture uses a private blockchain in conjunction with smart contracts and anonymization through ECC.



For this work, we conducted a review of the state-of-the-art solutions to provide privacy in platforms for the Internet of Things. The study demonstrated the lack of solutions to guarantee privacy in LPR systems and characterized the solutions currently developed for other IoT scenarios. In view of this, our work seems to be the first one to propose a solution to provide privacy in LPR systems using blockchain.



The results obtained confirmed the feasibility of implementing the proposed architecture. However, according to the tests performed, it is necessary to use sidechains for each state/city to maintain satisfactory network performance. Using only one blockchain to store all vehicle license plates of a country would make the system impracticable to be implemented because of performance and scalability issues.



The security analysis developed showed that the implemented smart contract is resistant to several types of attack. The approach used in this work to develop a contract of simple complexity favored the proposed architecture on security issues. However, it is necessary to emphasize that more complex architectures may need more complex contracts. In such cases, it is necessary to carry out a deeper security analysis in order to identify vulnerabilities that could compromise the proper functioning of the contract.



The analysis made in this article is an evolution of our previous work [6]. In addition to further detailing the proposed architecture and evaluating its performance, we seek to highlight the security of the developed architecture, focusing solely on the structure of smart contracts. In this way, we demonstrate the feasibility of implementing the proposed architecture through results obtained in performance and safety tests.



The solution proposed in this work is not restricted to LPR systems. Considering state-of-the-art technologies and platforms, anyone can adapt the proposed architecture to other environments that need privacy, security, and trust in IoT scenarios. Blockchains have been widely used in IoT environments to ensure the operation of these systems. Thus, the results obtained also contribute to other researches that are being carried out in this area.



As future work, we intend to evaluate the proposed solution in other blockchain architectures aimed at IoT scenarios because, as mentioned in [48], the lack of a standard for analysis standard and requirements engineering is the main reason that drives blockchain to failure. We also intend to implement and evaluate the proposed architecture on other blockchain platforms for use in LPR systems, thus seeking to identify which platform is the most efficient to be used in this application. Besides, we intend to implement different levels of security and encryption, and develop security tests focused on the application gateway.
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Figure 1. Proposed architecture. 
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Figure 2. Architecture for monitoring an user for a specified time. 
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Figure 3. Privacy preference smart contract. 
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Figure 4. Reentrancy attack model. 
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Figure 5. Truffle console showing the processed transactions. 
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Figure 6. Gas Limit Denial of Service attack model. 
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Figure 7. Smart Contract Graph created using Surya tool. 
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Figure 8. Mythril analysis result. 
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Table 1. Comparison and characterization of related work on privacy in IoT environments.
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	Work
	SC
	E
	A
	BC
	SSC





	Yu et al. [22]
	•
	
	
	•
	



	Pouraghily et al. [23]
	•
	•
	
	
	



	Rifi et al. [24]
	•
	
	
	
	



	Cha et al. [25]
	•
	
	
	
	



	Pinno et al. [26]
	
	
	
	•
	



	Huang et al. [27]
	•
	
	•
	
	



	Dang and Nguyen [28]
	•
	
	
	
	



	Ayoade et al. [29]
	•
	
	
	
	



	Paul et al. [30]
	
	•
	
	•
	



	Gallo et al. [31]
	•
	
	
	•
	



	Le and Mutka [32]
	
	
	•
	•
	



	Liang et al. [33]
	
	•
	
	
	



	Dorri et al. [34]
	
	•
	
	•
	



	Wang et al. [35]
	
	
	•
	•
	



	Ali et al. [36]
	
	
	
	•
	



	Chanson et al. [37]
	
	•
	
	
	



	Laszka et al. [38]
	
	
	•
	
	



	Le et al. [39]
	
	•
	•
	•
	



	Loukil et al. [40]
	•
	
	
	
	



	Yang et al. [41]
	•
	
	
	
	



	Ochoa et al. [6]
	•
	•
	•
	•
	



	This work
	•
	•
	•
	•
	•







Note: SC: Uses Smart Contract; E: Applies encryption; A: Employs anonymization; BC: Uses Blockchain; SSC: Evaluates the security of the smart contract.
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Table 2. Key recovery query execution time varying database size.
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	Keys Recovery/DB Size
	100 K
	1 KK
	10 KK





	1
	1.57 ms
	1.60 ms
	1.66 ms



	10
	1.68 ms
	2.09 ms
	1.91 ms



	100
	1.80 ms
	7.13 ms
	9.18 ms



	1000
	4.12 ms
	10.03 ms
	12.05 ms
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Table 3. Gas cost varying the address quantity.






Table 3. Gas cost varying the address quantity.





	Addresses
	Gas Cost





	1
	173,833 gas



	10
	300,290 gas



	100
	1,324,958 gas
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Table 4. Contracts stored by block in different networks.
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	Network
	Contracts Stored





	Default Ganache
	22



	Ethereum Main-net
	26



	Our Network
	20
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Table 5. Execution time for contract registry in blockchain.






Table 5. Execution time for contract registry in blockchain.





	Contracts
	Execution Time





	1
	0.52 s



	10
	4.20 s



	100
	38.35 s
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Table 6. Execution time to obtain a contract in blockchain.






Table 6. Execution time to obtain a contract in blockchain.





	Blocks
	Execution Time





	1
	0.43 s



	10
	0.45 s



	100
	0.46 s










[image: Table] 





Table 7. Reentracy attack result varying the number of addresses.
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	Addresses
	Expected Result
	Final Result





	2
	True
	True



	5
	False
	False



	10
	True
	True
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Table 8. DoS probability in relation to contract complexity.
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	Complexity
	Probability of DoS





	   O ( 1 )   
	Impossible



	   O ( n )   
	High



	   O (  n 2  )   
	Extremely high



	   O (  2 n  )   
	Extremely high



	   O ( n ! )   
	Extremely high
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pragma solidity 0.6.4;
contract PrivacyPreference {

bool private preference = false;
bool private monitoringType = false;
mapping (address => bool) private addresses;

constructor () public {

addresses [address (0x00281055afc982d96fab65b3a49cac8b878184cb16)]

}

function changePreferences () public {
if (addresses [msg.sender])
preference = true;

}

function changeMonitoringType () public {
if (addresses [msg.sender])
monitoringType = true;

}

function preferenceStatus () public view returns (bool)
return preference;

}

function monitoringStatus () public view returns (bool)
return monitoringType;

}

{

{
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