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Abstract

:

Digital exposure to the Internet among the younger generations, notwithstanding their digital abilities, has increased and raised the alarm regarding the need to intensify the education on cybersecurity in schools. Understanding of the human factor and its influence on children, namely their attitudes and behaviors online, is pivotal to reinforce their awareness towards cyberattacks, and to promote their digital citizenship. This paper aims to present an integrated cybersecurity and cyberawareness strategy composed of three major steps: (1) Cybersecurity attitude and behavior assessment, (2) self-diagnosis, and (3) teaching/learning activities. The following contributions are made: Two questionnaires to assess risky attitudes and behaviors regarding cybersecurity; a self-diagnosis to measure students’ skills on cybersecurity; a lesson plan addressing cyberawareness to be applied on Information and Communications Technology (ICT) and citizenship education curricular units. Cybersecurity risky attitudes and behaviors were evaluated in a junior high school population of 164 students attending the sixth and ninth grades. The assessment focused on two main subjects: To identify the attitudes and behaviors that raise the risk on cybersecurity among the participating students; to characterize the acquired students’ cybersecurity and cyberawareness skills. Global and individual scores and the histograms for attitudes and behaviors are presented. The items in which we have observed significant differences between sixth and ninth grades are depicted and quantified by their corresponding p-values obtained through the Mann–Whitney non-parametric test. Regarding the results obtained on the assessment of attitudes and behaviors, although positive, we observed that the attitudes and behaviors in ninth grade students are globally inferior compared to those attained by sixth grade students. The deployed strategy for cyberawareness was applied in a school context; however, the same approach is suitable to be applied in other types of organizations, namely enterprises, healthcare institutions and public sector.
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1. Introduction


Cyberspace has a plethora of interconnected entities, with the Internet being the paramount infrastructure that supports the services where the users conduct their digital life. Despite its global penetration and intrinsic benefits, the Internet and its services were not designed to be fully secure and are prone to human mistakes [1]. Despite the technological advances in information security and cybersecurity observed in the last decades to keep data, information, and services secured, the human factor plays a key role in information security and cybersecurity in organizations [1,2]. Human factors, namely users’ attitudes and behaviors, are crucial to ensure an effective Information and Communications Technology (ICT) infrastructure protection in its major areas.



In the context of cybersecurity, attitudes refer to a person’s perspective, which can influence the behavior online. Those attitudes are the result of a person’s learned experiences, social factors, and observation, which may dictate the way a person decides about a particular event on its activity online [3,4]. Cyberpsychology is an emergent field that studies the effect of the Internet and cyberspace on the mind, behaviors, and attitudes of individuals [5]. Subjects like Internet addiction, depression, and social isolation are amongst the psychological behaviors studied. Intrinsically related to cyberpsychology is the study of the relationship between users’ impulsivity, and risky behaviors, and attitudes towards cybersecurity and how they affect the overall level of cybersecurity [6].



Besides their digital lives, Internet users are humans, and their attitudes and behaviors condition their overall activity and outcomes that could be attained. Moreover, the digital being behind an Internet user has a physical presence and along their lifetime will produce a digital footprint with the data and information shared into the Internet services. It is thus critical that users adopt, from an early age, a cybersecurity culture on the Internet. The agreement to a set of cyber hygiene practices in their daily routine may prevent users from being threatened with cyberattacks, and private information leakage, which may bring physical, psychological, and monetary losses [7,8].



Generally, schools promote cultural, ethnic, and social diversity to fully accomplish the mission of preparing active citizens that may be able to work on worldwide enterprises supported by digital communications and services in cyberspace. Over the past decades, schools have undergone a digital transformation to better prepare the students for a digital world. Teaching–learning strategies have evolved to accommodate digital resources, management processes have been simplified, and more robust networking infrastructures have been installed in the schools. The digital revolution that occurred in schools implied an adjustment to the course curricula offered to the students. Generally, all the curricular units have adapted their contents to prepare the students for digital citizenship, not only by teaching technical subjects regarding the Internet but also by including transversal skills related to digital literacy, cybersecurity, and cyberawareness [9,10].



The school administration has to take part of the cybersecurity and cyberawareness processes. There are three major arguments that should be pointed out to enlighten the administration and ignite such a research project on the ground. First and foremost, the key role of the school is to qualify citizens in a myriad of skills, in which cybernetics and digital skills should be included. These skills should also include awareness about the risks of using technological devices connected to the Internet, the associated risky behaviors and attitudes, and which cyberawareness measures should be continuously adopted. Secondly, a cybersecurity assessment is a relevant tool to evaluate the cyberawareness level to further raise it, by including these subjects in curricular units and long live learning programs for teachers, staff, and students. Finally, cyberawareness in schools is a collective effort, involving all the school community players, namely students, parents, staff, teachers, and administration. A positive indication given by the administration to the whole community means a step forward for the success of the implementation of this strategy in a school context.



Having in mind the growing importance of cyberawareness and the key role of the school on digital citizens’ education, this paper presents the results obtained with the implementation of an integrated cyberawareness program, by applying a methodology to evaluate the influence of risky behaviors and attitudes towards cybersecurity, as well as a self-diagnosis tool and a lesson plan.



The research aimed to evaluate the students’ attitudes and behaviors in a junior high school. The students were all subjected to the evaluation and were attending the 6th or 9th grades. They had the opportunity to use a cybersecurity self-diagnosis application and to attend a cyberawareness class that was based on the ENISA Reference Incident Classification Taxonomy report and several ENISA’s cyberawareness multimedia material. The questionnaires and the overall research was conducted in a junior high school.



A general aim of this research was to elucidate and involve the whole school infrastructure, namely the administration, the students, the staff, and the teachers, in the subject of cybersecurity and cyberawareness. Despite the questionnaires having been directed towards the students, the first step was to elucidate the school administration about the need to integrate cybersecurity topics in curricula, and to assess students’ risky behaviors and attitudes.



The questionnaires of attitudes and behaviors were applied to the students and further evaluated, while the self-diagnosis tool and the lesson plan was tested within the same population, although without a formal evaluation of their impact.




2. Literature Review


Information security and cybersecurity awareness and best practices in school environment have been reported by several authors [11,12,13,14]. In [11] Slusky and Partow-Navid reported the results obtained with the students at the College of Business and Economics, California State University, in 2011, and correlate cyberawareness with the ways the students apply their information security knowledge in real-world scenarios. The theory of motivation was applied by Hanus and Wu [12] at University of Texas to assess the impact of users’ cyberawareness. The major authors’ findings evidenced that consciousness towards cybersecurity significantly affects the perception of risk severity, the efficacy of the response, the self-efficacy, and the cost of response. More recently, in [13] the authors addressed the cybersecurity issues in the schools, identifying the major flaws, the risks, and the motivations behind cybercriminals’ activities. The human factor is detailed, namely, the way students may influence cybersecurity. The authors conclude that a “one size fits all” approach is not adequate to promote cybersecurity in schools, the human factor is still low, and more work should be done.



Several authors analysed the correlation between the use of Internet and the adoption of cyberawareness measures in school context [14,15,16]. Tirumala et al. [14] analysed the impact in school context, with three groups of students between 8 and 21 years. The results reveal two important conclusions: A low level of cyberawareness; a global lack of knowledge regarding the fundamentals of cybersecurity and the software tools used to protect electronic equipment. The authors propose the creation of cyberawareness programs directed towards students. The dangers behind the use of Internet on higher education students are detailed in [15]. The authors measured the cyberawareness level by delivering a questionnaire to the students of the International School for Social and Business Studies in Slovenia with questions related to the respondents’ familiarity with cybersecurity and cyberawareness. The research released a set of best practices for cybersecurity, which can be used by several groups of users, such as students at all stages, active professionals, and unemployed. The study also emphasized the need to enhance cyberawareness practices in the educational system in general.



A set of surveys and reports about cyberawareness in the school context were already available. In 2011, Livingstone et al. [17] applied a questionnaire directed to children and parents, to evaluate the online technologies and Internet experience in twenty-five European countries. The questionnaire was directed at children and parents and its main results can be summarized as follows: Most children access the Internet at home, which infers that parents are well-positioned to mediate that access; teenagers’ access to the Internet is made from their bedrooms, which challenge the parents; despite the desktop being used as the most common Internet access, average children and teenagers use regularly two devices online; teenagers stay online longer periods, and children are beginning to stay online earlier. More recently, the EU Kids Online network report [18] presents the findings from a survey of   25,101   children aged 9 to 16, from 19 European countries. The findings are based on a questionnaire developed by members of the EU Kids Online network and are organized into the following four dimensions: Internet access, practices and skills, risks and opportunities, and social context [19].



Recently, the positive impact and the problems addressed by the Internet in the citizens’ daily routine have been detailed in [16]. The authors’ major findings point out that the level of cyberawareness is generally moderate or low in all age groups, emphasizing the need to adopt measures to improve cyberawareness on the school environment. The authors also maintain that cyberawareness challenges are global and should involve teachers, parents, students, and governmental entities. They also argue that media (e.g., television and radio) have a key role in awareness campaigns regarding cybersecurity, especially directed to students.



The measure of the level of understanding and awareness for cybersecurity was proposed by Mee et al. [20]. The authors measure the public motivation, government policy, educational system, labor market, and the digital divide. The authors assess and classify the literacy level into the following five key factors, considered as essential to the development of digital literacy in a wide set of countries: Governmental politics in terms of cybersecurity, the commitment of the schools to enhance the digital literacy of the population, and cyberawareness in the enterprises.



Enterprises also have general concerns regarding cyberawareness among their employees. Pfleeger and Caputo [21] conclude that enterprises which have adopted cybersecurity measures solely by implementing technological processes were not able to have a better level of security. According to the authors, the human factor in cybersecurity is not adequately considered in enterprises. In [22] the authors evaluate the relationship between individuals’ consciousness and the Information Security Awareness (ISA) model. The authors used the Human Aspects of Information Security Questionnaire (HAIS-Q), which is based on a Knowledge, Attitudes, and Behaviors (KAB) model. Consciousness, sympathy, emotional stability, and propensity to take risks are identified by the authors as key factors to explain the variance in individuals. The findings obtained with the questionnaire in the enterprises were important to identify strengths and weaknesses regarding cyberawareness, as well as to define training actions.



The individuals’ attitudes and behaviors towards the cybersecurity were studied by Hadlington [6]. The major findings try to explain the way individuals’ attitudes and behaviors, as well as Internet addiction and impulsivity, are intrinsically related to the cybersecurity risks taken in the organizations. The author evaluated these issues with four online questionnaires, namely “ABbreviated Impulsiveness Scale” (ABIS), “Online Cognition Scale” (OCS), “Risky Cybersecurity Behaviors Scale” (RScB), and “Attitudes Towards Cybersecurity and Cybercrime in Business” (ATC-IB). The major findings are as follows: Attitudes towards cybersecurity were negatively correlated with the individuals’ involvement in risky behaviors; Internet addiction and impulsiveness are directly related to risky behaviors.



Regarding the impact of cyberawareness in Small–Medium Enterprises (SME), Boletsis et al. [23] and Antunes et al. [24] have pointed out the key factors and the cyberawareness best practices that should be adopted in this type of organization. In healthcare institutions, Nunes et al. [25] evaluated the cybersecurity awareness level of health practitioners in hospitals and identified the associated risk. Two questionnaires derived from Hadlington’s ATC-IB and RScB scales were used to evaluate the cybersecurity risk faced by these professionals, according to the measured attitudes and behaviors taken online. In a wide scope, which embraces enterprises, SME, public institutions and individuals, ENISA’s cybersecurity culture guidelines report [26] details the human aspects of cybersecurity and the existing research behind “behavior science”, which includes a wide range of multidisciplinary disciplines. According to the report, cybernetics threats exist in all organizations, but they are recurrently seen as a technical problem, underestimating the human factor.



Communication issues, regarding cybersecurity maintenance in organizations, are detailed by Furnell et al. [27]. The authors highlight that the user’s role is emphasized by keeping cybersecurity but is barely recognized by IT teams. Some experiments with social engineering were carried on, involving employees in enterprises. In the same direction, Alshaikh [28] identifies five key initiatives to improve cybersecurity cultures, namely identifying key cybersecurity behaviors, establishing a “cybersecurity champion” network, developing a brand for the cyber team, building a cybersecurity hub, and aligning security awareness activities with internal and external campaigns promoted by the enterprises. The deployed framework was implemented in three enterprises in Australia and demonstrated the benefits to creating “functional cybersecurity cultures” in the organizations.



Cybersecurity learning platforms have been generally applied in the school system [29,30,31]. In [29] the authors propose a web application to manage cybersecurity learning content, together with a mobile application to raise young learners’ awareness on basic cybersecurity and privacy issues. Quayyum [30] provides a comprehensive overview of the challenges in cybersecurity education for children. The same author [31] investigates and presents new knowledge and tool development that may be effective on teaching the children about cybersecurity. Gamification strategies are used to engage and motivate students to learn cybersecurity subjects.



Regarding cyberawareness self-diagnosis and learning platforms, a comprehensive set of tools were released to promote cyberhygiene practices and make users aware of the risky behaviors and attitudes when they are online. A list of security awareness training tools oriented to enterprises, provided by G2 crowd software review, is available in [32]. Regarding cyberawareness programs for schools, the list is vast and incorporates governmental and Non-Governmental Organization (NGO) initiatives, and commercial software platforms [33,34].



In the research presented in this paper two contributions evolve from previous works described in the literature. The behavior and attitude assessment scales derive respectively from Hadlington’s RScB and ATC-IB scales, which were adapted to the school environment and are detailed below in this document. Regarding self-diagnosis web application development, its database of questions is aligned with the European Union Agency for Network and Information Security (ENISA) Reference Incident Classification Taxonomy report [35], elaborated by the ENISA’s Incident Classification Taxonomy Task Force. It is a widely disseminated document, which has been adopted by the network of Computer Security Incident Response Teams (CSIRT).




3. Research Methodology


The research methodology comprises three integrated and complementary actions to leverage cyberawareness in a school environment, namely: Two questionnaires delivered to the students to assess the risky attitudes and behaviors; a self-diagnosis questionnaire to evaluate the students’ knowledge level regarding cybersecurity; a lesson plan to be integrated into ICT and/or citizenship education curricular units to alert students to cybersecurity attitudes and behaviors. Cyberawareness in school environment is a continuous process and it is meant to intersect three fundamental dimensions: Assessment, self-diagnosis of skills, and teaching–learning strategies. Figure 1 depicts the overall methodology designed to apply a fully integrated cyberawareness in the school environment. Continuous assessment is achieved by evaluating attitudes, behaviors, and technical skills, while continuous learning is the result of incorporating learning activities in classroom regarding cyberawareness and cybersecurity attitudes and behaviors.



Two distinct methodologies were applied to produce the assessment scales and to delineate the self-diagnosis web application, respectively. Both methodologies are described below.



3.1. Risky Attitude and Behaviour Assessment Scales


The methodology delineated to define and adjust the questionnaires is depicted in Figure 2. Two questionnaires were deployed and applied, namely, Cybersecurity Behaviors in Schools (CsB-S), and Cybersecurity Attitudes in Schools (CsA-S). The starting point to delineate these questionnaires was the identification of state-of-the-art questionnaires adopted for similar research. Hadlington’s RScB and ATC-IB [6] were selected, as they were already applied in similar contexts. The findings attained with recent work developed by the authors [25], in which similar questionnaires were applied in health institutions to evaluate health practitioners’ cybersecurity attitudes and behaviors, were also considered in the decision.



The school environment is different from enterprises or health institutions in that sense a list of adaptations to the questionnaires was made to accommodate them to be applied to school context. The rewritten version of the questionnaires was subjected to the evaluation of a group of experts in cybersecurity and cyberawareness. The suggestions, amendments, and proposals collected in this stage were then incorporated in the final version of the questionnaires. The questionnaires were made available online in the Lime Survey platform, that is, the results analysis concerning the last step of the methodology, where the characterization of the study and the corresponding results were summarized.



In this research two new questionnaires were developed, namely to evaluate students’ risky attitudes (CsA-S) and behaviors (CsB-S) when they are online, both in entertainment and in a school environment. Students have responded to both questionnaires in a 90-min class.



Regarding attitude assessment, Table 1 summarizes the twenty-five questions that are part of the CsA-S questionnaire, where the answers were scored from 1 to 4 points (1 = Totally Agree; 2 = Agree; 3 = Disagree and 4 = Totally Disagree). The high levels of the scale correspond to positive attitudes and questions marked with ’*’ have an inverted score that corresponds to bad attitudes.



Similarly, in the CsA-S scale, some questions were removed or adapted, as in the CsB-S scale. The questions related to the management issues were not relevant for the respondents and were removed or adapted.



The released version of CsB-S scale is detailed in Table 2. It is composed of twenty questions related to risky behaviors that users may take online. Questions are composed of a seven-point Likert scale, scored from 1 to 7 (1 = Never to 7 = Daily). The high values of the scale correspond to negative behaviour, with however the questions marked with ’*’ having an inverted score, which corresponds to good behaviors.



The rationale behind CsB-S scale adaptations was the socio-cultural and organizational context of the schools, comparing with the enterprises. Hadlington’s scales included questions about management issues and their intrinsic relationship with the perception of risk and cyberawareness. As students do not have enough skills about the institutions responsible for cybersecurity and information security management, those questions were removed in the final versions of the questionnaire.




3.2. Self-Diagnosis Application


Regarding the self-diagnosis web application development, the following presumptions were initially defined:




	
The web application should be user-friendly and easy to use.



	
The database of questions should include a vast number of items, and on each interaction, a new randomly generated set of questions should be used.



	
The text of each question and its possible answer options should use an understanding, unambiguous, and easy-to-read language.



	
The database of questions should follow a predefined layout that meets the published cybersecurity and information security taxonomies and standards.



	
There should be provided feedback to the user, according to the answer given for each question. The feedback should include a score, a list of further readings, and a set of tips and hints that should be followed to mitigate some kind of bad behavior that has been observed in the answers.








Figure 3 depicts the overall methodology adopted to build the self-diagnosis web application. the areas identified in the first step meet the CSIRT taxonomy [26]. For each of the ten areas that were identified, a list of ten multiple-choice questions was then set up. For each option chosen in the answer, a score was defined regarding its level of assertiveness. For each less appropriate or even wrong answer, a feedback report was prepared, giving indications about mitigation practices that should be adopted. Finally, before designing and releasing the auto-diagnosis questionnaire to the students, the number of questions to include and the layout were defined.



An example of a question and its layout is depicted in Figure 4. For each question, a list of four options for answers is presented to the user, one being correct and the remaining ones incorrect. A feedback text is presented when the wrong answer is selected.




3.3. Lesson Plan


Continuous learning is achieved by applying teaching–learning strategies to approach cyberawareness and cybersecurity topics in the classroom. The following presumptions were initially identified to mold the lesson plan defined in this research:




	
A 90-minutes slot was available to apply a lesson plan to briefly accommodate the cyberawareness topics. Further developments should include a deeper lesson plan which should be included in a longer duration slot.



	
Two different curricular units were eligible to accommodate these subjects, namely Information and Communication Technologies (ICTs), and Education for Citizenship, being both part of the 6th and 9th grade curricula.








The lesson plan was designed to include international guidelines, namely the ENISA Reference Incident Classification Taxonomy report [35] and ENISA information security awareness material [36].



Figure 5 depicts the overall alignment of the defined lesson plan. The lesson starts with a briefing to the subject, followed by the presentation of a list of topics, classified into three main groups: Common issues, technical solutions, and other topics. After the lecture, a debate follows for discussion of topics learned.




3.4. Statistical Analysis of the Scales


Descriptive statistics were used to examine response variability and missing data in the assessments. An individual descriptive item analysis was performed to identify and eliminate those items with missing data. A sample size of 88 students was obtained in the 6th and 76 in the 9th.



Data were analyzed considering positive behaviors (scores equal to or less than 3 points on the Likert scale were considered positive behavior) and positive attitudes (scores equal to or greater than 4 points of the Likert scale were considered positive attitude). A global score for both scales was obtained. Regarding CsB-S scale, the score ranges between 20 and 140, where low values indicate low riskier behavior in cybersecurity. Global score of CsA-S scale ranges between 25 and 100, where high values are indicative of low riskier attitudes.



The data were analysed according to gender and grade group stratification and were presented as mean (standard deviation) and proportions as appropriate. To compare global score means between gender and grades a t-test for independent samples was used. To compare the differences of item questionnaires between the 6th and 9th grades the non-parametric test of Mann–Whitney was used. There was a   5 %   significant level.



Cronbach’s alpha was used to analyze the internal consistency of both scales. Reliability values equal to or greater than   0.6   are considered adequate for a survey instrument [37]. Statistical data analysis was conducted using the software IBM SPSS (Statistical Package for the Social Sciences, version 26).





4. Results and Discussion


This Section details the results obtained with the CsA-S and CsB-S questionnaires. The sample is composed of 164 respondents, being equally distributed between males and females. From the total of respondents, 88 belong to the 6th grade, while the remaining 76 are at 9th grade. A Cronbach’s alfa of   0.8   for CsA-S scale and   0.63   for CsB-S scale were obtained.



Table 3 describes the identified findings to which the questionnaires should respond. For each finding, the corresponding list of questions present in the CsA-S and CsB-S questionnaires are pointed out.



Considering students’ awareness of their online privacy (Finding 01) it was observed that both behaviors and attitudes (Figure 6a)) are positive, where item B20, related to storing information, showed the lowest positive behavior (64%). Students have tendentiously positive behaviors and attitudes (Figure 6b)), where the item A25, related to the access to all Internet services, achieved the lowest positive value (52%) in Finding 02.



As depicted in Figure 6c, students showed to have a positive perception about cybersecurity provided by the school (Finding 03). Regarding the awareness when they are contacted by strangers, students have shown to have a positive behavior (item B17) by only clicking on links coming from trusted people. This item had the lowest positive value (46%) in Finding 04.



Students showed also to be aware of their attitudes and behaviors (Figure 7a) towards cybersecurity in school, where items A7 (Computer systems provide all the protection a school need) and B11 (Checking update software) on Finding 05 attained the lowest positive values, 51% and 58% respectively.



The attitudes related to understanding cybercriminals’ motivations (Figure 7b) were positive, where item A22 (Cybercriminals only target a school when there is a substantial financial gain) presented the lowest value for positive attitude (52%) on Finding 06. Attitudes related to law enforcement and ICT technicians are positive (Figure 7b), where item A10 (Cybercriminals are more advanced than the people who are supposed to be protecting us) achieved a very low positive value (31%) on Finding 07.



Students are aware about protecting their equipment and data (Figure 7c) however, concerning checking for updates for anti-virus programs (item B18). Students also showed to have a very low positive behavior (38%) on Finding 08, and to have a positive behavior about using unofficial and copyright protected software (Figure 7c), on Finding 09 (item B12).



The distribution of the global score of attitudes and behaviors is depicted in Figure 8, where the values range between 20 and 140 for the behaviors and between 25 and 100 for the attitudes. Low values represent positive behaviours, while high values represent good attitudes. It is possible to observe a positive skewed distribution on the behavior scale, where 75% of the students obtained a global score up to 50, which shows a globally positive behavior attained. Regarding attitudes, a mean (standard deviation) global value of 76 (7.7) was obtained, showing that globally students presented positive attitudes.



The mean value of the global score of behavior (t = 0.38, p = 0.704) and attitudes (t = 0.789, p = 0.431) between gender were compared and no significant differences were found (Figure 9a,b).



In Figure 9a,c the distribution of the global scores attained for attitudes by grade are represented, and concerning both significant differences were observed (global behavior: t = −2.731, p = 0.007; global attitude: t = 6.035, p < 0.001), and it can be observed that students of 6th grade showed to have higher positive attitudes and behaviors. This fact may infer the need to invest more in cyberawareness in the 9th grade students. The fact that these students have more information and apparently have more experience with the electronic devices and digital applications may give them a more relaxing attitude regarding cyberawareness.



Since significant differences were observed between the global scores of behaviors and attitudes, all the items of both questionnaires between 6th and 9th grades were compared. Table 4 presents the questions where significant differences were found and the corresponding p-value obtained using the Mann–Whitney non-parametric test.




5. Conclusions and Future Work


This paper has described a three-fold integrated cybersecurity and cyberawareness strategy, composed of risky attitudes and behaviors assessment, a self-diagnosis questionnaire, and a lesson plan. The integrated strategy was implemented and tested in a junior high school, with 6th and 9th grade students. CsA-S and CsB-S questionnaires evaluated the risky behaviors and attitudes towards cybersecurity and were filled by 164 respondents. The self-diagnosis questionnaire was made available for the same students who also benefited from the implementation of a lesson plan designed for digital citizenship classes.



Globally, the cybersecurity consciousness of the school administration, students, and parents was a major challenge, as these players were not initially too aware of the importance of the subject and the positive impact of an assessment to enhance students’ cybersecurity skills. The implementation of this research study and the dissemination of the results in the school brought additional consciousness regarding the need to implement integrated cyberawareness in the school.



The global results obtained with the cybersecurity assessment questionnaires reveal that 6th grade students are globally more aware than those attending 9th grade. Despite the latter being older, and thus they should be globally more aware, this result suggests they are also more relaxed in applying cybersecurity best practices. It also suggests the need to intensify additional cyberawareness measures in this age group.



The following possible further developments were identified along with the research. It is possible to improve what can be measured; we should promote the dissemination of the attitude and behavior assessment questionnaires to other schools in the community. Besides the data enrichment, it should give an important additional management instrument for the educational authorities to promote cybersecurity and cyberhygiene habits in the schools.



Regarding the self-diagnosis application, gamification has to be seen as the next stage. The development of a gamified mobile version with “reward” mechanisms would disseminate the continuous and wide use of the cybersecurity self-diagnosis application.



The impact of the teaching/learning strategies in the students’ cyberawareness perception should also be measured. Further developments include the application of the questionnaires to the students after the implementation of the lesson plan. The cyberawareness strategy is being adopted concerning other groups, namely parents, teachers, staff, and administration.



The proposed strategy and methodology is also suitable to be applied in distinct contexts, namely SMEs and public sector institutions in order to raise the cybersecurity level among the employees. Despite the need to eventually adjust the questionnaires to a specific context, the global strategy can be applied to a wide range of institutions and businesses, aiming to raise the cybersecurity and cyberawareness level.
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The following abbreviations are used in this manuscript:



	ABIS
	ABbreviated Impulsiveness Scale



	ATC-IB
	Attitudes Towards Cybersecurity and Cybercrime in Business



	CsA-S
	Cybersecurity Attitudes in Schools



	CsB-S
	Cybersecurity Behaviors in Schools



	CSIRT
	Computer Security Incident Response Teams



	ENISA
	European Union Agency for Network and Information Security



	HAIS-Q
	Human Aspects of Information Security Questionnaire



	ICT
	Information and Communication Technology



	KAB
	Knowledge, Attitudes, and Behaviors



	NGO
	Non-Governmental Organizations



	OCS
	Online Cognition Scale



	RScB
	Risky Cybersecurity Behaviors Scale



	SME
	Small–Medium Enterprises
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Figure 1. Overall integrated methodology for a cyberawareness in schools. 






Figure 1. Overall integrated methodology for a cyberawareness in schools.



[image: Applsci 11 11269 g001]







[image: Applsci 11 11269 g002 550] 





Figure 2. Overall methodology applied on questionnaire development. 
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Figure 3. Methodology adopted to develop the web application for self-diagnosis. 
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Figure 4. Example of the question layout for self-diagnosis web application. 
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Figure 5. Overall design of the lesson plan. 
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Figure 6. Findings: Attitudes and behaviors. (a) Finding 01—attitudes and behaviors. (b) Finding 02—attitudes and behaviors. (c) Findings 03 and 04—attitudes and behaviors. 
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Figure 7. Findings: attitudes and behaviors. (a) Finding 05—attitudes and behaviors. (b) Findings 06 and 07—attitudes. (c) Findings 08 and 09—behaviors. 
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Figure 8. Distribution of global behaviors and attitudes. 
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Figure 9. Distribution of global behaviors and attitudes. (a) Distribution of global score of behaviors by gender. (b) Distribution of global score of attitudes by gender. (c) Distribution of global score of attitudes by grade. (d) Distribution of global score of behaviors by grade. 






Figure 9. Distribution of global behaviors and attitudes. (a) Distribution of global score of behaviors by gender. (b) Distribution of global score of attitudes by gender. (c) Distribution of global score of attitudes by grade. (d) Distribution of global score of behaviors by grade.



[image: Applsci 11 11269 g009]







[image: Table] 





Table 1. Cybersecurity Attitudes in Schools (CsA-S).
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	ID
	Question





	A1 *
	I believe that it is safe to ignore update warnings from computer software.



	A2
	I am aware of my role in keeping the school protected from potential cybercriminals.



	A3
	I believe everyone in the school has a role to play in protecting against threats from cybercriminals.



	A4 *
	It is hard to know how I can help protect the school from cybercrime.



	A5 *
	I don’t have the right skills to be able to protect the school from cybercrime.



	A6
	I believe that personal information should not be revealed online, namely who I am, where I live or which school I attend.



	A7 *
	Computer systems provide all the protection a school need.



	A8 *
	I think that reporting cybercrime is a waste of time.



	A9 *
	The Police lack the capacity to deal with cybercrime effectively.



	A10 *
	I believe that cybercriminals are more advanced than the people who are supposed to be protecting us.



	A11 *
	I would download copyright material (images, documents, videos).



	A12
	I believe when I view violence related content in a school, I may have been promoting its sharing and comments.



	A13 *
	I worry that if I report a cyberattack to the Police it might damage the reputation of the school.



	A14 *
	I think more could be done to communicate/disseminate/sensitize the risks from cybercrime to individuals in the school.



	A15
	I am aware of the schools IT use policy and attempt to follow it.



	A16 *
	I would not know how to report a cyberattack if one happened.



	A17 *
	I don’t think that reporting a cyberattack launched from the school is my responsibility.



	A18 *
	I don’t pay attention to school material about the threats from cybercrime.



	A19
	I am confident that I would be able to spot the signs of a cyberattack.



	A20
	I believe that, when inappropriate content appears online, I should ask for help from an adult.



	A21
	I feel that any individual within the school is at risk of manipulation from confidence tricksters.



	A22 *
	I think that cybercriminals only target a school when there is a substantial financial gain.



	A23 *
	I believe only companies are targeted by hackers and cybercriminals.



	A24 *
	I feel that only companies that take payments using online systems are at risk of being victims of cybercrime.



	A25 *
	I think that I have the right to be always online, with access to all Internet services.







* Items negatively worded were reverse-scored for further analysis.
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Table 2. Cybersecurity Behaviors in Schools (CsB-S).
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	ID
	Question





	B1
	Sharing passwords with friends and colleagues.



	B2
	Using or creating passwords that are not very complicated (e.g., family name and date of birth, letter strings).



	B3
	Using the same password for multiple websites.



	B4
	Using online storage systems to exchange and keep personal or sensitive information.



	B5
	Entering payment information on websites that have no clear security information/certification.



	B6
	Using free-to-access public Wi-Fi.



	B7
	Relying on a trusted friend or colleague to advise you on aspects regarding online security.



	B8
	Downloading free anti-virus software/apps from an unknown source.



	B9
	Disabling the anti-virus on my computer so that I can download information from websites.



	B10
	Bringing in my own USB to school in order to transfer data onto it.



	B11 *
	Checking that software in your smartphone/tablet/laptop/PC is up to date.



	B12
	Downloading digital media (music, films, games) from unlicensed sources.



	B13
	Sharing my current location on social media.



	B14
	Accepting friend requests on social media because you recognize the photo.



	B15
	Clicking on links contained in unsolicited emails from an unknown source.



	B16
	Sending personal information to unknown people over the Internet.



	B17
	Clicking on links in an e-mail message that come from a trusted friend or colleague.



	B18 *
	Checking for updates for any anti-virus software you have installed.



	B19
	Downloading data and material from websites on your computer without checking its authenticity.



	B20
	Storing personal, family and friend’s information on your personal electronic device (e.g., smartphone/tablet/laptop).







* Items negatively worded were reverse-scored for further analysis.
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Table 3. List of findings and the corresponding questions of CsA-S and CsB-S.






Table 3. List of findings and the corresponding questions of CsA-S and CsB-S.





	ID
	Finding
	ID





	01
	The students express some level of awareness regarding their privacy online and the consequences of exposing their personal data?
	A6 B5, B13, B14, B16, B20



	02
	Students’ online attitudes and behaviors are tendentiously positive or negative?
	A11, A12, A17, A25 B8, B9, B12, B19, A8



	03
	What is the students’ perception about the cybersecurity information provided by the school?
	A14, A15, A16, A17, A18



	04
	When contacting with strangers online, are the students’ aware about the concerns involved?
	B2, B4, B5, B14, B15, B17



	05
	Are students aware about their attitudes and behaviors towards cybersecurity in school?
	A1, A2, A3, A4, A5, A7 B2, B9, B11



	06
	Do students understand the cybercriminals’ motivations?
	A19, A22, A23, A24



	07
	Do students reckon on law enforcement and ICT technicians?
	A8, A9, A10, A13



	08
	Do students aware about protecting their equipment and data?
	B1, B2, B3, B6, B8, B9, B10, B11, B18, B20



	09
	Do students aware about the consequences of using unofficial and copy-write protected software?
	B8, B12, B19
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Table 4. Cybersecurity Attitudes and Behavior questions where significant differences were found between grades.
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	ID
	Question
	p-Value     a   





	A1 *
	I believe that it is safe to ignore update warnings from computer software
	0.010



	A2
	I am aware of my role in keeping the school protected from potential cybercriminals
	<0.001



	A5 *
	I don’t have the right skills to be able to protect the school from cybercrime
	0.016



	A6
	I believe that personal information should not be revealed online, namely who I am, where I live or which school I attend
	0.002



	A8 *
	I think that reporting cybercrime is a waste of time
	0.002



	A9 *
	The Police lack the capacity to deal with cybercrime effectively
	<0.001



	A10 *
	I believe that cybercriminals are more advanced than the people who are supposed to be protecting us
	0.008



	A11 *
	I would download copyright material (images, documents, videos)
	<0.001



	A13 *
	I worry that if I report a cyberattack to the Police it might damage the reputation of the school
	<0.001



	A15
	I am aware of the schools IT use policy and attempt to follow it
	<0.001



	A16 *
	I would not know how to report a cyberattack if one happened
	0.008



	A17 *
	I don’t think that reporting a cyberattack launched from the school is my responsibility
	0.004



	A18 *
	I don’t pay attention to school material about the threats from cybercrime
	<0.001



	A19
	I am confident that I would be able to spot the signs of a cyberattack
	0.023



	A20
	I believe that, when inappropriate content appears online, I should ask for help from an adult
	<0.001



	A25 *
	I think that I have the right to be always online, with access to all Internet services
	0.008



	B3
	Using the same password for multiple websites
	0.001



	B4
	Using online storage systems to exchange and keep personal or sensitive information
	0.029



	B5
	Entering payment information on websites that have no clear security information/certification
	0.003



	B9
	Disabling the anti-virus on my computer so that I can download information from websites
	0.005



	B12
	Downloading digital media (music, films, games) from unlicensed sources
	0.017



	B13
	Sharing my current location on social media
	<0.001



	B19
	Downloading data and material from websites on your computer without checking its authenticity
	0.034







* Items negatively worded were reverse-scored for further analysis;    a   Mann–Whitney non-parametric test.
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