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Abstract: Within the context of telerehabilitation, serious games have a significant role, but creating
software for serious games is resource demanding. We present Proteo, a modular and open-source
framework for developing serious games from scratch. We also present two serious game implemen-
tation examples with analysis of end user and therapist/researcher satisfaction. By involving a group
of 11 specialized therapists and 9 end users we analyzed the Proteo’s user satisfaction. We found
that both groups scored high for the level of involvement, and the therapists scored also high for the
level of suitability. More in depth, both groups showed significant differences between positive and
negative feelings, with positive feelings scoring higher than negative ones. Finally, the user level of
suitability was reported as high while the difficulty of the system and the difficulty of the task were
reported as low. Proteo has proven to be a useful tool to develop serious games for telerehabilitation
and has been well accepted by the users involved in the evaluation tests.

Keywords: telerehabilitation; serious games; human–computer interaction

1. Introduction

Telerehabilitation (TR) can be defined as delivering rehabilitation services to the
patient’s home through a remote connection with the therapist, possibly enhanced by
additional multimedia technologies [1–3]. TR can be provided using a variety of tech-
nological tools and modalities, for example, real-time visits with audio, video, or both;
asynchronous e-visits, telephone assessments; closed-circuit television to video conferences;
internet-based communication software (e.g., teleconference platform) with headsets, web-
cams, speakers, handheld cameras, microphones, and internet; serious games; or remote
evaluations of recorded videos or images [1].

Several systematic reviews have argued that TR is an effective tool for patients with
different disabilities, from musculoskeletal conditions, multiple sclerosis, neurological
disorders, and stroke to autism and genetic syndromes [4–9]. Moreover, it was found that
TR services are effective both for children and adults with disabilities, and professionals
have also reported high levels of satisfaction and acceptance of TR services [5,10–12].
However, it is expected that advancements in technology can increase the usability and
effectiveness of TR, but current TR systems do not usually allow for therapists to customize
or adapt these systems to the characteristics of the patient and setting, and they are
limited to specific patient conditions [13–18]. This can be due to different factors such
as the complexity of the process, the technical aspects of TR service development, and
the heterogeneity of patients with disabilities. Thus, it is necessary to develop and test
the suitability and safety of TR modalities that can be customized by the therapist across
subgroups of patients.

The last year, which has been deeply impacted by the COVID-19 pandemic, has led to
a significant increase in the use of remotely guided rehabilitation and therapy interven-
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tions [19–23]. However, patient conditions vary significantly, and the need for a framework
to define customized TR systems that can improve the engagement of the involved patients
arises, with the aim of facing the enormous variability in patient specificity and needs.
Moreover, such a framework should have a modular structure, such that a therapist can
add support for specific hardware devices (i.e., eye trackers) or software capabilities (i.e.,
computer vision, machine learning) which would be useful in allowing the patients interact
with the system and to acquire data for further analyses. Consequently, the implemen-
tation of TR leads to a double challenge: motivating patients and ensuring an effective
system [24–26].

In this scenario, we propose Proteo, a framework designed to give therapists and
researchers without specific skills in software development the capability of defining TR
service customization and developing rehabilitation-oriented serious games, starting from
game templates. Moreover, the framework can be applied in rehabilitation centers that
could easily develop suites of remotely administered serious games, focusing only on a
simplified game implementation, exploiting the framework modules for client/server com-
munication, user management, human–computer interaction, or deep learning techniques.

This framework aims at: (a) the creation of personalized serious games for TR systems;
(b) monitoring of the therapeutic goals of the rehabilitation process; (c) simplifying the
interaction schemes between the patients and serious games. Moreover, Proteo is open-
source and cross-platform, and it is distributed under the MIT license.

In the next sections, after presenting Proteo, we discuss two use cases to analyze the
practicability of the serious games creation process and to discuss user satisfaction. In
this paper, we present experiments involving therapists and researchers, while we plan to
apply Proteo in telerehabilitation programs involving people with disabilities as part of
future work.

2. Materials and Methods

Several libraries and frameworks have been proposed to facilitate the programming
of visual/artistic applications (e.g., openFrameworks.cc) and games (e.g., stencyl.com
accessed on 11 May 2021, defold.com accessed on 11 May 2021, www.yoyogames.com/en/
gamemaker, accessed on 11 June 2021, https://gdevelop-app.com/, accessed on 11 June
2021). Libraries such as openFrameworks can benefit from using the C++ language, which
has various modules that are specifically designed for artistic purposes with computer
vision support, a crucial tool when dealing with serious games. However, openFrameworks
is intended for C++ developers, which can be a barrier to those who have no programming
skills. On the other hand, applications and libraries for game development (even with a
simplified block programming interface) are missing significant tools necessary in the field
of telerehabilitation, such as specific computer vision tools aimed at pose estimation, face
detection, facial expression recognition etc.

The aim of the proposed platform, Proteo, is hence to give therapists and researchers
without specific skills in software development, the capability of defining serious game
customizations starting from game templates. Given a game template, which defines
the game characteristics, Proteo enables therapists/researchers to define the game logic
and the user interaction in a simplified manner, focusing only on what she/he wants to
analyze, overcoming technological barriers and concentrating only on defining tasks and
collecting data.

Moreover, the framework can be applied in rehabilitation or research centers with
software development skills that could easily develop suites of remotely administered seri-
ous games, focusing only on a simplified game implementation, exploiting the framework
modules for client/server communication, user management, a database for collecting
data, human–computer interaction, or deep learning techniques, thus potentially gathering
a large amount of data that can enable the exploitation of machine learning techniques [27].

In the following, we present Proteo, an open-source and cross-platform scriptable
platform that is highly modular with built-in support for many useful modules for serious
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game implementation. We analyze two use cases testing Proteo with two different kinds of
users: therapist/researchers and end users. In the first case, we ask the therapist/researcher
group to customize a serious game after being given a game template through the plat-
form. In the latter, we ask a group of end users to play a serious game developed with
Proteo. In both cases we collected data regarding user satisfaction, which will be discussed
in the Results section. Moreover, the technical details of the platform are presented in
Appendix A.

2.1. Serious Game Implementation with Proteo

The process of implementing a serious game with Proteo involves a multidisciplinary
team. As mentioned previously, the aims of such a platform are: (i) to facilitate the
implementation of a serious game by providing specific tools and libraries to developers
and (ii) to give therapists the possibility to customize serious games in terms of user
interaction, data to acquire etc.

Starting from an initial idea, developing a serious game with Proteo involves a precise
workflow, as shown in Figure 1.

Figure 1. Serious game implementation workflow.

The overall project is discussed between IT experts and clinicians, defining the game-
play and which parameters the clinicians want to customize. Depending on the proposed
activity, these parameters can affect different aspects of the game (e.g., audio, user interac-
tion, acquired data etc.) thus determining which Proteo module is needed. For example, in
GymTetris, which we present in the following section, it is necessary to match each of the
four possible movements of the tetrominoes with a specific body movement. In this case,
the module for the pose estimation is required.

Once these parameters are selected, the developer implements the serious game
application in Lua. In addition, the developer implements a simplified Blockly interface so
that therapists can customize the serious game in a simplified manner, without changes to
the Lua code.

To test Proteo and to collect preliminary regarding about the usage of the framework,
we prepared two serious game examples, namely GymTetris and Problem Solving Task,
which are presented in the following section.

2.1.1. GymTetris

GymTetris is based on the popular Tetris game (https://en.wikipedia.org/wiki/
Tetris, accessed on 11 May 2021) and was conceived to encourage physical exercise. This
serious game follows the dynamics of the classic game, but the user moves or rotates

https://en.wikipedia.org/wiki/Tetris
https://en.wikipedia.org/wiki/Tetris
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the tetrominoes by means of body movements. A scheme of the Proteo modules used to
develop the game is shown in Figure 2.

Figure 2. GymTetris scheme.

As previously discussed, the game template provides a base that the therapist can
customize while considering the needs of the user to which the game will be deployed. In
the case of GymTetris, the game can be customized in terms of user interaction and data
collection: the therapist can choose which body movements must be performed by the
user to interact with the game by using the Blockly [28] editor (Figure 3a). Moreover, the
therapist can decide which user data to collect during the game sessions (Figure 3b).

Figure 3. Blockly interface to customize the correspondence between user movements and game
actions (a) and to select data to store during game sessions (b).

Figure 4 shows a screenshot of the game (you can also find the game implementation
on GitHub: https://massimobernava.github.io/proteo/, accessed on 11 June 2021) (for
more information, see Supplementary Materials section). To detect user movements, the
game incorporates a pose estimation model [29].

Figure 4. GymTetris game screenshot. Users can move blocks by moving her/his body. To detect
user movements, the game incorporates a pose estimation model.

https://massimobernava.github.io/proteo/
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2.1.2. Problem Solving Task

Problem Solving Task is a game in which the user has to solve cognitive tasks, such
a series completion. Moreover, the user can interact with an avatar represented by an
animated character that speaks to foster the user’s attention. In Figure 5, a scheme of
the Proteo modules involved in the game is shown, while in Figure 6, a game screenshot
is presented.

Figure 5. Problem solving task game scheme.

Figure 6. Problem solving task game screenshot. The avatar interacts depending on the user’s
attention. The user’s attention is monitored through a face detection algorithm.

In Problem Solving Task, four main blocks are provided for game customization
(Figure 7):

• Questionnaire page creation;
• Cognitive task page creation;
• Avatar creation;
• User attention trigger.

The questionnaire page is a page where different types of questions can be entered
and contains a button that can trigger a customized action (e.g., continue to the next page
or save the data and conclude the test).

The task page includes the presentation of a main image and nine images from which
the user must choose the correct image to complete the exercise. The block allows the
therapist to select which answers are correct and optionally shuffle the answers before
displaying them. Depending on the correct or incorrect answer, the therapist selects the
consequent action (e.g., an animation by the avatar).
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Figure 7. Blocky interface to customize the Problem Solving Task game.

Through the “show page” block, the first page to be displayed is selected, and it is
possible to create a sequence of pages to be shown.

The avatar has four possible animations. The first animation is performed cyclically
by the avatar (where there is no activity). The other three animations can be activated
according to the therapist’s settings by combining them with sounds or spoken sentences.

The last block allows the therapist to select which actions to take if the user is distracted
or attentive (e.g., an animation by the avatar).

In this case, the therapist can choose the images needed for a specific task and how
to analyze user performance and collect data but can also decide how and if the avatar
should interact with the user. Here, the user interaction to choose the correct image to
complete the series is conventionally based on conventional mouse interaction, however,
the actions of the avatar can be activated by more natural input modalities, for example, by
the user’s level of attention. This kind of avatar interactivity has indeed been proven to be
very important to enhance human–computer interaction [30], especially for users with an
attention deficit [31].

In the following section, we present our findings of the User Satisfaction Evaluation
Proteo Questionnaire, both from a group of therapists and end users.

2.2. Sample and Recruitment

A convenience sample of specialized therapists was recruited from the Department
of Medicine and in the hospital health units at the University of Messina and the San
Raffaele Hospital of Milan to test the Problem Solving Task example for both involvement
and suitability. The inclusion criteria were to have at least 3 years of experience with
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rehabilitation training. No attention was paid to previous experience with the use of
computers or of computer apps. Twenty potential participants were approached personally
or by phone. Nine of them refused to participate, and eleven were included. The final
sample was composed of 11 specialized therapists in cognitive and motor training for
people with disabilities. They had a mean age of 31.48 with a range of 26–43; ten participants
were female and one was a male. Another convenience sample of end users was also
recruited to test the Proteo modular framework to test GymTretis. The nine end users had a
mean age of 32.08 with a range of 25–44; four participants were female and five were male.

2.3. Outcome Measures

In this study, the User Satisfaction Evaluation Proteo Questionnaire (USEPQ) was used.
USEPQ is based on USEQ [32], but it was specifically designed to test the Proteo system
(see Table 1). Essentially, USEPQ extends USEQ, including questions to get responses
from therapists on items related to Proteo. The Core Module measures the users’ previous
knowledge and experience with applications such as Proteo through different components
(see Table 1), the level of involvement with the components (with negative affect and
positive affect), and the level of suitability of the system and the tasks, with a total 18 items.

Table 1. The USEPQ (User Satisfaction Evaluation Proteo Questionnaire).

Question Response

Not at All–Very Much

Previous knowledge/experience

Q1. Please indicate your level of computer experience 1 2 3 4 5
Q2. Indicate your level of experience with the apps on your computer 1 2 3 4 5

Q3. Have you ever used a system similar to Proteo? No Yes
Q4. Indicate your level of knowledge of serious games 1 2 3 4 5

Q5. Indicate your level of knowledge in creating serious games 1 2 3 4 5
Q6. Indicate your level of knowledge of the security/privacy 1 2 3 4 5

Level of involvement
Q7. I enjoyed trying Proteo 1 2 3 4 5

Q8. I felt involved 1 2 3 4 5
Q9. I felt tired 1 2 3 4 5

Q10. I felt bored 1 2 3 4 5

Level of adequacy/suitability
Q11. Were you successful using the system? 1 2 3 4 5
Q12. Were you able to control the system? 1 2 3 4 5

Q13. Is the information provided by the system clear? 1 2 3 4 5
Q14. Do you think that this system will be helpful for telerehabilitation? 1 2 3 4 5

Q15. How difficult did you find the system? 1 2 3 4 5
Q16. How difficult did you find the task? 1 2 3 4 5

Q17. Did you feel discomfort during your experience with the system? 1 2 3 4 5
Q18. If yes, why?

USEQP for therapists includes 18 questions, 16 of them with a response graded on
a 5-point Likert Scale (from 1 = “not at all” to 5 “very much”) and a final open ques-
tion. Following the USEPQ scheme, the first six questions measure the users’ previous
knowledge and experience with apps such as Proteo, with computers, the knowledge of
serious games, and the capacity to create and develop software. The next four questions
measure the involvement of the user (if he enjoys using Proteo, if he feels involved, if he
feels bored or tired). The third group, composed of eight questions, evaluates the level of
suitability of Proteo. In this group, the first question (Q1) evaluates the successfulness in
using Proteo, the second (Q2) evaluates the level of control, the third (Q3) evaluates the
clearness, Q4 evaluates the level of helpfulness, Q5 and Q6 evaluate the perceived difficulty
of the task and of the system, Q7 evaluates discomfort, and the last question, (Q8), requires
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a final explanation open answer. The global score of the first subscale ranges from 5 (poor
previous knowledge) to 25 (excellent previous knowledge). Before calculating the global
score of the second subscale, Q9 and Q10 have to be reversed, and the global score ranges
from 4 (poor level of involvement) to 20 (high level of involvement). Before calculating the
global score of the third subscale, Q15, Q16, and Q17 have to be reversed, and the global
score ranges from 7 (poor suitability) to 35 (excellent suitability).

The USEPQ for end users only includes nine questions (Q1–Q4, Q6–Q10).

2.4. Data Analysis

Because of the ordinal nature of the measures, non-parametric statistical tests were
used for data analyses. Hence, the median was used as a measure of central tendency and
the interquartile range (IQR) for dispersion. To test for differences across conditions, the
Wilcoxon signed-rank test was used for pairwise comparisons, with significance values
adjusted by the Bonferroni correction. The effect size was calculated by dividing the
absolute (positive) standardized test statistic z by the square root of the number of pairs:

d =
z√
n

.

Data were analyzed using IBM Statistics for Mac, Version 20.0 (IBM Corp., Armonk,
NY, USA).

3. Results

Results are discussed first with reference to the therapists and later with reference to
the end users. The three sections of Proteo related to the users’ previous knowledge, the
involvement of the user, and the level of suitability were analyzed for the therapists, and
the two sections on previous knowledge and involvement were analyzed for end users.

3.1. Users’ Previous Knowledge

Concerning Users’ previous knowledge, comparisons with the Wilcoxon signed-rank
test revealed that Serious game creation knowledge was significantly lower than Computer
experience (z = −2.99; p < 0.011, d = 0.84), Apps experience (z = −3.02; p < 0.001, d = 0.94)
and Security rules knowledge (z = −2.77; p < 0.011, d = 0.77).

In Table 2 and Figure 8, all conditions (Computer experience, Apps experience, Serious
game knowledge, Security rules knowledge) were reported as presenting an intermediate
level of Knowledge (out of 3 points). Their level of Serious game creation knowledge was
considered low.

Figure 8. Boxplots of the components of the level of previous experience.
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Table 2. Medians and interquartile range in the Proteo experience questionnaire components.

Previous Experience Median Interquartile Range

Computer experience 3 2–4
Apps experience 3 2–4

Serious game knowledge 2 1–3
Serious game creation 1 1–2

Security rules knowledge 3 2–4

Level of involvement

Level of enjoyment 4 4–5
Level of involvement 4 4–5

Level of tiredness 2 1–3
Level of boredom 1 1–2

Level of suitability

Successfulness 4 3–4
Ability to control 3 3–4

Clarity 4 3–4
Helpfulness 4 3–5

Difficulties with the system 3 2–3
Difficulty with the task 2 2–3

3.2. Involvement of the Therapist Users

Regarding the user’s level of involvement (Figure 9), the conditions of positive feeling
(level of enjoyment and level of involvement) were reported as high (out of 4 points) while
the conditions of negative feeling were reported as low (1 or 2). Concerning engagement
(Table 1), in all conditions, pairwise comparisons revealed that enjoyment and involvement
were significantly higher than tiredness and boredom (enjoyment vs. tiredness: (z =−2.725;
p < 0.009, d = 0.86), enjoyment vs. boredom: (z = −2.971; p < 0.009, d = 0.94), involvement
vs. tiredness: (z = −2.625; p < 0.009, d = 0.83), involvement vs. boredom: (z = −2.873;
p < 0.004, d = 0.90).

Figure 9. Boxplots of the components of the level of user’s involvement.

3.3. Level of Suitability

Concerning the user level of suitability (Figure 10), the conditions of successfulness,
ability to control, clarity, and helpfulness were reported as high (between 3 and 5), while
the difficulty of the system and the difficulty of the task were reported as low. Pairwise
comparisons with the Wilcoxon signed-rank test revealed that the first four conditions
were significantly lower than the last two: difficulty of the task with successfulness, ability
to control, clarity, and helpfulness, respectively: z = −1.951; p < 0.09, d = 0.51; z = −1.54;
p < 0.07, d = 0.49, z = −1.799; p < 0.05, d = 0.59 and z = −2.36; p < 0.009, d = 0.75, and
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the difficulty of the system with successfulness, ability to control, clarity, and helpfulness,
respectively: z = −1.83; p < 0.09, d = 0.53; z = −1.49; p < 0.08, d = 0.49, z = −1.83; p < 0.03,
d = 0.61 and z = −2.41; p < 0.009, d = 0.81.

Figure 10. Boxplots of the components of the level of user’s level of suitability.

3.4. End Users’ Previous Knowledge

Concerning pervious user knowledge (Table 3 and Figure 11), all conditions (computer
experience, apps experience, serious game knowledge, and security rules knowledge) were
reported as presenting a high level of knowledge (out of 4/5 points). The level of serious
game knowledge was low (2 points). Pairwise comparisons with the Wilcoxon signed-
rank test revealed that serious game knowledge was significantly lower than computer
experience z = −2.51; p < 0.009, d = 0.83.

Table 3. Medians and interquartile range in the Proteo experience questionnaire components.

Previous Experience Median Interquartile Range

Computer experience 5 3–5
Apps experience 4 1–5

Serious game knowledge 3 1–5
Security rules knowledge 2 3–5

Level of involvement

Level of enjoyment 4 4–5
Level of involvement 3 3–5

Level of tiredness 1 1–1
Level of boredom 2 1–3

Figure 11. Boxplots of the components of the level of the user’s experience.
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3.5. Involvement of the User

Regarding the level of user involvement (Table 2 and Figure 12), the conditions of
positive feeling (the level of enjoyment and level of involvement) were reported as high
(out of 4 points) while the conditions of negative feeling (boredom and tiredness) were
reported as low (1 or 2). Concerning engagement (Table 2), in all conditions Pairwise
comparisons revealed that enjoyment and involvement were significantly higher than
tiredness and boredom (enjoyment vs. tiredness: (z = −2.99; p < 0.001, d = 0.94), enjoyment
vs. boredom: (z = −2.771; p < 0.009, d = 0.87), involvement vs. tiredness: (z = −2.92;
p < 0.009, d = 0.90), involvement vs. boredom: (z = −2.673; p < 0.004, d = 0.88).

Figure 12. Boxplots of the components of the end user’s level of engagement.

4. Discussion

We then tested the process of game customization by therapists and analyzed the
levels of experience, involvement, and suitability for both therapists and end users. Data
from the different components of the User Satisfaction Evaluation Proteo Questionnaire
assessed the impact that the two game experiences had on participant engagement. Overall
and irrespective of the game mode, participants reported low feelings of boredom and
tiredness, i.e., low levels negative affect and highs level of positive affect (involvement and
enjoyment). Irrespective of previous experience level, the suitability with the conditions of
successfulness, ability to control, clarity, and helpfulness were also reported as high.

More in depth, with reference to the therapists, before starting the study, we wanted
to refer to a sample of therapists who were not very experienced in the use of the PC or in
the use of the different apps; the results concerning the therapists’ previous knowledge
confirmed these data, as the therapists show an intermediate level of knowledge and, as
we expected, their experience in creating a serious game was very low. With reference
to the therapists’ level of involvement, the condition of positive feeling was reported as
high while the condition of negative feeling was reported as low. With reference to users’
previous knowledge, the sample we contacted to participate in the research had a high
level of knowledge, and their level of involvement was also very high. We believe that
this positive impact of the system on the subjects’ feelings was mainly due the easiness
and the fun of the system. This was confirmed by the data related to the level of suitability
described by the therapists. As we underlined, the therapists were able to finish the
assigned task, and they reported a strong feeling of being in control of the process and that
the Proteo app was clear and helpful.
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In clinical practice, frameworks such as Proteo can enable simultaneous training of
physical, cognitive, and psychological aspects and show great potential to improve patient
motivation and adherence, mainly due to the possibility of gamification and personalizing
the feedback from TR modalities that can be customized by the therapist across subgroups
of patients. In order to analyze the suitability of the system, our results are promising;
in order to analyze the safety of Proteo app, we have no data because nobody replied
in an affirmative way to the question: “Did you feel discomfort during your experience
with the system?” For this reason and because no therapist reported problems during the
task, we believe that Proteo is safe. However, in order to systematically adopt Proteo in
routine clinical practice, the ease with which the therapists completed the assigned task
and the pleasure of creating new tasks are not sufficient for the success of the therapy. It is
necessary that the therapists are well-trained. They must be competent when determining
what feedback to give and at what moment, they and must be aware of the hierarchy
of learning objectives, the transfer of them, and all of the factors that can lead to the
autonomy the patient. The therapists also need to be careful not to give patients more help
than necessary.

This study has some limitations that should be acknowledged. Regarding the data
analysis, our sample size is relatively small for some of the statistical analyses performed,
and the results should be considered with caution. However, sample size calculations
determined that the sample size was sufficient to evaluate the study objectives.

5. Conclusions

Telerehabilitation systems have been widely used in the recent years, showing their
crucial importance during the COVID-19 pandemic. In the field of telerehabilitation,
serious games play an important role since they can foster user engagement and hence,
enhance rehabilitation outcomes. However, telerehabilitation systems based on serious
games are often suited for specific patient conditions, so implementing new games or
even customizing existing ones is resource demanding and requires software development
skills. Moreover, several libraries exist to ease game development, but they lack in offering
advanced user interaction methods, such as those that use computer vision algorithms or
eye-tracking devices.

In this paper, we presented Proteo: an open source, modular framework for developing
serious games from scratch, providing a high-level interface for serious game development
and customization. Proteo provides many built-in modules to cover most common features
that a serious game may need, such as client/server communication, user management,
data management, advanced human-computer interaction, computer vision, or deep
learning techniques.

Proteo has proven to be a useful tool to develop serious games for telerehabilitation
and has been well accepted both by the therapists and by the users we involved in the
evaluation of suitability questionnaire.

As for future work, we plan to conduct more extensive tests involving a larger group
of therapists and rehabilitation researchers. Moreover, we plan to use Proteo in structured
telerehabilitation programs involving people with disabilities.

Another step is to explore other varieties of games, such as complex task units (such
as with math problems). Finally, we consider it important to understand if the obtained
results will be similar with larger group sizes and will also investigate the applicability of
Proteo to different settings such as in families, schools, and hospitals.
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Appendix A

Appendix A.1. Proteo Architecture

Developing a cross-platform, scriptable solution for multimedia applications even
with computer vision and deep learning support is a challenging task since many different
components have to be connected and tuned to reach a robust yet performative system.
To tackle the complexity of the needed features, Proteo has a highly modular structure in
which every aspect can be easily and independently modified.

Proteo consists of two main applications, the Proteo Server and the Proteo Client,
both of which are written in C using libraries that can be ported to the main hardware and
software platforms. At the heart of the system lies a Lua interpreter (LuaJIT.org) with an
API designed specifically for Proteo. The use of pure C and LuaJIT allows for considerable
execution speed. Furthermore, on the server side, it is possible to extend the functionality
of the system by installing Lua modules through package managers such as LuaRocks
(LuaRoks.org).

Each client-side application consists of a script, which may require various libraries
that are also loaded remotely. The script connects to the server via one or more plugins.
Both the scripts and the plugins are written in Lua. The client and server communicate
through an API Rest interface and sockets. A typical message exchange between the client
and server is shown in Figure A1.

Proteo architecture supports both multi-client and multi-server configuration. The
multi-server system has a star architecture, with a main server as the center of the star and
several ancillary servers that are periodically queried by the main server. When a client
logs in, the main server checks which resources are required and responds to the client by
specifying which server (including itself if necessary) is needed to address each request.
In order to manage the workload independently, the main server uses a simple ticketing
system: when querying the secondary servers, the main server queries each server for
available tickets. By considering which server has the higher value of available tickets
and load distribution, the main server assigns the resource request to a secondary server
and sends the client the address of that server. Due to the scriptable nature of Proteo, the
ticketing system can be easily modified if a more complex algorithm is needed.

https://massimobernava.github.io/proteo/
https://github.com/massimobernava/proteo/tree/master/data
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Figure A1. A typical message exchange between the client and server involving several Pro-
teo modules.

Appendix A.2. Server Application

Each Proteo server exposes a REST interface with base endpoints (login/admin/edit
module) and specific endpoints, depending on the active plugins. Each plugin oper-
ates independently but requires at least two GET endpoints: plugin_name/info and plu-
gin_name/permissions.

The first provides service information: the plugin version, whether the plugin is
working, and the number of tickets it offers.

The second returns an array of strings, with each string being a permission that the
plugin exposes. The plugin computation is transparent to Proteo, which will only take care
of assigning permissions to individual users. The server application is composed of several
modules that will be briefly described in the following.

Security module. Proteo implements a security mechanism in every REST call that
consists of two components:

• A call-based authentication system, based on keyed-hash message authentication
codes (HMAC) and tokens;

• A plugin-oriented permission management.

During the login process, the client generates an HMAC using the password entered
by the user, and the client tries to generate the same HMAC using the password stored
locally; if the two HMACs match, the server generates a token and sends it to the client. All
subsequent client requests must contain an HMAC generated with a common key known
to both the client, the server, and the token (see Figure A2).
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Figure A2. Proteo login sequence diagram.

The token is generated by encrypting (with a key owned by the server) information
on the user’s identity and the token expiring date so that the client can connect to several
servers without storing copies of the user’s authorization to each server.

Because of the scriptable nature of server-side plugins, it was necessary to develop a
flexible structure for permissions. In practice, each plugin exposes a list of permissions to
the server. These permissions are transparent to the server, but they are assigned to users
via the admin module. At each REST call, the server passes the user ID to the plugin and
the list of permissions that the user has. The plugin will then act appropriately according
to the received permissions.

Login module. A login request from the client is made via the [POST/login] call, this
call can have two results:

• If the credentials are missing (or incorrect), a Lua script is returned that allows a login
page to be displayed with the possibility of registering or recovering a lost password.
This interface is written using the client’s graphical API and can be modified to adapt
it graphically and functionally to requirements;

• The login is successful, and the requested script is returned (together with the token,
see security module).

Admin module. An administration interface can be accessed through a [GET/admin]
call or through a login request. This script-based interface can also be modified, but to keep
the main part of the implementation constant, the administration functions are part of a
library. In addition, the library makes it transparent to the plugin which method is used to
save the administration information. In the current version, the administration database is
stored via SQLite. Through the administration module it is possible:

• To activate or deactivate plugins that the server loads at start-up;
• To create and deactivate users;
• To change user passwords;
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• To edit user permissions.

During installation, there is only one user ‘admin’ with a password ‘admin’ who can
access the script ‘admin’. As a result, after the first installation, it is possible to add users
and manage permissions.

Plugin manager module. Each plugin consists of several access endpoints, such as the
one shown in Figure A3:

Figure A3. Proteo endpoint example.

The routing system is very simple. Each endpoint is defined by a verb (in the example:
GET), a path, and a function. The path can contain variables (in the example: name). The
function arguments are the username, the user permissions, the data passed during the
function call, and the parameters passed by the path. Conventionally, the function returns
a JSON string, but any string is allowed.

Script plugin. A Proteo standard plugin is the plugin that manages the sending of
scripts to clients. The main access points it exposes are:

• [GET proteo/permissions]: which returns the permissions needed to access the indi-
vidual scripts;

• [GET proteo/script/:script]: which checks whether the user has permission to access
the script and if so, returns it encapsulated with JSON;

• [GET proteo/lib/:lib]: which returns the requested library to the client. Libraries are
not handled with permissions, but there is an array in the script that identifies which
libraries a client can request.

Editor. There are three types of script files in Proteo: plugin, script, and lib. Every
type of script is written in Lua and is stored in specific folders within the server root folder.
Given the aim of making Proteo easy to program, in addition to being able to edit scripts
manually, it is possible to act at a higher level of abstraction through visual programming.

Using Blockly [28], it is possible, for instance, to translate the function in the previous
figure (Figure A4) into a block in the following figure:

Figure A4. Blockly example for a simple function.

Proteo is equipped with an internal web-based editor to create or edit scripts and plu-
gins. Through the endpoint [GET/admin], a user can authenticate (with editor permission)
and can access the files for which he/she has reading/writing permissions. The script
is immediately available once saved. To the contrary, saving a plugin restarts the server,
so that it can be reloaded. Access and modification of script files is also managed by a
server plugin.

All API blocks have been implemented but, in order to optimize visual programming,
the aim is to further abstract the programming level through the use of libraries.
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For example, to estimate the pose from a frame using the Blazepose algorithm [29], an
appropriate library has been created, making the blocks extremely readable and easy to
implement, as shown in Figure A5:

Figure A5. Blokly example for pose estimation using Blazepose.

Even if Blockly is capable of reproducing each of the Lua language constructs, it is
specifically intended for users with no development skills. In the context of telerehabili-
tation, we considered therapists or researchers that often need to set up task batteries (in
the form of serious games), which is typically unfeasible without support from develop-
ers. With Blockly, starting from a serious game template, we give them the possibility to
overcome technical skill barriers and to reach autonomy. In Section 2.2. we present some
examples of the process of building a serious game starting from a template.

API. Proteo API works as a general-purpose glue and wraps together several libraries
comprising all parts of memory management, garbage collection, and data interconnections
transparent to the developer. There are system functions for accessing the disk, using timers,
etc., which we will not go into detail about here, but we will instead concentrate on listing
the parts of the library related to the development of serious games.

Net. Through the networking functions, it is possible to make REST calls to specific
addresses, and it is also possible to carry atomic messages across TCP/UDP, with patterns
like fan-out, pub-sub, and request-reply. To do this, Proteo incorporates the functionalities
of the most popular networking libraries with a focus on portability: OpenSSL and ZeroMQ
are just some of the libraries integrated into the Proteo API (Figure A6):

Figure A6. Blockly example for networking functions.

Communication between the client and the server is conventionally via JSON-encoded
strings, even if this is not an implementation constraint.

In the context of serious games for telerehabilitation, network support is crucial,
for instance, for user authentication, multi-user support, and data collecting. Moreover,
a tele-rehabilitation session may be intended as an autonomous activity by the patient
that follows a specific protocol and that can generate data about users that are further
analyzed by therapists. In this case, network support is useful for user authentication
and data collection. Nevertheless, another kind of telerehabilitation session may involve
the therapist, which monitors the ongoing user activities and can react in certain given
circumstances. Proteo is designed to give support to both of these scenarios.

Computer Vision. In the field of computer vision, the reference libraries are OpenCV
and FFMPEG. The use of Blockly simplifies coding (Figure A7).
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Figure A7. Blockly example for computer vision support.

There is a module in OpenCV that implements forward pass (inferencing) with deep
networks, pre-trained using some popular deep learning frameworks, such as Caffe. FFM-
PEG is mainly used for codec functions.

The client can send a video stream to the server. This stream can be managed to create
a group video chat, to be analyzed with a deep learning algorithm, or both at the same
time. The support for computer vision can be on both the client and server sides.

Database. Proteo integrates two database systems, namely SQLite and EJDB2, so that
it is straightforward to add support for data storage and manipulation in a serious game.
However, support for other DBMS can be provided by adding specific modules.

Deep learning. One of the central aspects of Proteo is the possibility of using deep
learning techniques in a simple way. For this reason, in addition to OpenCV, there is also a
section of the API that allows inference via Tensorflow Lite. Using deep learning models in
serious games is crucial to add advanced human–computer interaction support. Models for
pose estimation, face recognition, or emotion recognition can be easily added by means of
predefined functions. For instance, in the serious games presented in Section 2.1, we exploit
these modules to add pose estimation and face recognition capabilities to the games.

Client Application

Proteo is designed following the cloud computing paradigm. A Proteo client can be
an empty container: the interface, multimedia, and computational resources lie on the
server. During login, the client receives a “task”. This task may depend on the request,
but it may also depend on the user’s permissions or other conditions. In addition, the
client also receives the addresses of the secondary servers from the main server, thus
transparently distributing the workload in the cloud. APIs that require the presence of a
media file also check for the presence of the file locally and if not found, download it from
the server transparently.

However, even if Proteo relies on the cloud paradigm, some elaborations can be
demanded from the client, if needed. This is particularly useful, for instance, when serious
games need human–computer interaction based on computer vision algorithms. In general,
client elaboration can be used when it can give a more reactive interaction experience.

Client–API. Following the logic of cloud computing, the client-side API and libraries
are oriented towards the human–machine interface. Net and computer vision APIs are
also present with the same implementation to make the dialogue between the client and
server simple.

Client–GUI. Proteo has a set of standard GUI elements: label, text field, checkbox,
button, list, dropdown, form, and container. The API is designed to be simple and efficient
to use, and each GUI element can be created using a single function.

Client–Graphics. Proteo is oriented towards the development of serious games, which
is why in addition to the standard elements of a graphic environment, such as images,
lines, rectangles, ellipses, and text, the system also has more complex elements: sprites,
shapes, and skeletons.

Sprites are used for 2D animations created through a sequence of frames. During
creation, a sprite sheet is specified from which subsequent frames will be cut out. Sprites
are a valid technique for simple animations, but for more complex animations, a skeletal
animation is required.
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A shape element is a vector structure made up of a combination of two elementary
objects: polygon and Bezier, the first of which is for drawing figures composed of straight
lines, and the second of which is for drawing curves. A shape object can also be imported
from an SVG file, allowing Proteo to manage vector graphics.

To animate a shape, we borrowed the technique of PoseAnimator [33]. In Proteo, this
system has been generalized to apply a skeletal animation to any type of vector figure.

In Proteo skeletal animation system, the object to be animated is composed of:

• Shape: the drawing vector;
• Skeleton: a set of interconnected bones used for animation.

In Proteo, the shape object is composed of a set of shape objects and polygon objects.
Shape objects are therefore used to group several polygons into a single shape.

A shape object can be loaded from an SVG file. A polygon object consists of an array of
points that are drawn to form a closed polygon. To allow Proteo to draw curved figures as
well, it is possible to create polygon objects by composing Cubic Bézier curves. Each Bezier
curve is characterized by four points, namely P0, P1, P2, and P3. While the curve passes
through points P0 and P3, points P1 and P2 are used to determine directions attracting the
curve going from P0 to P3.

A skeleton, instead, is composed of a set of points called joints, these points are
linked together by bones. In a skeleton, it is possible to freely move each joint. This will
consequently modify the bones that are afferent to the moving joint. The transformation
applied to the bone will reverberate in a weighted modification to the points of the shape to
which the bone itself is connected. It is possible to assign each bone to a group of belonging
through a generic ID, in this way, it is possible to limit the influence that a single bone has
on different parts of the shape.

It is possible to save and load a skeleton through a Json-based file.
Proteo uses one of the most used binding algorithms to deform the shape using bone

structure. This algorithm is called Linear Blend Skinning (LBS). This algorithm blends the
transformations controlled by each bone individually.

The complete skeleton-shape binding process requires the following steps:

• For each polygon belonging to the shape to be connected, the nearest bone is calculated;
• Of the nearest bone, all bones belonging to the same group are taken;
• Weights are calculated for each bone belonging to this group.

The weights are automatically generated by calculating the impact that bone J has on
point i:

wi,j =
1
d2

where d is the distance between point i and the bone calculated during the binding phase.
At the end of the calculation, the weights are normalized so that the sum of the weights of
all of the bones affecting a single point are always equal to 1:

m

∑
j=0

wi,j = 1

During the animation, after having made all of the the necessary movements of the
joints, through an update function, all of the weighted offsets of the points of each polygon
are calculated, and the shape is then ready to be drawn.

Client–Audio. A first feature of the audio module of the Proteo platform is the
management of an internal software mixer that allows polyphonic playback (and possibly
recording). From a logical point of view, the audio API is divided into two sections: one
section allowing the processing of audio files in recording and playback, and another
section oriented towards streaming. The management of audio files is fundamental for
serious games in which a sound compartment made up of music and polyphonic effects
can foster user engagement. For the transmission of audio streams and, if necessary, for
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their analysis by the server, functions which allow the creation of a stream, the possibility
of encoding it, packaging it, and sending it via a messaging service are required (see
API-Network).

After succinctly presenting the key components of the Proteo framework, in the
following section, we discuss two serious game examples developed with Proteo. We
adopted these serious game examples to analyze user satisfaction data regarding Proteo
usage, which will be discussed in the Results Section.
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