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Abstract: We propose an ensemble approach for multi-target binary classification, where the
target class breaks down into a disparate set of pre-defined target-types. The system goal is
to maximize the probability of alerting on targets from any type while excluding background
clutter. The agent-classifiers that make up the ensemble are binary classifiers trained to classify
between one of the target-types vs. clutter. The agent ensemble approach offers several benefits for
multi-target classification including straightforward in-situ tuning of the ensemble to drift in the
target population and the ability to give an indication to a human operator of which target-type causes
an alert. We propose a combination strategy that sums weighted likelihood ratios of the individual
agent-classifiers, where the likelihood ratio is between the target-type for the agent vs. clutter. We show
that this combination strategy is optimal under a conditionally non-discriminative assumption.
We compare this combiner to the common strategy of selecting the maximum of the normalized
agent-scores as the combiner score. We show experimentally that the proposed combiner gives
excellent performance on the multi-target binary classification problems of pin-less verification of
human faces and vehicle classification using acoustic signatures.

Keywords: score normalization; multi-agent systems; ensemble classification; pin-less verification;
ground vehicle classification

1. Introduction

Multi-target binary classification problems occur in many sensor-based observation systems
that must detect and alert on exemplars from a broad and disparate set of targets to the exclusion of
background clutter. In many cases, the purpose of such a system is to alert or assist a human operator in
identifying malicious or dangerous exemplars masked within a crowded clutter environment. In order
to be useful to the operator, such systems must be able to correctly classify targets while maintaining a
low probability of false alarm (PFA). Examples include chemical agent detection systems that must
alert on a wide number of different harmful chemical plumes vs. benign ones [1], pin-less biometric
verification systems that must correctly identify a group of persons of interest while excluding the
general public [2] and malware and intrusion detection systems that must alert on different families of
attacks to the exclusion of benign network traffic [3].

We address the multi-target binary classification problem by employing an ensemble of
classification agents, each trained to classify between one of the pre-defined target-types and clutter.
Perhaps the most straightforward approach to this problem is to train a single binary classifier that
combines all target-types as a single target class. Our combination of agents approach provides several
benefits over using a single classifier. First, it offers the potential to reduce the necessary complexity for
any individual agent as compared to a single, multi-target classifier. Second, it simplifies the process of
making in-situ adjustments to the relative importance of individual target-types (including adding or
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deleting targets), an attribute that is often desirable in detection and classification applications. Third,
it provides alignment between the algorithmic structure and a human operator’s understanding of the
target class breakdown, enhancing the ability of an operator to interact with the classifier by tuning
it to reflect changes or drift in the target population. Finally, it enables the classifier to provide an
indication of the most likely target-types, given an alert.

The ensemble of agents classifier approach requires a combination algorithm that, when presented
with a test sample, fuses the outputs from the agents into a single target vs. clutter decision. The goal
of the combiner is to maximize the probability of alerting on test samples from any of the target-types
while maintaining a low PFA. Several previous works have used the maximum agent score as the
combiner output [3-5]. These works have shown that normalization of the agent scores prior to
choosing the maximum significantly impacts performance. An approach such as this was titled the
any-combiner in [5], as it classifies a test example as target if the output score of any of the agents
exceeds a threshold. However, the motivation and implementation of the any-combiner was driven by
developer intuition and justified via empirical results, with little theoretical justification.

The main contribution of this paper is to provide a theoretically motivated combiner framework
for the ensemble of agents approach that is equivalent to Neyman-Pearson optimal combination under
a conditionally non-discriminative assumption on the agent scores. We provide a comparison of the
proposed approach to other agent-classifier combination strategies including meta-classification and
the any-combiner. Furthermore, we compare previously proposed agent-normalization strategies for
the any-combiner to a new weighted likelihood ratio normalization that is motivated by the derivation
of the proposed combiner. Finally, we perform agent-combination experiments using simulated data,
face recognition data, and ground vehicle recognition data from acoustic recordings.

2. Problem Description

We consider the binary classification problem where the positive class consists of L different
target-types and the negative class consists of background clutter. We assume that we have either
trained or are provided with L different classification agents, each of which is trained to distinguish
between one of the L different target-types and clutter. Specifically, we assume that training for agent j
uses target-type j exemplars as the positive class, clutter exemplars as the negative class and does not
use target exemplars from any target class i, i 7 j.

When presented with a test feature vector, v, each agent j, j = 1, ...L provides as its output a
real-valued score, x; = g;(v). The agent classification functions, g;(v), should be designed such that
one can infer a degree of confidence that v belongs to target-type j vs. clutter from the output score.
For example, the agents could be binary support vector machines or likelihood-based generative
classifiers. We define the vector x = [x1, x, ..., X L}T, where superscript T indicates matrix transpose,
as the concatenated agent-scores for test sample v.

We further assume that we are given a training dataset of score/label pairs {(x;y;)},
where x; € R is the vector of agent score outputs and y; € {—1,1,2,.., L} is the corresponding
class label, with —1 indicating clutter and 1,2, ..., L indicating that the jth sample is representative
of the respective target-type. The purpose of this training data is to train a combiner function that
takes the output of the L agents and produces a single score that we can threshold to classify the test
sample as either target or clutter. We note that these training scores should be unbiased, i.e., computed
via cross-validation or on a holdout set of data that is independent of the data used to train the
agent classifiers.

A combiner for the agent-classifiers produces a label output §(x). Since the primary goal is to
identify a test sample as target vs. clutter, the fusion combiner returns either 7(x) = 1 for target
or J(x) = —1 for clutter. In order to focus on the low-PFA region that is of interest in alert-driven
automation systems, the learning objective for the combiner maximizes a partial area under the curve
(PAUC) measure [5,6] that is limited to a low-PFA region of the ROC curve.
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3. Related Work

There is a wide body of literature on classifier combiners. Kuncheva [7] breaks the literature down
into two broad categories: classifier selection and classifier fusion. Of these two categories, classifier
selection ensembles are the most closely related to the proposed ensemble of classifier agents. Classifier
selectors are often based on the mixture of experts originally proposed by Jacobs et al. [8]. The expert
classifiers are trained to perform well in a region of the input space, and thus a selection combiner
chooses from one of the experts to classify each test sample based on the location of the test feature
vector. Mixtures of experts have found wide use in a variety of applications [9-12]. The motivation
for our agent-classifiers is similar to that for classifier experts; in each case, the constituent classifiers
are specialized with respect to a particular subproblem. However, whereas experts are trained for a
specific region of the input space, agents are tuned for a particular target-type. This difference makes a
standard classifier selector inappropriate for agent combination.

Meta-classification, also known as classifier stacking, is another method of combining classifiers
whereby the set of score/label pairs {(x;,y;)} is treated as a new set of classifier training data to
which standard classifiers are applied [13-15]. We relate our proposed agent-combination method to
meta-classification in Section 4.3.

Several authors have proposed ensembles of classifiers that are similar in spirit to the agents
that we propose. Malisiewicz et al. proposed a mixture of exemplar-support vector machines (SVMs)
for object classification in computer vision systems [4]. An exemplar-SVM is a linear SVM trained to
distinguish one target training sample from clutter. This is an extreme version of what we refer to here
as a classifier agent, where each target training sample serves as its own target-type. Kantchelaian et al.
proposed an ensemble of agents approach for computer malware classification [3]. They specifically
evaluated the advantages this approach has over traditional binary classifiers including responsiveness
to changes in the target class and the semantic information it can provide to the operator. Additionally,
in previous work, we proposed a multi-agent combination for target classification and a combiner
algorithm that we called the any-combiner given as:

9(x) = sign (}.g\fﬁ (f(xp)) = oc) : M)
where f(-) is a normalizing function (we describe several examples in detail in Section 4.4).
The any-combiner combination strategy, classifying a test sample as target if any of the constituent
agents classifies it as target, was used as well in both [3,4]. However, none of these previous studies
evaluated when or if this approach is optimal, or what the optimal normalization for the individual
agents may be. We extend the results of these previous works by proposing a new combination strategy
that is similar to the any-combiner and by providing theory on when this approach is optimal for
combining the output of the agents.

A critical element of the any-combiner (1) and the new combiner that we propose in this paper is
agent normalization. Biometrics researchers have studied classifier normalization extensively [16-19].
The problem studied in these previous works differs from that studied here in that they assumed that
at test time a user would claim an identity, and the system would only evaluate the classifier associated
with that user. Score normalization allowed the use of a single threshold for any claimed identity.
The Z-norm [17], F-norm [16], equal error rate (EER) norm, and model-specific log-likelihood ratio
(MS-LLR) norm [18] have all been investigated in such systems. In contrast, we assume that a test
sample could belong to any one of the pre-defined target-types or clutter, requiring evaluation and
combination of multiple agent scores. We discuss the effect of the previously proposed normalizations
within the context of an agent-combiner in Section 4.4 and compare them in the experiments section.

Finally, we note that both a max-combiner and a sum-combiner were previously proposed in the
classifier combination literature [20]. Although the any-combiner given in (1) and our new proposed
combiner given in Section 4 contain a max and sum respectively, they are different than those previously



Appl. Sci. 2020, 10, 1376 40f17

proposed. Kittler derives the previously proposed sum and product rules from an independence
assumption on the underlying classifiers [20]. However, in Section 4.1 we show that our proposed
combiner is not based on an independence assumption but rather a conditionally non-discriminative
assumption. In fact, we believe that the independence assumption is inappropriate for combing
agent-classifiers as the outputs are likely correlated, particularly if several of the targets are similar in
feature space.

4. Proposed Agent Combiner

A block diagram of our proposed agent combiner is given in Figure 1. Each classification agent
evaluates the test sample, v, and provides a confidence score output indicating whether or not the test
sample belongs to its target-type vs. clutter. The combiner normalizes the confidence scores using the
weighted likelihood ratio function,

, p(x;lY = j)
farr(x) = p(¥ = j|Y > ”W’ ?

sums the normalized scores, and then classifies the sample as target if the resulting sum exceeds
threshold «. The fusion algorithm is therefore given as

j=1

L
?(X) = sign (Z fwlr(xj) - D‘) 3)

with « set to satisfy the PFA constraint.

/ Agent 1 ad > S ©) \fwlr %)
X Asum
V——>| Agent 2 % > [ () Jur( 2; E fW”(x-f) ® = y=1
jelL
\ . no
Agent L = [, () T (X,) y=-1

Figure 1. Block diagram of the proposed agent combiner.
4.1. Relationship to the Neyman-Pearson Combiner

We motivate the combination approach given in (3) by showing that under certain assumptions it
is equivalent to the Neyman-Pearson optimal agent combiner. The Neyman-Pearson combiner for the
agent score vector x is

§(x) = sign(Anp(x) — a*), 4)

where the Neyman-Pearson fusion score, Anp(x), is given by the likelihood ratio:

pix[Y > 1)
Anp(x) = , ©)
)= ey =—1)
and a* is set in order to satisfy
P(ANp(x) —a® > 0]Y = —1) = PFA", (6)

where PFA* is the allowable PFA for the system.

In Theorem 1 below, we show assumptions under which (3) and (4) are equivalent. First we
give the following definitions for non-discriminative and conditionally non-discriminative random
variables, which provide the basis for the assumptions of the theorem.
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Definition 1. A random variable Z is non-discriminative for target-type j if the conditional pdf of Z given j
is the same as that for Z given clutter, p(z|Y = j) = p(z]Y = —1).

Definition 2. A random variable Z, is conditionally non-discriminative for target-type j given random
variable Z5 if p(z1)z0,Y = ) = p(z1|z2, Y = —1).

Theorem 1. If the agents not trained for target-type j are jointly conditionally non-discriminative for target-type
j conditioned on the output of agent j forall j € 1, ..., L, then (3) is equivalent to the optimal Neyman-Pearson
combiner given in (4).

Proof. The proof is a straightforward application of the total-probability theorem to the
Neyman-Pearson Fusion score given in (5):

x|Y >1
Anp(x) = Plzin'/ :_i)
X p(Y =jp(y =jly 2 1)
a p(x]Y = -1)
3 i pOgla;, Y = fp(xY = j)p(Y = jlY = 1)
= p(xilx;, Y = =1)p(x;|Y = —1) ’

where x; is the vector of agent-outputs with the jM agent removed. If the conditionally

non-discriminative assumption of the theorem is met, then p(x;|x;, Y = j) = p(xj]x;, ¥ = —1) and thus
L iy
. p(x|Y =)
Anp(x) =) p(Y =jlY = 1) , @)
LY =i = 0 n =

which, when substituted into (4) results in the proposed agent combiner given in (3). O

There are several benefits to implementing (3) as opposed to (4) given that the assumptions of
Theorem 1 are met. Implementation of (3) requires estimation of only single variable probability
density functions (pdf), as opposed to (4) which requires that we estimate joint pdfs for target and
clutter. The standard methods of simplifying or regularizing joint density estimation problems, such as
assuming independence or diagonal loading of the covariance matrix of Gaussian distributions, are not
appropriate for this problem as some of the underlying agents are likely to be correlated given that they
are all functions of the same underlying feature vector v. This is particularly true for agents trained on
targets that are similar in feature space. Furthermore, the fact that (3) requires only one-dimensional
pdfs makes it much easier to use non-parametric density estimation methods.

Theorem 1 requires the conditionally non-discriminative condition to hold for the agents in a
multi-target classification ensemble. The following lemmas give two conditions on the underlying
agent-classifiers under which the assumption holds.

Lemma 1. Classifier agents x;,j # k are jointly conditionally non-discriminative for target-type k given
X = gk(v) if gk (v) is the likelihood ratio for target-type k vs. clutter.

Proof. If g;(v) is the likelihood ratio for target-type k vs clutter, then by definition

Py =K _ plnly =k
pVY = 1) plulY = 1)

®)

Furthermore, we can write
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p(vlY =)
pVIY = —1) ©
_ pv,x[Y =k)

" Pl = 1) o
_ pxplx Y = k) p(x]Y = k) 1)

p(v, X¢gxp, Y = —1) p(x|Y = —1)°

where x; is the vector of agent-outputs with the k' element removed. We go from (9) to (10) using
the fact that the x’s are functionally dependent on v. Since (11) is equal to the right hand side of (8),
the first fraction in (11) must equal one, indicating that x; and v are conditionally non-discriminative
for target-type k given x. O

Lemma 2. Assume that we have linear classifier agents, g;(v) = h]-Tv, and define h; | as the component of
h; that is perpendicular to hy. If the nj, = h].lev are jointly non-discriminative for target-type k and are
independent of xy, then xi is conditionally non-discriminative for target-type k given agent k.

Proof. Under the assumption of linear classifiers, we can write x; = ¢j X + njx where c;; = th]'IIJT \Tﬁk\l
and n; is defined as in the Lemma. Therefore, we can write
p(xl_c|xk/ Y = k) (12)
p(xelxe, Y = —1)
_ Pk g kX0 Y = k) (13)
p(n1 Mok, - npklxg, Y = —1)
_ p(mg o e k[ Y =) (14)
p(ny g, ok - npklY = —1)
=1 (15)

In the above, we go from (13) to (14) using the independence assumption of the Lemma, and we
go from (14) to (15) using the non-discriminative assumption. [J

Lemmas 1 and 2 show that the essential quality for conditionally non-discriminative agents is
that any discriminative power that they may offer between a target-type and clutter is redundant to
that provided by the agent that is trained for that target-type. In the case of Lemma 1 any function of v
is redundant as x; is a sufficient statistic for discrimination between target k and clutter. In the second
case, the information given by knowledge of x;, j # k that is not already available through knowledge
of xj provides no additional discriminative power for target k. Although our agents may not meet
these assumptions in practice, experiments show that the proposed combiner strategy works well for
combining classifier agents.

4.2. Adapting to Target Population Drift

A challenge in multi-target classification systems is that the distribution among target-types is
often not known a-priori when the system is initially trained. Furthermore, it may change over
time or change based on system location, a situation referred to previously in the literature as
population drift [21] or adversarial drift when the targets are a malicious class [3]. Mis-specification of
the priors among target-types can greatly impact the performance of the system [21]. A benefit of
the proposed approach is that it easily handles a changing distribution among the target-types by
adjustment of prior, p(Y = j|Y > 1), in the weighted likelihood ratio (2) (in this scenario, we do
not assume the more general concept drift [22] where the label of the one of the targets changes to
clutter, in which case the underlying agents would need to be retrained in order to exclude the former
target-type). Furthermore, novel targets can be added in-situ without completely retraining the system
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by adding a new agent trained for that target-type to the ensemble and adjusting the parameters of the
normalization function appropriately.

4.3. Relationship to Meta-Classifiers

Meta-classifiers use the combiner training data to train a classifier for the score vector x.
Meta-classifiers can be either generative or discriminative. Generative meta-classifiers model the
conditional distributions p(x|y). Therefore, the proposed agent-combiner can be viewed as a generative
meta-classifier derived using the conditionally non-discriminative assumptions of Theorem 1.

If the conditionally non-discriminative assumption holds, then using a meta-classifier as opposed
to the proposed approach offers no benefit as modeling the joint distribution of the training data
can provide no additional discriminative power for the combiner. Even if this assumption does not
hold, then we must be able to learn the model accurately from the training data. Thus, in practice,
the simpler model that assumes agents are conditionally non-discriminative may perform better given
limited training data, a phenomenon that we explore experimentally in Section 5.

Another benefit of the proposed combiner over meta-classifiers is the ability to easily adapt to
changes in the target profile as described in the previous section. In order to adjust to any change
in the target profile, a discriminative meta-classifier, such as a support vector machine, will need to
re-train with a set of training data that is weighted or sampled to reflect the change [23]. This is also
the case if an agent is added to or removed from the ensemble.

4.4. Relationship to the Any-Combiner Rule and a Comparison of Normalization Functions

If we replace the sum in (3) with a maximum, then we arrive at the any-combiner agent
combination function that was originally proposed in [5]:

7(x) = sign (jnllafo(x]-) - (x) . (16)

The any-combiner given in (16) is more flexible than the proposed combiner in that it can use
a number of different normalization functions. Several other score-normalization functions have
been proposed in the biometrics literature for user verification. In user verification, a user claims an
identity, and thus only one of the L agents is used at test time. Therefore, the complete ensemble is
not evaluated at test time; however score-normalization is still useful for biometric verification so
that each agent can be compared to a common threshold or so that the outputs of multiple biometric
systems can be combined for different users in a consistent manner [18]. As these score normalization
functions are still useful for our problem, we describe them here and evaluate their effectiveness in the
experiments section.

Poh and Kittler [18] and Poh and Tistarelli [24] review score normalization functions and compare
their use for biometric verification. Define ﬁ](-fl) and ﬁ(] ) as estimates of the mean value of x; given

j
(=1

clutter and target-type j, respectively, and define ffj and 0;(j) as the estimated standard deviations.
The normalization functions that [18,24] analyze are the Z-norm

A(=1)
x]- — U
fz(xj) = ﬁ/ (17)
j
F-norm
x]' — A(il)
fr(xj) = ﬁ/ (18)
Hi™ —H

MS-LLR norm (model-specific log-likelihood ratio)
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N PlxlY =])
fmsLir(xj) = log Py = 1)’ (19)
and EER-norm (equal error rate)
fEer (%)) = xj — 4;, (20)

where A; is an estimate of the score at which the probability of false positive equals the probability of
false negative for agent j.

The Z-norm requires only clutter data for training, and we note that the Z-norm is a Gaussian
parametric form of equal-PFA normalization proposed in [5]:

feopra(xj) = 1—F(xj|Y = —1), (21)

where the latter term in (21) is an estimate of the conditional cumulative distribution function of agent
i’s output given clutter. Both of these normalization functions are designed so that agents commit
the same number of false alarms at any operating point. Thus, they can be motivated by a fairness
perspective if one views the system-level PFA rate as a resource that is shared among the agents.
However, these normalization functions can result in lower system-level probabilities of detection as
they do not consider the difference in probability of detection among the different agents.

The F-norm, EER-norm and MS-LLR norm all use the target and clutter data to train the
normalization functions. The F-norm, however, only uses the mean of the score distributions, and can
thus perform poorly if the higher-order statistics of the score-outputs differ significantly. The EER
norm considers second order statistics, but is designed only for a threshold of & = 0. If this threshold
is far from the desired operating point, then the EER norm will perform poorly. The MS-LLR norm is
very similar to the proposed weighted likelihood ratio normalization; however, by not including the
a-priori probabilities of the various target-types, this normalization will result in poor performance
when the target sub-type distributions or risks are asymmetric.

An additional normalization function that has been used previously in the literature for
SVM agents is Platt probabilistic normalization [4,5,25]. Platt probabilistic normalization uses a
sigmoidal function to convert the unnormalized output of SVM classifiers into an estimate of the
target-class posterior:

fpian(x) = P(Y = jlx;)
_ 1 (22)
~ 1+exp(Ax;+B)’

where A and B are parameters that are learned via a regularized maximum likelihood estimation
using the class j training data vs. the clutter data. It is possible to use (22) directly in (16). We can
also use Platt normalization in the proposed combiner (3) by relating (22) to the weighted likelihood
normalization proposed in (2). We first rewrite the target posterior estimate as:

. . p(xilY =j)P(Y =)
Y = c) =
P(Y = j|x;) 5 (23)
and
P(Yy = —1xj) =1- P(Y = jlx;) (24)
_ plxly = ~1)P(Y = —1) -
- p) | )

To eliminate the influence of the class prior probabilities in (23) and (25), we define 7; as the
number of sub-type j training data and n_; as the number of clutter training data that we use to
learn (22). We can then relate (22) to (2) via



Appl. Sci. 2020, 10, 1376 90f17

fpras(xj)n—1 . 26)

fuir(x) = P(Y = jlY > 1) (1= fprare(xj))n;

In practice, we have found that using (26) to estimate (2) for SVM agents results in better
performance than estimating (2) via Gaussian distributions. This is likely due to the better fit of
the sigmoidal function for the output of the SVM than a Gaussian parametric model as demonstrated
in [25].

5. Experiments

In this section, we perform three experiments to demonstrate the effectiveness of our proposed
agent combination strategy. We first perform an experiment with simulated data, then perform a
pin-less verification experiment on face images using the Yale faces database, and finally perform an
experiment where we classify tracked ground vehicles from wheeled based on their acoustic signature.
In the two real-data experiments, we train the agent-classifiers using nonlinear Gaussian RBF SVMs
implemented via LIBSVM [26].

In all experiments, the metric that we optimize is the partial area under the curve (PAUC) [5,6].
The PAUC differs from the AUC in that it computes the performance only in a specified region of
the ROC curve. We believe that this metric is more appropriate than the AUC for sensor-based alert
systems as we can tune the PAUC to focus on performance only in the low-PFA region where these
systems operate. We use PAUC limited to the 0%-10% PFA range for all of our results. Additionally,
in all experiments we perform statistical significance testing using the paired t-test with 95% confidence.
Results that are the best, or statistically significantly tied for the best, are boldface in the results tables.

5.1. Simulated Data

We evaluate the effectiveness of the proposed combiner and the any-combiner with the different
normalization strategies given in Section 4.4 vis-a-vis the conditionally non-discriminative condition
defined in Section 4.1. We do this by simulating scores for agents that are distributed according to a
multi-variate Gaussian distribution based on the label. We compare the following agent-combiners:
1. (Prpsd. Gaussian WLR) the proposed combiner given in (3) with a Gaussian model for the agent
score distributions, 2. (Joint Gaussian) a jointly Gaussian generative meta-classifier that models
the joint distribution of the agent scores conditioned on the label as p(x|Y = j) = N(x;7}, %)),
3. (Ind. Gaussian) an independent Gaussian generative meta-classifier that models the joint distribution
of the agent scores conditioned on the label as p(x|Y = j) = HiLzl N (x;; Wijs 0’1',]‘), 4. (AC Gaussian WLR)
the any-combiner with weighted-likelihood normalization, 5. (AC Z-norm) the any-combiner with
Z-normalization, 6. (AC F-norm) the any-combiner with F-normalization, and 7. (AC EER-norm) the
any-combiner with EER-normalization where the EER rate is calculated assuming Gaussian densities
as in [18]. Both the joint Gaussian and independent Gaussian combiners form a test statistic using the
target vs. clutter likelihood ratio, that is,

L p(x]Y = j)p(Y = jlY > 1)

A= Py = 1)

We first evaluate the combiners when the conditionally non-discriminative assumption holds.
We do this by simulating a ten-agent problem where the agent-outputs are independent and
non-discriminative for targets for which they are not trained. We simulate a complex problem where
the degree of difficulty for different targets varies significantly, a situation that has been shown to
](.i) and (Tj(i) as the mean and standard deviation of the j agent’s output
when Y = i. We first draw agent-score distribution parameters for clutter data, drawing y](.

uniform [—3 — 1] distribution and (7](_1) from a uniform [0.5 1.25] distribution for each agent. Next,

occur in practice [27]. Define u

-1 from a
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we make each agent j non-discriminative for targets other than j by setting y(i) and o) S ViFEji>1

] ]
equal to the clutter parameters for agent j: ;4](._1) and (7].(_1) ](.j )
distribution and ¢’ from a uniform [0.5 1.25] distribution for each agent.

Figure 2 plots ROC curves in the low-PFA region for the ten agents on their specific target-type
for one draw of the agent-score parameters. We generate ten-thousand test exemplars and a varying
number of combiner training samples in order to evaluate the effectiveness of the combiners when
they must estimate their parameters using either few or many combiner training samples. We set
class-priors to 0.5 for clutter and 0.05 for each target-type. Due to the uniformity among the target-type
priors the weighting in the proposed weighted-likelihood ratio normalization is irrelevant and thus the
results compare the performance of the normalizations without considering the weighting. We repeat
the experiment fifty times, generating new agent-output distributions and data for each iteration.

. Finally, we draw .}’ from a uniform [1 3]

1 —

0.9 ﬁ

0.8}
S
5 0.7 i
9
© 0.6 1
a

5051
>

3
©0.3
0.2

0.1

|
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Figure 2. Agent ROC curves for the first simulation in Section 5.1. Each line shows a ROC curve for
one of the 10 random agents. The ROC curves show that the simulation mimics a scenario where some
targets are much harder to distinguish from clutter than others.

Table 1 gives the results averaged over the fifty experiments for each number of combiner training
samples. The rightmost column gives an upper bound on the performance of each combiner when
provided with the true parameters, and the joint Gaussian, independent Gaussian, and proposed
method all perform the best when provided with the true parameters. However, when the combiners
must estimate the parameters from data, the joint and independent Gaussian combiners perform worse
in all cases than the proposed method. The proposed method is the best or statistically significantly
tied for the best with 95% confidence at all numbers of training samples. At low numbers of training
samples, the any-combiner with Z-normalization is statistically significantly tied for the best with the
proposed method. The results show that, given limited training data, the performance of the proposed
combiner greatly exceeds that of the joint combiner as well as the combiner based on an independence
assumption. We can also see that the weighted likelihood normalization outperforms the normalization
methods given in Section 4.4. However, we note that the performance of the different normalization
methods will depend on a variety of factors including the number of combiner training samples and
how well the agent distributions match the assumptions used to derive the normalization methods.
Regularization techniques for estimating the model parameters can also improve the performance
when there are few training samples [18].
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Table 1. Average partial area under the curve (PAUC) for the first simulation with conditionally
non-discriminative agents. Columns give the results for differing number of combiner training samples,
and the column titled ‘model’ gives the results when the combiners are provided with the model
parameters. Boldface identifies results that are the best or statistically significantly tied for the best
with 95% confidence.

100 1000 2000 10,000 Model
Samples Samples Samples Samples Params

Prpsd. Gaussian WLR  0.813 0.855 0.856 0.855 0.856

Joint Gaussian 0.208 0.799 0.831 0.851 0.856
Ind. Gaussian 0.600 0.844 0.850 0.854 0.856
AC Gaussian WLR 0.812 0.854 0.855 0.854 0.855
AC Z-norm 0.809 0.829 0.832 0.831 0.832
AC F-norm 0.716 0.753 0.751 0.756 0.757
AC EER-norm 0.780 0.791 0.792 0.792 0.821

We now compare performance when the agents are not conditionally non-discriminative.
We simulate a problem with four target-types and four corresponding agents. We again use Gaussian
conditional densities, p(x|Y = j) = N'(x;7j,Z). We set the parameters of the conditional distributions
to make agents one and two offer discriminative power on each other’s targets. In order to do this,
we set:

‘1’13 = _l/ _1/ 1/ 1]T/
,1’[4 = 71/ 71/ 71/ 1]T/
and
1 « 00
« 1 0 0
Z =
0 010
0 0 01
Using these definitions we can determine the following conditional distributions:
p(xzlx, Y =1)=N (ocx1 +(1—a),V1- tx2> ,
p(xa]x, Y =-1)=N (ocxl —(1—a),V1- az)
and

plaila, Y =2) = N (e + (1 - a), V1-a2),
plrilxe Y = 1) = N (ax2 = (1-0),v/1-2).

We can control how closely the conditionally non-discriminative assumption holds by varying
« between 0 and 1. When a = 0 agents one and two are independent and discriminative for one
another’s target-types; thus the conditionally non-discriminative assumption is poor. At « = 1 the
conditionally non-discriminative condition holds.

Tables 2 and 3 give the results, averaged over fifty random draws of the data for
a €{0.95,0.8,0.6,0.4,0.1} when the combiners are provided with 100 and 1000 training samples,
respectively. Table 2 shows that with fewer training samples, the proposed combiner is the best or
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statistically significantly tied for the best at all & values other than & = 0.1, where the combiner based
on the independence assumption performs better. Table 3 shows that when the combiners have more
training samples, the proposed combiner is the best at only the larger values of « = 0.95 and & = 0.8.
These results show that, in the case of limited data samples, the proposed combiner exhibit good
performance even when the conditionally non-discriminative assumption does not hold.

Table 2. Average PAUC for simulation two with 100 combiner training samples. Boldface identifies
results that are the best or statistically significantly tied for the best with 95% confidence.

«=095 « =08 «a =06 « =04 a«=0.1
Prpsd. Gaussian WLR  0.464 0.473  0.476  0.500  0.508

Joint Gaussian 0.371 0383 0402 0432 0483
Ind. Gaussian 0.418 0.440 0463 0.497 0.538
AC Gaussian WLR 0.457 0.463 0.461 0480 0.487
AC Z-norm 0.461 0.466 0474 0490 0.503
AC F-norm 0.452 0460 0471 0483 0490
AC EER-norm 0.464 0.468 0.478 0491 0510

Table 3. Average PAUC for simulation two with 1000 combiner training samples. Boldface identifies
results that are the best or statistically significantly tied for the best with 95% confidence.

«=095 «a =08 a =06 «a =04 «=0.1
Prpsd. Gaussian WLR  0.479 0.492 0.504 0.521 0.543

Joint Gaussian 0.469 0.489 0.506 0.535 0.584
Ind. Gaussian 0.444 0467  0.496 0.534 0.589
AC Gaussian WLR 0471 0482 0490 0504 0521
AC Z-norm 0.471 0483 0.491 0505 0.522
AC F-norm 0.469 0.481 0490 0503  0.522
AC EER-norm 0.465 0474 0481 0492  0.510

5.2. Pin-Less Verification with Yale Faces

We perform a pin-less biometric verification experiment using the cropped version of the Extended
Yale Faces dataset [28]. The dataset contains frontal images of thirty-nine people, with sixty-five images
of each person taken under different lighting conditions. In order to perform the pin-less verification
experiment, we make persons one through five the targets, referred to as clients within the biometrics
literature, and the remaining users the clutter, referred to as impostors.

The original images are 192 x 168 pixels. We down sample the images by a factor of two (The Yale
Faces data is often down sampled in order to improve computational efficiency [29,30]), vectorize the
resulting pixels, and perform principal components analysis retaining components that contain 95% of
the data variance. This results in a sixty-four dimensional feature vector for each image.

We randomly select n images from each person in the client group for training and use the rest
for testing. We randomly select twenty persons from the impostor group and use all of their images
for training while using all images from the remaining fourteen impostors for testing. We vary the
number of training images for each client over the set n € {5,10,20,30,40}. We repeat the experiment
twenty-five times for each 7, randomly selecting different training and test images for each iteration.

We train five SVM agents, with the training data for the i agent consisting of the 1 images for
client i as target and all images from the twenty training impostors as clutter. We choose the SVM
parameters via cross-validation on the training data, and then get unbiased training data for training
the combiners by cross-validation.

We compare the combiner strategies from the previous section along with the addition of the
proposed combiner with weighted likelihood normalization estimated via the Platt probabilistic
normalization as described in Section 4.4 (Prpsd. Platt WLR) and a meta-SVM classifier using the



Appl. Sci. 2020, 10, 1376 13 0f 17

Gaussian RBF kernel (Meta SVM). We choose parameters for the meta-SVM via cross-validation on the
combiner training data from the same pool of parameters used to train the agent classifiers.

Table 4 gives the results. If we look at the top three rows, we can see that at a high number of
training samples the joint and independent Gaussian combiners result in better performance than the
proposed combiner with a Gaussian model for weighted likelihood ratio. However, the proposed
combiner with the weighted likelihood ratio estimated via Platt probabilistic normalization is
statistically tied for the best for all numbers of training samples, outperforming both the generative
joint Gaussian model and the discriminative meta-SVM. The any-combiner with F-normalization
performs very well also, being statistically tied for the best at all numbers of training samples other
than five. At five training samples, the any-combiner with Z-normalization is tied with the proposed
combiner with Platt probabilistic normalization.

We also use this experiment to show that the normalized agent scores give additional information
indicating which target-type causes an alert. To do this, we calculate the percentage of true-positive
alerts for which the maximum normalized agent-score is from the agent trained for the target-type
that causes the alert. Table 5 gives the average accuracy for the different normalization methods when
we set the threshold, &, in order to get a false alarm rate of five percent. The results show that the
combiners that achieved the highest probability of detection according to Table 4 also achieve high
accuracy in terms of estimating the correct target-type.

Table 4. Average PAUC for the Yale Faces pin-less verification experiment. Column titles give the
number of training examples from each client person. Boldface identifies results that are the best or
statistically significantly tied for the best with 95% confidence.

5 10 20 30 40
Prpsd. Gaussian WLR  0.453 0.545 0.688 0.735 0.754
Prpsd. Platt WLR 0.503 0.597 0.761 0.821 0.846
Joint Gaussian 0.358 0.534 0.698 0.775 0.798
Ind. Gaussian 0.435 0.548 0.691 0.745 0.756
AC Gaussian WLR 0447 0544 0.688 0.735 0.754
AC Z-norm 0.507 0.552 0.662 0.699 0.711
AC F-norm 0.452 0.610 0.751 0.821 0.841
AC EER-norm 0237 0.338 0572 0732 0.729
Meta-SVM 0452 0.568 0.680 0.771 0.820

Table 5. Average percent accuracy when using the maximum normalized agent-output to estimate the
client that causes an alert when the threshold is set to give five percent probability of false alarm (PFA).
Column titles give the number of training examples from each client person.

5 10 20 30 40
Prpsd. Gaussian WLR 95 97 98 98 99

Prpsd. Platt WLR 97 98 99 99 99
AC Gaussian WLR 95 97 98 98 99
AC Z-norm 97 98 99 98 98
AC F-norm 95 97 98 99 99
AC EER-norm 82 92 96 99 99

5.3. Classification of Ground Vehicles Using Acoustic Signatures

The acoustic-seismic classification identification dataset (ACIDS) contains acoustic time-series
data collected from nine different types of ground vehicles as they pass by a fixed location. An array of
three microphones recorded the sound emitted from each passing vehicle. The recordings were made
in four different locations including desert, arctic, and mid-Atlantic environments, with vehicle speeds
varying from five to forty km/hour, and closest point of arrival (CPA) distances from twenty-five to
one hundred meters. The data consists of 274 labeled recordings of CPA events, and Table 6 gives a
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breakdown of the number of events for each type of vehicle. The Army Research Lab collected the
data and made it available [31]. We use the acoustic data from microphone one only. The sampling
frequency is 1025.641 Hz and the data is bandpassed between twenty-five and four hundred Hz.

Table 6. Number of closest point of arrival (CPA) events for each type of vehicle in the ACIDS dataset.

Vehicle Number of Events Number of Scans

1 62 4960
2 37 2960
3 9 720

4 27 2160
5 39 3120
6 37 2960
7 7 560

8 35 2800
9 21 1680

We pre-process the data and extract features in a manner that matches closely that of a previous
study using the ACIDS dataset by Wu and Mendel [32]. We first estimate the CPA for each time-series.
We do this by filtering the magnitude of the acoustic response with a two-second moving-average
filter and estimating CPA as the point where the output achieves its maximum value. We then
limit the data to a forty-second window centered on the CPA. We convert the windowed time-series
into a spectrogram by taking the short-time Fourier transform with a one-second window, frequency
resolution of one Hz, and fifty percent overlap. This gives a spectrogram that contains eighty time-scans
and 376 frequency bins. We pass the spectrogram through a spectrum normalizer to remove the
broadband energy trend, so that the end result is a spectrogram that characterizes the narrowband
content of the vehicle’s acoustic signature. The normalized spectrogram for the first CPA event in the
ACIDS dataset is shown in Figure 3.

We featurize the spectrograms using the magnitude of the spectrum at the second through twelfth
harmonics of the fundamental frequency as was done in [32]. To get these features, we first estimate the
fundamental frequency of the predominant harmonic set in each spectrogram that, as described in [33],
typically relates to the engine cylinder firing rate. We estimate the predominant fundamental using an
algorithm similar to the harmonic relationship detection algorithm described in [33]. The algorithm
detects the presence of harmonic sets with fundamental frequencies between six and twenty Hz on a
scan-by-scan basis by looking for a repeated pattern of narrowband energy at the correct harmonics
within the spectrum. We smooth the resulting estimate using a median filter, and take the magnitude
of the spectrum at the second through twelfth harmonics, normalized to have a maximum of one,
as the feature vector for the scan. This results in eighty features per event. These features are suitable
for this application due to their invariance to changes in the vehicle’s speed [33].

50 100 150 200 250 300 350
Frequency (Hz)

Figure 3. Normalized magnitude spectrogram, in dB, for the first vehicular event in the ACIDS dataset.
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Vehicles 1, 2, 8, and 9 form a group of heavy tracked vehicles and we define these four vehicle
types as our targets and the others as clutter. We perform ten-fold cross-validation. In each fold, we set
aside ten percent of the events as test and the rest as training. We use the scans in the training data to
train an ensemble of Gaussian RBF SVM classifier-agents, one for each target vs. clutter. We choose the
SVM parameters for each classifier agent by ten fold cross-validation on the training data and also get
unbiased data for combiner training by ten-fold cross-validation.

We compare the proposed combiner with weighted-likelihood ratio normalization, where we
model the likelihood using Platt probabilistic normalization, Neyman-Pearson combination using
a joint Gaussian model, Neyman-Pearson combination using an independent Gaussian model,
the any-combiner using Z, F, and EER normalization and a meta-SVM combiner using a non-linear
Gaussian RBF SVM trained to classify the output of the combiners. We train the meta-SVM combiner
using the same parameters and procedure with which we train the classifier agents. We repeat this
experiment twenty-five times, randomizing the cross-validation indices each time, to get our final set
of results.

The SVM agents classify scans. In order to classify the events, we combine the scan-by-scan scores
along the eighty scans for each event. Define ¢;,i = 1, ..., 80 as the combiner output along the eighty
scans for an event. Assuming that the scans are independent, we combine the scores for an event to
get a likelihood ratio of target vs. clutter according to:

80
_ p(cily =1)
A= Ylog (p<ci|y= —1>)' @)

The two Neyman-Pearson combiners as well as the proposed combiner give score outputs that are
already in the form of (27), so we sum the log of the combiner outputs on scans to get the event score.
In order to convert the Z-norm, F-norm, and EER-norm combiner outputs to a probability, we make
the assumption that the output of the combiner is conditionally Gaussian. For the Meta-SVM, we train
a Platt-scaling function for the Meta-SVM output and convert it to a likelihood ratio as in Section 4.4.

Table 7 gives the PAUC, averaged over the twenty-five experiments, in the 0%—-10% PFA operating
region when classifying scans and events. The result shows that the proposed combiner with Platt
weighted-likelihood normalization results in the highest PAUC in this region for both scans and events,
and that the result is statistically significant at 95 % confidence.

Table 7. Average PAUC over the 0%-10% PFA operating region for the various combiner methods on
scan-by-scan features and events from the ACIDS dataset. Boldface identifies results that are the best
or statistically significantly tied for the best with 95% confidence.

Scans Events

Prpsd. Gaussian WLR  0.563 0.794

Prpsd. Platt WLR 0.575  0.847
Joint Gaussian 0.554 0.786
Ind. Gaussian 0.546 0.764
AC Gaussian WLR 0.562 0.797
AC Z-norm 0.556 0.784
AC F-norm 0.467 0.753
AC EER-norm 0.385 0.539
Meta-SVM 0.558 0.814

6. Conclusions

We have proposed a combination strategy for an ensemble of agent-classifiers that is optimal
under a conditionally non-discriminative assumption on the agent-scores. We showed that the
proposed combiner naturally handles target-class population drift without the need for re-training
the underlying classifier agents. We compared this approach to several other combiner strategies
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including meta-classification and the any-combiner approach with different agent-normalization
functions. We have shown empirically that the proposed combiner achieves excellent performance
when the conditionally non-discriminative assumption holds. The proposed approach showed
excellent performance in a pin-less verification experiment using face data and in a vehicle classification
experiment using acoustic signatures.
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