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Abstract: 1SO26262: 2018 is an international functional safety standard for electrical and/or
electronic (E/E) systems within road vehicles. It provides appropriate safety requirements for road
vehicles to avoid unreasonable residual risk according to automotive safety integrity levels (ASILs)
derived from hazard analysis and risk assessment (HARA) required in the ISO26262 concept phase.
Systems theoretic process analysis (STPA) seems to be designed specifically to deal with hazard
analysis of modern complex systems, but it does not include risk evaluation required by most safety
related international standards. So we integrated STPA into Failure Mode and Effect Analysis
(FMEA) template to form a new method called system theoretic process analysis based on an FMEA
template, STPAFT for shot, which could not only meet all the requirements of the concept phase in
1SO26262, but also make full use of the advantages of the two methods. Through the focus of FMEA
on low-level components, STPAFT can obtain more detailed causal factors (CFs), which is very
helpful for derivation of safety goals (SGs) and the functional safety requirements (FSRs) in the
concept phase of 15026262. The application of STPAFT is described by the case study of fuel level
estimation and display system (FLEDS) to show how the concept phase of 15026262 could be
supported by STPAFT.

Keywords: hazard analysis and risk assessment; STPA; FMEA; 15026262; ASIL; safety goal;
functional safety requirement

1. Introduction

Nowadays, the intensive use of software and the increase in functional requirements have
significantly increased the complexity of road vehicle systems. Therefore, developing safety
requirements for road vehicle electrical and/or electronic (E/E) systems is challenging. First, in the
early conceptual phase, engineers need to consider not only safety-related goals, but also other
system-level goals, such as performance and information security, which determines whether
stakeholders” will be satisfied with the new product [1,2]. Second, traditional safety analysis methods
focusing on component failures are difficult to be used alone in safety analysis of software-intensive
modern complex systems [3-5]. [ISO26262, as a domain-specific standard for functional safety of road
vehicles, was born to deal with these challenges [6]. It has developed various procedures and
processes to ensure functional safety, but does not restrict type of methods for hazard and safety
analysis. Systems theoretic process analysis (STPA) [3-5] is a relatively new hazard analysis
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technology for software intensive complex systems, which views safety as a control problem. In STPA,
accidents result from inadequate control of component failures, dysfunctional interaction of
components, external disturbance, etc. Since the implementation of 15026262, STPA has attracted
growing attention in the automotive industry [7-14].

Although STPA does have advantages in hazards analysis, which traditional methods do not
have, the key obstacle for STPA to satisfy the requirements of the hazard analysis and risk assessment
(HARA) process of 15026262 is that STPA does not directly consider hazards qualification as some
traditional hazard analysis methods do. Therefore, we proposed a new method named STPAFT.
Through integrating STPA into a failure mode and effect analysis (FMEA) technique, STPAFT could
not only give full play to the two methods, but could also meet all the requirements of the concept
phase in 1S026262. In STPAFT, STPA is still responsible for hazard analysis and FMEA is responsible
for risk assessment according to 15026262. FMEA technology can also help STPA to analyze causal
factors more systematically by focusing on the lowest level components, and more safety constraints
(5Cs) could be generated here, which could provide more guidance for the derivation of functional
safety requirements (FSRs). In fact, through the integration of STPA and FMEA, STPAFT not only has
a complete risk assessment process, but also is superior in the identification of causal factors.
Therefore, using STPAFT instead of some single method will satisfy the requirements of HARA
process in [5O26262 concept phase and handle the increasing complexity of systems.

The primary purpose of our study is to show how the work products required by 15026262
concept phase could be generated by STPAFT. The safety constraints generated by STPAFT could
provide strong support for the derivation of ISO26262 safety goals (SGs) and FSRs. In addition, with
the rapid improvement of vehicle automation, 15026262 may one day need to include causes of
hazards other than malfunctioning behavior due to component failures to keep up to date with
technological trends and STPAF as a hazard analysis method with the functions of risk assessment
and constraints derivation, is especially in line with this development trend.

Our paper is organized as follows: Section 2 provides the background of our study. Section 3
represents a brief overview of 15026262, STPA and FMEA. In addition, foundations and key terms of
STPA and 1SO26262 concept phase are analyzed to prove that STPA is suitable for ISO26262 concept
phase. Section 4 represents how our proposed method formed and how to apply STPAFT in
compliance with 15026262. At last, we demonstrate an application of STPAFT in the case study of
fuel level estimation and display system (FLEDS) to show how the concept phase of 15026262 could
be supported by STPAFT in Section 5. Sections 6 and 7 are the discussion, and conclusion and future
work of our research, respectively.

2. Background

In this section, some clauses of ISO26262 concept phase relevant to this paper, STPA and FMEA
technology are briefly introduced. Additionally, we provide a detailed comparative analysis on the
theoretical foundations and key terms of STPA and ISO262626 concept phase.

2.1.15026262 for Road Vehicle Functional Safety

15026262, published in late 2011, is an international standard concerned with functional safety
of safety-related E/E systems within the automotive systems. The purpose of this standard is to
constructs a framework to integrate functional safety activities into the development of safety-related
E/E systems through providing guidance, recommendation and argumentation [6]. The stipulation
of each new product to be state-of-the-art could be helped by putting forward suggestions on specific
safety development processes and safety classifications.

1SO26262 consists of 10 parts and the safety activities are mainly described in seven parts (from
Part 3 to Part 9). Part 3 gives a clear explanation of the specific contents of the concept phase [6]:

1. Item definition: the object of this process is to describe the functionality, interfaces between other
items, the driver and the environment of an item. This step is the input of the HARA process.
2.  The HARA process is made up of three steps:
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(1) Determine the hazardous events according to identified vehicle-level hazards, corresponding
operational situations and operating modes.

(2) For each identified vehicle-level hazard, the risk assessment framework of 1SO26262 is
applied:

e The probability of exposure (E) to the operational situation is assessed.

e  Identify potential scenarios which can cause a crash. The severity (S) of the harm to the
persons involved is assessed if the crash happened.

e The controllability (C) of the vehicle and the operational situations is assessed.

e  Determine the automotive safety integrity level (ASIL) based on E, S and C according to
ISO 26262 as shown in Figure 1.

(3) The worst-case ASIL is assigned to the hazardous event.
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Figure 1. The determination of automotive safety integrity levels (ASILs) according to severity (S),
controllability (C), and exposure (E): (a) classes of the impact factor S; (b) classes of the impact factor
E; (c) classes of the impact factor C; (d) determination of ASILs.

3. SGs shall be determined for each identified hazardous event with its ASIL.
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4.  Functional safety concept: the most important objective of this step is the derivation of FSRs from
the SGs, considering the system architectural design.

2.2. System Theoretic Process Analysis

STPA is a hazard analysis technique based on the STAMP framework, which was developed by
Leveson in 2004 [5]. STPA regards safety as a control problem, and uses hierarchical safety control
structures to describe systems. Accidents occur when unsafe interactions among components,
external disturbance, and/or component failures are inadequately controlled. Analysis of the safety
control structure could determine why inadequate control and enforcement of safety related
constraints occurred [3-5]. There are mainly three steps in STPA:

1. The first is to establish the engineering fundamentals, including the determination of accidents,
identification of system-level hazards leading to accidents, and the contribution of the system
safety control structure.

2. Identify potential unsafe control actions (UCAs) leading to hazards using the safety control
structure constructed in the previous step.

3. Identified causal factors leading to UCAs or a violation of SCs by examining each part in the
control structure.

In recent years, STPA has been successfully used in various safety-critical systems of many fields
[7-33], such as STPA for automotive systems [2,7-14], STPA for defense system [15], for medical
devices such as a radiation therapy system [16], for nuclear industry [17] and for aerospace related
systems [18-22], etc.

2.3. Failure Mode and Effect Analysis

FMEA is an inductive analysis method, which is used in the early development process to
identify the potential failure modes and their causes of all components in the system [34,35]. FMEA
calculates the effects of the identified failure modes through measurement of the severity, occurrence
and detection probability. The analysis starts with the lowest level components and goes on to the
effect of the failures on the whole system. At last, countermeasures will be proposed to reduce or
minimize the negative effects of the identified failure modes. The steps in usual FMEA are shown in
Figure 2.

Step 3:
Identify the Step 5:
potential failure Determine risk

Step 1: Decompose

the system to be enZ

. Assign functions to . Step 4:
analyzed into modes, their ) . itigation @
¥z each subsystem and o S L Estimate risk g o i
subsystems and g causes, and defect avoidance
Y ) component _ ;
components corresponding measures
effects

Figure 2. Steps of implementation process of failure mode and effect analysis (FMEA).

2.4. Related Work

Due to the advantages of STPA in safety analysis, some scholars used it in the HARA process of
150O26262. Hanneet [8] applied STPA to a lane keeping assist system to derive safety-driven design
constraints and requirements. Abdulkhaleq [9] developed a dependable architecture for fully
automated driving vehicles based on STPA. Abdulkhaleq also compared the results of STAMP/STPA
with the safety case on the same system [10]. Then, safety engineering and software engineering are
combined in [11,12] through a STPA-based approach for software-intensive systems. Suo [2]
proposed a method using a meta-model based on System Model Language (SysML) to support the
integration of STPA into 15026262.
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In [13,14], Hommes pointed out the hazard analysis methods recommended in ISO26262 are not
sufficient in dealing with the rapidly increasing complexity of modern software-intensive systems
through an assessment and emphasized the advantages of using STPA as a hazard analysis
technology in the concept phase of ISO26262. This is a strong motivation for us to develop a new
method based on STPA which can keep the superiority of STPA and assess risk at the same time.

3. Hazard Analysis Foundations and Key Terms of STPA and 1S026262

STPA is the core of our proposed method, so it is important to prove that STPA is suitable as a
hazard analysis method for the ISO26262 concept phase. For this purpose, we first analyze the hazard
analysis foundations of ISO26262 and STPA. Then, the key terms used in ISO26262 concept phase
and STPA are compared to prove that STAP is applicable for ISO26262 from another view.

3.1. Hazard Analysis Foundations of the HARA Process in 15026262 and STPA

First of all, both STPA and 1SO26262 are based on the system engineering framework which
views a system as an integrated whole. They both aim to embed safety into a system engineering
process and to design safety into the system from the very beginning of a development process.
Another thing in common is that both the STPA and HARA process are top-down processes. The
HARA process of ISO26262 only focuses on hazards caused by component failures, while hazards in
STPA may result from dysfunctional interactions among components, design flaws, human factors
and external disturbance, beyond component failures. Activities in the HARA process are mainly
divided into three parts as mentioned above. The most important difference between the HARA and
STPA processes here is that the HARA process requires risk assessment according to the classification
of hazardous events and determination of ASIL, while STPA does not intend to estimate risk. We list
foundations of STPA and 1SO26262 in Table 1.

Table 1. The foundations of 1SO26262 hazard analysis and risk assessment and systems theoretic
process analysis (STPA).

Foundations 15026262 HARA STPA
Focus hazards on only component Have a broader scope of hazards causes. View safety as a
Characteristics failures. HARA and determination of control problem. Use an hierarchical safety structure to
ASIL are used to determine SGs for the describe a system and explain why accidents occur. Do
item. not estimate risk.
Application Applicable in the development stage a Assumed to be used in any stages within the whole life
lezhase system, with little known about the detail cycle of a system, especially in the early stage of the
design. development process.
Identify and classify hazard ts.
o eniy and classily hazarcous even's Identify reasons for inadequate control or enforcement of
Objectives Formulate SGs and corresponding ASIL, .
safety related constraints.
for each hazardous event
Hazardous events and their Accidents and associated hazards of a system, UCAs, SCs
Output Results

classifications, SGs and associated ASILs

to be enforced

3.2. Key Terms of 1SO26262 Concept Phase and STPA

Key terms of STPA and 15026262 HARA process are listed in Table 2. We could see the
conceptual differences between the two from the table. Taking the definitions of hazard as an
example, firstly, the scope of a hazard in STPA is much broader than the scope of a hazard in the
HARA process as mentioned above. Next, the definition of hazard in STPA includes both “a system
state or condition” and “a specific set of worst-case environmental conditions” which describe the
contexts of “a system state or condition”, while in 1SO26262 hazards are only “potential source” of
harm [3-6]. The meaning of “harm” in ISO26262 is similar to what “loss” means in STPA, but “harm”
only means “injuries or damage to the health of person”, while “loss” includes damage of property,
pollution of environment, loss of mission, etc., besides human injuries or death. Although there is no
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definition of “operating mode and operational situation” in STPA, according to the description of
these two concepts in ISO26262, we can infer that these two concepts can be included in the definition
of hazard in STPA. So, if we limit the scope of “loss” in an “accident” in STPA to “harms” in IS026262,
an “accident” in STPA could be equivalent to a “consequence of hazardous events” in our study. As
for safety goals in 15026262, they could be equivalent to the system-level SCs in STPA, because they
are similar in definition.

Table 2. Key terminologies of STPA and ISO26262 concept phase.

Terminologies STPA 15026262
Accident Events leading to loss result from lack of enough Not specifically defined
control and enforcement of SCs
The combination of a system state or set of conditions Potential source of physical injury or damage to the

Hazard and a specific set of worst-case environmental health of persons caused by malfunctioning behavior

conditions, will lead to an accident of the item
Harm Not specifically defined Physical injury or damage to the health of person
Failure A component’s (or system’s) non-performance or Termination of an intended behavior of an element or

inability to perform as expected or designed. an item due to a fault manifestation

Operation Situations Not specifically defined Scenarios that may occur within the life of a vehicle

Operating modes Not specifically defined Perceivable functional state of an item or element

The result of integrating a hazard with an operational

Hazardous event ; .
situation

Not specifically defined

Levels used to specify safety measures and necessary

ASILs Not specifically defined requirements of an element or item for avoiding
unreasonable residual risk
Safety Constraints System-level safety requirements to prevent hazards - .
from leading to accidents and ensure safety Not specifically defined
(System Level) 8
Top-level safety requirements for an item as a result
Safety Goals Not specifically defined of vehicle-level HARA, expressed as functional
objectives
Malfuncti.oning Not specifically defined An item’s failure or 1.mintefldet.i behavior with respect
Behavior to its design intent

Unsafe control
actions (UCAs)

I 1 acti ithin f leadi
nadequate control actions within four types leading to Not specifically defined
hazards

Scenarios that could explain how inadequate control

Causal Factors . .
actions might occur

Not specifically defined

SCs for UCAs and
Causal Factors

Safety requirements derived from the identified UCAs

Not ifically defined
and corresponding causal factors ot speciiically detine

According to the analysis above, the differences between STPA and 1SO26262 are mainly
reflected in the fact that STPA covers a wider scope than ISO26262 in many key factors, such as hazard,
accident, etc. Therefore, if STPA is to be used for hazard analysis in ISO26262, it is necessary for STPA
to adapt to the current requirements of the concept phase of ISO26262. In this paper, certain key terms
in STPA will be limited to the scope of 1SO26262 requirements, such as “loss” in STPA and “harm”
in 15026262, and some could be equivalent in this paper, such as “accident” in STPA and
“consequence of hazardous event” in 1S026262. So that the work products required by the concept
phase of ISO26262 can be obtained through the analysis of STPA. Moreover, we will explain how to
map corresponding key terms of STPA and 15026262 in Section 5. In a word, all the distinctions are
understandable, since STPA is a general safety analysis method, and ISO26262 only serves road
vehicles. So, if we make some appropriate adjustments to STPA, it can fully meet the requirements
of 15026262 for hazard analysis.



Appl. Sci. 2020, 10, 7400 7 0f 23

4. The Proposed Method

In order to generate (or support) the relevant work products required in the concept phase of
15026262, we proposed an improved approach called STPAFT, which integrates STPA into the FMEA
technique to conduct both hazard analysis and risk assessment. STPA could also be supported by the
FMEA technique in the systematic identification of causal factors through the focus of FMEA on
associated components of the system, and more SCs could be formulated here which means the
proposed method will provide more information for the FSRs determination.

4.1. Integrating STPA into FMEA

Although STPA and FMEA are two different methods, from the analysis process of the two
methods, FMEA first identifies the failure mode after assigning functions to subsystems and
components, and then determines the causes of the failure modes. This process is similar to the
process of identifying unsafe control actions and then confirming the causal factors after establishing
the safety control model of STPA. Therefore, in order to make full use of FMEA templates for causal
factors analysis and risk assessment, some concepts of STPA are corresponding to FMEA in this paper.
This is not to say that their essence is the same, but to enable STPA to make full use of the FMEA
template in the analysis process. Figure 3 illustrates the correspondence between key concepts of
STPA and FMEA.

STP A key conceps FMEA key conceps

Y
I
I
,

Ansafe control
. I > Cause
actions
Causal factors |§ > Effects
. . Avoidance
Safety constraints »
2 measures

Figure 3. Correspondence between key concepts of STPA and FMEA.

Before the integration of the two methods, we will complete Step 1 and 2 of STPA first, that is,
to determine an accident, identify the system-level hazards and the unsafe UCAs. Here, as shown in
Figure 3, a control action in STPA can be equivalent to a function in FMEA, while a UCA can be
equivalent to a failure mode in our paper. Combine Step 3 of STAP and Step 3 of FMEA to determine
the causal factors (causes) of UCAs (failure modes), and Step 4 of FMEA can be used to assess risk
according to ISO26262. The general steps of our proposed method are shown in Figure 4, and the
specific steps of STPAF are described in detail below.

4.2. Step 1: System Engineering Fundamentals Establishment and UCAs Identification

STPAFT begins with the establishment of system engineering fundamentals which is similar to
the first step of STPA, including system-level accidents and hazards identification, corresponding
SCs determination and safety control structure establishment.
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4.2.1. System Engineering Fundamentals Establishment

As mentioned in Section 3, the consequences of hazardous events in 1SO26262 could be
determined by integrating accidents in STPA with operating modes and operational situations. A
“hazard” of STPA could be mapped to a “hazardous event” of 1ISO26262. In order to distinguish the
“hazard” of STPA from the “hazard” of [SO26262, we use “ the system-level hazard” here to present
the “hazard” of STPA, and the “vehicle-level hazard” to present the “hazard” of ISO26262 in the rest
part of this paper.

The first step of STPA includes:

e Define the “loss” of the system accident in STPA with limitation to the scope of harm defined by
15026262 to be analyzed.

e Identify system-level hazards leading to the accidents and corresponding operating modes and
operational situations from the descriptions of identified system-level hazards.

e  Determine corresponding vehicle-level SCs which could be used to support the SGs
determination subclause of 15026262, as the SGs are high-level requirements too. However, the
SGs in ISO26262 are more specific than the SCs of the same level in STPA [9].

e  Draw the safety control structure of the system to identify the potential UCAs leading to the
system-level hazards. The control structure diagram shows the boundary of the system under
analysis and its interface, and information it contains can be used to define an item.

The proposed method: STPAFT

Outputs: 15026262 concept

R e phase required work products
Step 1: System engineering fundamentals

i
I
establishment and UCAs identification 1
I
I
|

Item definition

Hazards/
Hazardous events/
Consequence of
hazardous events

Step 2: Hazardous events Classification and SGs
determination

SGs and ASILs

Functional safety
requirements

Step of STPA integrated Work products required b
-‘ Step of STPA - <P with FMEtzg N 15022262 cgtnce;{t phasey
Figure 4. General steps of the proposed method with the implementation steps of STPAFT on the left
hand side and the outputs of STPAFT required in ISO26262 concept phase on the right hand side.

4.2.2. UCAs Identification

e Identify the UCAs leading to system-level hazards identified in the last step according to the
four categories [3] (a control action not provided, a control action provided incorrectly, a control
action provided at wrong timing/order, and a control action stopped too soon/applied too long)
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by examining the safety control structure. Information of UCAs could be helpful in the
determination of operating modes, operational situations and the controllability for each
hazardous event.

e  Corresponding SCs could be determined by adding leading words like “should” or “must” in
the description of UCAs.

4.3. Step 2: Hazardous Events Classification and SGs Determination
In this step, the FMEA technique is integrated for risk assessment.

e  Each hazard identified could be classified with two factors (S and E) [9]. The controllability for
each hazardous event to assess whether a situation is usually controllable [36] could be
determined by the identified operational situations and UCAs.

e  Turn the SCs for system-level hazards determined above into the SGs for each hazardous event
corresponding to their ASILs.

4.4. Step 3: Causal Factors Identification and FSRs Creation

e  With the help of the FMEA technique and the guide words provided by STPA [37], the
identification of possible causal factors becomes more detailed at the components level. In order
to make better use of FMEA, a functional structure with more details of the system under
analysis should be created.

e  Generate corresponding SCs for causal factors identified. Since SCs for UCAs and causal factors
are all used to describe how to avoid or mitigate hazards, they could be mapped with FSRs of
15026262.

e  Turn the SCs into corresponding FSRs according to the requirements in the 7.4 subclause in
15026262 Part 3 [6].

5. Case Study

In this section, we will use the FLEDS in the Scania trucks [38] as a case study to show how
STPAFT performs analysis and how to generate/support all work products required/recommended
in the concept phase of 1S026262. The FLEDS is one of the safety-critical E/E system in Scania trucks.
Dysfunctional behaviors of such system could result in hazards, such as stop of the engine and loss
of power-assisted steering [38].

5.1. The FLEDS

In this section, we will show how the FLEDS works and what components it consists of. There
are two major functions in the FLEDS: FC1: Low fuel level warning and FC2: Fuel level estimation
and display. FC1 is responsible for warning a driver that the fuel level is below a measurable limit of
the tank capacity, even if the driver does not often check the fuel gauge. FC2 is to measure and present
the fuel level in the instrument cluster to meet the need of the driver to know the current fuel level in
the fuel tank. The estimated fuel level and the warning are both presented in the instrument cluster.

Three electronic control unit (ECU) systems make up the FLEDS, which are engine management
system, instrument cluster, and coordinator. Each ECU system contains several allocation elements
(AEs) which are pieces of code responsible for realizing user functions. There are two AEs allocated
in the coordinator ECU system (COO) used to estimate and display the fuel level: AEO1 and AEQ2.
Other parts of the FLEDS include a fuel level sensor (FLS) placed in the tank to estimate and check
the fuel level, a parking brake switch (PBS) to provide parking brake status which is required for the
purposes of refuel detection, and a battery to supply power to ECU systems. We show the
components and functional structure of the FLEDS in Figure 5.

¢ Engine management system ECU (EMS) is responsible for all the engine related functions.
e  The function of instrument cluster ECU system (ICL) is to display indications to the driver, such
as warning lamps.
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e  Coordinator ECU system (COO) is the core ECU of FLEDS and responsible for all functions
related to the fuel level calculation. Three inputs are required by COO. They are:

—  Fuel level signal from fuel level sensor (FLS)
—  Fuel rate signal from EMS
- Parking brake status from parking brake switch (PBS)

AEQ1 is the allocation element responsible for the fuel level estimation. The fuel level measured
by the FLS is first converted to a voltage value and then converted to a percentage of the total capacity.
The result and the fuel consumption rate calculated by EMS are used as the input of Kalman filter
algorithm, and the current fuel level is finally obtained. This result will be sent to ICL to display the
current fuel level. Then AE02 compares the calculation results from AEO1 with the tank capacity to
determine whether to activate a low fuel level warning.

E

Fuel Level

Total fuel level |

Parking brake applied | (o E( E} ICL :
|

Fuel rate < Low fuel level
indication

Figure 5. Functional structure composed of electronic control unit (ECU) systems of fuel level
estimation and display system (FLEDS).

5.2. Applying STPAFT

Figure 6 presents the results of STPAFT process which could support the generation of the work
products required by the concept phase of 1SO26262, described with one of the results of our analysis.
The blue arrows between the boxes, such as S1, S2 to I5, S2 to 12, I3, I4, and SF1 to 16, SF2 to 17, indicate
that the work products of 15026262 can be directly obtained from the results of STPAFT. The gray
arrows between the boxes, such as S3, S5 to 18, S4 to I1, indicate that the products required by
1SO26262 can be derived from the analysis results of STPAFT. The orange blocks from SF1 to SE3 are
results obtained by integrating FMEA. SF1 and SF2 present the hazardous event classification and
the ASIL determination results. SF3 is an example of the causal factors and corresponding SC
identified. STPAFT realizes the classification of hazardous events and the determination of ASILs
through the integration of FMEA technique. Another reason for integrating FMEA is that FMEA
could help STPA with the identification of causal factors by focusing on the lowest level components.
More detailed information about the whole process of applying STPAFT will be covered in the
following sections.
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STPAFT Analysis Process and Results

Step 1: System engineering fundamentals
establishment and UCAs identification

Work Products of ISO 26262 Concept Phase
3-5.4.3 Item definition

Item definition:

11 of 23
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— . 3-6.4.2 Situation analysis and hazard identification
S2 Event of a vehicle level hazard : H1 12

H1: The vehicle has an unintended deceleration or stop _,| Operating mode and Operational situation: 02

. g . . e . N
because no more fuel could be collected in the tank. ——— Driving on a high way with wet road
One of the particular set of worst case envir tal i
conditions: o n ol

Driving on a high way with slippery roads :
- . Vehicle level hazards:VH1

L& The vehicle has an unintended deceleration or
S3 Safety constraint for H1: SC1 stop
Ensure the vehicle has enough fuel to aviod unintended  ff
deceleration or stop durmg dr!\'mg . II
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S4 Establish safety control structures l—' i1 —  The vehicle has an unintended deceleration or
stop when driving on a high way with wet road
l (=] o J
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Figure 6. The analysis process of STPAFT and the corresponding relationship between the analysis
results and the work products required by ISO26262-Part 3: Concept phase.

5.2.1. System Engineering Foundations Establishment

As mentioned in Section 4, the first step begins with determining vehicle-level accidents,
associated hazards, corresponding system-level SCs, and drawing a safety control structure. An
example of vehicle-level accidents related to the FLEDS could be defined as AC1: The vehicle has a
rear-end collision. One of the system-level hazards that could result in AC1 is determined as H1 (an
example): The vehicle has an unintended deceleration or stop because no more fuel could be collected
from the tank when driving on a highway with wet roads. The safety constraint for H1 is SC-1: The
vehicle must always have enough fuel to avoid unintended deceleration or stop when driving on a
highway with wet road. In STPAFT, system-level SCs as top-level safety requirements are used to
mitigate hazards, which is similar to the role of SGs in 15026262. Therefore, system-level SCs in
STPAFT could correspond to SGs in ISO26262.

The vehicle-level hazard VHI1 for IS026262 could be derived as: The vehicle has an unintended
deceleration or stop because no more fuel could be collected in the tank. The particular worst-case
environmental condition here is “driving on a highway with wet roads” which is represented in S2
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in Figure 6. Therefore, the operating mode and operational situation can be determined as O1:
Driving on a highway with wet roads. More possible operational situations are represented in Section
5.2.3. Then the corresponding hazardous event HE1 could be determined by combining VH1 with
O1: The vehicle has an unintended deceleration or stop because no more fuel could be collected in
the tank when driving on a highway with wet roads and the consequence of hazardous events could
also be derived as CHE1: The vehicle has a rear-end collision with the following vehicle travelling at
high speed when driving on a highway with wet roads.

The next step in STPAFT is to establish a safety control structure to identify potentially
hazardous control actions that could violate the SCs and lead to H1. The information from safety
control structure could be taken to conduct the item definition. So, 54 in STPAFT is mapped to I1 in
1SO26262 in Figure 6. Figure 7 shows the control structure diagram of the FLEDS at the architectural
design level. In this structure, FLEDS is considered as a controller, the fuel tank is a controlled process
and the driver is treated as an actuator to refuel the tank according to the FLEDS’s commands.

External Information

Parking Brake Switch
(PBS)

Controller

v
Fuel Level Estimation

and Display System
(FLEDS)
Sensor T Actuator"
Fuel Level ;
Driver
Sensor

T Controlled Process

Fuel Tank

Figure 7. STPA high level control structure for the identification of unsafe control actions.

5.2.2. UCAs Identification

As mentioned above, the FLEDS has two main functions: FC1 and FC2. For FC1, the control
action is CA1l: Provide a warning to indicate the driver when there is a low fuel level. For FC2, the
control action is CA2: Supply the current fuel level to the driver. Therefore, according to three of the
four UCA types (the control actions in our study do not have a duration problem), the unsafe control
actions UCA1 for CA1, the unsafe control actions UCA2-1 and UCA2-2 of CA2 could be identified,
as shown in Table 3. For further exploration of causal factors and determination of ASIL for HE1, the
control actions and the UCAs identified here will correspond to functions and failure modes in the
following FMEA analysis.

We transform the description of unsafe control actions into corresponding security constraints
by adding guide words, such as “should” and “must”, as shown in Table 4.
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Table 3. Possible unsafe control actions leading to H1.

Provide B Provi
Control Action Not Provide rovide But rov‘lde at Wrong
Incorrect Time/Order
Provide a warning UCA1: No warning
signal signal provided

Supply the current UCA2-1: No fuel level UCA2-2: Supplied
fuel level value supplied but too high

Table 4. Safety Constraints for UCAs.

The FLEDS should activate a warning to indicate the driver when there is a low fuel

SC.UCA1 level in the tank

SC.UCA2-  The deviation of the estimation of fuel level shall not exceed the preset allowable
1 deviation from the actual volume in the tank.

SC.UCA2-

» The FLEDS shall always indicate the total fuel level in the tank when driving.

5

.2.3. Classification of Hazardous Events and Determination of ASIL

FMEA now could be used for the classification of HE1 according to ISO26262. Steps will be

performed as follows:

Fill CA1, CA2, UCA1, VH1, AC1 and possible operational situations into corresponding
columns of FMEA in Table 5.

Determine the ASIL for each hazardous event identified, taking HE1 as an example. As
mentioned above, HE1 identified could be classified with two factors (S and E). The
controllability for each hazardous event could be determined by the operational situations
together with UCAs identified. The hazard events HE1 is a rear end collision on a highway with
wet roads, which could cause fatal injuries, so the severity is determined as S3.

Probability of exposure could be E3, medium probability. According to the operating modes and
operational situation O1: driving on a highway with wet roads, and the unsafe control action
UCA1: The FLEDS does not provide a warning signal when there is a low fuel level; the situation
is difficult to control or uncontrollable, so the controllability is assigned as C3. Therefore, the
ASIL of the hazardous event HE1 could be determined as ASIL C. The ASILs for VH1 under
different operational situations are represented in Table 5.

Formulate SGs according to each corresponding ASIL, still taking HE1 as an example. The SG
for HE1 could be formulated according to SC-1 as SG.1: The vehicle must always provide correct
information about the current fuel level in the tank to avoid unintended deceleration or stop
when driving on a highway with wet roads.
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Table 5. Hazardous events classification and ASIL determination using FMEA.

14 of 23

Effect
Failure Modes Cause Actions Sval
Function ystem- .
(UCAs) (CFs)  (SCs)  Accident  Level Operational ASIL
Situations
Hazard
Provide a warning to The FFEDS .doe.s not pr0V1.de a Highway with wet C
. . warning to indicate the driver roads
indicate the driver when . .
. when there is a low fuel level in
there is a low fuel level the tank City driving, snow
and ice driving speed B
h . .
The FLEDS does not supply a fuel 5 owr;; 48ect10n ACl1 H1 50km/h
level to a driver. - ] T .
Supply the current fuel City driving slippery A
level to the driver The fuel level supplied by FLEDS road, high traffic
is much higher than the actual
level. 1Free way A
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5.2.4. Causal Factors Identification and FSRs Creation

e In order to determine how each UCA could happen using FMES, a detailed structure of the
FLEDS is illustrated in Figure 8. We use Figure 8 and the guide words for causal factors in Figure
9 [39] to identify possible causal factors leading to UCAs. With the focus of FMEA on the lowest
level components, we can identify the causal factors more systematically, so more detailed safety
constraints could be derived, which is conducive to the refinement of FSR.

e  We use a hierarchical structure to describe the identified causal factors for each UCA in Table 6,
in which “@” represents the highest level and “®"” represents the lowest. This hierarchical
structure presents how unsafe interactions, errors and failures propagate through the system
and lead to UCAs. The most important thing is that the hierarchical structure of causal factors
would be of great benefit for the allocation of FSRs to the system architecture design.

e Next, the SCs for causal factors are generated and the results of this step will be used to build
the functional safety concept and determine the FSRs. The primary intention of the presentation
of all the SGs and FSRs derived from SCs in this section are to illustrate how a comprehensive
set of requirements could be derived from STPAFT analysis results.

AE201
Voltage value
Percentage of
total volumn

Kalman filter algorithm

Current fuel
. level
Fuel Estimation Value

Fuel Level

Voltage to
volume % look
up table

Below a predefined
limited value?

Figure 8. Detailed function structure of FLEDS with ECU systems and allocation elements (AEs).

According to the causal factors identified in Table 6, related SCs could be identified:

e  SC.CFE.1: The input signals for estimating the total fuel level shall be good status (meaning the
signals are in the range and correct).

e SC.CFE.1-1: The FLS shall always keep running normally, and measure fuel level data
accurately.
e  SC.CFE.1-2: The EMS shall always calculate the fuel rate correct.

e  SC.CF.2: The input parameters used for estimation of the total fuel level shall be of good status;
a replacement value shall be considered and kept.

e  SC.CF.2-1: The correct parameters of FLS shall be set.
e  SC.CF.2-2: The correct parameters of the fuel tank shall be set.

e  SC.CF.3: The measured fuel level signal shall be filtered to avoid the fuel level changing rapidly
in some situations, such as driving in long curves, hills and slopes.
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SC.CF.4: The algorithm for total fuel level estimation shall be designed appropriately and a
feedback should be set to avoid the deviation of more or less than a permissible error when there
are erroneous or unavailable input signals or parameters.

e  SC.CF.4-1: The mapping of voltage to volume shall be correct.

SC.CE.5: When the estimated fuel level reaches a limit of the measurable volume in the tank, the
low fuel level warning shall be provided one time.

SC.CF.6: The ICL shall always function properly, including the gauge and the lamp.

SC.CE.7: Stability and reliability of Controller Area Network (CAN) buses and communication
cables shall be guaranteed through certain approaches, such as redundancies of the CAN buses
and communication cables.

SC.CF.8: The battery shall have enough capacity and ensure power supply continuous and
reliable. The electrical connections between the battery and ECUs shall be stable.

Then, the corresponding FSRs could be derived from these SCs according to the requirements

that FSR shall specify strategies for fault avoidance, fault detection and control of faults or the
resulting of malfunctioning behaviors, etc. in 1ISO26262 Part 3.

FSR1: The input signals for estimating the total fuel level shall be good status (meaning the
signals are in the range and correct). Considered input signals are: fuel level, fuel rate, and
parking brake applied. In case input signals are not of good status, a replacement value shall be
considered.

Control input or
external information

Controller ..
wrong or missing

Control Algorithm | 1
(flaws in creation, ! Process Model i
process changes, | (inconsistent, 1
P : L, !
incorrect ! incomplete, or 1
: modification or ] incorrect) | X
Received adaptation) 3 1 Provided
Feedback - P e e Control
(inadequate, Action(delaye
missing, or d, missing,
delayed) erroneous,
etc.)
Sensor
Actuator |
Inadequate
operation/ Erroneous Inadequate
parameters/ operation
Component failures
Provided
Feedback 5
(incorrect, no Recelved.
T T Control Action
provided, (delayed, etc.)
measurement Controlled Process
inaccuracies, Erroneous parameters/
delays) - Changes (over time, |=
rapidly, or unintendly)

Figure 9. Causal factors of UCAs to be considered in each part of the safety control structure.
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Table 6. Causal factors analysis for unsafe control actions of FLEDs.

UCAs

Causal Factors

The fuel level supplied by
FLEDS is much higher than
the actual level.

(D The gauge has a mechanical fault

(D The gauge function in ICL has bugs

(D) Incorrect estimation of
fuel level by Kalman filter

3) Incorrect FLS (4) Electrical fault in FLS
value (3) Mechanical fault in FLS
(3) Incorrect (#) Tank parameter set incorrectly
calculation of tank
(@ Incorrect fuel level capacity (®) Incorrect FLS parameters
(3) Incorrect
mapping of . .

Faul look up tabl
voltage to (#) Fault in mapping look up table
volume %

(2) Incorrect fuel rate (3) The calculations of fuel rate by EMS is incorrect

The FLEDS does not supply a
fuel level to a driver.

2460 The gauge function in ICL has bugs

(D No total fuel level
received by ICL

(3) Hardware fault in COO

(4) Fault in the power supply

(2) Problems in COO (3) No power

supply fed to COO () There is a fault in the power cable
between COO and power supply

(3) Cut in communication cable
(2) Communication

problem between COO (3) CAN message
and ICL that has total fuel (4)Fault in CAN bus

level lost

(1) Hardware fault in ICL
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(D) The gauge has a mechanical fault

(1) Communication

problem between COO and  (2) Message that contains

(2) Cut in communication cable

the activation of warning

is lost

(3) Fault in CAN bus

(D Fault in warning lamp

(D Bug in warning lamp function in ICL

ICL
The FLEDS does not provide a
warning to indicate the driver
when there is a low fuel level
in the tank.
(1) The low fuel level

warning function in COO
outputs incorrectly

(2) Erroneous value of tank size

(2) Kalman filter
estimates fuel level
erroneously

@ Incprrect ® Fault in
mapping of .
mapping look up
voltage to
table
volume %
(®) The fuel level () Low pass
value is filtered filter equation
incorrectly has faults
(3) Erroneous fuel
level (5) Electrical fault
in fuel sensor
(@) Incorrect FLS
value (5) Mechanical
fault in fuel
sensor
() Errors in the (5) The tank
calculation of tank ~ parameters set
capacity incorrectly
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(5) Incorrect FLS
parameters

(#) The calculations of fuel rate by EMS

(3) Fuel rate errors ..
1s incorrect
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e  FSR2: The input parameters used for estimation of the total fuel level shall be of good status; a
replacement value shall be considered and kept. Considered input parameters are sensor
parameters and tank parameters.

e  FSR3: The measured fuel level signal shall be filtered to avoid rapid fuel level changes in some
situations, such as driving in long curves, hills and slopes.

e  FSR4: The algorithm for total fuel level estimation shall be designed appropriately and use
feedback to gain information that should be adjusted in a way that will not result in a deviation
of more or less than a permissible error when there are erroneous or unavailable input signals
or parameters.

e  FSR5: Stability and reliability of CAN buses and communication cables shall be guaranteed
through certain approaches, such as redundancies of the CAN buses and communication cables.

e  FSR6: When the estimated fuel level reaches below the predetermined limit value, the low fuel
level warning should warn one time.

e  FSR7: There shall be fault detection strategies for hardware in the FLEDS such as the lamp, gauge,
and the battery, etc., and shall active warnings when they go wrong. If the FLEDS lose its
function, there shall be certain approaches for the driver to obtain the fuel level value.

6. Discussion

Although 15026262 Part 3 has stated in its scope of application that the hazards addressed in
this document refer to the hazards caused by malfunctioning behaviors of items and their interaction,
the HARA process only focuses on hazards caused by malfunctioning behaviors, and if every other
system in the vehicle is sufficiently independent, they are assumed to be functioning correctly.
However, it would be a bit arbitrary to conclude that HARA is only aimed at the hazards caused by
item failures, because malfunctioning behavior refers to failure or unintended behaviors related to
the design intent, but ISO26262 does not specify what “unintended behavior” exactly includes. While
for STPA, accidents result from inadequate control of component failures, dysfunctional interaction
of components, external disturbance, etc. In addition, STPA does not deal with risk assessment and
only focuses on the causes of inadequate control or enforcement of safety constraints leading to
accidents. In order to meet all the requirements of ISO26262 in the concept phase, we combine STPA
and FMEA to form a new analysis method STPAFT. STPA and FMEA can complement each other, so
STPAFT not only has the advantages of STPA in hazard analysis, but also can evaluate risk. Through
the focus of FMEA on low-level components, STPAFT can obtain more detailed causal factors, which
is very helpful for the functional safety requirements derivation in the concept stage of 1S026262.
Another point worthy of note is that ISO26262 does not seem to make systematic requirements for
the definition of an item. Therefore, we can use information of STPA on safety control structure to
clearly describe an item in terms of system function and system boundary. In the area of the rapidly
developing automotive domain, the increasing implementation of advanced functions and
intelligence in vehicles greatly improves the degree of vehicle automation. In order to ensure
functional safety, factors leading to hazards other than component failure must be taken into account.
Therefore, it may be a trend to integrate STPA into the functional safety standards.

7. Conclusions and Future Work

For automotive systems, which could be described as a safety-critical system, they must fully
satisfy the safety requirements as well as the functional requirements. Safety requirements describe
the characteristics that a system must have in order to remain safe, and also key attributes that must
be ensured to mitigate or avoid potentially unacceptable hazards. Violation of safety requirements
will expose the system to various possible risks. Therefore, safety requirements must be considered
to reduce risk in the design and development process of automotive systems. Nowadays, the
intensive use of software and the increase in functional requirements have significantly increased the
complexity of automotive systems. Therefore, the traditional safety analysis technology based on
reliability theory will have certain limitations in the safety analysis of a modern complex safety-
critical system, so it is not suitable to be used alone.
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In this paper, we combined STPA and FMEA to obtain a new method called STPAFT, which has
the advantages of both STPA and FMEA. It not only expands the scope of causes of hazards, but also
could assess risk. Taking the FLEDS system as a case study, we described in detail the analysis process
of STPAFT and the corresponding relationship between the analysis results and work products
required in the ISO26262 concept phase. It is found that the analysis results of STPAF can fully meet
the requirements of 15026262. In addition, through the analysis process, the information used to
establish safety control structure can make up for the lack of systematic requirements of an item in
15026262. Then, through the focus of FMEA on related components level, we created more targeted
safety constraints, which is conducive to the derivation of safety goals and functional safety
requirements.

So, the use of STPAFT will be helpful to give recommendations for the early development and
design process of automotive systems. In our future work, we plan to explore the role of STPAFT in
the safety analysis of fully automated vehicles with a higher proportion of software, and further
understand the advantages and limitations of using STPA to support the ISO26262 concept phase. In
addition, we plan to introduce the model-based safety analysis technique into the implementation
process of STPAF, and strive to abstract STPAFT into a standard architecture, so as to facilitate its
automatic implementation, and improve the analysis efficiency, correctness, consistency and
traceability.
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