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Abstract: Adversarial attack against natural language has been a hot topic in the field of artificial
intelligence security in recent years. It is mainly to study the methods and implementation of
generating adversarial examples. The purpose is to better deal with the vulnerability and security
of deep learning systems. According to whether the attacker understands the deep learning model
structure, the adversarial attack is divided into black-box attack and white-box attack. In this paper,
we propose a hybrid adversarial attack for different application scenarios. Firstly, we propose
a novel black-box attack method of generating adversarial examples to trick the word-level
sentiment classifier, which is based on differential evolution (DE) algorithm to generate semantically
and syntactically similar adversarial examples. Compared with existing genetic algorithm based
adversarial attacks, our algorithm can achieve a higher attack success rate while maintaining a lower
word replacement rate. At the 10% word substitution threshold, we have increased the attack success
rate from 58.5% to 63%. Secondly, when we understand the model architecture and parameters, etc.,
we propose a white-box attack with gradient-based perturbation against the same sentiment classifier.
In this attack, we use a Euclidean distance and cosine distance combined metric to find the most
semantically and syntactically similar substitution, and we introduce the coefficient of variation (CV)
factor to control the dispersion of the modified words in the adversarial examples. More dispersed
modifications can increase human imperceptibility and text readability. Compared with the existing
global attack, our attack can increase the attack success rate and make modification positions in
generated examples more dispersed. We’ve increased the global search success rate from 75.8% to
85.8%. Finally, we can deal with different application scenarios by using these two attack methods,
that is, whether we understand the internal structure and parameters of the model, we can all generate
good adversarial examples.

Keywords: adversarial attack; adversarial example; sentiment classification; deep learning

1. Introduction

In the past few decades, machine learning and deep learning techniques have achieved great
success in some applications. However, so far, there are some technologies that have proven to be
vulnerable. Some modified inputs can be easily distinguished by humans, but the neural network
model will be classified incorrectly [1]. Adversarial attacks on neural networks have attracted a lot of
attention. The main target of these attacks is a computer vision model for image classification [2,3].
Since the input features of these models are continuous, we can apply artificially indistinguishable
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perturbations. Unlike image data, text input consists of individual words represented by word
embeddings, but we cannot directly perturb them and find another word because we need to consider
whether the context and the grammar are smooth. We call the perturbed words an adversarial example.

The adversarial example is a small modification to the input, which can change the judgment
of the classifier but is not easily detected by humans. These adversarial examples expose some of
the vulnerabilities of classifiers and can be used to evaluate and improve machine learning models.
Liang et al. [4] pointed out that, if we want to produce a very effective adversarial example, we need to
solve two problems. The first is to maintain the original meaning of the adversarial example sentences.
The second problem is making it difficult for humans to detect that the adversarial examples are
modified. Adversarial attacks can be divided into two cases: white-box attacks and black-box attacks.
The former can obtain the parameters and structure of the model, while the latter lacks this information.
Black-box attacks are more challenging because they often require a large number of queries on the
model. White-box attacks have some gradient-based methods for specific models. Alzantot et al. [5]
proposed a black-box based genetic algorithm (GA) to generate semantic and grammatically similar
adversarial examples. These examples are used to obfuscate the sentiment classification and textual
entailment models with good training results; their attack success rates have reached 97% and 70%,
respectively. Based on the above work, Wang et al. [6] proposed an improved genetic algorithm (IGA).
Compared with GA, IGA can achieve higher attack success rates while maintaining the transferability
of the adversarial examples. The use of differential evolution (DE) for generating adversarial images
has be proved to be effective [7]. Both GA and DE are population based optimization algorithms.
DE has mechanisms in the population selection phase that maintains the diversity. For that, we propose
a novel black-box attack for generating adversarial text examples based on differential evolution.

When we understand the model parameters and structure, we can use white-box attack.
Most white-box attacks are based on gradient methods. Greedy attack has proven to be a very effective
attack method [8]. However, it also has some problems. Tsai et al. [9] pointed out that greedy attack
may not guarantee optimal results. Another limitation is that substitute words often appear in the
close range of the sentence, especially in front. This greatly reduces the readability of the sentence and
even destroys the semantic meaning of the original text. They proposed a “global search” algorithm
that computes a perturbation to obtain candidate words, and then replaces the words of the more
perturbed locations. The larger the perturbation, the more sensitive the classifier is to changes in the
word. Global search results produce better examples than greedy attack and have a higher attack
success rate. When generating candidate words, the global search only uses the Euclidean distance
to find the nearest word. We consider combining Euclidean distance and cosine distance to find
similar words, and find that some of the original attack failed examples can be re-attacked successfully
when we use the cosine distance. In the process of generating the adversarial examples, the existing
methods modify the word without considering the dispersion of the modified position in the whole
sentence. In particular, the word replacement position of a greedy attack is often close in the sentence,
which greatly reduces the readability. Our method is essentially to use different metrics to measure
embedding distance to find similar words in generating candidate words and introduce the CV in the
Generate Adversary Function in [9]. We compare results of different CV weight on the success rate of
the attack, and finally get the best CV weight for generating adversarial examples.

In summary, our contributions in this work are as follows:

(1) We propose a novel black-box attack for generating adversarial text examples based on
differential evolution.

(2) We use a Euclidean distance and cosine distance combined metric to find the similar words when
generating perturbations and candidate words; the results show that the combining metric can
increase the attack success rate.

(3) We propose a white-box attack to generate adversarial examples in which the modified words
have high semantic relevance and their positions are more dispersed.
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(4) Finally, we prove that the global search attack with a coefficient of variation is more similar to the
original text and more imperceptible for humans, which is verified by human evaluation.

The rest of this paper is organized as follows: In Section 2, we describe the related works done
by the previous scholars, and some of them are our comparison objects. In Section 3, we describe our
methods in detail. Section 4 introduces the relevant contents of the experiment, including the target
model, data set, experimental parameters, experimental results, and so on. Finally, we analyze and
summarize the experiment. Section 5 introduces the final conclusions and future work.

2. Related Work

The first adversarial attack originates in 2014, when Szegedy et al. [1] find that deep neural
networks used for image classification could be tricked by a tiny pixel perturbations added to the input
image. They found that image classifiers have a high rate of misclassification, but humans have not
detected such changes in images. In 2017, Jia et al. [10] are the first to consider generating adversarial
examples on text-based deep neural networks. Since then, people have begun to pay attention to
generating adversarial examples for text.

2.1. Black-Box Attack on Text

Robin et al. [10] propose a black-box attack in 2017; this is the first job for the reading
comprehension system. The attack proposed by the author is to add distracting but meaningless
sentences to the end of the paragraph. These distracting sentences do not change the semantics of
paragraphs and answers, but they can trip up the neural network model. The distracting sentence can
be a carefully generated real sentence or an arbitrary sequence of words using 20 random common
words. Finally, the attack is considered successful when the neural network is queried iteratively
until the output changes. Later, Yicheng et al. [11] improve the work by changing the position of
noise words and expanding the false answer set used to generate the noise words. They provide new
adversarial examples that can help train more robust neural models. Yonatan et al. [12] propose in 2018
that interfered with the input data of neural machine translation applications in two ways: synthesis,
which changes the order of characters, such as swapping, and randomization in the middle (that is,
except for the first and last characters, Randomly change the order of characters); and completely
random (that is, randomly change the order of all characters) and keyboard typing error types.
They also collect typographical and typographical errors as adversarial examples. These take advantage
of typos in the data set. Gao et al. [13] present a novel algorithm, DeepWordBug. They use a new scoring
strategy to identify key tokens. If these tokens are modified, it will cause the classifier to misclassify.
They use simple character substitution for the highest-ranking tokens to minimize the edit distance of
the perturbation, and change the original classification. Their method has achieved good results in
tasks such as text classification, sentiment analysis, and spam detection, and reduces the prediction
accuracy of the current state-of-the-art deep learning models. In the same year, Alzantot et al. [5] used
genetic algorithms (GA) to minimize the number of word replacements in the original text, but, at the
same time, they can make the model wrong. They use crossover and mutation operations in genetic
algorithms to generate disturbances. Their attack targets are sentiment classification and textually
implied DNN models. In 2019, Ren et al. [14] propose a greedy algorithm called probability weighted
word saliency (PWWS) for text ad-versarial attack. They think that, compared with images, the main
difficulty of generating text adversarial examples is that the text space is discrete, and it is difficult to
make small perturbations along the gradient direction. The challenge is that the generated results need
to ensure vocabulary correctness, grammatical correctness, and semantic similarity. Therefore, on the
basis of the synonym replacement strategy, they introduce a new vocabulary replacement method that
is determined by the POS saliency and classification probability. Wang et al. [6] propose an improve
genetic algorithm (IGA) based on the above genetic algorithm. Compared with existing genetic-based
adversarial attacks, IGA changed from the random initialization of the GA to the first population.
Synonyms randomly replace each word to initialize the first population, making the population more
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diverse. It also allows replacing previously replaced words to avoid local minima. In the cross section,
in order to better simulate breeding and biological crossing, the text of the two parents is randomly
cut, and the two fragments are merged into a new text, instead of randomly selecting a word from
each position of the two parents. In 2020, Jin et al. [15] propose a black-box attack method called
TEXTFOOLER. Different from the above method, they define a new method for ranking the importance
of words; TEXTFOOLER first obtains the prediction score FY(X) for the Y label corresponding to the
original text X through the model, and the score FY(X\wi) of X after deleting the word wi. Then,
it calculates the importance score of wi according to the relationship between FY(X), FY(X\wi), Y,
and Ŷ. Finally, it replaces the words according to the importance score. This method achieves good
results in text classification and text implication tasks.

To sum up, the above black-box attack method consists of many similarities. Because the black-box
does not know the internal structure and specific parameters of the model, scholars attempt to find
the optimal replacement in the word space by different methods. Some of them replace the words
first and then calculate the prediction score after the replacement, such as multiple iterations of GA to
find the optimal replacement. At the same time, they also try to find out the important score of the
replacement words and then replace them in order to minimize the word replacement ratio, such as
DeepWordBug and TEXTFOOLER. However, they all have the same goal, which is to find an optimal
adversarial examples.

2.2. White-Box Attack on Text

In terms of white-box attacks, the related works are not as much as black-box attacks, which are
mainly based on gradient methods. Ebrahimi et al. [16] propose a gradient-based white-box attack
method to generate adversarial examples. This attack aims at a character level RNN classifier and
greatly increases the error rates on text classification and machine translation.Cheng et al. [17] propose
a white-box method to generate adversarial examples against NMT and improve the robustness
of NMT. Greedy attack proves to be a very effective method of attack [8,9,18], and Yang et al. [8]
even show that greedy attack achieves state-of-the-art attack rates across various kinds of models.
However, it also has some problems. Tsai et al. [9] propose that it may not guarantee producing
the optimal results and sometimes spends too much time because the algorithm needs to search the
candidate words for every iteration, at the same time, due to the nature of being greedy, the algorithm
can replace sub-optimal words that do not contribute much to the final goal in an earlier position.
Another limitation is that replaced words tend to be in a close area of the sentence, especially in the
front. This greatly reduces the readability of the sentence and even destroys the semantic meaning
of the original text. They propose a “Global Search” algorithm, which obtains candidate words by
calculating a perturbation, and then replace the words in the position where the perturbation is larger.
The larger the perturbation, the more sensitive the classifier is to the change of the word. Results of
global search prove to generate better examples than the greedy attack and higher attack success rate,
which is the baseline used in our experiments. In addition, Lei et al. [19] propose a greedy method can
be very time consuming when the space of attacks is large and give the optimization scheme.

The related work of white-box attacks have proved to be very effective in text-based attacks,
but there are still some problems to be solved, such as a good algorithm in the replacement percentage,
attack success rate, word similarity, grammatical correctness, and semantic similarity can still have
better results. Based on the strategy of gradient generation perturbation, we propose a new white-box
attack method for sentiment classification task and make some progress in the above aspects.

2.3. Different Measures of Textual Similarity

An important problem is that the generated adversarial examples must not only fool the target
model, but also keep the perturbation undetected. A good adversarial example should convey the
same semantics as the original text, so we need some metrics to quantify the similarity. There are three
metrics that used on vectors and documents [20,21].
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Euclidean Distance. In text, Euclidean Distance measures the linear distance between two vectors
in Euclidean space.

Cosine Similarity. Cosine similarity represents the semantic similarity of two words by
calculating the cosine of the angle between two vectors. Cosine distance is more concerned with
the direction difference between two vectors. The smaller the angle between two vectors (the larger
the cosine value), the greater the similarity.

Word Movers Distance (WMD). WMD [22] mainly reflects the distance between documents, so it
is not suitable for finding similar words. Its semantic representation can be based on the embedding
vector obtained by word2vec. Of course, it can also be based on other word embedding methods.
This algorithm constructs the document distance into a combination of the semantic distances of the
words in the two documents. For example, the Euclidean distance is obtained from the word vectors
corresponding to any two words in the two documents and then weight and sum. The WMD distance
between two documents A and B is:

WMD(A, B) =
n

∑
i,j=1

T ij ·D(
−→
i ,
−→
j ) (1)

where D(
−→
i ,
−→
j ) is the Euclidean distance of the word vectors corresponding to the two words i and

j. The Bag Of Words model is used to get the word frequency of the word in the document (as the
weight of a word in the document), and the problem then becomes how to “carry“ all the word units
of document A to the corresponding word units of document B with the minimum cost, and finally
get the weight matrix T. The WMD algorithm is a special case of the EMD [23] algorithm, and some
improved algorithms based on WMD, such as WCD and RWMD.

3. Methods

3.1. Black-Box Attack on Text

In the black-box attack, we adopt the method based on a differential evolution (DE) algorithm
to generate an adversarial example, a differential evolution algorithm with a genetic algorithm (GA)
has some similarities. It has the choice stage to keep a population diversity mechanism; therefore,
in practice, it is expected to be more effective than other types of group evolution algorithms to find
a higher quality solution. In a black-box setting, the attacker does not know the model architecture
and parameters. They can only use the input provided to query the target model to get prediction
results and corresponding confidence scores. The whole algorithm of black-box attack is described
in Algorithm 1, which basically follows the idea of differential evolution algorithms. The overall
structure of the differential evolution algorithm is similar to the genetic algorithm. It also has mutation,
crossover, and selection operations, but it is different from the genetic algorithm. The main difference
from the basic genetic algorithm is the mutation operation. For example, in the genetic algorithm,
two children are generated by the intersection of two parent individuals, and, in the differential
evolution algorithm, the difference vector of two or several individuals is used to perturb. Then,
we will get the new individuals. In traditional genetic algorithms, offspring individuals replace their
parent individuals with a certain probability, and newly generated individuals in differential evolution
only replace individuals in a population when they are better than individuals in the population.
In traditional genetic algorithms, offspring individuals replace their parent individuals with a certain
probability, and newly generated individuals in differential evolution only replace individuals in a
population when they are better than individuals in the population.
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Algorithm 1: Black-box Attack on Text
Input: Original text X, target model f, maximum iterations G, initial generation size S
Output: Adversarial text Xadv
1: y← f (X)

2: for i = 1→ S population do
3: P0

i ← Mutate(X, wi)

4: for g = 1→ G generations do
5: for i = 1→ S population do
6: Fg−1

i = f (P g−1
i )

7: Xadv = argmin(Fg−1
i )

8: if f (Xadv) 6= y then return Xadv
9: P g

1 ← Xadv
10: for i = 2→ S population do
11: P g

i ← Di f f erential(P g
i ,P g

j ,P g
k ) 3 ≤ i 6= j 6= k ≤ S

12: Xadv = argmin( f (P g
i ))

13: if f (Xadv) 6= y then return Xadv
14: else
15: Randomly Sample parent1, parent2 from P g−1

16: child = Crossover(parent1, parent2)

17: if f (child) 6= y then return child as Xadv
18: P g

i ← Mutate(child, w) Randomly word w in child
19: if f (P g

i ) 6= y then return child as Xadv

The algorithm consists of the following steps:
Step 1: Mutation Given a text of n words X = {w1, w2, ..., wn}, we look for the most similar word

to replace one of them, then we get the mutated text. We use the counter-fitting method as word
embedding from [24]. We use Euclidean distance to calculate the N nearest neighbors of the word
to replace, whose cosine similarity with the word to be replaced are smaller than δ, and this word
embedding ensures that the neighbors we find are synonyms. Then, we use the Google language
model [25] to select the most context-appropriate K words, and replace a word in the original text with
these words respectively. Finally, we choose the word with the lowest confidence score of the model to
replace, and get the replaced text. We can get an initial population P0 of S individuals by repeating
this process of mutation S times. The prediction score of each individual can be obtained by querying
the victim model function f. In each generation of evolution, we select the individual with the lowest
prediction score of the target model and make it the first individual P g+1

1 in the next generation. If the
prediction tag of one of the members of the population is not the original tag, the attack is completed.
However, it is rare that only one word can change the model’s prediction, and most of the examples go
to the next step.

If there is no sample in the initial population that can change the prediction of the target model,
we do a different operation. For all individuals of the g-th generation, P g = {P g

1 ,P g
2 , ...,P g

n}. For each
individual, the algorithm continues to generate mutants according to the following formula:

P g
i

′
= P g

i + F · (P g
j −P

g
k ) i = 1, 2, ..., n (2)

where P g
j and P g

k are two randomly selected individuals in the population, and i 6= j 6= k, and F is the

mutation factor, which is generally 0 to 2, so as to obtain the mutant P g
i

′
. If the prediction tag of one of

the individuals after differential operation is not the original tag, the attack is completed. Otherwise,
the algorithm proceeds to the next step.



Appl. Sci. 2020, 10, 3559 7 of 15

Step 2: Crossover In this step, the new individual is obtained from the mutant

individual P g
i

′
= {P g

i1

′
,P g

i2

′
, ...,P g

in

′
} and the parent individual P g

i = {P g
i1,P g

i2, ...,P g
in} through a

crossover operation.

child =

{
P g

i

′
if rand[0 1] ≤ CR

P g
i if rand[0 1] > CR

(3)

where rand [0 1] is a random number between [0 1], and CR is a constant between [0 1], which is called
a crossover factor. The greater the value of CR, the greater the probability of crossover. If the prediction
tag of one of the individuals after crossover is not the original tag, the attack is completed. Otherwise,
the mutation subroutine is applied to the resulting children.

Compared with the genetic algorithm, the black-box attack based on the differential evolution
algorithm has a higher attack success rate and a smaller word replacement rate. At the same time,
it is also superior to GA in terms of running time because GA uses Perturb every time a new word
is generated. Perturb is a multi-step process of finding similar word replacements, which will take
a lot of time. The more words a text needs to replace, the more time it takes, such as long sentences.
Our method only takes more time to generate the first generation of individuals. In the subsequent
evolution process, the difference operation is used to perform subtraction and multiplication based on
the existing words, which takes very little time.

3.2. Greedy Search Attack

Greedy search attack is our comparative experiment. We follow the greedy search algorithm
in [9,18], which starts from the first word and then selects the word that has the greatest influence
on the success of the attack according to different labels in the k nearest of each word. To find the
word with the closest Euclidean distance or cosine distance in word space E, if the modification of the
word causes the classifier logit output to be larger than the original and the label is pos or the logit
output is smaller than the original and the label is neg, the word is replaced. Otherwise, the word is
not modified. Finally, the attack is successful until the label of the classifier output is different from the
original, and the total number of replacement words is lower than our threshold.

3.3. White-Box Attack on Text

The white-box attack algorithm is described in Algorithm 2. The algorithm is divided into two
parts including generating candidate words and modifying the candidate words which have the
most influence on the classifier. We use the whole text as the research object. X represents word
embedding of the original input text. y and ŷ represent the original and adversarial label. For a
text of n words, X = {w1, w2, ..., wn}, and a valid adversarial example Xadv should conform to the
following requirements:

ŷ 6= y, and Sim(wi, w
′
i) ≤ threshold (4)

where Sim is the distance between wi and w
′
i in the word space. It should be less than a threshold.

In the first loop, we obtain a perturbed embedding X
′

by the gradient-based method, and then traverse
every word in X

′
, in order to find the word with the closest Euclidean distance or cosine distance in

word space E, and then generate a list of candidate words. In this candidate words list, every word in
the original text has been modified. The subsequent second loop will choose to modify these words
successively according to priority. We attack the classifier with this list. If the label is not the same as
the original input, the loop ends. Otherwise, the algorithm continues to calculate the gradient to get a
new X

′
. After obtaining a list of valid candidate words, we will make a modification order selection.
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Algorithm 2: White-box Attack on Text
Input: Original text X = {w1, w2, ..., wn}, target model f, perturbation δ

Output: Adversarial text Xadv
1: y← f (X)

2: Initialization : Xadv ← X, δ← 0, success = False,candidates← ∅, finCandidates← ∅
3: Filter out the stop words in X.
4: while not success do
5: X

′ ← X + δ / back propagation
6: for wi in X

′
do

7: candidates← extracting the top N synonyms using Euclidean and Cosine
distance for wi.

8: candidates← POScheck(candidates)
9: for ki in candidates do

10: X
′ ← Replace wi with ki in Xadv

11: Pi ← f (X
′
)

12: w∗ ← argmax(Pi)

13: f inCandidates← f inCandidates append w∗

14: ŷ← f (finCandidates)
15: if ŷ 6= y then break
16: grad← ||δ||2
17: selected← 0, list← ∅, Ω← ∅
18: while not success do
19: selectedX = selected.index(0)
20: for x in total(grad) and selected[x] 6= 1 do
21: CV1 = CV(list append x), CV2 = CV(list append selectedX)

22: if grad[x] + λ · CV1 > grad[selectedX] + λ · CV2 then
23: selectedX ← x
24: Ω← Ω append x
25: selected[selectedX] = 1, list← list append selectedX
26: for wi in Ω do
27: if distance < threshold and i

len(x) < r then Xadv ← Replace wi
28: if ŷ 6= y then
29: success = True
30: return Xadv
31: else
32: return None

In the second loop, first, we will take the gradient of the first loop. We set a full 0 tensor with
the same dimensions as the original text, with selected for recording the position of the selected word,
list for the sequence of selected words, and positions for the last modified order. Then, start the loop
selection. First, we select the index number selectedX whose value is 0 from the selected, the number
of words in the text is the traversal range, and the variable is represented by x, when selected [x] 6= 1,
calculating the coefficient of variation CV1 of x added to the list and the CV2 of the selectedX added
to the list, if the weighted sum of gradient and CV1 is greater than the sum of gradient and CV2,
we then replace selectedX with x, add x to positions, update selected and list, let selected [selectedX] =
1, and add selectedX to list. Finally, a modification sequence is generated. Then, we modify them in
order until the output of the classifier is different from the original text. In the process, we can set the
word distance threshold, word replacement rate, and other parameters, and compare different results
under different parameters. The whole attack process of white-box attack is shown in Figure 1.
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Figure 1. The whole attack process of white-box attack.

Simply put, we combine the gradient of the word we want to modify and coefficient of variation of
the text position of all modified words after the word is modified, and use these two data to determine
the order of modification.

We can control the degree of dispersion of the word’s position by the weight value λ of the CV.
When λ is too large, the modified words will be more dispersed. The order of modification is closer to
the global search algorithm when λ is smaller; when λ = 0, the algorithm becomes the global search.

4. Experiments

4.1. Dataset and Target Model

The dataset contains 25,000 IMDB film reviews specifically for sentiment analysis. The mood of
the comment is binary. Labels are pos(positive) and neg(negative). We randomly segment 25,000 data
into 20,000 examples as training sets and 5000 examples as test sets.

We use the CNN model and some of its hyperparameters [26] as our target model. In this model,
there are filter windows of 3, 4, and 5 with 100 feature maps each, a dropout rate of 0.5, and a max
pooling layer. The batch size has been modified to 64. We use 20,000 examples to train the model and
test the model with 5000 examples. The results of this model are that the accuracy of training sets is 1
and the accuracy of testing sets is 0.89.

4.2. Evaluation

4.2.1. Black-Box Attack Based on Differential Evolution

We randomly sample 200 correctly classified examples from the IMDB test set to evaluate our
algorithm. We choose examples of correct classification to avoid the impact of model accuracy.
Our purpose is to make the model prediction error, that is, the original prediction is positive. The model
will be judged as negative after the adversarial attack, so that our attack is considered successful.

We limit the attacker to maximum G = 20 iterations. We also fix the maximum percentage of each
text change to 10% and 20%. We believe that the quality of the text will decrease if the modification
ratio exceeds 20%. Although the success rate of black-box attack based on a genetic algorithm has
reached 97%, its word replacement rate has reached 25%. If an attack fails within the iteration limit or
exceeds a specified threshold, it is considered a failure. Table 1 shows the attack success rate under
different F-values and percentage of modified words. From our results, we can see that we can achieve
a high success rate by making small changes to the text. In addition, our algorithm is significantly
better than the genetic algorithm in word modification percentage and attack success rate.

It is worth noting that, under the 10% replacement rate threshold, GA and DE have only about
a 60% attack success rate, which is far lower than the white-box attack algorithm mentioned later.
It shows that there is still a lot of room for improvement in a black-box attack. Once the threshold of
the word replacement rate is increased to 20%, we see that both GA and DE exceed 90% in the attack
success rate, and our method even approaches 100%. This shows that the word replacement rate is
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an important factor affecting the success rate of attack. Algorithms that do not strictly limit the word
replacement rate are not good algorithms.

Table 1. Attack success rate with different word modifiers and F values.

GA F = 0.1 F = 0.3 F = 0.5 F = 1.2 F = 1.5

10% modified 58.5% 63% 62.5% 56.5% 55% 53%
20% modified 91% 96% 94.5% 94.5% 96% 97.5%

The mutation factor F can be used to control the degree of scaling of the difference vector
between two random individuals. F value has a great influence on the success rate of the final attack.
Experiments show that the smaller the F value, the higher the attack success rate at low replacement
rates. When the F value is larger, the attack success rate is higher at a relatively higher replacement
rate. Moreover, when F is 0.3, the attack success rate of our algorithm is higher than that of the
genetic algorithm in terms of 10% and 20% word substitution rate. The example output generated by a
black-box attack is shown in Table 2. From the results, the examples we generated can maintain the
original sentence form to some extent.

Table 2. Original text and adversarial example of black-box attack.

Original Text Prediction = Positive.

absolutely fantastic whatever i say wouldn’t do this underrated movie the justice it
deserves watch it now fantastic.

Adversarial Text Prediction = Negative.

absolutely fantastic whatever i say wouldn’t do this underestimated movie the justice it
deserve watch it now fantastic.

Original Text Prediction = Negative.

poorly directed short film shot on hi def or betacam it appears it screams student film
video all the way the premise is limited in scope and the short actually feels a lot
longer than it runs some interesting acting moments and some decent production
value but not enough to lift this film from the hole it has fallen into.

Adversarial Text Prediction = Positive.

poorly directed gunshot film shot on hi def or betacam it appears it shrieks student film
video all the way the premises is limited in scope and the short actually feels a lot
longest than it runs some interesting acting moments and some decent production
value but not enough to lift this film from the hole it has fallen in.

4.2.2. White-Box Attack with the Coefficient of Variation

Our experimental goal is to generate adversarial examples to confuse the classifier. As long as the
prediction result of the adversarial example is different from the original comment result, the attack is
considered successful. At the same time, we need to exclude the influence of classifier accuracy on
the experimental results, so we select 500 correctly classified examples. Our experiments have the
same word distance threshold and word replacement rate, the word Euclidean distance is set at 50 and
the word replacement rate is set at 0.1, and k is set at 35 in the greedy attack. Finally, we add cosine
distance experiments for greedy attack and global attack.

We calculate the attack success rate corresponding to several different cosine distance thresholds.
The experimental results are shown in Figure 2. We can see that the smaller the cosine distance is,
the higher the success rate the attack will have because the word angle is larger and their similarity is
smaller. Greedy attack and global attack without cosine distance had original success rates of 65.8%
and 75.8%. In the global attack, there is increased cosine distance, even if the cosine distance is set
to 0.9848; the final success rate will increase to 77.4%, while the greedy attack has no new successful
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examples. There is no significant change in the number of increases between the cosine of 0.9848
and 0.6428. An angle of more than 0.6428 will have a significant increase in the number of successful
attacks. In addition, we do an experiment to find candidate words only by cosine distance as a contrast.
We find that, in the case of high cosine distance threshold, the attack success rate is very low, but finally
when the cosine distance threshold is 0, it can also achieve a high attack success rate, which shows,
that in terms of word similarity, the effect of cosine distance is worse than that of European distance.
We can use the cosine distance as a supplement of European distance to improve the overall attack
success rate. The evaluation of adversarial examples shows that greedy attack still shows that the
replacement locations are sometimes close, or even in the front of the text, for which readability is
not good, while the replacement position of global attack is relatively random. The following human
evaluation also shows this conclusion. The example output generated by black-box attack is shown in
Table 3.

Table 3. Original text and three adversarial examples of white-box attack.

Original Text, Prediction = Negative.

The Pallbearer is a disappointment and at times extremely boring with a love story that just doesn’t
work partly with the casting of Gwyneth Paltrow (Julie). Gwyneth Paltrow walks through the entire
film with a confused look on her face and its hard to tell what David Schwimmer even sees in her.
However The Pallbearer at times is funny particularly the church scene and the group scenes with
his friends are a laugh but that’s basically it. Watch the Pallbearer for those scenes only and fast
forward the rest. Trust me you aren’t missing much.

Greedy Attack Text, Prediction = Positive.

on despite has given tempered well outside well surprisingly boring with a love story that just doesn’t
work partly with the casting of Gwyneth Paltrow (Julie). Gwyneth Paltrow walks through the entire
film with a confused look on her face and its hard to tell what David Schwimmer even sees in her.
However The Pallbearer at times is funny particularly the church scene and the group scenes with
his friends are a laugh but that’s basically it. Watch the Pallbearer for those scenes only and fast
forward the rest. Trust me you aren’t missing much.

Global Attack Text, Prediction = Positive.

The Pallbearer is a artist and at times extremely boring with affection love story that just doesn’t
work partly with the american of Paltrow Paltrow (Julie). Paltrow Paltrow walks through the entire
film with a confused look on her face and its hard to tell what David Schwimmer even sees in her.
However The Pallbearer at times is funny particularly the church scene and the group scenes with
his friends are a laugh but that’s basically it. Watch the Pallbearer for those scenes only and fast
forward the rest. Trust me you aren’t missing much.

Global Attack Text with CV, Prediction = Positive.

The Pallbearer is affection artist and at times extremely boring with a love story that just doesn’t
work partly with the casting of Gwyneth Paltrow (Julie). Paltrow Paltrow walks through the entire
film with a confused look on her face and its hard to tell what David Schwimmer even sees in her.
However The Pallbearer at times is funny particularly the church scene and the group scenes with
his friends are affection laugh but that’s basically it. Watch the Pallbearer for those scenes only and fast
forward the rest. Trust me you aren’t missing much.

Because greedy attack may make the word modification position close and result in poor
readability, global search improves this situation to some extent, but it does not have the ability
to effectively control the dispersion of word modification positions because the modified word is
selected from big to small according to the gradient magnitude. We propose a method to control the
dispersion of the modified position by adding the coefficient of variation, and control the dispersion
degree of the modified position by the weight of CV. We introduced the CV factor into the global
search with a combining metric. Finally, we use global attack with the combined metric and set the
cosine distance threshold to 0.9848 to maintain the word’s high similarity, and compare the attack
success rate under different CV weight. We select 500 comments used by greedy attacks and calculate
the attack success rate under different CV weight(λ).
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Figure 2. The total success rate of greedy attack and global attack added cosine distance.

In order to prove the validity of adding the CV factor when determining the modification order,
we select 50 comments that are correctly classified by the classifier and the algorithm attack is successful,
and calculate the CV value of the adversarial examples under different λ. When the CV weight value
is 0, our method becomes the global search attack [9].

Experiments shown in Table 4, when λ is larger, the degree of dispersion of the modified positions
of the adversarial example is larger (CV value is larger), and the final attack success rate has a slight
decrease overall, which indicates that the word with a larger gradient magnitude has more influence
on the classifier. We analyze the adversarial examples and find that some examples of the original
attack failure will be re-attacked successfully after joining CV, and some examples of the original
successful attack will fail the attack after joining CV. Taken as a whole, the attack success rate basically
decreases as λ increases, but this change is very small. The experiments also show that even if we
set the λ to 30 after we add the cosine distance, the attack success rate still reaches 76.2%, which still
exceeds the original global attack success rate of 75.8%. Thus, our methods can improve the attack
success rate and make the modification positions in an adversarial example more dispersed.

Table 4. The attack success rate and CV value under different λ.

λ 0 1 5 10 20 30

CV value 0.487 0.589 0.70 0.73 0.827 0.886
attack rate 77.4% 77.6% 76.6% 76.8% 77% 76.2%

4.2.3. Human Evaluation

In order to illustrate that adversarial text with more dispersion words modification could lead to
being more similar to the original text and more imperceptible for humans, we select five volunteers to
score the similarity between the adversarial examples and the original text from 1 to 5. We randomly
chose 10 comments with positive and negative examples and their adversarial examples generated by
greedy search, global search, and the global search with CV. This is used to prove the similarity between
the original text and adversarial examples. On the other hand, we select 15 comments including the
original text, greedy text, global text, and global text with CV, and then ask volunteers to identify which
of them are modified adversarial examples. This is used to prove the imperceptibility for humans.
After counting all the scoring results, in terms of similarity, we calculate the average score, the global
text with CV similarity score is 3.642, the global text score is 3.612, and the greedy text score is 2.91.
Because the greedy text often modifies the front words by a large amount, it can obviously find the
difference from the original text. In terms of imperceptibility, the global text with CV has a detectable
ratio of 0.37, the global text has a detectable ratio of 0.4, and the greedy text has a detectable ratio of
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0.46. We find that the scores of global attack and global attack with CV are close, and they are better
than greedy attacks.

5. Conclusions and Future Work

In this paper, we propose a hybrid adversarial attack for different scenarios. Specifically, we adopt
different attack measures for whether we understand the deep neural network internal structure
and specific parameters. If we do not understand the above information, it is suitable for us to use
a black-box attack, so we propose a new black-box attack method based on a differential evolution
algorithm, and generate adversarial examples with low word substitution ratio and high attack success
rate. Since black-box attack does not need to know the model parameters and structure, it also has
better universality to attack different natural language processing tasks. At the same time, in the case
of a white-box attack, for the problem of greedy search, we propose the factors of increasing CV in the
modification position of words to prevent the position of words from being too close. Our algorithm
proves that the placement of word modifiers in the adversarial example can be more dispersed with the
addition of CV factors. It makes up for the poor readability of the greedy attack example. Our approach
maintains a high attack success rate and makes the locations of changes in the adversarial example
more diffuse through the CV factor. In pursuit of a high attack success rate, we improve the quality
of the adversarial example. We compare the two types of adversarial attacks above against different
scenarios with existing attack methods. Our method has a certain degree of improvement in word
replacement rate and attack success rate.

In our experiments, although we try to find the most similar words, some of them didn’t
look the same in real life, according to the example of adversarial actually generated. For example,
the substitution of some synonyms does not conform to the context of movie reviews. Therefore,
word embedding trained for a specific data set will greatly improve this situation. Word embedding
that better reflects word similarity can also enhance our work. At the same time, the adversarial
example can reveal the vulnerability of the NLP model, and we can use it to improve the robustness
of the model. Although we find what is most similar to a word, in a specific context, the original
words should conform the most to the original context. In defense against attack, we can use the
idea of adversarial attack to restore the text. Before entering the classifier, we first preprocess the text,
which will improve the security and robustness of the model. This will be future work.
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