actuators

Article

Intermittent Short Circuit Fault Location for CAN Based
on Two-Port Network Modeling

Longkai Wang

check for
updates

Citation: Wang, L.; Yang, Y.; Lei, Y.
Intermittent Short Circuit Fault
Location for CAN Based on Two-Port
Network Modeling. Actuators 2024, 13,
485. https://doi.org/10.3390/
act13120485

Academic Editor: Anyang Lu

Received: 5 November 2024
Revised: 23 November 2024
Accepted: 27 November 2024
Published: 29 November 2024

Copyright: © 2024 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

, Yi Yang and Yong Lei *

State Key Laboratory of Fluid Power and Mechatronic Systems, Zhejiang University, Hangzhou 310027, China;
lkwang@zju.edu.cn (L.W.); 22025196@zju.edu.cn (Y.Y.)
* Correspondence: ylei@zju.edu.cn

Abstract: The Controller Area Network (CAN) has been adopted in various reliability-critical in-
dustrial systems. However, intermittent connection (IC) problems of network cables may worsen
system performance and even threaten operational safety. Recently, there have been several studies
on diagnosing intermittent open circuit faults, but the intermittent short circuit (ISC) fault diagnosis
has not been addressed. In this paper, a novel ISC fault location method for CANSs is proposed
based on two-port network modeling. First, the CAN network is modeled as a switched system that
depends on the states of the sending nodes using a two-port network approach. An equivalent circuit
model and a voltage transfer difference function (VIDF) group are derived for each state where one
particular node is sending. Second, upon each fault, corresponding direction events are defined by
comparing the two VTDF values that are calculated from the voltages collected at network ends.
Then, the fault and health domains can be determined by integrating these direction events with
the network topology information according to their statistical significance. Third, a bidirectional
eviction localization algorithm is developed to identify ISC fault locations based on the fault and
health domains. A testbed is constructed, and case studies are conducted to demonstrate that the
proposed method can correctly locate the ISC faults in various network topological layouts.

Keywords: controller area network; fault location; intermittent fault; short circuit; two-port network
modeling

1. Introduction

Multiple advantages of the controller area network (CAN), such as good real-time
performance, reliability, and scalability at low cost, make it widely applied in in-vehicle
communication systems, industrial automation control, aviation communication systems,
and other fields with strict reliability requirements [1]. However, in practice, various
adverse factors such as improper human intervention, ambient interference, vibration and
wear of electronic equipment, and aging-related degradation can lead to intermittent faults
that deteriorate network reliability. An intermittent connection (IC) fault is a randomly
occurring and shortly persistent wiring problem, usually resulting from cable fatigue,
insulation wear, vibration, and aging loosening in harsh working conditions. The IC fault
is a hidden problem and a potential threat to system reliability. In the early stages, IC faults
may interrupt normal message transmission, leading to delays or loss of messages, which
worsens network service quality and degrades system performance. In severe cases, the IC
fault-induced communication errors can cause a node to enter the bus-off state, which may
cause system-level failures in the safety-critical systems, increase the maintenance cost of
the networks, and even lead to security incidents [2]. Therefore, there is an urgent need for
CAN to detect and locate IC faults before they cause system-wide damage.

In the literature, the fault diagnosis of CAN has been studied in various aspects. Kelkar
and Kamal [3] developed an adaptive fault diagnosis algorithm to detect faulty CAN nodes.
Yang et al. [4] detected persistent anomalies in CAN buses, such as terminal resistance loss
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and cable degradation. Wang et al. [5] applied a resistance detection method to detect and
locate the CAN bus permanent fault. However, the methods in [3-5] can only diagnose
fault nodes or permanent faults, which are not applicable to intermittent faults.

In recent years, there has been extensive research on intermittent faults in electrical
systems. Fang et al. [6] proposed an intermittent fault recognition method for analog
circuits based on density peak clustering. Gouda et al. [7] proposed a one-shot likelihood
ratio test method for evaluating the intermittent fault status of a sensor node in wireless
sensor networks. Zhang et al. [8] proposed a residual evaluation model to detect sensor
intermittent faults. However, the practical procedure for locating intermittent faults is not
addressed by [6-8].

Subsequently, studies were also conducted to locate intermittent faults in several elec-
trical systems. Huang et al. [9] proposed a deep forest classifier for analog circuits to localize
intermittent faults. Yu et al. [10] developed a composite degradation model-based intermit-
tent fault detection and isolation method for a steer-by-wire system. Farughian et al. [11]
proposed an intermittent earth fault passage diagnosis method for a compensated distribu-
tion network to locate faulty segments. However, these methods are constrained to specific
devices or ad hoc systems and cannot handle the intermittent faults in CAN.

Recently, various aspects of intermittent faults in CAN have been studied. In [12,13],
the network performance analysis methods under intermittent faults, such as electrical
fast transient (EFT) and electromagnetic interference (EMI) were developed. However,
the localization technique for the intermittent fault of cable connection types still needs
to be developed. Subsequently, some preliminary research focused on the intermittent
open circuit (IOC) fault diagnosis for CANs. For example, Zhang et al. [14] proposed a
context-free-grammar-based IOC fault diagnosis method using data-link layer informa-
tion. Zhang et al. [15] proposed a tree-based unified IOC fault diagnostic framework.
Wang et al. [16] proposed a fault symptom association model-based method to diagnose
various IOC fault location scenarios. However, these methods are limited to simple bus
topologies and unsuitable for complex ones such as tree topologies. Wang et al. [17]
proposed an I0C fault diagnosis method for complex topological CANs using a divide-
and-conquer strategy. However, the diagnosis methods in [14-17] can only deal with open
circuit faults but not short circuit faults.

Additionally, the researchers also studied short circuit faults in various electrical
systems. Li et al. [18] proposed a deep learning-based method for short-circuit fault
diagnosis in the transmission line. Using the power distribution information, Gao et al. [19]
developed an Elman neural network-based short circuit fault section location method for
the 10 kV distribution network. Nevertheless, they are designed specifically for three-phase
power systems and are not suitable for CAN. Bani Milhim et al. [20] proposed a voltage
measurement-based method to identify the CAN physical fault types, including open
electrical connections and shorted wires. However, the technique of locating the shorted
wire is not addressed. Krishnamurthy et al. [21] localized the open and short wire faults
on the CAN bus using a time-domain reflectometry (TDR) method. However, the TDR-
based method does not apply to intermittent faults [22,23]. In addition, this reflectometry
method may lead to the wrong localization results due to reflections of the injected signal
at junctions of network branches or at device connections [23], and the method requires
arranging additional transmitters and receivers in the system, which limits the applicability
of the method [24]. Du et al. [25] developed a current measurement-based short-fault
distance mapping approach for the CAN bus. However, this method also does not apply
to situations where short circuits occur intermittently, i.e., intermittent short circuit (ISC)
faults. Moreover, this simple series circuit model cannot reasonably describe and diagnose
the complex topologies with multiple branches. Furthermore, this method requires a
shunt resistor to be embedded inside a node to measure the current, which is practically
inconvenient to implement and its location accuracy relies on the measurement precision
of the tiny shunt resistor, which is not robust and prone to incorrect mapping results.
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Table 1 summarizes the main aspects and gaps in the existing literature. As can be
seen from Table 1, existing CAN intermittent fault diagnosis methods have addressed
EMI, EFT, and cable open faults but not cable short faults, whereas existing CAN short
circuit fault diagnosis methods have addressed permanent short circuit faults but not
common intermittent short circuit (ISC) faults. Even the existing short fault diagnosis
methods for CANSs [20,21,25] still have the following drawbacks. First, the data acquisition
(DAQ) system needs to be embedded inside the node, which is not always practical in
real applications. Second, these methods are limited to the simple bus topology layout but
cannot be used for complex multi-branch topology layouts because the junctions of network
branches are not modeled. Third, these methods cannot solve the short circuit faults with
intermittent property, i.e., ISC faults. The ISC fault is a hard troubleshooting problem
for existing offline methods [17]. First, ISC faults are typically caused by cable fatigue
and deteriorated electric insulation in vibrating environments; these conditions cannot
be repeated during system shutdowns. Second, since CAN nodes share the bus media
and cable short circuits can impact the bus system-wide, the fault location usually has no
explicit mapping to the bus-off node. Therefore, it is essential to develop a systematic ISC
fault diagnosis method that is effective in various CAN topologies and easy to implement
without interrupting normal system operations, as indicated by the gap covered by this
work highlighted in Table 1.

Table 1. Summary of related work.

Ref. Main Approach Research Gap
[3-5] Permanent fault diagnosis for CANs Diagnostics for the intermittent faults
[6-8] Intermittent fault detection for electrical systems Localization techniques for intermittent faults
[9-11] Intermittent fault localization for specific systems Relevant technique used for CANs
Performance analysis of CANs with intermittent faults Localization techniques for intermittent faults in cable
[12,13] .
such as EMI/EFT connection types
[14-16] Intermittent open circuit fault diagnosis for the bus Diagnostics for short circuit faults and for complex
topology CANs network topologies
[17] Intermittent open circuit fault diagnosis for the tree Diagnostics for short circuit faults
topology CANs
[18,19] Short circuit diagnosis for three-phase power systems Relevant technique used for CANs
[20] Recognition of short and open circuit faults in CANs Localization techniques for short circuit faults
Localization of permanent short and open wire faultsin ~ Diagnostics for faults with intermittent nature and for
[21] .
CANs based on TDR complex network topologies
Distance mapping of short circuit faults in CANs based =~ Diagnostics for intermittent faults and for complex
[25] . -
on the current measurement topologies/Practicality of DAQ scheme
This work Localization of intermittent short circuit (ISC) faults in (Covered gap) Correctly locate ISC faults in various

CANSs supported by the two-port network modeling

topologies with easy implementation

This paper proposes a novel ISC fault location method based on two-port networks
without interrupting normal system operation. The contributions of this work are as follows:

e Using two-port network techniques to model the equivalent circuits of the CAN
switched system that depends on sending states of distinct nodes, a generic diagnostic
framework for multiple network topologies is developed, especially complex topologies
that existing methods cannot handle.

*  Based on voltage transfer difference function groups for CAN switched subsystems
that are separately preset with two types of fault locations, a bidirectional eviction
location strategy to identify various ISC fault location scenarios is proposed, including
single-fault and multi-fault scenarios.
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e This method only needs to collect voltages at the network port to localize ISC faults,
with no need to consider accessibility inside the network.

The results of this work will promote a comprehensive diagnosis of various intermittent
connection faults in CANs, which should lead to more targeted maintenance actions for
CAN-based systems and ensure system reliability.

The rest of this paper is organized as follows: Section 2 introduces the CAN fault
handling mechanism and defines the problems faced in this work. In Section 3, the ISC
fault localization method is developed, including two-port network modeling, voltage
transfer difference function groups, and the bidirectional eviction localization approach.
In Section 4, the case studies to demonstrate the effectiveness of the proposed method
are conducted. In Section 5, the robustness and limitations of the proposed method are
discussed. Conclusions and future work are presented in Section 6.

2. Preliminaries
2.1. CAN Fault Handling Mechanism

CAN bus is a two-wire bus using a DC-coupled differential signal system with two
logical states, recessive and dominant [15,26]. The dominant state is when the differential
voltage is above 0.9 V, and the recessive state is when the differential voltage is below
0.5 V [27]. According to the CAN specification [28], the standard CAN data frame contains
seven fields, as shown in Figure 1, where the arbitration field contains the 11-bit identifier
that provides the priority and source address of the frame.

ACK
SOE Arbitration  Control Field
Interframe Field Field Data Field CRC Field EOF |_ Interframe
Space — | Space
11 Bits
Identifier

Figure 1. Schematic of standard CAN data frame.

Five types of error can be detected, which are bit error, stuff error, CRC error, form
error, and acknowledgment error. Any error-active node that detects an error condition will
send an error-active flag to interrupt the current data frame transmission. The error-active
flag consists of six consecutive dominant bits. The communication will resume when the
bus is idle again [26].

2.2. Problem Definition and Assumptions

The ISC fault will cause a short-time connection between CAN-H and CAN-L, and the
resulting short circuit will turn the dominant bit into the recessive bit due to significantly
pulling down the differential voltage to less than 0.9V. Because the short circuit globally acts
on the entire CAN bus, the data link layer behavior anywhere on the network during the
ISC fault is uniformly dominant to recessive. Thus, locating ISC faults based on data link
layer information, such as error flags and corrupted data frames is challenging. Therefore,
we consider extracting the fault features from the physical layer for ISC fault localization.
Based on this consideration, the following issues should be addressed:

(1) How can a suitable model for the CAN bus containing ISC faults be established so
that the internal network voltage can be derived from information collected at easily
measurable network terminals?

(2) How can the physical layer fault features, e.g., the bus voltage, be captured and
extracted at the ISC occurrence moment?

(3) How can all ISC faults in the network be systematically located based on the bus
model and physical layer fault feature?

The assumptions of this work are as follows: (1) The CAN signal is always in the circuit-
steady state due to the energy absorption effect of the terminal resistor; thus, dynamic
components like capacitors and inductors are not considered. (2) Without loss of generality,
we assume that all nodes in the network are in the error-active state. (3) The ISC faults are
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independent and persistent over time, and the chance that two or more ISC faults occur in
one data frame is negligibly low. (4) To simplify the equations and calculations, we assume
that the cables between every two nodes are equal in length and resistance.

3. Methodology

In this paper, an ISC fault diagnosis method for CAN is proposed based on the two-
port network modeling. The basic idea of this work is that by considering CAN as a
switched system that switches among different sending node states and using a two-port
modeling technique to describe the switched subsystems that are preset separately with
two possible types of ISC locations, the voltage of the sending node can be calculated,
respectively, from the voltage at each network end via the voltage transfer functions,
where the voltage transfer function using the correct ISC location minimizes the difference
between that two calculated sending node voltages.

The framework of the method is shown in Figure 2. First, the equivalent circuits of the
CAN bus-switched system with sending states of distinct nodes are modeled using two-
port networks. For each switched subsystem, a voltage transfer difference function group
(VIDEFG) is derived based on two assumptions: an ISC fault is separately on individual
sides of the sending node. Once an ISC fault occurs, the data acquisition (DAQ) phase first
identifies the sending node of the corrupted frame to determine the VTDFG to be used and
then extracts the voltages of all network ends at the ISC occurrence moment, i.e., the fault
voltages. The corresponding direction events are defined by evaluating the two VIDFG
values calculated from the fault voltages. Then, these direction events are combined with
topology information to derive fault or health domains based on their statistical significance.
Finally, a bidirectional eviction localization (BEL) approach is developed to identify ISC
fault locations in the network using the fault and health domains of all nodes. The details
of the proposed method are introduced as follows:

(_ CAN Network with ISC Faults )
I

MODEL v
[2-Port Models of CAN Switched System & ISC Faul
!

| Voltage Transfer Difference Function Groups |

DAQ
| Identify Node Address <-| Extract Fault Voltages |

BEL !
| Generate Direction Events for Each Node |

| Derive Fault/Health Domains of Direction Events |

| Bidirectional Eviction Localization for ISC Faults |

{
( ISC Fault Locations )

Figure 2. Framework of ISC fault diagnosis method.

3.1. System Modeling by Two-Port Networks

Figure 3 shows the equivalent circuit model (ECM) of the CAN bus with ISC faults,
where three branches X, Y, and Z are, respectively, connected to x, y, and z nodes, node
Xy refers the first node on branch X and is denoted as Nx,, Rr, and Ry, denote the
terminal resistors, R, e (12,...0},0¢{xy,z} denotes the differential internal resistor of node
®,ec{X,y,z}, I denotes the cable resistor of the link between nodes, Rg denotes the short-
circuit contact resistor, and the power source Eyyc(12.. o},0c( xy,z) Tepresents the CAN-
switched subsystem with the sending node e ,c(xy 7). Note that the CAN signal is
assumed to be in the circuit steady state, so dynamic components such as capacitors
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and inductors are not considered in this work. As shown in Figure 3, the ECM can be
decomposed into the sending node, the receiving node, the faulty node, the coupling unit,
and the terminal resistor. Details of these components are introduced as follows:

iNode X;

Branch X

i Sending node
" Receiving node

i Faulty node

“ i Coupling unit

Branch Z

Figure 3. ECM of the tree-topological CAN with an ISC fault.
3.1.1. Receiving Node

The receiving node refers to the node receiving messages, which consists of a node
differential internal resistor and two cable resistors. Figure 4a shows the two-port model of
the receiving node e; .y y 7}, whose transmission parameter equation is

2
U] _ |1+ R 2| U )
I R% 1| [Li1
A;
Moreover, it can be obtained from (1) that
u.
Uy = [1+1% Zr} Lf} )
R  Lti—1
B;
L Is
U2<—o r2}<—o
US Ui
{r2—-o {r2}—-o

Figure 4. Two-port modeling of (a) a receiving node and (b) a faulty node.

3.1.2. Faulty Node

The faulty node is defined as a receiving node with a short-circuit contact resistor
connected to the middle of the cable resistors. In this work, only the case where the faulty
node is next to the sending node needs to be considered. Figure 4b shows the two-port
model of a faulty node, whose transmission parameter equation can be obtained based
on (1) and (2), i.e.,

BS
———— ’
1+% r{lTu
i — 1 13 i 1
Ui [+R ”] R% 1 Li_l] 3)

3.1.3. Coupling Unit

The coupling unit represents the intersection of branches [17]. Figure 5a shows the
two-port model of a coupling unit, whose transmission parameter equation is
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1,3 g 1, 3r
Uy 2 txw, S| [Uy >+ % 3r|[U,
[ SR I o R e T R I ' @
x R7y y R; z
\_\/_/
0y 0-
Moreover, it can be obtained from (4) that
U, u
Ue=[3+8 o[ Y|+ [3+% &) 5)
y Iy z I,
_,—/ _,—/
Qy Q.

Figure 5. Two-port modeling of coupling units (a) for normal condition and (b) with an ISC fault.

Especially, when the coupling unit contains the ISC fault, as shown in Figure 5b, the
transmission parameter equation is (6), where BS is defined in (3).

1 2r
2 tw 2| (U 1+2 2r|fu
2 R,
uk_Bs< S [Iy% LT L} ©
R, y R: z
vy \£

By cascading the two-port models of receiving nodes, faulty nodes, and coupling units,
the voltage relationship between the end of the network and the sending node can be built,
based on which the following function group is designed.

3.2. Voltage Transfer Difference Function Group (VTDFG)

For further analysis, the main terminal of a node is defined as the end of the branch
where this node is located, while the ends of other branches are the sub-terminals of this
node. For example, in Figure 3, the main terminal of Ny, is Ty, and the sub-terminals of
Nz, are Tx and Ty.

For the switched subsystem with the sending node e, ,c(x y 7}, its VIDFG is defined
as the two possible differences between the two voltages of N, , calculated from the voltages
of the main-terminal and sub-terminals, respectively, under the two possible cases where
the ISC fault is on the main-terminal side and sub-terminal side of N, .

Depending on whether the branch where the sending node is located contains the
terminal resistor, the VIDFG is categorized into two cases. First, for the branch with a
terminal resistor, such as branch X, the VIDFG of node Ny, ic(23,...x} is shownin (7), where

N
VTDE, X;l‘ . denotes the VIDF assuming that the fault is on the Tj,-side of node
whe{main,sub}
Nx,, P = Uy, Y ' Pr, = |Rit2r ur, 1% d A, B;,B% BS,0,Q;V,
X PTyuerxyy = |YTu Ry, | /012 = | TRy Ut Ry | o304 A B, B7, 57,05, Q;, Vi are

defined in (1)—(6). Since the symmetry of the network and the VIDFG of the node on branch
Y can be obtained by exchanging “X” and “Y” in (7). Second, for the branch without a
terminal resistor, such as branch Z, the VIDFG of node Nz, yc(23 .. -} is shown in (8).
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s 1 X 1 2
B, . [ APry —Bi1 [] Aj[Oy ] AP, +0O: [] AP, ||, ke{23,...,x—1}
N. i=k—2 i=k+2 =y—1 =z—1
VTDF * l ) = e ) i
B, [] APr, — <Qy IT AP, +Q: [] AqPTZ>, k=x
i=x—2 p=y—1 g=z—1
) )
S X 1 2
Bi1 [] APr, =By [] A](oy IT APr, +0: [] AqPTZ>, ke{23,...,.x—1}
VTDF Xk _ i=k—2 j=k+2 p=y—1 g=z—-1
sub 1 1 2
B.1 [] AP, —B° <Vy IT APr, +V: ] AqPTZ> , k=x
i=x—2 p=y—1 q=z—1
z 1 1
B°Pr, — B[ [A;(Ox [] AP, +0Oy [] AsPr ||, k=2
j=4 p=x—1 g=y-1
2 z 1
VIDF, % ={ |BS | [T AiPr, — Bess AilOx T] ApPr, +0Oy ]‘[ APPr, ||, ke{34,...,z2-1}
Tnain i=k—2 j=k+2 p=x-1 q=y—1
S 2 1 1
B, [T APr,—(Q: ] AP +Qy [T AgPr, ||, k=z
i=z—2 p:xfl q=y—1
R 2 z 1 1 (8)
+2r
= Ur, —B§ A o. [] APr,+0, J] AqPTY>, k=2
1 ] p:x—l 6]:]/—1
Ny 2 1 1
VTDF. * ={ Byy [] AiPr, — B, H AilOy ] AP +0Oy [] APr, ||, ke{3,4,...,2—-1}
i=k—2 j=k+2 p=x-1 q=y—1
2 S 1 1
B..1 [[ APr, =BV J] AP +Vy, [] AP || k=z

p=x-1 g=y-1

3.3. Data Acquisition and Analysis

To capture the unknown information in the VIDFG, i.e., the sending node address
*tec{x,y,z} and the network terminal voltages Ur,, Ur,, and Ur, at the fault occurrence
moment, the field programmable gate array (FPGA)-based data acquisition (DAQ) sensor
is deployed at the terminal of each branch to record error messages. Once an error flag
containing consecutive six dominant bits appears on the bus, the DAQ sensor is triggered
to record the error message. For example, a recorded error message is shown in Figure 6.

T T T T T T T T

N

Caused by
ISC fault

Error flag
(6 bits)
€

w

N

[y

o

320 350 380 410 440 470 500 530 560
Samples

Voltage CANH-CANL v

Figure 6. Example of CAN analog waveform when an ISC fault occurs.

As shown in Figure 6, the bus differential voltage during the ISC fault is much lower
than the normal dominant voltage, which cannot be recognized as a dominant bit since it
is less than 0.9 V [27]. Therefore, once the bus differential voltage enters the range of 0 to
0.9V, it is extracted as the fault voltage. Meanwhile, the sending node address of the error
message can be obtained by directly reading the arbitration field of the data frame.
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3.4. Definition of Direction Events

As soon as the sending node address and fault voltages of an error message are
determined, the VITDFG can be solved, and then the comparison between the two VIDFG
values can be conducted.

If VTDFTn::l_” < VTDFTS ;’;. (X2} it indicates that there are ISC faults occurring on

Ne
the links between the node N,, and the terminal T),4;,. Then the direction event £ *

N. N. o . main
produced. While if VTDFy, * > VTDFTS,,Z,- c(xy,zy it indicates that there are ISC faults

occurring on the links between the node N,, and the terminal T,;. Then the direction

is

event Sg ™ is produced.

Therefore, each direction event of a node contains rough location information about
where between the terminal and node the ISC fault occurs. Then, the ISC fault can be
precisely located to a specific link by combining the direction events of all nodes with the
network topology, as detailed in the following sections.

3.5. Domain of Direction Events
For further analysis, let PN-,{*TME (XY, 2} he {mainsuby denote the communication path
between node N,, and terminal Tj,, and EN‘k _7,, denote the set of all links that form P, -1

. Lo Ne, .
Definition 1. Fault Domain—the fault domain of the direction event £, K is a set of suspected

faulty links derived from this direction event, which is denoted as F T?’k .
h

Each node will have a sufficient number of direction events as ISC faults persist
over time. In this paper, only the direction events whose ratios are more than 1% are
considered significant. Based on the definition of direction events, if the direction event

N. . . .. . . .
&, ¥ is significant, then there are ISC faults occurring on PN, T, and any link in Ly, _7,

is suspected to suffer ISC faults. Hence, the fault domain of Sg * ie., F T%k , derived by

N. N. . . . . [
F TTh k= {ll. € ﬁN.k_Th}, s.t., STh ¥ is statistically significant 9)
N. .
Definition 2. Health Domain—the health domain of the direction event &, ¥ is a set of healthy

. N.
links derived from this direction event, which is denoted as H Ly, k.

Ne . s . .
If the direction event &£, ¥ is not significant, then there is no ISC fault occurring on
N.
PN’k —T,,and every link in £ Ne,~Tj is free of ISC faults. Hence, the health domain of ETh k,

ie., HCZT\;"‘, derived by

’HEIT\;"‘ ={ll. € LN, -, 1,8t 5;\2 *k is not statistically significant (10)

3.6. Bidirectional Eviction Localization (BEL) of ISC Faults

ISC fault localization can be converted to a process of finding such a set of locations
that can result in all fault domains of all nodes while not leading to any health domains.
Hence, the domains produced by the two terminals need to be analyzed separately. The
Tj,-direction localization uses all the domains from the terminal T}, j, (main,sub}s 1€

V4 Zz

1sCr, = | N FTo*— U UHLr (11)
=X k=1 =X k=1
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where ISCr, i {main,supy denotes the Tj-direction localization result and o € {x,y,z} is the
number of nodes in corresponding branch e € {X,Y,Z}.

The complete ISC fault location in the network is the concatenation of T),,;,-direction
and Ty,;-direction localization results. Therefore, the set of ISC fault locations in the
network, ISCpyetypork, can be derived by

ISCNetwork = 1SCr,,,,, | JISCr1,,, (12)

4. Experiments

A testbed is constructed, and three case studies are conducted to demonstrate the
effectiveness of the proposed method. In case study 1, a single-fault scenario on the simple
bus topology is used to detail the analysis procedure. In case study 2, a multiple-fault
scenario is used to verify the differentiation capability for ISC fault locations of the method.
In case study 3, the scenario of ISC faults on the tree topology is studied to demonstrate the
topology universality of the method.

4.1. Testbed Setup

The constructed testbed is shown in Figure 7, which consists of a CAN communication
module, an ISC fault injection module, and a DAQ module. The CAN communication
module is constructed by DeviceNet hardware, which uses the CAN protocol as the bottom
communication protocol. The communication mode is polling, the cycle time is 10 ms,
and the communication rate is 500 Kbps. The ISC faults are emulated by controlling the
high-speed on-off of the ADG801 normally open switch, where the switch connects CAN-H
and CAN-L. The PC program independently controls the ISC faults on different cables via
different switches, the arrival of faults follows the Poisson process, and the duration of each
fault is set to be 2-bit length, i.e., 4 pus. The DAQ module is developed on an FPGA-based
DAQ framework on NI CRIO hardware, and each acquisition is triggered by detecting
consecutive 6 dominant bits.

The resistance values of the components in the system are as follows: The cable
resistance 7 ~ 0.5 (), can be obtained from the standard resistivity parameter of the cable or
by direct measurement. According to ISO 11898-2 [27], the terminal resistance Ry, = 120 (),
the differential internal resistance of the node receiver R, € [12,100] k(}, and the median
Ry = 56 k) is used in this work (note that the node resistance R;; is much larger than the
other parameters and it acts as a denominator in the VIDEFG, so its value in the specified
interval has almost no effect on the localization result, which is discussed in Section 5). The
short-circuit contact resistance is the on-resistance of the ADG801 switch, i.e., Rg = 0.25 Q).

PLC
FPGA-based
ISC Fault DAQ
Injection

Figure 7. The constructed testbed for case studies.
4.2. Case Study 1: Single ISC Fault on Simple Topology
4.2.1. Method Simplification

To facilitate the reader’s understanding, the scenario that the ISC fault on the simple
bus topology is studied, as shown in Figure 8.
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r/2
Node 2

i Sending node [ Receivingnode {_} Faulty node

Figure 8. ECM of the bus-topological CAN with an ISC fault.

First, the ECM of the bus-topological CAN only includes sending nodes, faulty nodes,
and receiving nodes. Hence, the VIDFG of the sending node Ny yc(1 5., can be simplified

u. 1T
to (13), where Py, a2 = [UTh R—;’“} . Second, the DAQ process is the same as in
4 7 h
Section 3.3, but the sensors only need to be deployed at both ends of the network. Finally,
the definition and the domain of direction events, and the BEL process are the same as in

Section 3.4, Section 3.5 and Section 3.6, respectively, except replacing T},,i, with Ty, Ty,
with Ty, and (11) with (14).

1 n
N
VIDF.* =(B{ ; [] APr, —Bi1 [] APy,
i=k—2 j=k+2
) (13)
n
Nj
VIDF.f =By [] APr, —Bi,; [] APy,
i=k—2 j=k+2
- N; " N;
ISCr, = kﬂl FTpf— kU1 HL! (14)

4.2.2. Experiment Verification

In this case study, as case A shown in Figure 9, the ISC faults occur on the link between
nodes 1 and 2, i.e., . In total, 1705 error messages are recorded in this case study.
T2

I:}Tl.%ll.lzlb.l.gs.l(jlh D

Figure 9. Network topology and fault setups in case studies 1 and 2. The red crosses denote the ISC

4

faults. A and B denote the cases where the faults occur on links [ and I5, respectively.

Step 1. Produce Direction Events: Based on the VITDFG for bus topology (13), the
types of direction events, as well as the ratio of each type over a total number of records for
all nodes can be obtained, as shown in Table 2.

Step 2. Derive Domains: The fault domains and health domains for all nodes can be
derived by (9) and (10), respectively, as shown in Table 3.

Step 3. Locate ISC Faults: By using the domains for all nodes obtained from sensor
T; and (14), the Ty-direction location result is ISCt, = {li} — @ = {l;}. By using the
domains for all nodes obtained from sensor T, and (14), the T,-direction location result
is ISCr, = {l1,12,13,14,15,16,17} — {I2,13,14,15,16,17} = {I1}. Therefore, the set of ISC fault
locations is ISCpjtwork = ISCr, U ISCr, = {I1 }, which agrees with the experimental setup.
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Table 2. Direction events and corresponding ratio for nodes in case study 1.
N Ny N, N3 Ny Ns Ne N7 NpLc
Eé\lk 0 99.4% 99.4% 100% 100% 100% 99.3% 100%
Egk 100% 0.6% 0.6% 0 0 0 0.7% 0
Table 3. Fault domains and health domains of direction events in case study 1.
N FTH HLY FTH HLY:
Nl - 1% {lll l2/ l3/ l4/ 15/ l6/ 17} -
Na {h} - - {i2,13, 13,15, 16, 17}
N3 {l1112} - - {13/ l4/ 15/ Z6/ 17}
N4 {ll/ 12/ 13} - - {14/ 15/ l6/ 17}
Ns {12, 15, 1s} - - {15, 16,17}
Ne {l,12,13,14,15} - - {le, 17}
N7 {ll/ b, 13,1,15, 16} - - {17}
Npic {h/la13,14,15,16,17} - - @

4.3. Case Study 2: Multiple ISC Faults on Simple Topology

In this case study, for cases A and B shown in Figure 9, the ISC faults occur indepen-
dently on two different links, i.e., [; and I5. In total, 3277 error messages are recorded in
this case study.

Step 1. Produce Direction Events: Based on the VIDFG for bus topology (13), the
types of direction events, as well as the ratio of each type over a total number of records for
all nodes can be obtained, as shown in Table 4.

Step 2. Derive Domains: The fault domains and health domains for all nodes can be
derived by (9) and (10), respectively, as shown in Table 5.

Step 3. Locate ISC Faults: By using the domains for all nodes obtained from sen-
sor Tj and (14), the T;-direction location result is ISCy, = {l1} — @ = {l;}. By using
the domains for all nodes obtained from sensor T, and (14), the T,-direction location re-
sult is ISCt, = {I5,ls,17} — {l¢,I7} = {I5}. Therefore, the set of ISC fault locations is
ISCNetwork = ISCr, UISCr, = {I1,15}, which agrees with the experimental setup.

Table 4. Direction events and corresponding ratio for nodes in case study 2.

N N N N3 Ny Ns Ns N7 Nprc
& YN k 0 50.3% 52.2% 52.8% 55.4% 99.6% 99.4% 100%
E,'Y]}zk 100% 49.7% 47 .8% 47 2% 44.6% 0.4% 0.6% 0

Table 5. Fault domains and health domains of direction events in case study 2.

Ni FTH HLY: FT HLY:
Nl - 9] {11/12/ 13/ 14/ l5/ l6/ 17} -
N, {h} - {2, 13,14,15,16,17} -
N3 {h, L} - {I3,14,15,1,17} -
N4 {11112/ 13} - {14/ 15/ l6/ 17} -
Ns {1, 13,14} - {Is, 16,17} -
Ng {h, 1y, 13,14, 15} - - {le, 17}
N7 {11112/ 13/ l4/ l5/ 16} - - {17}
Nprc {l,12,13,14,15,16, 17} - - %

4.4. Case Study 3: ISC Diagnosis for Complex Topology

In this case study, as shown in Figure 10, the ISC faults occur on the link between nodes
X1 and X; of branch X, i.e., [1. In total, 2979 error messages are recorded in this case study.
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Figure 10. Network topology and fault setup in case study 3. The red cross denotes the ISC fault.

Step 1. Produce Direction Events: Based on the VIDFGs (7) and (8), the types of
direction events, as well as the ratio of each type over a total number of records for all
nodes, can be obtained, as shown in Table 6.

Step 2. Derive Domains: The fault domains and health domains for all nodes can be
derived by (9) and (10), respectively, as shown in Table 7.

Step 3. Locate ISC Faults: By using the domains for all nodes obtained from the main
sensor and (11), the T},,4;,-direction location resultis ISCr, . = {li} — {I5,16, 18,10} = {l1 }.
By using the domains for all nodes obtained from the sub-sensor and (11), the Tj,;-direction
location result is ISCt,, = {l,I2,13,14,17} — {I2,13,14,15,16,17,13,19} = {I1}. Therefore, the
set of ISC fault locations is ISCyetpork = 1SCr,,,,,, U ISCr,,, = {I1}, which agrees with the
experimental setup.

Table 6. Direction events and corresponding ratio for nodes in case study 3.

Ne, Nx, Nx, Nx, Ny, Ny, Ny, Nz, Nz, Nz,
g;\] K 0 99.2% 99.6% 0 0.6% 0.6% 0 0.9% 0.5%
gﬁﬁk 100% 0.8% 0.4% 100% 99.4% 99.4% 100% 99.1% 99.5%
sub
Table 7. Fault domains and health domains of direction events in case study 3.
Ne, FTo, ML, FToss HE
NX1 - %} {11112/ l3/ l4/ 15/ l6/ l7/ 18/ l9} -
NXZ {ll} - - {12/ 13/ l4/ 15/ 16/ 17/ 18/ l9}
Nx, {h, L} - - {l3,14,15,16,17,18, 15}
NY1 - %] {11112/ l3/ l4/ 15/ l6/ l7/ ZS/ l9} -
NYZ - {16} {111121 I3,14,15,17,13, 19} -
Ny, - {I5,16} {h, 1o, 13,14,17,18, 19} -
N21 - %} {11112/ l3/ l4/ 15/ l6/ l7/ ZS/ l9} -
Nz, - {lo} {l,12,13,14,15,1, 17,18 } -
Nz, - {Is, 1o} {h, 1y, 13,14,15,1g, 17} -

5. Discussion

In this section, the robustness and limitations of the method proposed in this work
are discussed.

First, in order to verify that the node resistance within the interval specified in ISO
11898-2 [27] does not affect the location result of the proposed method, the VIDF values
calculated using the minimum, median, and maximum values of the node resistance
interval, respectively, are compared based on the same error messages recorded in case
study 1. Figure 11 shows the results for nodes 2 and 7 (the results for other nodes, which are
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omitted due to page limitations, show a similar trend), where the upper and lower bounds
of the error bars are the positive and negative standard deviations of the VIDF values. It
shows that the node resistance does not affect the magnitude relationship between the two
VTDF values, which would produce the same direction event table as Table 2 and lead to
the same location result.

a b)0.8
@ af g v 08 gorest gorzse
> N > 0.7259
< 08 —-—- VTDF)? <06
=] N7
= = — %— -VTDRY
> 0.6 > 04
o 05239 10.5225 o _. .é_ - V‘|'D|:_'I\_‘7
a 0.5223 fa) 2
'; 0.4 I; 0.2
0.2157 £0.2164 0.0763_£0.0752
o2 ¥ =%k 0.2165 0 * 0.075
12 56 100 12 56 100
Node resistance /k2 Node resistance /k§2

Figure 11. Comparison of the two VTDF values calculated using different node resistances in case
study 1. Results for (a) node 2 and (b) node 7.

Second, the network case where there are nodes in the error-passive state may affect
the effectiveness of the method. The DAQ phase of the proposed method is triggered
by detecting error flags. However, the error-passive flag (six consecutive recessive bits)
from the error-passive node is difficult to detect, because the recessive bits can be easily
overwritten by the dominant bits or overlapped with the interframe space that is also
consecutive recessive bits. Therefore, the proposed method cannot produce direction events
for the error-passive nodes and thus may result in incorrect diagnosis in this particular
case. In this work, we assume that all nodes in the network are in the error-active state, as
described in Section 2.2.

Third, the fault case where ISC faults occur simultaneously at multiple locations may
affect the effectiveness of the method. Because the proposed method only models and
analyzes the cases where only one ISC fault occurs at the same moment, the method is
likely to produce incorrect direction events due to model errors when the faults at multiple
locations occur exactly at the same moment. Nevertheless, as described in the method
assumptions in Section 2.2, the probability of multiple faults occurring at the same moment
is too low to be negligible.

6. Conclusions

In this paper, a novel ISC fault localization method for the CANs with various topolo-
gies is proposed based on two-port network modeling. Voltage transfer difference function
groups are derived by using two-port networks to model CAN bus switched systems and
ISC faults, based on which the bidirectional eviction localization approach is developed
to locate the ISC faults in the network. The testbed is constructed, and three case studies
are carried out to demonstrate the effectiveness of the ISC fault localization method. The
experimental results show that the ISC fault locations identified by the proposed method
agree well with the experimental setups in various topologies and fault location scenarios,
including single ISC fault, multiple ISC faults in the bus-topological network, and the ISC
fault in the tree-topological network. Moreover, the robustness and the limitations of the
proposed method are discussed.

Future work includes improving the current method to localize ISC faults without
extracting the specific value of fault voltages and extending the current method to general
hybrid IC fault scenarios with both open-circuit and short-circuit IC faults.
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