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Abstract:

 This paper aims at clarifying a timely topic of how communication strategy choices are made in evolving, complex crises, such as those caused by terrorism involving chemical, biological, radiological, or nuclear (CBRN) agents. This is done by examining data gathered from a table-top discussion among crisis communication experts, focusing on a scenario of an anthrax attack and analysed qualitatively. The communication experts followed the evolving crisis situation by gathering inputs from various actors in the crisis management network, thereby creating situational understanding, and interpreted these inputs for decision-making on communication strategies. The underlying process of coping with complexity in evolving CBRN terrorism crises can be described as a continuous, dynamic process that can best be explained with a combination of traditional and more modern crisis communication approaches. Strategy-making in crisis situations by communication experts is still largely a black box. In this study, a novel approach of decomposing strategy-making by observing a table-top discussion is chosen to clarify the process. By identifying the core elements involved, a more detailed picture of communication strategy-making is created, thus promoting preparedness and professional resilience in the field.
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1. Introduction


Today’s crises are described as complex and challenging, and are thus different from those of the previous century [1]. These new kinds of crises do not have clear boundaries of space and time: they emerge suddenly and spread in unforeseen ways and directions beyond local, functional, and geographical domains [2]. Global terror networks constitute one source of these new kinds of risks [3], as the November 2015 Paris and March 2016 Brussels terrorist attacks also show. The intensified awareness of terrorist risks in the period following the 9/11 attacks has also provoked increased concern over new forms and means of terrorism [4], including the use of biological agents or other CBRN (chemical, biological, radiological, or nuclear) materials for a terrorist purpose.



The aim of this study is to investigate communication strategy-making in evolving, complex crises, such as those caused by terrorism involving CBRN agents. In particular, the focus is on how communication experts cope with complexity and keep track of such situations and make strategy choices. This goal is approached by examining empirical data collected in a table-top discussion on a scenario of an anthrax attack conducted among crisis communication experts and analysed qualitatively. From a communication practice perspective, the findings create understanding on communication strategy-making during an evolving crisis and so help promote communication preparedness for coping with such emergencies. From a theory point of view, studying communication strategy-making in an ongoing crisis situation adds insight into an area which has been little studied, namely the process underlying decision-making on communication strategies during crises [5].



1.1. Communication and CBRN Terrorism


Communication supports crisis management by public organisations in various ways, including creating understanding of risks and the crisis events; promoting preparedness activities and self-efficacy during a crisis; and creating cooperation in the response network, which comprises citizens, response organisations, and the media [6]. Hence, from a functional perspective, the role of communication is to achieve certain goals or outcomes [7]. Different areas of activities targeted at achieving such goals include monitoring of stakeholder needs, communication with stakeholders, and cooperation in the response network on, for example, coordination and planning [6]. From an integrated process perspective [8], communication in risk and crisis situations concerns the different phases of crises, from preparedness to recovery. Moreover, crisis communication is an ongoing process of creating shared understanding and meanings among and between stakeholders [7]. Given the fact that crisis response in today’s society is characterised by a network of multiple response actors [2], a network approach to crisis communication is essential (e.g., [9]).



According to some authors, complex crises, such as those involving terrorism, cannot be explained by the traditional crisis communication theories [10]. What makes terrorism special is intentionality instead of an accidental origin, the uncontrollability of the risks involved, the potential to create widespread harm and damage, including individual risks becoming systemic risks, and the potential to undermine trust and cultivate mistrust in society, leading to a self-multiplication of risks and simplified images of the enemy [3]. In the case of CBRN terrorism, the above is further complicated by CBRN aspects of such crises [11]. A particular feature of CBRN terrorism is the sheer diversity of crisis types to prepare for, scientific uncertainties involving quickly-evolving information, no clear boundaries of time and geographical space, involuntary exposure, and lack of knowledge among public groups [11,12]. As a consequence, strong reactions may be created among citizen groups due to the multiple factors pertaining to the risk perceptions that are triggered [13]. These include emotional reactions, such as fear or anxiety, and behavioural responses that may place people in greater danger than the original crisis event itself [14]. This is a challenge for communication.



Mapping risk perceptions [15] and monitoring them prior to and throughout terrorism events, including traditional news media analysis and opinion polling [16], but above all social media monitoring [17], are thus of primary importance. This is in line with the social amplification of risk model [18], according to which communication does not take place in isolation from the societal context, but should be based on an analysis of multiple psychological, social, institutional, and cultural processes [12,16], including multiple public groups with diverse needs [6]. Preparing for CBRN terrorism crises can be included in an all-hazard approach [19], to avoid increasing anxiety and strengthen resilience [15]. In the case of an ongoing event, the role of communication is, for example, to share up-to-date information about that event, instructing publics on precautionary measures and reassuring them [16], including not only directly involved groups but also the larger, indirectly affected, population. In the aftermath of the crisis, communication can help recovery efforts by, for example, empowering people, helping restore trust [20] in a shaken value system by establishing a vision for the future, and facilitating the healing process [21] and learning.



A full review of communication in the case of terrorist incidents is provided elsewhere [11]. In the present paper, the focus is on communication strategy-making by public authorities for communication with different stakeholders, citizen groups in particular, in the context of CBRN terrorism.




1.2. Communication Strategy Choices


Due to the urgency of crisis events, and of CBRN terrorism in particular, these situations call for quick and timely actions. Communication strategies can be understood as decision-making rules or recipes for reaching communication goals [22] and solving problems [23], or, in the case of crises, those of crisis management. In this study, the focus is on the process of making communication strategy choices, not the strategies as such.



The choice of a communication strategy requires a careful analysis of the situation it aims to resolve [22]. To act quickly, the crisis communication team must make a situation analysis and identify which facts in what otherwise may be an overflow of information are critical for public groups [20]. This calls for a variety of monitoring activities, including news media analysis, public inquiries, poll data, and analysis of social media (see [17]) to determine the public’s information needs and, for example, where people are located [24]. The purpose of the analysis is to create situational awareness, which is a prerequisite for decision-making: once there is understanding of the crisis situation at hand, the crisis team can better estimate its effects and decide on the actions needed [5].



Decision-making that is based on an analysis of situational information in a rapidly changing environment is in line with more recent approaches to crisis management and communication, which emphasise, for example, complexity (e.g., [25]) and the art of improvisation and networking [26]. These perspectives also apply to terrorism crises, which are characterised by dynamic and diffuse processes and a need for fast adaptation to changing circumstances, and thus challenge the traditional ways of planning and information processing [10]. While most scientists would agree that the new world of risks and crises requires new ways of understanding and handling them (e.g., [1,2]) where linearity of communication has been replaced by the process approach of continuous action and interpretation [26], how the process of making strategy choices in this new context unfolds, is still largely a black box.



This paper consists of five parts. Following the introduction, the method is explained, including data collection, analysis, and background information on the participants. Section 3 presents the findings of this study, Section 4 consists of a discussion, and Section 5 concludes the paper.





2. Method


The aim of this paper is to clarify how communication experts cope with complexity in evolving and complex crisis situations, such as those involving CBRN terrorism. In particular, the aim is to find out how experts follow an evolving situation and how they arrive at decisions about the communication strategies to employ in complex crises. The research questions are as follows:

	RQ1

	
How do communication experts follow a rapidly evolving and complex crisis situation?




	RQ2

	
How do communication experts decide on the communication strategies to implement in such crises?









2.1. Data Collection


The data for this study were gathered from a table-top discussion that formed part of a workshop organised in Berlin in March 2014 in connection with the international project CATO (CBRN Crisis Management, Architecture, Technologies and Operational Procedures). The workshop comprised three parallel sessions where policy and decision-makers, health responders, and communication experts gathered to discuss CBRN crisis management issues from different perspectives. This article is based on data gathered from the workshop conducted among the communication experts.



The purpose of the workshop was two-fold. It aimed on the one hand at gathering input for communication guidelines and other materials produced for the purposes of the project, while on the other hand aiming at gaining insights for scientific purposes on communication strategy-making in complex crises, such as CBRN terrorism crises. This paper focuses on the data gathered in pursuit of the latter aim. As CBRN terrorism events are rare, a table-top discussion was considered an appropriate venue for data gathering. Moreover, in comparison to interviews, for example, observation of experts’ actions was considered to produce more reliable results than simply asking them questions. Seven experts from five different European countries took part in the workshop. They were selected using a purposive strategy (e.g., [27]). The main selection criteria included (1) expertise in the field of crisis communication and (2) experience of CBRN issues and/or strategic communication.



The table-top discussion was organised in consecutive sessions, simulating an escalating crisis. Each session lasted approximately one hour and was preceded by an introduction in which the scenario timeline and most important events pertaining to the session in question were explained. The task of the communication experts was to discuss any communication issues that they considered relevant. The discussion was led by three moderators, two whose task was to enable the experts to express themselves freely, while the third took notes. Only a few intermediary questions and comments were posed if, for example, the discussion got stuck on one point or further clarification was deemed necessary.



A fact sheet on anthrax was provided as support material. Moreover, a social media platform with a simulated stream of social and news media feeds was projected on the wall with the purpose of providing further input and to stimulate discussion. The discussion was both tape-recorded and videotaped with a panorama camera allowing a 360° overview of all the participants simultaneously. Moreover, two researchers observed the discussion and took notes. Following the principles of ethical research, an informed consent form was signed by all the participants before the workshop began.



The table-top discussion was based on a scenario of an evolving anthrax attack. The scenario was developed by a senior consultant on global health security and bioterrorism together with researchers and CBRN specialists working for the project. The scenario timeline was in three parts according to the phases of a crisis: (1) warning; (2) response; and (3) recovery. The first sequence focused on the warning phase and initial impacts, and included the first few hours of the crisis with a period of uncertainty. To begin with, the participants were shown two news items reporting a situation in Brussels where 14 employees of the European Parliament had been admitted to hospital. Two persons had died and a diagnosis of anthrax was being considered, including speculation on the possibility of a bio-terrorist attack. The second sequence, pertaining to the response phase, illustrated the situation on the next day, including the spread of the disease and an increase in the number of victims to over 1000 with 250 deaths. This phase was also marked by problems of access to health facilities and hospitals, fears among the population with many trying to leave the city, overwhelmed transport hubs and much confusion concerning the situation. The third sequence focused on the recovery phase, at day five, at which point many had died, while a large part of the population were still in the contaminated area. Moreover, questions were being asked by different publics concerning medical care, food, and water. Emergency responders were worried, and there were also significant international concerns, including offers of assistance from other countries.




2.2. Experts’ Background Information


Seven communication experts took part in the table-top discussion. They came from five different European countries: Belgium (1), the Netherlands (2), Norway (2), Romania (1), and Sweden (1). The participants included two crisis communication experts, an EU project researcher with NATO experience, a senior project manager, a senior communication advisor, a press officer, and a communications director. Six of the seven participants were women. The experts were invited on the basis of their extensive experience, ranging between 6 and 18 years, in the field of crisis communication and management.




2.3. Data Analysis


First, the recorded video tapes were transcribed. In the next step, the transcripts were read through and colour-coded according to the research questions. The colour-coded rtf files were then exported to ATLAS.ti (version 7) qualitative data analysis software (by Scientific Software Development GmbH, Berlin, Germany) for further analysis.



The analysis was conducted drawing mainly on thematic analysis (e.g., [28]). This was done following both deductive and inductive approaches; the research questions and the structure of the workshop created a basis for analysis which was further complemented by open coding of the discussion. First, in ATLAS.ti, the colour-coded text segments which contributed to the two research questions were further coded. This was done per phase, as each workshop session, representing a different phase of the crisis, was covered in a separate document. After this, the coding was further refined with the help of the colour-coded transcripts in Word, including a large table in which the running transcripts were accompanied by all the codes to see the overall evolution of the discussion across the three sessions.



Next, with the help of the network view of ATLAS.ti, all the codes were brought together in an overview. Codes were grouped according to the research questions and further segmented and categorized, following principles of inductive thematic coding and analysis, in order to capture key concepts and themes and underlying patterns [29]. During this process, the codes were also further streamlined, as new codes were created and overlapping ones discarded. Finally, the resulting main themes and topics were brought together and listed in a separate word file. These are described in the next section along with illustrative quotations from the participants’ speech.





3. Results


In this section, the main findings of this study, based on the analysis of the empirical data gathered via the table-top discussion on the scenario of an anthrax attack, are reported. The discussion had an atmosphere of urgency and engagement, and was lively. Owing to the open structure of the discussion, the experts were able to take many different directions in addressing the communication issues they deemed relevant. Their high level of expertise provided fertile ground for the discussion. Perhaps due to their different backgrounds, both professional and cultural, disagreements also arose at times. Nevertheless, rather than remaining in contradiction, these conflicting views ultimately complemented each other, producing rich data.



Below, the results are summarized and some illustrative quotes are presented. Section 3.1 offers answers to the first research question by explaining how the communication experts followed the evolving situation. Section 3.2 focuses on the second research question and describes how the participants made communication strategy choices in the course of an evolving crisis situation.



3.1. Following the Situation


Throughout all the phases simulated in the table-top discussion, the communication experts tried to keep track of the situation and the evolving crisis event by gathering input and creating situational understanding with those inputs.



3.1.1. Gathering Input


Gathering input is an ongoing process. In order to monitor the evolving situation, the communication experts expressed a need for information, which is especially pressing at crisis onset. Moreover, the gathering of information and other input is described as a process where giving and receiving alternate:


“[…] we gather information, two things, we are monitoring the outside world, and we are gathering all the information which come from us, from experts, and from other people, so we have an information manager, outside, inside, and we bring it together, from the information we go to a strategic level, we think what are we going to give back, strategic thing […]”



(P3)







Often the information that they need is something the other actors in the response network possess. The party that they most need liaison with is health experts. The information needs from health responders included, for example, the incubation time of the disease, possible spread and risk zone, the number of victims, decontamination procedures, available treatments (e.g., antibiotics vs. vaccination), including their availability and sufficiency, and health advice that could be provided to public groups.




“I think one of the big challenges will be to get the advice from the health group, like how you should deal with all the clothes and everything, to be as simple, as clear, so that everyone learns it, like three basic advices about […]”



(P2)





Moreover, information is needed on the health responders’ actions and decisions, such as evacuation from or quarantine in the city where the attack took place, and the overall health strategy.



Information is also needed on related crisis management decisions and views regarding, for example, closing off the subway stations, and the level of threat and the risk of repetition. Moreover, the experts’ own networks also serve as a route for exchanging information:


“There is such a thing as the health communicators’ network from [a name of an institution], I’m a member of it, so in a crisis situation like this, we would activate that, and, and give each other information, so if something like this is going on, we immediately get information […]”



(P5)







However, one of the experts stressed that in addition to information from other experts, the communication experts also gather their own information:


“[…] I think we have a double role, we are not only waiting for information from them, we are going to gather our own information, and that’s what, how is it landing in the world, first in Brussels, in politics […]”



(P3)








3.1.2. Creating Situational Understanding


In their attempt to understand the evolving crisis, the participants went through and listed what they know about the situation. As by day two of the crisis case, the response phase, some of the uncertainties have been resolved and more facts can be listed, the creation of situational understanding is easier than in the warning phase.




“[…] now we know a lot, we know where, we know how it worked, and if you, maybe, we also can say, we stopped it, I mean it has affected most people, and probably because of incubation time lots of people will get ill and even more will die, but we have the source right now […]”



(P5)






One expert pointed out that there are two levels of analysis: “[…] one is the level we know now, and the other level is what can we expect.”



(P3)





Moreover, the participants sought to further understand the crisis case at hand looking at it from different angles. For example, they identified it as an international case which needs communication across borders. Regarding the risk type, it was concluded that since the bacterium itself is not contagious, infection is possible only through direct exposure to the source or the spores. There is a sense of urgency and uncertainty caused by the potential terrorism aspect of the crisis which can be seen in the social media stream of public discourse:


“Symptoms and terrorists, these are the most common words, symptoms and terrorists, this is uncertainty case.”



(P7)







Stakeholder analysis is something that needs to be done both initially, and also as the crisis evolves, and includes the identification of relevant publics:


“What we have to do at this stage is that we identify the publics, and one of the most important publics here is international community […]”



(P7)







Moreover, public information needs need to be analysed, which also guides communication. Regarding public groups, analysis of public discussion and publics’ perceptions, reactions and concerns were also mentioned:


“[…] what you see is that outside the organisation, you see a lot of public worries.”



(P3)






“This is risk perception, and we know from all our studies that anthrax and bio is the [shows with her hands: the biggest thing].”



(P1)







Analysing social and news media is a way for communication experts to gather their own information and to find out what people are thinking in order, for example, to formulate strategic advice and to correct inaccuracies.



From the information that the experts have gathered or received, they also identify issues that may need to be addressed in their communication. Some of these relate to practical matters, such as transportation or treatment, others to more intangible issues, such as emotional response in society:


“And I also think we have to remember that two very different kind issues have to be communicated, one thing is the practical thing with the infrastructure and people getting out and in, and want hospital treatment and everything, but the other one is their feeling of safety, I mean this is a threat to the country, and how does that impact people, and what do they need to know to be sure that if it is gonna happen again or where can I be safe in my country, it’s two very different type of issues to communicate, I think.”



(P2)







Other issues mentioned include the risk of repetition, having enough vaccination, prioritisation of treatment, problems of triage, mourning in the risk zone, the image of the attacked city, inadvisable self-evacuation, long-term risk of contamination, people who do not get the right information in time, problems related to insurances, disruption of families, large numbers of victims and the blame game about who is responsible.



Other ways of working with the information gathered cover verifying the source and the information that is provided in the news by, for example, comparing different sources. This relates mainly to the early phase of the crisis, when the experts do not yet have official information on the nature of the attack:


“[…] the most important to start with is, is never a journalistic article about something, you know if you’re responsible for communication, you get this, you take this information that you got as a rumour, and you have to check it, and then you get a real original source of the information, you get an access to the primary sources of information […]”



(P7)







By trying to understand the situation, meanings are further clarified, referred to by one expert as “sense-making”. Considering different scenarios and comparing the situation at hand with previous cases is commonplace in the later phases of response and recovery. Worst-case scenarios are analysed, for example, with regard to the possible terrorist origin of the crisis:


“[…] if the police have three suspects for this […] you have to think about the worst case scenario, you have to think ahead […]”



(P2)







The list of cases referred to by the participants in their efforts to find points of comparison with earlier crises was wide, ranging from H1N1, the Marburg virus, tsunami, Q fever, 9/11, the Qoiânia accident and the poisoning of Alexander Litvinenko to the London bomb attacks in 2005. On the need to reassure the public, 9/11 was mentioned:


“[…] like you know the, after the 9/11, the president says we are going to stand together, and all that kinds of messages to the, to the population of Brussels, to keep calm and carry on, you know, who will give that kind of message […]”



(P2)









3.2. Making Communication Strategy Choices


Communication experts make strategy choices by interpreting the diverse inputs that they have gained at various points during the evolving crisis event. They consider situational information from different sources, consider effects and scenarios, prioritise issues, weigh goals and principles, and balance their choices with the help of preparedness plans, roles, and responsibilities.



3.2.1. Interpreting Diverse Inputs


Choices based on an analysis of the situation include those based on information gathered by analysing the outside world, such as information on the needs and perceptions of different affected publics:


“[…] do you think that people want to have a memorial, I am not saying that I don’t agree, but I say that you have to read the outside world, and then come with you communication, communication actions […]”



(P3)







Moreover, the decisions made by communication experts are guided by the actions and decisions of other actors in the crisis situation and the information they have provided regarding, for example, the type of risk in question. When discussing the formulation of messages concerning long-term risks, one expert stated:


“This message must be based on what we hear from our colleagues from health but also from policy and decision makers because maybe, health department, or maybe some kind of ministry says okay, everybody who is a victim will get a thousand euros, we don’t know that.”



(P5)







What weighs more heavily in the balance—the situational analysis obtained from other actors or an analysis of, for example, social media by the communication experts themselves—is not always clear and varies from one expert to another. One expert put it thus:


“[…] what for me is a problem because we are all experts, but we are not acting now based on what is the sentiment in the community of this moment, and that information I am missing now. […]”



(P3)








3.2.2. Timing and Stakeholder Needs


What seems to matter a great deal in the process of making strategy choices is timing, which was mentioned by many of the experts:


“Also timing is really important, when do you release these fact sheets […]. If you release them too early, then you may make panic, you know, you have to be really careful for the timing.”



(P7)







As a prerequisite for timely communication, roles and responsibilities should be clear, including a mandate for independent action by the communication experts:


“[…] we should have to say that communication officers always should be ready to communicate without any special statements from the decision makers because maybe it will take another day before they confirm it’s anthrax, maybe it takes another day before they confirm that it’s two dead, but we still have to communicate something, that’s the same problem in all the crises.”



(P2)







Stakeholder analysis, who the relevant stakeholders are and what they expect, guides the strategy-making process from preparedness to recovery, including, for example, defining risk groups, and targeting those who are directly or indirectly affected. In a situation where risk groups have not yet been defined:


“[…] now strategy is be open, direct, mass, because we don’t know who were at that place at that time […]”



(P3)







Moreover, public communication should be based on the information needs and previous knowledge of the publics:


“[…] maybe we should start by giving information to the public about what is anthrax because anthrax is well-known for terrorist attacks […] but I don’t think many people will know actually what it is […]”



(P5)







Sometimes security concerns and classified information restrict what can be communicated to the publics and overrule the latter’s information needs.



A factor that may change over the various phases of a crisis is the scale of the crisis and the level on which to conduct communication activities, which can range from the international to the national level, and from the central government to the regional and local level. Regarding recovery efforts and communication one participant suggested:


“And we have to decrease the level from which do we communicate in this case, it’s not anymore from the government level, but I would suggest, I don’t know maybe to establish one agency or one group […] to take care over for all these questions.”



(P7)








3.2.3. Considering Effects and Scenarios, Prioritising Issues


In the process of making choices about communication actions to be taken, the participants spent a lot of time weighing the effects of their possible actions when, for example, providing information to the public:


“[…] transparency—if we have information that is important to the public, we share it directly, but we think about the effects of that information, so we give it in the form that is suitable for the different stakeholder groups.”



(P3)







The effects that were given most consideration included those on the health sector as a result of people’s behavioural response to the crisis. Regarding the release of information on anthrax and its possible treatment, it was pointed out:


“[…] we have to be really sensitive toward what kind of general information about anthrax we’re going to release, because, for instance, if you release the information that antibiotics […] are used to prevent the threat of anthrax, it will be a huge, you know…”



(P7)






“Queue at the pharmacy.”



(P1)







Moreover, the emotional response of public groups can be a result of over-dramatizing or frightening people with too much or unsuitable information, as was discussed, for example, regarding communication on the long-term risks of contamination:


“There is an effect, if you are directing your communication for the long-term in this kind of regulation, the effect can be contrary to what you want, because you frighten people […]”



(P3)







Thus, how much—neither too little nor too much—is said and communicated to publics is critical. Possible scenarios in deciding about communication strategies were also mentioned:


“[…] we need to know the long-term scenarios in health, in reputation, in all the issues which are a challenge for us. Based on that, we can come with a long-term communication strategy […]”



(P3)







Prioritisation of issues in terms of the order and timing of communication was also discussed regarding, in particular, people’s health and safety:


“[…] maybe the terror thing isn’t the one first thing they need to say something. Yes this is serious. And what is really important for us to say is that, have you been to this station, you need to do that, and then in the end maybe, answer questions about the terrorism. But if the journalists start asking about terror, I think our advice should be, what we are concerned about, are people’s health […]”



(P4)








3.2.4. Weighing Goals and Principles


When discussing what actions to take and why, some goals and principles underlying certain choices of action were discussed. In the beginning of a crisis, the urgency of communicating something immediately is, for example, justified by the need to make rapid contact with all the parties involved and to take the lead or control over the situation:


“[…] if you don’t say something immediately, you lose control, then you’ll be at the back seat, and somebody else takes the lead.”



(P6)







Moreover, the objective of advising and informing other countries about the situation is to create preparedness, and thus also mitigate the spread of fear. Empowering people to act so as to make them feel in control of their lives after a possibly traumatic experience and enable them to express their emotions in a safe environment was mentioned as an important goal in the later phases of the crisis.




“And if you give people some action to do, they feel they can take back a little bit of control again, it’s a psychological aspect of that.”



(P6)





Reassuring people and helping them to carry on with their lives and addressing their concerns in the long run were also mentioned. This includes accounts by authorities in the aftermath of the situation detailing what the crisis has taught them. According to one expert, a specific strategy is needed to avoid the affected city being subjected to stigma:


“We have to design also a strategy that will help us not to put a stigma on the city as well, because stigmas are really, we know from the radiological accidents, for instance Qoiânia, their economy dropped completely after the accident […]”



(P7)







Regarding principles, it was pointed out that communication should be constant and take place despite uncertainties:


“You have to communicate when there is a threat to the people, whether you have access to information or not, you have to say something to the public.”



(P2)







Once information is available, transparency and openness are mentioned in sharing it:


“[…] I don’t think that we can have information, and not share it, so I think we should share everything […]



(P5)







Sometimes the principle of openness contradicts with the requirement of providing complete information and necessary facts:


“But complete information, when and why and all this stuff, we have this problem with iodine tablets […] people have these iodine tablets and they know that they are, they are available there, but then if they don’t take them at the moment that we say this to them, they’re not useful, so, it’s important that we communicate full information about this, not only partial.”



(P7)







Moreover, messages should be coordinated with other actors in the network to ensure consistency. Ethical principles come into play, for example, in ensuring that all relevant language groups are reached. Emotions should not be forgotten in messages, and sometimes there is a need for direct communication. Finally, timeliness as a principle when deciding about communication with the public was mentioned:


“[…] in a crisis what we all say, you have this golden hour which you have, to need to get your facts straight and to give information to the public […]”



(P5)








3.2.5. Seeking Guidance from Preparedness Plans, Roles, and Responsibilities


Not all decisions need to be made in the heat of the moment, but plans can also be made that can guide decision-making during the crisis situation and that may be especially helpful in the beginning of the crisis to activate crisis communication:


“[…] there are all kinds of plans to work with, […] there are channels to use, for national information, so we are going to do it, we are going to start […]”



(P3)







Moreover, roles and responsibilities that are defined in preparedness plans and/or readjusted in the beginning of the situation and to some extent re-negotiated as the crisis evolves can also guide decision-making on communication strategies. On communication about a mass funeral, the experts discussed some of the difficulties:


“[…] we are the ones who need to communicate to somebody: ‘I am sorry your, your father and sister will not have decent funeral’ […]”



(P5)






“Is this our responsibility?”



(P3)






“No, we’re the ones…



(P5)






“I hope it’s part of the health strategy.”



(P3)






“Yes, but we’re the ones who have to tell them, how do you do this—by press statement? That’s very impersonal.”



(P5)







Insofar as the crisis situation matches existing plans, communication strategies can also be predefined and relevant stakeholders identified in advance:


“[…] we should not stay in sending information, there is a point, and then you need your strategic plan, and you need your evaluation of the stakeholders, to do on, what moment do you stop sending and...”



(P3)






“Start receiving.”



(P5)






“Precise.”



(P3)










4. Discussion


For analytical clarity, and guided by the formulation of the two research questions, the topic of how communication experts cope with complexity in evolving CBRN terrorism crises was split into two parts: (1) following the evolving situation and (2) making communication strategy choices. To describe this process and to summarize the main findings of this study, a figure is presented (see Figure 1). This may give the impression that the process represents a continuum from 1 to 2, as it is sometimes described in the literature: situational awareness as “a prelude to decision-making” [5]. This was not, however, the case. Instead, the participants tended to switch back and forth from gathering inputs and interpreting them to deciding about actions, and back again to a situation where more information was needed to further clarify the situation at different points in the evolution of the crisis situation.


Figure 1. Overview of core elements in coping with complexity in evolving crises.
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Hence, the figure shows that in complex evolving crisis situations, such as those involving CBRN terrorism, coping is a continuous, cyclic process. In the figure, keeping track of the situation and deciding on communication strategies are not separate steps along a linear continuum but overlapping, interacting parts of a dynamic whole. Moreover, the process of strategy-making is decomposed so as to illustrate the core elements involved.



The findings of this study provide insights on how the experts cope with an evolving crisis situation by detailing the core elements involved and illustrating the actual process. The results of the study fit in with a process view on crisis management and underline some recent views about crisis management and communication according to which current crises, such as terrorism, are especially complex, dynamic and challenging [1,2]. As a consequence, crisis teams often operate in challenging conditions, under pressures of uncertainty, stress, and urgency. This results in a situation where a traditional process of planning [10] or ideal models of decision-making may not always apply [5]. To complement preparedness, flexibility in the face of changing circumstances is needed, reflected in what Gilpin and Murphy [25] describe as a complexity perspective and adaptive strategies of (1) remaining continuously informed about evolving conditions; (2) maintaining dynamic networks beyond organisational boundaries; and (3) cultivating flexibility to re-orient and act as a consequence of new circumstances.



While the overall process described in the figure reflects more modern approaches of flexible crisis management and communication, some of its elements are also in line with traditional perspectives [26]. In fact, some views presented by the communication experts continued to express characteristics of older crisis communication thinking ([26], p. 523). For example, guidance was sought in preparedness plans and in previously assigned roles and responsibilities. Therefore, what the figure contains is a combination of traditional and modern views in coping with complexity in evolving crises, such as those involving CBRN terrorism. This is in accordance with Falkheimer and Heide [26], who speak about flexible plans and continuous training.



One could question if the findings of the study are specific for complex crises, such as CBRN terrorism. The process and the core elements might be relevant for other crises also, but they are especially important for the more severe kinds of crises, such as CBRN terrorism, where urgency, emotional overload, high damage potential, and a large response network, among other things, call for a need to have a strong basis in preparedness—but in combination with an ability to stay open and flexible to act in the face of uncertainty, complexity, ambiguity, and evolving conditions. How CBRN terrorism crises evolve is especially difficult to predict, which calls for a high level of flexibility.




5. Conclusions


The aim of this study was to clarify how communication experts cope with complexity in evolving and complex crisis situations, such as those involving CBRN terrorism. In particular, the aim was to find out how communication experts follow an evolving situation and how they come to choices about communication strategies during such crises.



The research problem was approached by two research questions which were analysed in the light of data gathered from a table-top discussion among crisis communication experts focusing on a scenario of an anthrax attack. In answer to the first research question it was found that communication experts keep track of the evolving crisis situation by gathering diverse inputs from various actors in the crisis management network as well as from their own sources. Gathering inputs is a process where giving and receiving alternate. Moreover, communication experts create situational understanding by bringing those inputs together in their attempt to clarify the situation and the crisis case at hand. This includes stakeholder analysis, and analysis of the affected publics’ information needs, perceptions, reactions, and concerns through, for example, social and news media analysis. Moreover, the experts identify issues, verify information and its sources, and consider different scenarios. The situation at hand is also compared with previous crises of various kinds.



Regarding the second research question on how communication experts make communication strategy choices in CBRN terrorist crises, it emerged that they interpret various inputs, gained both from the actions and decisions of other crisis management actors as well as from their own analysis of the outside world, in deciding on further actions. Moreover, other factors which count in deciding about communication strategies include timing and the results from stakeholder analyses, including the information needs of affected publics. Communication experts consider the effects of their possible actions along with potential scenarios. Moreover, they try to prioritise issues when deciding about actions, and weigh different goals and principles. Guidance is also sought from preparedness plans, roles, and responsibilities, which are re-negotiated throughout the evolving crisis situation. Hence, it seems that older planning models suggested in the literature are accompanied by more intuitive and flexible ways of constructing communication strategies, consistent with new insights in the literature.



Evaluation of the Study


Although the fact that the structure of the table-top discussion was kept open can be credited with producing rich and genuine data, some critical afterthoughts should also be mentioned. Rich in nuances, the data was challenging to analyse, and requiring many rounds of reading. Moreover, following at times the pattern of a natural-like interaction in the heat of crisis, the discussion was sometimes hasty due to a sense of urgency, with new topics emerging every now and then. Thus, a more structured approach with more intermediate questions could have allowed the participants to dwell deeper on some issues.



As the research setting consisted of table-top discussions on a realistic scenario, a future study could be conducted to test the findings, and the related figure, in a different setting, including a simulated exercise or a real crisis situation. Moreover, follow-up interviews could complement the results and be used to gain deeper insights into some of the areas discussed and so assist in further developing and fine-tuning the figure.



By shedding light on how communication experts cope with complexity in evolving crisis situations, such as those involving CBRN terrorism, this study makes a contribution towards clarifying core elements in the process of decision-making on communication strategies during an ongoing evolving crisis situation. The results show this process to be a continuous, cyclic one. The underlying process of coping with complexity reflects modern views of flexible crisis management and communication, while traditional preparedness approaches are also relevant. From a praxis perspective, this implies that planning and procedures are needed in combination with continuous training supporting creativity and improvisation. From a theory perspective, to meet communication challenges that are characteristic of more complex crises, CBRN terrorism in particular, a combination of traditional approaches, stressing the functional and instrumental nature of communication, together with modern approaches, emphasizing the role of continuous analysis and adaptation, is relevant. By clarifying the process of communication strategy-making and the core elements involved, the findings of this study provide a more detailed picture of communication strategy-making, thus promoting preparedness and professional resilience in the field.
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