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Abstract

In the field of structural health monitoring systems, sensors serve as the fundamental com-
ponents for assessing infrastructure integrity. The rationality of their spatial configuration
significantly influences the precision of structural performance assessment, the efficacy of
damage detection algorithms, and the operational reliability of the system throughout its
designated lifecycle. A robust optimization methodology for the placement of multi-type
sensors is proposed in this study, explicitly formulated to mitigate the negative impact of
sensor malfunctions during long-term operation. First, a rigorous evaluation framework for
sensor placement schemes is established based on Bayesian inference and the minimization
of information entropy, thereby quantifying the uncertainty inherent in parameter identi-
fication. Then, a probabilistic model of sensor failure is developed utilizing the Weibull
distribution to capture time-dependent reliability characteristics, combined with a modi-
fied information entropy calculation method that mathematically assimilates these failure
probabilities into the optimization objective. Finally, a heuristic search strategy is employed
to achieve the robust optimal placement of multi-type sensors, efficiently navigating the
complex combinatorial search space. In contrast to deterministic information entropy (DIE)
methodologies, which assume ideal sensor functionality, the robust information entropy
(RIE) approach comprehensively accounts for the stochastic nature of sensor failures and
their impact on the information content of the monitoring network, thereby significantly
augmenting the robustness and redundancy of the sensor configuration. Validations uti-
lizing a numerical frame structure and a finite element bridge model demonstrate that
the RIE method effectively integrates the sensor failure probability model to yield robust
optimal placement schemes, minimizing the risk of information loss and ensuring reliable
structural health monitoring throughout the engineering lifecycle.

Keywords: sensor placement; Bayesian inference; Weibull distribution; information
entropy; sensor failure; robust optimization

1. Introduction
The systematic acquisition of structural response data via deployed sensory apparatus

constitutes a critical phase in the establishment and operation of comprehensive structural
health monitoring (SHM) systems [1–6]. The fidelity and completeness of this data are
paramount, as the efficacy of critical downstream tasks, encompassing structural damage
identification and localization [7–10], finite element model updating and calibration [11–13],
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and external load reconstruction [14–16], is heavily dependent on the quality of the sensor
placement scheme. In light of stringent fiscal limitations and practical constraints associated
with data transmission and bandwidth, optimizing the configuration of a finite number
of sensors to efficiently acquire structural state information has emerged as a significant
research focus within civil engineering.

Optimal sensor placement is typically realized through the application of mathemati-
cal criteria designed to maximize information gain or minimize estimation error. Prevalent
optimization criteria include the effective independence method, which maximizes the
linear independence of mode shapes [17]; the modal assurance criterion, which ensures the
distinctiveness of identified modes [18]; the Fisher information criterion, which maximizes
information content relative to model parameters [19–21]; and the information entropy
criterion, which minimizes uncertainty in parameter estimation [22]. Addressing the uncer-
tainties inherent in engineering applications, Kim et al. [23] proposed an improved effective
independence method by introducing stochastic terms to optimize sensor placement, the
efficacy of which was verified on a truss bridge model. Furthermore, Gao et al. [24] con-
structed an objective function based on the modal assurance criterion and proposed an
adaptive gravitational search algorithm, a meta-heuristic approach that significantly en-
hanced computational efficiency in complex search spaces. Ghosh et al. [25] utilized the
Fisher information criterion to maximize the determinant of the Fisher information matrix,
thereby maximizing information regarding unknown structural parameters and diminish-
ing posterior uncertainty. Similarly, Yuen et al. [26] proposed a heuristic algorithm utilizing
the information entropy of parameter identification as a performance index, achieving
optimal placement of multi-type sensors through a sequential approach.

Constructing multi-objective functions based on diverse optimization criteria can
effectively enhance the aggregate performance of SHM systems by addressing conflicting
design goals simultaneously [27–30]. Yang et al. [31] synthesized the Fisher information
matrix with the modal assurance criterion to formulate a comprehensive multi-objective op-
timization function. In their work, interval analysis was introduced to manage uncertainty,
and the Pareto front concept was utilized to optimize sensor placement for a spacecraft
subsystem, balancing modal distinctness with parameter sensitivity. Addressing the dual
challenge of localization and reconstruction of external loads, Liu et al. [32] utilized the
modal shape matrix as a theoretical foundation, integrating the Fisher information matrix,
the condition number of the mode shape matrix, and the modal assurance criterion to
represent validity, stability, and orthogonality, respectively. By augmenting robustness
through interval analysis and employing Pareto front solutions, optimal sensor placement
and load reconstruction for a mild steel cantilever beam were achieved. Civera et al. [33]
further advanced this domain by constructing a multi-objective optimization function
based on the auto-modal and cross-modal assurance criteria, proposing a method that
integrates genetic algorithms to ensure high-quality modal identification.

However, traditional sensor placement optimization criteria are primarily designed
around specific SHM objectives under the assumption of perfect sensor functionality; the
probability of sensor failure is frequently omitted during optimization. During the pro-
longed operation of an SHM system, which may span decades, sensors are subjected to
non-negligible failure risks attributable to harsh environmental erosion, electromagnetic
interference, and cumulative service duration [34–38]. When a sensor failure occurs, the
topology of the sensor network changes, and the objective function values of the original
placement scheme deviate from their design values, subsequently compromising the relia-
bility of the monitoring system. Consequently, incorporating failure probability factors into
the optimization process is of paramount significance for ensuring continuous, stable, and
reliable health monitoring throughout the structural lifecycle.
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The establishment of an accurate and representative sensor failure probability model
is essential for quantitatively assessing the robustness of monitoring systems. Currently,
prevalent failure probability models in reliability engineering are frequently constructed
based on exponential [39–42] or Weibull [43–45] probability density functions. In a compar-
ative analysis concerning wireless sensor networks, Le et al. [46] posited that the Weibull
distribution delineates sensor failure characteristics, particularly those related to aging
and wear-out, with greater accuracy than the memoryless exponential distribution. Based
on extensive experimental data, Qiu [47] verified that the sensor failure probability dis-
tribution for typical monitoring nodes conforms to the Weibull distribution utilizing the
Kolmogorov–Smirnov test, providing a solid empirical basis for its adoption.

This study proposes a robust placement method for multi-type sensing equipment that
explicitly and quantitatively accounts for sensor failure risks. First, an evaluation frame-
work for sensor placement is established based on Bayesian inference and the minimization
of information entropy, thereby quantifying the uncertainty inherent in parameter identifica-
tion. Then, a sensor failure probability model is developed using the Weibull distribution to
capture time-dependent reliability characteristics. This model is integrated into a modified
information entropy calculation method to evaluate the expected performance of the sensor
network. Finally, a heuristic search strategy is employed to determine the optimal sensor
configuration, efficiently balancing computational cost with solution optimality. Compared
to the DIE method, this approach systematically incorporates the impact of potential sensor
failures on posterior information entropy, significantly improving the robustness of the
optimization results. This ensures the accuracy and reliability of parameter identification
throughout the structural lifecycle, maintaining system effectiveness even in the event of
partial sensor degradation.

2. Information Entropy Calculation Based on Bayesian Method
Consider a discrete linear structural system possessing Nd degrees of freedom (DOFs)

and the dynamics of which are governed by the following equation:

M
..
x(t) + C

.
x(t) + Kx(t) = f(t) (1)

where M, C, K ∈ RNd×Nd represent the mass, damping, and stiffness matrices of the struc-
ture, respectively, encapsulating the mass, damping, and stiffness properties of the system;
..
x(t),

.
x(t), x(t) ∈ RNd denote the acceleration, velocity, and displacement vectors of the

structure at time t; and f(t) is the external load vector at time t, representing the excitation
forces applied to the system.

Consideration is given to the utilization of multi-type sensors, specifically displace-
ment transducers, velocimeters, and accelerometers, to synchronously acquire structural
response information across distinct physical dimensions. While accelerometers remain
the most widely deployed instruments in practice, modern SHM systems increasingly inte-
grate displacement sensors (e.g., RTK-GNSS, vision-based systems) to accurately capture
low-frequency drifts without integration errors, and velocimeters (e.g., geophones) for
robust mid-frequency kinetic energy assessment. Fusing these modalities provides a com-
prehensive broadband representation of the structural state. Denote the sensor sampling
interval by ∆t. The full-state structural response vector at the jth sampling time step is

defined as χj =
[
x(j∆t)T ,

.
x(j∆t)T ,

..
x(j∆t)T

]T
, wherein χj ∈ RNχ and Nχ = 3Nd. Assuming

N0 sensors are employed to monitor the dynamic response, the sensor placement scheme is
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represented by the Boolean selection matrix ∆ ∈ RNχ . The monitoring data yj ∈ RN0 at the

jth time step may be expressed as a linear transformation of the state vector with noise:

yj = P(∆)χj + εj, j = 1, . . . , N (2)

where P(∆) ∈ RN0×Nχ represents the sensor placement position matrix mapping the full
state to the measured DOFs; εj ∈ RN0 denotes the measurement noise at the jth time step,
typically assumed to be Gaussian white noise; and N is the total quantity of monitoring
data points collected. The aggregate dataset D is expressed as:

D = {y1, y2, . . . , yN} (3)

For modal identification, Nm frequency bands containing significant resonant peaks
are extracted from the structural response spectrum. The frequency domain response
within the ith band is utilized to identify the structural modal parameters ϑi for the
ith mode:

ϑi = {λi, ϕi}, i = 1, . . . , Nm (4)

where λi represents the square of the ith natural angular frequency (i.e., the ith eigenvalue
of the structural system), and ϕi ∈ RN0 represents the mode shape component vector
corresponding to that mode at the measured locations. Parameterizing the identification
problem utilizing the eigenvalue λi rather than the frequency simplifies the subsequent
analytical calculation of the local curvature (Hessian matrix) of the log-likelihood function.
Modal parameters are selected as the primary identification targets in this study because
they are directly and stably extractable from ambient vibration data. While updating
physical parameters (such as element stiffness) is highly valuable for downstream dam-
age assessment, formulating the Bayesian information entropy objective around modal
parameters ensures the likelihood evaluation remains computationally tractable across
the vast combinatorial search space of sensor placement. In accordance with Bayes’ the-
orem, which provides a probabilistic framework for updating beliefs based on observed
data, the posterior probability density function (PDF) of the modal parameters ϑi can be
expressed as:

p(ϑi|D, ∆) ∝ p(D|ϑi, ∆)p(ϑi) (5)

where p(ϑi|D, ∆) is the posterior PDF of parameter ϑi, representing the updated knowledge
of the parameters; p(D|ϑi, ∆) is the likelihood function, representing the probability of
observing the data given the parameters; and p(ϑi) represents the prior PDF, encapsulating
prior knowledge. In the absence of specific prior information, p(ϑi) may be assumed to be
a non-informative uniform distribution [48]. In this case, the posterior distribution of ϑi is
directly proportional to the likelihood function. When the measurement data is sufficient
and the noise is Gaussian, p(D|ϑi, ∆) is asymptotically approximated as [49]:

p(D|ϑi, ∆) = ∏
k

p(Fk|ϑi, ∆) = ∏
k

π−N0 |Ek(ϑi, ∆)|−1exp
[
−Fk

∗Ek(ϑi, ∆)−1Fk

]
(6)

where Fk ∈ CN0 represents the frequency domain response vector of the measurement data
D at the kth frequency subsequent to the application of the fast Fourier transform (FFT);
F∗

k denotes the conjugate transpose of Fk; and Ek(ϑi, ∆) ∈ RN0×N0 represents the theoretical
power spectral density matrix of the measurement data at the kth frequency, contingent
upon the parameters ϑi and the sensor placement ∆ [49].
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The optimal estimate ϑ̂i of the modal parameters, which corresponds to the mode of
the posterior distribution, may be obtained by solving the following maximum likelihood
optimization problem:

ϑ̂i = argmin
ϑi

[−ln p(D|ϑi, ∆)] (7)

Predicated on the optimal value ϑ̂i, the local curvature of the log-likelihood function
is analyzed to quantify the posterior uncertainty. The Hessian matrix Hϑi is defined as the
second-order partial derivative of the negative log-likelihood function with respect to the
modal parameters. Given the complexity of the theoretical power spectral density matrix
Ek(ϑi, ∆), which incorporates the distinct characteristics of multi-type sensors (displace-
ment, velocity, and acceleration) via the selection matrix P(∆), an analytical derivation
is computationally intractable. Consequently, the Finite Difference Method is utilized to
approximate the Hessian matrix elements [50]. By perturbing the parameter vector ϑi near
the optimal solution ϑ̂i, the curvature is estimated numerically, capturing the sensitivity of
the specific sensor mix defined in ∆. This matrix Hϑi essentially quantifies the sharpness
of the likelihood peak; a larger curvature implies higher information content and lower
uncertainty. Finally, by integrating the Hessian matrices associated with the first Nm modal
parameters, the global uncertainty quantification matrix Hϑ for the overall modal parameter
estimation is obtained.

Utilizing the Laplace approximation for the integral of the posterior distribution, the
information entropy, which serves as a scalar measure of uncertainty, corresponding to the
sensor placement scheme ∆ may be approximated as:

H(∆) ∝
1
2

Nm(N0 + 1)[ln(2π) + 1] +
1
2

ln
∣∣∣H−1

ϑ

∣∣∣ (8)

The initial term on the right side represents the entropy contribution derived from the
dimensionality of the parameter space, where Nm(N0 + 1) corresponds to the total number
of modal parameters (frequencies and mode shapes) being estimated. It serves as a baseline
offset determined by the multivariate Gaussian assumption. Whilst this term is constant for
a fixed number of sensors, the second term specifically reflects the impact of the placement
scheme on the volume of the uncertainty ellipsoid of the parameters. A diminished
value of H(∆) indicates lower information entropy, implying a greater magnitude of
information acquired by the corresponding placement and thus a more precise estimation
of the structural parameters.

3. Sensor Optimization Driven by Heuristic Search Strategy
The optimal sensor placement problem is mathematically formulated as a discrete

optimization problem, often hindered by combinatorial explosion. As the number of
candidate positions and sensors increases, the search space expands factorially, rendering
exhaustive search methods computationally intractable. To overcome this barrier, a heuristic
search strategy, specifically the sequential sensor placement algorithm, is adopted to
enhance optimization efficiency by reducing the number of schemes evaluated at each step.

Consider the fundamental case of placing a single sensor. There exist Nχ possible

schemes, constituting the initial placement set L(1) =
{

∆
(1)
i = ei, i = 1, . . . , Nχ

}
, where

ei ∈ RNχ is a unit vector with a single non-zero entry corresponding to the sensor location.
Subsequent to the calculation of the information entropy for each scheme in this initial set,
a pruning strategy is employed. 𝑁𝓌 schemes possessing the lowest entropy are selected
to form the candidate set W and Nb schemes possessing the absolute lowest entropy are
selected to form the current optimal set B(1). The sizes of the candidate set 𝑁𝓌 and the
retained optimal set Nb act as the beam width for the heuristic search, directly dictating the
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trade-off between computational speed and global optimality. A minimal value (e.g., Nb = 1)
reduces the process to a greedy forward search, which is highly efficient but susceptible
to local optima. Conversely, a large Nb approaches an exhaustive search, increasing the
probability of finding the true global optimum at the cost of significant computational time.
The results are sensitive to this assumption at lower bounds; however, beyond a certain
threshold, further increasing Nb yields diminishing returns. Therefore, these values are
determined empirically to balance breadth of search with computational speed [26].

Predicated on the initial set B(1), the sensor placement configuration is expanded
iteratively. In the qth step (where q ≥ 2), the algorithm seeks to add an additional sensor
to the existing best configurations. The schemes in the precedent optimal set B(q−1)

are combined with the single-sensor schemes in the candidate set W to generate a new
expanded candidate set L(q):

L(q) =
{

∆(q) | ∆(q) = ∆
(q−1)
i + δj, ∀∆

(q−1)
i ∈ B(q−1), ∀δj ∈ W

}
(9)

where ∆
(q−1)
i represents the ith optimized configuration of q − 1 sensors, and δj represents

the jth candidate sensor position from set W . The information entropy of all placements
in the generated set L(q) is calculated, and the Nb schemes with the minimum entropy
are selected to form the new optimal set B(q). These steps are reiterated sequentially
until the number of sensors reaches the target N0. Finally, the placement scheme with the
global minimum information entropy is selected from the final set B(N0) as the optimal
solution ∆opt.

However, the traditional information entropy criterion assumes all sensors remain
fully operational throughout the monitoring period [26], thereby ignoring the stochastic
risk of failure. Sensors may malfunction due to environmental erosion, moisture ingress,
or aging. Neglecting this factor diminishes the robustness of the monitoring system; a
system optimized for a specific configuration may suffer catastrophic information loss
if a critical sensor fails. Incorporating a failure probability model into the optimization
criterion facilitates the design of placement schemes with inherent redundancy, thereby
improving operational reliability and maintaining data quality even in the event of partial
sensor degradation.

4. Robust Optimization of Multi-Type Sensor Placement Considering
Sensor Failure

To address the limitations of deterministic optimization, this study advances a robust
optimization framework. Within the iterative procedure described above, for each can-
didate placement in the set L(q) (q > 1), consideration is explicitly given to the scenario
where at most one sensor in the system fails. By introducing a modified information
entropy metric to evaluate the robustness of each placement scheme, a method capable of
accommodating and mitigating the impact of sensor failure is constructed.

To mathematically characterize the failure behavior of sensors during long-term ser-
vice, the Weibull distribution is adopted to establish the failure probability model. The
Weibull distribution is widely recognized in reliability engineering for its versatility in mod-
eling various stages of a component’s bathtub curve. Crucially, it is capable of capturing
both progressive aging and sudden, random failures. Accidental damage (e.g., physical
impact or environmental severing) can be modeled as a constant failure rate by setting the
shape parameter β = 1, which reduces the model to an exponential distribution. Conversely,
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setting β > 1 models an increasing failure rate, characteristic of the wear-out phase. The
probability of failure for a sensor within a projected service life T is expressed as:

Q(T) = 1 − exp

[
−
(

T
η

)β
]

(10)

where the scale parameter η (characteristic life) assumes values ηd, ηv, ηa corresponding
to displacement, velocity, and acceleration sensors, respectively, reflecting the inherent
durability of different sensor technologies. The shape parameter β (βd, βv, βa) delineates
the distribution characteristics of failure probability evolution over time; a value of β > 1
indicates an increasing failure rate, consistent with aging components. Figure 1 illustrates
the cumulative failure probability curves. It is important to note that the specific values
of β and η depicted in this figure (and utilized in subsequent case studies) are based on
representative engineering assumptions designed to demonstrate the algorithm’s capability
to handle heterogeneous sensor networks. They are not derived from specific empirical
datasheets; rather, they reflect the relative inherent durability of the technologies. As de-
picted, failure probability increases non-linearly with service duration. Sensors with higher
β values, such as accelerometers, demonstrate pronounced wear-out characteristics with a
rapid operational decline (modeling the potential fatigue of complex MEMS or piezoelectric
components), whereas displacement sensors exhibit a more gradual degradation, reflecting
their comparative mechanical robustness (modeling simpler devices like LVDTs).

Figure 1. Cumulative failure probability curves for displacement, velocity, and acceleration sensors
over service time.

In the stepwise placement process, the set L(q) (q > 1) contains Nb 𝑁𝓌 schemes, each
consisting of q sensors. For the ith placement scheme ∆

(q)
i (i = 1, . . . , Nb 𝑁𝓌 ), in accordance

with the independent failure assumptions and the Weibull model in Equation (10), the
reliability function, denoting the probability that all sensors function normally within
service life T, is given by:

R(q)
0,i (T) =

q

∏
j=1

(
1 − Q(q)

j,i (T)
)

(11)

where Q(q)
j,i (T) represents the failure probability of the jth individual sensor in the configu-

ration ∆
(q)
i within T years. If the specific case is considered where the pth sensor fails whilst
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the remaining q − 1 sensors function normally, the joint probability of this specific failure
state is given by:

R(q)
p,i (T) = Q(q)

p,i (T)
q

∏
j=1,j ̸=p

(
1 − Q(q)

j,i (T)
)

(12)

Let H(q)
0,i denote the standard information entropy when all sensors are operational,

and H(q)
p,i denote the information entropy of the reduced sensor set when the pth sensor

fails. The modified information entropy, which serves as the robust objective function for
placement ∆

(q)
i , can be expressed as the expected value of the entropy over the considered

failure scenarios:
∼
H

(q)

i (T) =
q

∑
p=0

κ
(q)
p,i (T)H(q)

p,i (13)

where
∼
H

(q)

i (T) is the modified information entropy considering failure risk; and
κ
(q)
p,i (T) = R(q)

p,i (T)/∑
q
k=0 R(q)

k,i (T) represents the normalized weight of the scenario where

the pth sensor fails (with p = 0 indicating the scenario of no failure). This formulation effec-
tively penalizes configurations that rely heavily on sensors with high failure probabilities
or configurations where the loss of a single sensor leads to a drastic increase in information
entropy, namely loss of observability.

Note that the robust objective in Equation (13) evaluates a truncated scenario set
consisting of the nominal state (no failure) and independent single-sensor failure states.
In operational environments, it is highly realistic that multiple sensors, particularly those
in close spatial proximity or of identical hardware types, may experience correlated or
simultaneous failures due to localized environmental hazards or systemic aging. To rigor-
ously include such scenarios, the independent probability model (Equation (12)) would
need to be replaced by spatially correlated joint probability models (e.g., Copulas), and
the objective function would need to aggregate higher-order failure combinations (p ≥ 2).
However, multi-sensor and correlated failure scenarios are excluded from the current scope
to maintain computational tractability within the heuristic search algorithm. Evaluating
all combinatorial permutations of simultaneous failures would cause the computational
cost to grow exponentially at each sequential step. Nevertheless, penalizing independent
single-sensor failures serves as a highly effective first-order robustness measure. It actively
prevents the algorithm from selecting brittle configurations that rely excessively on a single,
failure-prone critical node to maintain system observability, effectively eliminating single
points of failure without incurring prohibitive computational costs. The probability mass of
multi-sensor failures is neglected in the current objective, representing a complex extension
reserved for future research.

Predicated on the modified information entropy and the heuristic search strategy
described in Section 3, the robust optimal sensor placement ∆ is finally obtained. The
specific procedure involves replacing the standard entropy calculation in the sequential
sensor placement algorithm with this modified entropy metric. By quantifying the impact
of distinct failure scenarios on the magnitude of monitoring information, this method
significantly improves the reliability of the placement scheme, ensuring that the SHM
system remains effective throughout its design life.

The detailed algorithmic procedure for the RIE method is delineated as follows:
Step 1: Initialization and Preliminary Measurement. Define the discrete set of

potential sensor locations S , distinguishing between sensor types (displacement, velocity,
acceleration). For large-scale civil infrastructure, defining S requires spatial down-sampling
of the finite element model to maintain computational tractability (e.g., discretizing a
continuous deck into 15 m or 20 m intervals). Furthermore, practical engineering constraints
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must be applied to exclude physically inaccessible nodes or boundary supports with
negligible modal participation. While the optimal solution is bounded by this discrete set,
the spatial smoothness of lower-order mode shapes ensures that the macroscopic sensor
distribution remains relatively insensitive to minor variations in the grid discretization.
Instead of relying solely on numerical simulations, conduct a preliminary measurement
campaign (e.g., utilizing a temporary dense sensor array) to acquire the actual baseline
structural responses. Construct a preliminary numerical Finite Element Model (FEM)
of the structure to identify the reference modal parameters (frequencies λi and mode
shapes ϕi) that will serve as the ground truth for the optimization process. While optimal
sensor placement is typically an a priori numerical procedure, if resources permit, an
initial measurement campaign utilizing a small set of temporary, roving sensors can be
optionally conducted to calibrate this initial FEM and acquire highly accurate baseline
responses. Establish the Weibull reliability parameters (η, β) for each sensor type. In
practical engineering applications, these parameters are not arbitrary; they should be
rigorously estimated by fitting historical maintenance logs from similar SHM deployments
or by utilizing Accelerated Life Testing (ALT) and Mean Time Between Failures (MTBF)
data provided by hardware manufacturers, typically employing Maximum Likelihood
Estimation (MLE) to derive the shape and scale variables.

It is important to note the sensitivity of the optimization results to the assumed Weibull
parameters. The algorithm acts as a dynamic scale, balancing a sensor’s modal sensitivity
against its failure probability. Consequently, the final configuration is highly sensitive to the
inputs β and η; if the characteristic life (η) of the accelerometers were improved by hardware
advancements to match that of the displacement sensors, the proposed robust configuration
would naturally converge back toward the accelerometer-dominated traditional layout.
Therefore, the accuracy of the robust design is fundamentally tied to the quality of the
empirical reliability data used to define the failure model.

Define the target service duration T. Compute the baseline failure probability Q(T)
for each sensor type using Equation (10) to serve as static constants for the remainder of
the algorithm.

Step 2: Initial Screening (q = 1). Compute the modified information entropy
∼
H

(1)

for every available single-sensor location, incorporating the specific failure probability of
that sensor type. Identify the subset of optimal configurations B(1) (of size Nb) and the
candidate pool W (of size 𝑁𝓌 ) by minimizing the entropy metric.

Step 3: Iterative Augmentation Process. For each sequential step q from 2 to the target
sensor quantity N0,

• a. Configuration Expansion. Construct the expanded search space L(q) by systemati-
cally appending sensor locations from the candidate pool W to the existing optimal
configurations in B(q−1).

• b. Reliability Assessment. For each candidate configuration within L(q), retrieve the
individual failure probability Q(T) for every constituent sensor from the pre-calculated
values established in Step 1.

• c. Scenario Probability Calculation. Compute the joint probabilities for the nominal
(non-failure) state R0 and all independent single-sensor failure states Rp utilizing
Equations (11) and (12).

• d. Robust Objective Evaluation. Calculate the modified information entropy for
the configuration according to Equation (13), thereby aggregating the weighted en-
tropies of all considered operational scenarios. From a computational implementation
perspective, the most expensive operation is calculating the standard entropy H(∆)

via the Hessian matrix. If the user has previously executed a DIE optimization, the
intermediate standard entropy values can be cached in a lookup table. The robust
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evaluation can then reuse these cached values for the required subsets H(q)
0,i and

H(q)
p,i , avoiding redundant Hessian calculations and significantly accelerating the al-

gorithm, even though the heuristic search path itself must be re-executed due to the
modified objective.

• e. Optimal Selection. Update the optimal set B(q) by retaining the Nb configurations

that yield the lowest
∼
H

(q)
(T) values.

Step 4: Final Determination. Upon conclusion of the iterative process (q = N0),
designate the configuration within the final set B(N0) that possesses the global mini-
mum modified information entropy as the definitive robust optimal sensor placement
scheme ∆opt

The flowchart of the algorithm is given in Figure 2.

 
Figure 2. Flowchart of the RIE sensor placement optimization algorithm.
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5. Validations
5.1. Multi-Story Frame

A ten-story shear frame structure was analyzed. The stiffness parameters are ki = 1500N/m
and mass parameters are mi = 2 kg for each story i = 1, . . . , 10. To model energy dissipa-
tion, the Rayleigh damping model is utilized, with damping ratios for the first two modes
established at ζ1 = ζ2 = 0.01. The external load is modeled as seismic excitation, simulated
as Gaussian white noise with a power spectral density of 3.6 × 10−5 m2/s3 applied to
the ground. Regarding sensor configuration, a heterogeneous network comprising both
displacement and acceleration sensors is considered. The failure model parameters are set
to reflect the higher reliability of displacement sensors compared to accelerometers, namely
for displacement sensors, βd = 2,ηd = 4; and for acceleration sensors, βa = 4,ηa = 3.
It should be noted that these specific values are selected as representative examples to
simulate distinct reliability profiles for numerical validation. In practical engineering appli-
cations, these parameters should be fitted from historical maintenance data or manufacturer
reliability testing results (e.g., Mean Time Between Failures) specific to the hardware de-
ployed. The root mean square (RMS) of measurement noise for all sensors is set to 10% of
the actual structural response RMS to simulate realistic signal-to-noise ratios. Specifically,
for the zero-mean Gaussian white noise term εj in Equation (2), this equates to a standard
deviation of σε,i = 0.1 × RMS(yclean,i) for the i-th sensor channel, where yclean,i is the
simulated noise-free dynamic response at that location. The data sampling duration is
400 s with a sampling frequency of 100 Hz, and the design service life of the sensors is
assumed to be 4 years. It should be clarified that 400 s represents the duration of a single,
typical data acquisition window (a snapshot) utilized for one instance of modal parameter
identification. In a long-term SHM paradigm, such snapshots are collected periodically
over the multi-year service life. The robust optimization algorithm evaluates the expected
information entropy of such a 400 s snapshot over the 4-year horizon, factoring in the
probability that sensors will have failed during the prolonged operational lifespan, rather
than assuming failure occurs within a single short sampling window.

Figure 3 presents the optimal sensor placements obtained using the DIE method [26]
for different target-mode sets (i.e., simultaneously targeting the combined first 3, 4, 5, and
6 structural modes) and varying numbers of sensors. In the figure, accelerometers are
denoted by red squares and displacement sensors by blue triangles. However, no displace-
ment sensors are selected in these configurations, indicating that the traditional objective
consistently favors accelerometers under the no-failure assumption. This preference is
consistent with fundamental physical principles. The acceleration response scales with the
square of frequency, leading to higher sensitivity to modal information than displacement,
and the acceleration frequency response typically exhibits steeper resonance features that
can enhance parameter identifiability under ideal conditions. Moreover, an accelerometer
is consistently placed at the first story very early in the sequential selection process (specifi-
cally, within the first three allocated sensors across all target mode sets), and this location
remains permanently occupied as the sensor network expands. This choice is reasonable be-
cause the first story stiffness strongly influences the transmission of shear from the ground
into the structure and thus plays a critical role in global system identification. Placing a
high-sensitivity accelerometer at this location can therefore improve the observability of
key structural parameters.
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Figure 3. Optimal sensor placements using the DIE method for different target-mode sets.

Figure 4 illustrates the optimal sensor placement configurations obtained using the
RIE method. Compared with the DIE results in Figure 3, the robust design produces a clear
reconfiguration by systematically introducing displacement sensors, typically placed at the
first story and occasionally at the second story, while still retaining accelerometers as the
dominant sensor type as the sensor count increases. This change results from incorporating
long-term sensor reliability into the objective. According to the Weibull failure model in
Equation (10), the cumulative failure probability over a 4-year service period is 63% for
displacement sensors and 95% for accelerometers, which encourages the robust method
to include more reliable displacement measurements as an anchoring component of the
sensing portfolio, while leveraging accelerometers for their strong modal sensitivity and
resonance features. While the specific Weibull parameters utilized here are representative,
the resulting magnitude of these cumulative failure probabilities (e.g., reaching significant
percentages over a 4-year lifespan) aligns with empirical realities in civil Structural Health
Monitoring. Sensors deployed on actual infrastructure frequently experience high attri-
tion rates within the first few years of operation due to harsh environmental exposures,
including moisture ingress, extreme temperature cycling, lightning-induced power surges,
and physical cable damage. Consequently, designing against such high probability failure
scenarios is a practical necessity.

The RIE method incorporates failure-probability weights into the information-entropy
optimization framework, thereby balancing information maximization with long-term
sensing reliability. When the higher failure risk of accelerometers is accounted for in the
objective, their exclusive dominance observed under the DIE method is reduced. As a
result, the robust designs systematically include displacement sensors, typically at the
first story, while retaining accelerometers as the primary modality to exploit their strong
modal sensitivity. This yields a rational trade-off between instantaneous modal information
and hardware durability, improving the expected information acquisition capability and
supporting continuous operation over the service life.
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Figure 4. Optimal sensor placement obtained using the RIE method.

Figure 5 compares the expected information entropy of the sensor placement schemes
obtained by the DIE method and the RIE method. For most schemes, the RIE method
exhibits slightly higher expected entropy than the DIE method, while the gap diminishes
as the number of sensors increases. This behavior reflects a key trade-off in reliability-
aware design. The DIE method minimizes nominal uncertainty by favoring high-sensitivity
accelerometers under the assumption of perfect sensor availability. In contrast, the RIE
method prioritizes more reliable sensing choices, accepting a modest increase in entropy to
improve long-term monitoring continuity and robustness over the service life.

Figure 5. Information entropy comparisons of the optimal sensor placement schemes.

Figures 6–9 present the modal frequency identification results obtained using the
RIE sensor placement method, targeting the first 3, 4, 5, and 6 modes, respectively. Each
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figure depicts the convergence of the identified natural frequencies using the optimal
sensor placement configurations presented in Figure 4. The solid blue lines represent the
estimated posterior mean values, while the red boundaries delineate the 95% confidence
intervals, providing a quantitative measure of identification uncertainty. A consistent trend
across all scenarios is the monotonic reduction in uncertainty boundaries as the sensor
network expands, confirming that the accumulation of monitoring data progressively
constrains the structural parameter space. Specifically, for lower-order modes, modes 1
and 2, the confidence intervals narrow rapidly, achieving high-precision identification
with as few as 3 to 4 sensors. This rapid convergence is attributed to the high energy
contribution and global observability of fundamental modes. Conversely, higher-order
modes, e.g., Modes 5 and 6 in Figure 9, exhibit wider initial uncertainty bands, necessitating
a denser sensor array to achieve comparable precision. This disparity highlights the
inherent difficulty in capturing local high-frequency behaviors, which are less sensitive
to global modal parameters. Furthermore, by comparing the subplots across Figures 6–9,
it is evident that expanding the target mode set effectively broadens the bandwidth of
reliable identification. While targeting fewer modes, e.g., Figure 6 yields rapid convergence
for the fundamental frequencies, it fails to provide constraints for higher modes. In
contrast, the configurations optimized for 6 modes in Figure 9 successfully balance the
information gain across a wider spectral range, ensuring that all targeted frequencies
are identified with bounded uncertainty within the constraints of the available sensor
quantity. It is crucial to note that the results depicted in Figure 6, specifically, the perfect
convergence of the estimated values to the actual values and the near-zero uncertainty at
high sensor counts—are theoretical artifacts of the idealized numerical simulation. In this
study, the measurement error was modeled as spatially independent, zero-mean white
noise, and the structural responses were generated without epistemic model error. Under
these idealized Bayesian conditions, adding sensors continuously contributes independent
information, causing the theoretical uncertainty to asymptotically approach zero. In realistic
structural health monitoring applications, however, perfect measurement equipment does
not exist. Measurement errors are frequently spatially correlated due to environmental
factors (e.g., cabling noise, temperature gradients, or ambient wind excitation affecting the
entire structure). Furthermore, inherent discrepancies between the mathematical model
and the physical structure (model error) dictate that a non-zero lower bound of uncertainty
will always remain, regardless of sensor density. Therefore, Figure 6 should be interpreted
as demonstrating the relative comparative efficiency of the robust optimization scheme
rather than predicting absolute field uncertainties.

To quantify identification precision, Figure 10 shows the posterior coefficient of varia-
tion (COV) of the identified modal frequencies versus the number of sensors for different
target mode sets. The COV provides a normalized measure of posterior uncertainty, with
smaller values indicating higher confidence. Across all cases, the COV exhibits a clear
decreasing trend as the sensor network expands, demonstrating that additional measure-
ments reduce uncertainty. For the fundamental modes, e.g., 1 to 3 modes, all target sets
converge rapidly to very low COV levels with only a few sensors. For mode 4, configura-
tions optimized with larger target sets, e.g., 4 to 6 modes, generally yield faster reduction
and lower COV than 3 modes, indicating that explicitly including higher modes in the
optimization improves uncertainty control for those modes. Overall, the RIE optimization
maintains low COV across modes while accommodating different target sets under limited
sensor resources.
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Figure 6. Modal frequency identification results showing the actual values and estimated uncertainty
bounds for optimal sensor configurations targeting the first three modes (Example 1).

Figure 7. Modal frequency identification results showing the actual values and estimated uncertainty
bounds for optimal sensor configurations targeting the first four modes (Example 1).
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Figure 8. Modal frequency identification results showing the actual values and estimated uncertainty
bounds for optimal sensor configurations targeting the first five modes (Example 1).

Figure 9. Modal frequency identification results showing the actual values and estimated uncertainty
bounds for optimal sensor configurations targeting the first six modes (Example 1).
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Figure 10. Posterior coefficient of variation in the identified modal frequencies versus the number of
sensors for optimization schemes with different target mode sets.

It should be explicitly noted that while the COV curve in Figure 10 visually appears to
converge to zero, this is a graphical artifact resulting from the linear scaling of the vertical
axis. The initial uncertainty values are large enough that the subsequent, highly optimized
configurations produce COV values that are orders of magnitude smaller (e.g., reaching a
final minimum COV of 0.002). Thus, a small but strictly non-zero baseline of uncertainty is
maintained, accurately reflecting that perfect parameter estimation is practically impossible.

5.2. Bridge

To further validate the RIE method on a complex civil infrastructure, a three-span
continuous bridge, as depicted in Figure 11, is analyzed. The structure features a span
arrangement of 60 m + 80 m + 60 m with pier heights of 80 m. The bridge is discretized
utilizing the finite element method. In particular, the element length for side spans is 15 m,
and for the middle span and pier regions is 20 m. This relatively coarse element length was
deliberately selected to balance dynamic fidelity with computational tractability. While a
coarser mesh cannot resolve high-frequency local modes, it accurately captures the spa-
tially smooth, lower-order global modes targeted in this study. Furthermore, the element
size dictates the spatial resolution of the candidate sensor grid S . Because lower-order
mode shapes are macroscopic and continuous, the objective function landscape is generally
insensitive to minor spatial refinements; thus, refining the mesh would drastically increase
the combinatorial search cost without significantly altering the macroscopic optimal sensor
distribution. The principal mechanical parameters are listed in Table 1. A Rayleigh damp-
ing model is adopted with damping ratios for the first two modes set to ζ1 = ζ2 = 0.01.
Ambient excitation is simulated as Gaussian white noise with a power spectral density of
1 × 108 N2/Hz, applied independently to each degree of freedom. Three types of sensors,
including displacement, velocity, and acceleration, are evaluated, with failure probabilities
modeled by the Weibull distribution. To capture distinct reliability characteristics typical
of hardware components, the specific parameters are defined as follows, displacement
sensors (βd = 1.5,ηd = 10), representing high-reliability hardware with a long service life;
velocity sensors (βv = 3,ηv = 6), representing balanced performance; and acceleration
sensors (βa = 5,ηa = 3), representing high-precision but higher-risk components prone to
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earlier failure. Consistent with the methodology detailed in Section 4, these parameters are
representative engineering assumptions intended to model the relative durability profiles of
a heterogeneous sensor network (e.g., the higher relative fatigue susceptibility of accelerom-
eters compared to displacement transducers). As noted previously, the optimal spatial
configuration is highly sensitive to these values, as the algorithm dynamically trades off
modal observability against regional failure probability; therefore, in physical deployments,
these parameters must be rigorously calibrated using manufacturer Mean Time Between
Failures (MTBF) data or empirical maintenance logs. To provide a clearer, more practically
meaningful quantification of this uncertainty, this assumed measurement noise propagates
to a baseline identification error in the extracted dynamic features. Specifically, it translates
to an initial Coefficient of Variation (COV) of approximately 1% for the extracted natural
frequencies (λi) and an expected relative error variance yielding a Modal Assurance Cri-
terion (MAC) uncertainty of approximately 2% for the mode shape vectors (ϕi). Defining
the error strictly in the modal domain ensures that the optimization’s baseline uncertainty
is clearly understood in standard structural dynamics terms. The data sampling duration
is configured to 1000 s with a sampling frequency of 200 Hz. Consistent with a long-term
permanent monitoring paradigm, this 1000 s represents a single periodic data acquisition
window. The sensors themselves are deployed for a design service life of 4 years, necessi-
tating a robust layout that maintains acceptable identification accuracy for these periodic
snapshots even as individual hardware nodes degrade over the multi-year lifespan.

 

 

Figure 11. A three-span continuous bridge.
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Table 1. Mechanical Parameters of Bridge.

Component Cross-Sectional Area (m2) Moment of Inertia (m4) Elastic Modulus (GPa) Density
(kg/m3)

Main Girder 9.8 10.7 34.5 2700
Pier 18.5 55.5 32.0 2600

To simulate a challenging yet realistic engineering scenario, the optimization targets
the identification of the first ten structural modes using a network limited to 15 sensors. Un-
like simpler building frames, complex bridge structures exhibit closely spaced frequencies
and rely on higher-order modes to capture critical coupled behaviors (e.g., lateral-torsional
coupling). Furthermore, higher-order modes are significantly more sensitive to localized
stiffness degradation; therefore, ensuring the sensor network can accurately observe a
broad bandwidth of up to 10 modes is a practical necessity to support downstream struc-
tural health monitoring tasks such as damage detection. Constraining the candidate set
to these specific discrete nodes, rather than allowing complete spatial freedom across a
highly refined mesh, reflects the practical realities of field deployments. In actual infrastruc-
ture, sensor placement is strictly governed by physical accessibility, cabling logistics, and
the necessity to mount equipment on robust primary structural members. Furthermore,
because the target global mode shapes are spatially smooth, minor spatial adjustments
(e.g., sub-meter shifts) offer negligible improvements in modal observability while expo-
nentially increasing the combinatorial computational burden. Thus, the constrained grid
depicted in Figure 11 represents a necessary and realistic balance between installation
feasibility and optimization efficiency. Unlike the previous case study, no artificial con-
straints are imposed on the number of specific sensor types. The algorithms are granted
full freedom to select the optimal mix based solely on the trade-off between information
gain and reliability.

Figures 12 and 13 compare the evolution of the optimal sensor placement obtained
using the DIE method and the RIE reliability-aware method, respectively. The determin-
istic solution is dominated by accelerometers across almost all sensor budgets (i.e., the
maximum discrete number of sensors permitted for deployment due to financial, lo-
gistical, and data-acquisition constraints), with only a limited introduction of velocity
sensors at higher sensor counts, reflecting optimization under the assumption of fully
functional sensors. In contrast, the RIE method selects predominantly velocity sensors,
while introducing a small number of displacement sensors at higher sensor counts. This
selection is driven by the specific reliability parameters defined for this case study, where
velocity sensors (ηv = 6) offer a sweet spot between performance and durability. While
accelerometers possess superior theoretical sensitivity, their high failure rate (ηa = 3)
renders them a liability for the robust objective function. Velocity sensors, therefore,
emerge as the optimal compromise: they retain sufficient dynamic sensitivity to capture
the requisite modal information while possessing a survival probability high enough to
ensure data continuity over the 4-year design life. This shift indicates that incorporating
failure probability in the objective leads to a different sensor-type composition that
prioritizes long-term information sustainability.

Figure 14 compares the lifecycle evolution of the expected entropy for sensor networks
designed by the DIE method and the RIE method. At t = 0 years (where t denotes
the elapsed operational time, representing the moment of initial deployment prior to
any hardware degradation), the DIE design achieves lower nominal entropy under the
assumption of fully functional sensors. With increasing service time, its expected entropy
rises sharply, especially near the 4-year design life, reflecting the rapid degradation of
accelerometers. In contrast, the RIE design maintains consistently lower expected entropy
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over the service period and exhibits a slower increase after the design-life point, indicating
improved tolerance to sensor failures and more stable long-term information acquisition.

Figure 12. Optimal sensor placement configurations for the bridge model using the DIE method
(excluding sensor failure). The deployed sensor types are indicated as follows: Accelerometers (red
squares), and Velocity Sensors (green circles).

Figure 13. Optimal sensor placement configurations based on the RIE method (accounting for sensor
failure). The deployed sensor types are indicated as follows: Velocity Sensors (green circles), and
Displacement Sensors (blue triangles).
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Figure 14. Lifecycle performance comparison of optimal sensor placement schemes.

Furthermore, the identification accuracy of the optimized sensor configurations is
evaluated through the frequency convergence results in Figure 15 and the posterior COV
analysis in Figure 16. As shown in Figure 15, the RIE sensor placement achieves pro-
gressively tighter 95% confidence intervals for all ten target modes as the sensor budget
increases, indicating stable and well-conditioned modal identification across both low- and
high-frequency ranges. Figure 16 further confirms this observation, where the posterior
COV values obtained using the robust configuration decrease consistently with the number
of sensors and reach levels comparable to those of the DIE design. These results demon-
strate that explicitly accounting for sensor reliability in the placement optimization does not
compromise identification precision. Instead, the RIE method preserves high-quality modal
estimation while enabling a sensor network structure that is better suited for long-term
operation. As previously noted in the discussion of the earlier case study, it is important to
clarify that while the COV curves visually appear to converge to absolute zero, this is a
graphical artifact of the linear axis scaling. The initial uncertainties are large enough that
the highly optimized, multi-sensor configurations produce COV values that are orders
of magnitude smaller. A strict, non-zero baseline of uncertainty is always maintained,
reflecting the practical realities of parameter estimation.

In summary, the three-span continuous bridge case study highlights the importance
of incorporating sensor failure probabilities into the placement optimization. By moving
from a deterministic design based on nominal sensitivity to a reliability-aware objective,
the RIE method explicitly balances instantaneous information gain against lifecycle uncer-
tainty. The resulting configuration adopts a diversified mix of sensor types, which reduces
reliance on high-risk components and improves long-term information sustainability. This
advantage is reflected in the lifecycle analysis, where the proposed design exhibits a slower
increase in expected entropy over time. Meanwhile, the frequency-convergence and COV
results confirm that the robust configuration achieves competitive identification accuracy
across all targeted modes as the sensor budget increases. Overall, the proposed frame-
work provides a practical basis for designing sustainable monitoring systems for complex
civil infrastructure.
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Figure 15. Identified natural frequencies versus the number of sensors. The blue line represents the
identification results, the red line indicates the 95% confidence interval, and the blue circles denote
the actual values.

Figure 16. Posterior coefficient of variation in the identified modal frequencies versus the number of
sensors for optimal sensor placement schemes obtained by DIE and RIE methods.

6. Conclusions
A robust optimization methodology for multi-type sensor placement, explicitly ac-

counting for sensor failure, is proposed and validated in this study. First, an information
entropy evaluation framework was established based on Bayesian inference to quantify
parameter identification uncertainty. Subsequently, the Weibull distribution was utilized to
construct a sensor failure probability model, capturing time-dependent hardware reliabil-
ity characteristics. By integrating these failure probabilities into a modified information
entropy metric and employing a heuristic search strategy, an optimal sensor configuration
was derived. Numerical validations on a frame structure and a bridge model demonstrate
that, under identical sensor quantity constraints, the RIE method yields lower expected
information entropy compared to DIE approaches. This effectively reduces identification
uncertainty over the lifecycle, providing a robust monitoring solution that ensures data
availability despite hardware degradation.
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A modified information entropy index with modal parameters as the identification
target is constructed in this paper; however, the RIE method may be extended to other
structural parameter identification scenarios. Based on the identical theoretical framework,
the optimization objective can be replaced with structural physical parameters. In terms
of implementation, this would require redefining the parameter vector ϑ to represent
element stiffness or damping coefficients and updating the forward model in the likelihood
function (Equation (6)) to compute the theoretical power spectral density directly from
the system matrices (M, C, K). By applying the finite difference sensitivity analysis to
these physical parameters, an optimal sensor placement scheme that balances information
content and robustness may similarly be obtained, demonstrating the method’s favorable
generalization capability.

It is acknowledged that the current optimization loop considers only single-sensor
failure scenarios to manage computational tractability. However, as service duration ex-
tends, the probability of simultaneous multi-sensor failures rises significantly. Analysis
indicates that to fully address life-cycle monitoring requirements, the optimization model
must eventually accommodate higher-order failure combinations, despite the associated in-
crease in computational complexity. Consequently, the development of efficient algorithms
capable of navigating the combinatorial search space of multi-sensor failures remains a
critical direction for future research.

While the proposed Robust Information Entropy (RIE) method effectively accounts
for the stochastic degradation and failure of the sensor hardware, it currently assumes
that the underlying structure’s baseline dynamic properties remain constant. In reality,
as civil infrastructure ages and degrades (e.g., through fatigue cracking or corrosion), the
localized loss of stiffness alters the structural mode shapes. Consequently, a sensor layout
optimized exclusively for a pristine baseline may exhibit reduced observability if severe,
unanticipated structural damage significantly shifts the dynamic response. To design a
network capable of optimally tracking deep degradation, future research must extend this
methodology to account for structural epistemic uncertainty. This would involve optimiz-
ing the sensor layout across a probabilistically defined ensemble of simulated damage
scenarios, effectively coupling hardware reliability with structural damage robustness.

Furthermore, while the current RIE method successfully balances modal observabil-
ity against hardware failure probabilities, it represents a purely technical optimization.
In practical SHM deployments, particularly when utilizing a heterogeneous network of
varying sensor types, the financial costs of the hardware and the logistics of replacement
are decisive factors. A cheaper sensor with a shorter design life might be economically
preferable if maintenance access is facile, whereas an expensive, highly durable sensor
is required for inaccessible locations. To holistically address this, future iterations of this
methodology should be expanded into a multi-objective optimization framework. By defin-
ing an Expected Life-Cycle Cost (LCC) function—incorporating initial capital expenditures
and the probabilistic costs of future replacement interventions derived from the sensor
failure models—the algorithm could generate a Pareto front. This would allow practitioners
to explicitly trade-off robust information entropy against total financial cost.
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