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Abstract: Detecting intrusion in hazardous areas is one of the priorities and duties of safety enhance-
ment. With the emergence of vision intelligence technology, hazardous-area-detection algorithms can
support safety managers in predicting potential hazards and making decisions. However, because of
the dynamic and complex nature of the jobsite, high-risk zones have a different geometry and can
be changed following the schedule and workspace of activity. This leads to hazardous areas being
annotated manually. Thus, this study proposes a computer vision and a 4D BIM-based approach for
intrusion detection in hazardous areas, called IDC4D. IDC4D comprises three modules: (1) the 4D
BIM-based safety planning (4BSP) module, which analyzes the hazardous area; (2) the hazardous area
registration (HAR) module, which delivers the hazardous area from the BIM model to the camera’s
first frame image; and (3) the hazardous-area-intrusion-detection module (HAID), which applies the
computer vision algorithm to identify the correlation between workers and hazardous areas. The
efficiency of the IDC4D approach is validated by testing a maintenance project on the construction
site. IDC4D supports the planner in choosing the plan and detecting the event of workers entering
hazardous areas while working. It showed an average precision of 93% and 94% in phase 1 and
phase 2, respectively. These findings provide insight into how varying geometries of diverse hazard
areas can be handled for enhancing intrusion detection.

Keywords: hazardous area; 4D BIM; computer vision; safety monitoring

1. Introduction

Worldwide, the construction industry is recognized as the most dangerous industry
in terms of accidents on the jobsite, leading to a significant loss of life and property [1,2].
According to Occupational Safety and Health Administration (OSHA) data [3], the con-
struction sector accounted for 1008 deaths in 2020, with falls from heights accounting for
approximately 33% of the fatalities. Moreover, South Korea’s construction industry was
responsible for more than half of all industry-wide fatality incidents [4]. The construction
industry in Europe has the third highest rate of nonfatal injuries, with the accident rate
being higher than the average for all industries [5]. This not only decreases the quality
of life of those injured and their families, but also damages the environment. Research
has demonstrated that a safe workplace can lower accident occurrence [6-9]. Potential
hazardous zones should be identified during the planning phase, and intrusion should be
detected and monitored during the construction phase. Such information can assist safety
managers and stakeholders in identifying and preventing potential hazards.
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To detect intrusion in hazardous areas, identifying the distance correlation between site
employees and hazardous areas is foundational of algorithms [10], even if applying sensing
technology or computer vision in place of manual inspection: (1) Sensing technologies
utilize signal-processing methods such as ultra-wideband, Bluetooth Low Energy, radio
frequency identification, and ZigBee to detect or proximate the distance between other
sensor tags. They can be applied to monitor the interactions between on-site person
positions and other entities, such as equipment, on-site persons, and temporary facilities,
on the construction site. In other words, on-site persons wearing sensor tags could be
warned when approaching a hazardous area fitted with another sensor tag. For instance,
using Bluetooth technology, Park et al. [11] presented a range-detection and alarm system
for dangerous proximity scenarios between highway construction on-site persons and
construction vehicles. Jin et al. [10] explored the use of an RFID sensor attached to a
hardhat and a portable RFID trigger installed in potentially hazardous working spaces,
such as openings. (2) The computer vision technique analyzes the visual data collected
from the surveillance systems to automatically detect jobsite entities by utilizing deep-
learning algorithms. To prevent hazardous-area entry, Fang et al. [12] developed deep-
learning algorithms to detect the structure supports and on-site persons and evaluated the
relationship between them. Khan’s approach [13] involved utilizing computer vision to
detect the interaction between scaffolding and the on-site person to determine whether
the working height was within Korea Occupational Safety and Health Agency (KOSHA)
regulations. Researchers have also focused on developing algorithms to detect jobsite
entities and their relationships.

A proper hazardous area identification would improve intrusion-detection quality.
This is a typical geometry annotation problem in which the aim is to enhance the defining
of hazardous areas. Due to the dynamic nature and complexity of construction jobsites,
the hazardous areas corresponding to the specific entities defined in the regulations have
different geometries and sizes. The geometry varies across different potentially hazardous
areas in construction jobsites, such as floor openings, excavation holes, and the area around
the scaffolding [14], etc. According to the use of sensor technologies, the active zones of
the sensor tag are spherical coverage areas due to the signal processing involved. These
necessitate installing numerous sensor tags according to the type of monitored entity.
Moreover, during the construction phase, the hazardous area in the same workspace may
be changed by shifting to different activities as per the schedule. Hence, the on-site persons
have to reinstall the sensor tags for different purposes. For instance, the hazardous area
during the excavation phase is the excavation holes. Afterward, when preparing foundation
work, safety managers have to consider the hazard posed by the foundation pit area or pile
foundation area. Furthermore, current computer vision methods also face challenges in
annotating hazardous areas in the intrusion-detection process. The presence of diverse and
complex dangerous regions on construction sites is a significant problem as they encounter
difficulties in accurately detecting and encompassing a wide range of hazardous areas [15].
Mei et al. [16] labeled the hazardous area manually with the help of image-annotation tools.
However, manual labeling faces the challenge of measuring the geometry in a 2D image
based on the size of the pixels.

Building information modeling (BIM) has been shown to improve occupational safety,
for instance, by facilitating accurate site layouts and safety plans, applying cutting-edge
methods for visualizing existing designs, the acquisition of spatial-temporal information,
and safety communication [6,17-20]. Thus, project teams can glean helpful information for
furthering the aims of the project. For instance, safety managers may design a safety plan
to avert dangers in the workspace, schedule information, and characterize the construction
jobs. In addition, more information may be incorporated into the BIM model throughout the
building phases for various purposes [20-23]. Tran et al. [24] proposed the development
of a computer-vision-based automatic safety status updating with the support of BIM
information. In addition, the 4D-BIM model can provide the geometric information needed,
such as the hazardous area boundaries during the period extracted from the schedule.



Buildings 2023, 13, 2313

30f22

The geometric information from BIM can be transformed as input for applying another
technique, for instance, hazardous area object annotation in computer vision.

To solve the above-mentioned challenges of intrusion detection in hazardous areas,
this study incorporates computer vision technologies and 4D BIM to develop the IDC4D
approach. The objective of IDC4D is to support safety managers in determining the correla-
tion between on-site persons and the hazardous area for monitoring and warning during
construction. To perform this, three modules of IDC4D are proposed, including the 4D
BIM-based safety planning module (4BSP), which analyzes hazardous area, the hazardous
area registration module (HAR), which delivers the hazardous area from the BIM model to
the camera’s first frame image, and the hazardous area intrusion detection module (HAID),
which applies the computer vision algorithm for identifying the correlation between on-site
persons and the hazardous area. This research makes three main contributions:

e  Considering geometric information of the hazardous areas from the BIM model, which
is defined through a rule-based model from the plan, then extracting and transforming
it into objects for supporting the vision monitoring system.

e  The IDC4D also considers the construction schedule through dividing phases during
the construction process. Accordingly, the hazardous area in the field of view of a
virtual camera can be transformed into a suitable object before construction.

e  The prototype system was developed to validate the IDC4D, and the results show the
efficiency of IDC4D supported the planner in selecting a plan and detecting the event
of on-site persons entering hazardous areas below the scaffolding work.

The remaining parts of the article are organized as follows: after this introduction,
Section 2 reviews the present status of safety monitoring and intrusion detection in con-
struction, together with BIM coupled with computer vision. The technique for detecting
intrusions into hazardous areas that have been suggested is discussed in Section 3. Section 4
presents a comprehensive breakdown of the development and validation of the IDC4D
prototype. In Section 5, we discuss the substantial advances in research and its limits. In
the final section, the findings and their potential future applications are summarized.

2. Literature Review
2.1. Preventing Entry to Hazardous Areas on Construction Jobsites

Safety is essential at every construction jobsite, which is indicated in laws/regulations
such as section 292 of subsection 6.4 of the Model Work Health and Safety Regulations
in Australia, Act 85 of 1993 in South Africa, and Section 29 CFR 1910.120(b) of the OSHA
regulations in the United States. However, the project employees practically fail to follow
safety guidelines, including entering hazardous areas that lead to incidents at job sites.
The theory of task dynamics, proposed by Winsemius [25], can help to explain why some
project employees may be more prone to intrusion behavior at construction sites, as they are
likely to weigh the convenience of a quicker route against the potential risks of entering a
hazardous area and underestimate the possible consequences of their actions. Hence, safety
professionals need to be aware of this tendency and take steps to prevent construction on-
site persons and other individuals from engaging in risky behaviors at the jobsite. Therein,
providing clear guidance on safe practices and procedures is required. For instance, in
the trench safety infographics, the Center for Construction Research and Training (CPWR)
recommends keeping rocks, soil, materials, and equipment away from the edge of the
trench. This would shape the hazardous zone around the trench, which the safety managers
should consider to practice trench safety [26]. Moreover, there is a need for monitoring on-
site persons at workplaces associated with hazardous areas during the construction phase.

Construction safety monitoring is critical in recognizing and warning of potential
hazards to prevent unacceptable intrusion. Site observations and inspections have tradition-
ally been utilized as monitoring tools in the construction industry to evaluate the dangers
involved in ongoing works and existing site conditions [27]. However, these systems are
expensive, and using them is time-consuming because supervisors or safety staff have to
perform visual inspections and write down their findings. Manual inspection also has
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drawbacks, such as a lack of timely access to comprehensive and accurate information. De-
tecting dangers, such as risky situations and activities, depends on the observer’s capacity
to see and comprehend the scenario.

As listed in Table 1, Xu et al. [28] investigated the benefit of smart sensing technologies
and integrated them with manual inspection to develop collaborative safety monitoring.
In preventing hazardous-area entry, Kanan et al. [29] proposed a sensing approach for
preventing site laborers who work within hazardous zones. Shuang et al. [30] considered
age and gender variables that affected the intrusion behavior of 147 laborers over four
months on construction jobsites. To conduct the experiment, the authors utilized sensing
technologies for location tracking combined with BIM. In Jin’s proposed solutions [10],
an RFID sensor mounted to a hardhat and portable RFID trigger is placed in potentially
dangerous working places. However, using sensing technologies, such as RFID sensors, to
prevent hazardous area entry has limitations. (1) Reliability: Sensing technologies may not
always work as intended due to interference, malfunctions, or maintenance issues. This
can lead to false alarms or missed detections, compromising the system’s effectiveness.
(2) Limited Range: Sensing technologies may be restricted, making them unable to identify
objects or individuals beyond a specific distance. Additionally, the active zones encompass
spherical coverage regions because of signal processing. In contrast, building sites have
diverse forms and geometries that might provide hazards, such as apertures, excavation
pits, and the vicinity around scaffolding. (3) Cost: Implementing and maintaining a sensing
system can be expensive, especially if it requires installing and maintaining many sensors
or other devices. (4) Convenience: The hazardous area inside the workstation may undergo
modifications during the construction phase because of transitioning to different activities
according to the predetermined timetable. Accordingly, the on-site persons have to re-install
the sensor tags for different purposes.

Table 1. Intrusion detection in hazardous areas in the construction domain.

Reference Solution Determining Tvpe of Hazardous Area Method of Hazardous
Approach On-Site Persons P Area Annotation
Xu [28] Sensor Sensor embedded Opening signal range of sensors
Jin [10] Sensor Sensor embedded Opening signal range of sensors
Huang [31]  Computer vision  Skeleton identification Opemng, Lifting manual annotation
operation area
Mei [16] Computer vision Object detection Fo.u nda.tlon pitch, manual annotation
opening, limb, scaffold
Kim [15] Sensor Sensor embedded . Extractgd geometric The 3D information on hazardous
information from BIM areas was extracted
Wan [32] Computer vision = Helmet color detection Fc.)undatlon pitch, opening, manual annotation
limb, scaffold, machinery
Kim [33] Computer vision Object detection Area around excavator excavator object annotation
Park [11] Sensor Sensor embedded Construction equipment signal range of sensors
The 3D information on hazardous
This study Computer vision Object detection Extracted geometric areas was extracted and transformed

+ 4D BIM

information from 4D BIM into objects for supporting the vision
monitoring system

2.2. Intrusion Detection in Hazardous Areas Based on Computer Vision

Vision intelligence technology is also a trend that academic and industry profes-
sionals have also studied and implemented vision intelligence technology for the auto-
mated detection of individuals entering hazardous areas at construction sites, as listed in
Table 1. Deep learning algorithms have been developed based on specific scenarios from
expert knowledge and regulations, then deployed into the monitoring system to support
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stakeholders in identifying potential hazards of its scenarios. Studies have developed an
approach for detecting unsafe behavior from the distance correlation between entities. For
instance, Khan’s approach [13] applied computer vision to detect the relationship between
the scaffolding and the on-site person to determine whether their working height was
higher or lower than KOSHA stipulated. Kim et al. [33] presented a method for measuring
the distance between employees and other construction entities using YOLO-V3.

Similarly, hazardous areas have to be identified before analyzing the distance correla-
tion between them and on-site persons. However, computer vision-based hazardous area
detection face challenges due to the complex and dynamic environments of construction
job sites. Hazardous areas can take many different forms, such as slippery surfaces, open-
ings, or uneven terrain. Thus, different geometries and sizes cover the specific entity, as
defined in laws/regulations. For instance, according to Hua et al. [34], various hazardous
areas were simulated and highlighted with red color in a three-dimensional illustration.
Huang et al. [31] defined a buffer zone for a hazardous area warning around the lifting
operation area or foundation ditch. Thus, researchers manually labeled the hazardous
area object using annotation tools [16]. Further, the site conditions may be changed, such
as lighting conditions, moving equipment, and other obstacles. Hazardous area can also
be changed following the schedule at a specific workspace. Consequently, this leads to
a hazardous area that has its own set of unique characteristics that make it difficult to
develop computer vision algorithms.

2.3. BIM for Construction Safety

Building Information Modeling (BIM) has increased on-site person safety by ana-
lyzing spatial and temporal information and enhancing safety communication [35-37].
For instance, Table 2 lists examples of applying/developing BIM for construction safety.
Tran et al. [38] utilized 4D BIM data to develop a surveillance installation strategy and
schedule work areas. In addition, this study simulated virtual cameras that could provide a
virtual view of their cameras. In another study, they examined these data to detect any possi-
ble scheduling or workplace conflicts that may lead to accidents before the building process
started [6]. BIM offers a visual model and database for storing data gathered or generated
throughout the construction phase. Arslan et al. [39] visualized the intrusion using BIM to
capture unsafe behaviors in dynamic environments. Other researchers have investigated
the integration of the BIM model with a sensor-based monitoring system [40,41]. Using
visual intelligence, 4D BIM can provide practical and valuable information for construc-
tion safety monitoring. The plans, which describe the activities, locations, and schedules,
support the vision system in applying the appropriate algorithms to achieve good results
and provide the safety manager with practical information. The 4D-BIM model can also
provide the geometric information needed, such as the hazardous area boundaries during
the period extracted from the schedule. Moreover, combining computer vision technology
with BIM enhances construction safety by enabling the real-time monitoring and analysis
of the construction site, facilitating proactive risk management and the identification of
potential hazards before they become problematic [42].

Table 2. Examples of applying/developing BIM for construction safety.

Reference

Functionality Benefits for Safety Management

Tran [6]

4D BIM Identifying hazards of spatial-temporal exposure cases

Arslan [39]

Visualization of intrusions in dynamic construction settings with the

D visualization I .
3D visualizatio objective of enhancing worker safety

Feng [36] Rule-based modeling Using BIM to automate planning for scaffolding on construction sites
Tran [38] 4D BIM Developing a surveillance camera installation plan for safety purposes
Zhou [41] Cloud-based BIM Developing building fire alarm system
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2.4. Need for BIM-Based Information Extraction to Support Computer Vision System

The literature review on construction site accidents and existing safety monitoring
procedures reveals several gaps. Hence, a hybrid monitoring system, which incorpo-
rates 4D BIM information and computer vision technologies, is suggested for overcoming
the following:

e  Monitoring on-site persons entering hazardous areas: The proposed approach must
detect on-site persons in the field of view of the camera and the correlation between
them and the hazardous areas.

e  Multiple workspace shapes: The approach must detect different hazardous areas at
construction jobsites as stipulated in the laws and regulations.

o Inefficient monitoring by the site safety manager: Manually monitoring every con-
struction on-site person is challenging for site managers. Therefore, the suggested
monitoring approach must utilize computer vision and BIM to ensure on-site person
safety in the danger zone.

e Inconvenience: During the construction phase, the hazardous area in the same
workspace may change due to shifting to other activities as stipulated in the sched-
ule. Accordingly, the laborers have to reinstall the sensor tags for different purposes.
Hence, the proposed system should predefine the hazardous area before construction
to monitor intrusion.

3. Development of the Proposed Approach

The use of surveillance camera systems at construction sites is an essential safety mea-
sure aimed at protecting the well-being of those present on-site. These systems comprise
strategically placed cameras that offer the uninterrupted surveillance of different regions
on job sites. These cameras provide sophisticated video capture functionalities, allowing for
immediate monitoring of actions, detection of any dangers, and timely intervention during
emergency situations. These systems play a role in accident prevention and the promotion
of safety measures by monitoring changes in construction activity and identifying areas
that pose potential hazards. Hence, the IDC4D approach was developed to enhance the
surveillance camera systems to proactively identify intrusion in hazardous areas using
computer vision and 4D BIM technologies. IDC4D, as depicted in Figure 1, consists of
three modules whose structure and key features are as follows: (1) the 4D BIM-based
Safety Planning module (4BSP), which analyzes hazardous areas, (2) the Hazardous Area
Registration module (HAR), which deliver the hazardous area from the BIM model to the
camera first frame image, and (3) the Hazardous Area Intrusion Detection module (HAID),
which applies the computer vision algorithm for identifying the correlation between on-site
persons and the hazardous area.

4D BIM-based Safety Planning Module Hazardous Area Registration Module Hazardous Area Intrusion Detection

Construction Best
Practices

(4BSP)

Rules and
Regulations Rule for

m

Accident Case
Analysis

odeling

(HAR) Module (HAID)

(® — [al

0
.

4D BIM-based Safety Planning |

[

v

!’

Camera Placement

Hazardous area

Camera First fra.me
installation extraction
77777777777777777777777 S S S AR
( B e e, S ~ ( ______________________ ~
1 " |
i » Workers detection
| Data Mapping a1 } | :
| N < "o N, | | + Comelation between worker and hazardous |
: ny: I | area detection I
| | X . |
: | | * Visualizing the hazard area |
' | | I
| |
| | |
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Figure 1. A 4D BIM- and computer vision-based approach for hazardous area intrusion detection.
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3.1. A 4D BIM-Based Safety Planning Module (4BSP)

The development of new tools and methods for safety experts to use motivates these
professionals to take the safety of their on-site persons seriously and to build and execute
complete safety programs. Hence, more people are becoming aware of the need for a safety
plan. Any potential safety risks must be analyzed at each step of the process to ensure
that a project is carried out without incident. Moreover, a plan for the tools/equipment
used should be prepared for safety monitoring during the construction stage. For instance,
the importance of cameras in construction safety management has become increasingly
prominent, and practitioners have focused on developing surveillance plans for safety
purposes [38].

In this study, the 4D BIM-based safety planning module (4BSP) is used to provide the
input information to support the monitoring system. First, rules for modeling are structured
based on implicit/explicit safety knowledge. By analyzing accident cases, constructing best
practices, management, and regulations, project employees can establish a rationale for
generating an automated safe planning system that converges with the fourth-dimensional
model. For instance, following OSHA regulation number 1926.451(h) regarding falling-
object protection from scaffolding, the space below the scaffold into which things may fall
should be walled, and on-site persons must not be allowed to access the hazardous area.
The potential hazard area can be visualized in the context of this rule when the scaffolding
is being used. According to the literature review of Mei and colleagues [16], the example
of rules for defining hazardous areas is shown in Table 3. It points out that the areas 2 m
around the scaffold should be considered hazardous. Likewise, other hazard areas may
be identified and visualized in 4BSP. Second, the project employee can prepare the plan
for installing cameras and equip them at the construction jobsites, as depicted in Figure 2.
The module 4D BIM is helpful for defining monitoring regions, considering the dynamic
nature of building projects. The schedule divides the construction into m phases that follow
project milestones, and each phase has a specific site layout plan. Site layouts, which
change throughout construction based on the project timetable, affect camera planning
alternatives. In this case, the challenge is to accommodate the site layout adjustment that
may hinder camera vision. Furthermore, phase layouts (containing details on the building,
site amenities, enclosure, storage yard, and equipment) may be used to determine camera
placement locations. Installable locations may include semi-permanent or permanent
facility boundaries (such as fences, site offices, and tower cranes), whereas non-installable
locations include work zones, travel paths, storage yards, and temporary facilities. In
addition, surveillance systems are essential for protecting potentially hazardous places
from trespassers and maintaining round-the-clock surveillance of them. The construction
safety-monitoring system can track potentially hazardous activities.

Table 3. Rule-based analysis for modeling, according to [16].

Rule-Based Analysis

Hazardous Entity
Condition Rule Modeling
Depth>2m Edge extends outwards by 1 m
Foundation ditch -
- Edge extends outwards/inwards by 1 m
0.5m < dimension< 1 m Edge extends outwards by 0.5 m
Opening
dimension > 1m Edge extends outwards by 1 m
Limb Height >2m Edge extends outwards by 1 m
Height >2m Above the operation area
Scaffold

- Vertical projection extends outwards by 2 m
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Figure 2. Generative planning process of surveillance camera systems.

3.2. Hazardous Areas Registration Module (HAR)

By using the information from the 4BSP, the safety manager can determine the in-
put parameters for the second module, called hazardous areas registration (HAR). After
defining the position of the camera, the safety managers can extract the virtual view of
the camera as a 2D image. If there are m site layouts, the planner would extract m virtual
images. Moreover, at planning, the position of control points, which is represented by the
yellow components, is planned in the BIM model, as depicted in Figure 3. The on-site
persons then have to place these entities which represent control points at the jobsite in
accordance with the plan, which is shown in Figure 4. In this study, the authors utilized the
fixed-camera system; hence, the corresponding control points need only be placed once
before construction. The control points play a pivotal role in the context of mathematical im-
age processing. They serve as anchor coordinates that establish a correspondence between
the mosaic of m virtual images and the actual image. By assigning mathematical values to
these control points, such as their pixel positions or spatial coordinates, image stitching
algorithms can be employed. Through these transformations, the hazardous area within
the construction site can be accurately reconstructed, enabling precise spatial analysis and
monitoring. The integration of mathematical principles with control points enhances the
capability to identify and define hazardous areas within the construction environment.
To confirm that the extracted hazardous-area coordinate fits with the live camera images
at the jobsite, the actual image has to correspond to the frame of the camera live stream.
The corresponding control points are saved to two n X 2 (n is number of control points)
matrices. For instance, the matrix size for the case study is 7 x 2, with seven control points
being used for stitching purposes. Aligning is necessary to transform an image (virtual
image) to match the viewpoint of the image it is being composited with (actual image). The
primary goal is to change the coordinate system into one that produces images that fit the
required perspective. An image may be converted through pure translation, pure rotation,
or a similarity transform, which involves translation, rotation, and scaling of the picture to
be transformed. Projective transformation was employed in this study to align the virtual
and actual images.

Phase 1 Phase m

Figure 3. Control points in the virtual image.
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Figure 4. Control points in the actual image.

A 2-D geometric transformation is a function that maps a set of points in the source
coordinate system to a set of points in the target coordinate system. A projective trans-
formation is a particular type of 2-D geometric transformation that maps straight lines to
straight lines. The projective transformation can be represented by a 3 x 3 matrix H, which
maps a homogeneous coordinate [x, y, 1] to another homogeneous coordinate [x',y’, w’].
The actual Cartesian coordinates (x/,y’) can be obtained by dividing the homogeneous
coordinates by w’. Matrix H can be estimated by solving a system of linear equations,
where the coefficients of the matrix are obtained from the correspondences between the
source and target control points. In this system, each control-point correspondence is
represented by a pair of equations:

x' hyp hypp hyz] [x
y = |ha ha hy| |y 1)
w/ h3; hzy hgz] |1

where h = [hy1,hyy, ... hss] are the elements of matrix H.

Given n control point pairs, the system of linear equations can be written as an 2n x 9
matrix A:

A = [ay,ap,...an]
o xiinOOO—xixxi—yixxi—xi (2)

F 000Xy 1 Xy Y Xy Y
where X, y; are the source control point coordinates, and x}, y} are the target control-point
coordinates.

Matrix H can be obtained by solving the linear system A x h = 0, where
h = [hy3,hyy, ... h33] is the vector of unknowns and 0 is the zero vector. Solution h
can be obtained through a singular value decomposition or other methods. Once the
matrix H is estimated, it can be used to transform any point in the source coordinate
system to the corresponding point in the target coordinate system by applying the formula
[X',y",w'] =H x [x,y,1]. Now that a set of points x; <+ x{ are obtained, matrix H should
be calculated robustly for x/ = H x x; and the equation must satisfy x| x Hx; = 0.

hT x

LetHx = [ h2T x; | and x| = (x;,y;, ;) ®)
h3T X;
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3T 2T

yih''x—  wih™x 0f  —whx!  yxI 7 [h!
x\ x Hx; = w’lthxi— y’1h3Txi =0=> |—wix] of —xIxI h?| =0 4

2T 1T I\ T 1T T 3

xth® xi—  yih x5 —YiXi XX 0 h

=>Ah=0

3.3. Hazardous Area Intrusion Detection Module (HAID)

Intrusion detection on a construction site refers to the process of identifying unautho-
rized access or presence on the site. This can be important for a variety of reasons, including
preventing the theft of construction materials, protecting against vandalism, and, primarily,
ensuring the safety of on-site persons. Computer vision-based object detection can also
play a role in intrusion detection in the construction site by automatically identifying the
presence of unauthorized individuals in real time. Object detection can be utilized to track
the movement of people and vehicles on the construction site and alert security personnel
to any suspicious activity. HAID involves computer vision-based on-site person detection
and object correlation analysis.

3.3.1. Hazardous-Area Extraction

The process of hazardous-area extraction is illustrated in Figure 5. After combining
the actual and virtual images, the hazardous zone from the virtual image can now be used
as the actual hazard zone. However, the polygon information of this area is unknown.
Thus, the next step is to apply the algorithm for color-based hazardous-area extraction, as
presented in Algorithm 1. As seen in the virtual image, the danger zone was represented
by orange. Thus, we can extract the parameters of this region based on this color. First,
all orange areas were selected, after which the noise areas were removed based on pixel
size. Areas with small pixel sizes were discarded, and large pixel sizes were retained based
on a defined threshold. The large group of pixels was then consolidated into a single-area
format by finding the biggest contour. Every intersection coordinate of the lines was then
identified and saved to a matrix as area information. This information was then utilized in
the next step to establish a correlation between the person and the hazardous zone.

Algorithm 1. Algorithm of color-based extraction

Input: Register virtual image (image)
Output: The contour zone around the hazardous zone and the intersection point (intersection
Color)
Library: OpenCV
1: Read image
2: Set “lower” and “upper” RGB range to obtain the hazardous by color
3: Obtain the zone by masking and bitwise the mask
4: Define the kernel for dilation task and perform dilate
—kernel size (5 X 5)
—dilate (image, kernel, iteration = 1)
5: Find the biggest contour of the white pixel;
—maxContour = findMax(findContours(image), key = contourArea)
6: Simplify the biggest contour shape
—epsilon = thresholdValue * arcLength(maxContour)
—finalContour = approxPolyDP(maxContour, epsilon)
7: Find the intersection coordinate of maxContour
—for i in range(finalContour.shape [0]—1):
drawline((finalContour[i][0]), (finalContour[i + 1][0]))
intersectionCoor.append(tuple(approx[i][0]))
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Virtual image after tranformation

Hazardous area objects

Color-based extraction

Figure 5. Hazardous-area objects extraction process.

3.3.2. Computer Vision-Based On-Site Persons Detection

In this study, an on-site person in the hazardous zone is considered an unauthorized
object. The Yolov8 model was employed to detect the on-site person at a construction site.
Yolov8 was selected due to its processing speed and accuracy being higher than that of
other object detection algorithms. Furthermore, Yolov8 excels in detecting small objects. A
pre-trained model from the COCO dataset was used to achieve faster convergence, save
time, and improve accuracy. The pre-trained model incorporates weights that reflect the
learned characteristics of a larger dataset, such as edges and lines. These transferable
characteristics are utilized for training a new model on a new dataset. The COCO dataset is
a vast collection of images that feature everyday objects [43]. Of these images, 80% were
used for training, whereas 20% were used for testing.

3.3.3. Object Correlation Analysis

Yolov8 was utilized to perform object detection; however, achieving automated in-
truder recognition in a construction site using only Yolov8 predictions is impossible. There-
fore, the correlation between the hazardous area and the persons should be determined.
In this study, the exact position of the on-site person in the hazardous zone is required.
Yolov8 was utilized in this study to detect a person, after which the coordinate of the person
was extracted.

The association between the on-site person and the danger zone should be determined
to identify incursion occurrence. A person walking into the danger zone is considered an
intrusion, and the site administration must be notified. Otherwise, no intrusion occurs
if the individual walks close to or outside the danger zone. As shown in Figure 6, the
relationship between the on-site person and danger zone is determined by matching specific
criteria and the locations of the bounding box of the person and danger zone coordinate. A
crucial contribution of this study is the use of overlapping bounding boxes for identifying
the correlation between construction elements. The visual intelligence-based correlation
detection revealed that the system recognized and masked all humans and danger zones in
a given image, as depicted in Figure 6. Figure 6a—d also visually depicts the extraction and
comparison of corner coordinates and the y-coordinate of the center in defined bounding
boxes. After detection, the system identified and recognized the person class based on
the red point; if the red point was inside the hazard zone or on the hazard zone line, the
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intrusion event was detected, and an alert was sent to the manager; if the red point was
outside the hazard zone, the system ignored further processing and declared the scene. In
order to evaluate the performance of the intrusion detection model, the authors have used
the following metrics—precision, recall, F1-score, and accuracy (Equations (5)—(8)):

Precision(P) = (TPTEFP) ®)
Recall(R) = ("I‘l;l—;—I)IJI\I) (6)

F1 — score = 2 x EII; i E; @)
Aceuracy = Gy +($1Zi?1\j)+ FN) ®)

where TP, EN, FP, and TN represent the true positive, false negative, false positive, and true
negative, respectively. Table 4 presents the definitions of TP, FN, FP, and TN, which are
results for intrusion detection in hazardous areas.

Hazardous zone Hazardous zone

[ ] Unauthorized object

[\

Unauthorized object

@) (0)

Hazardous zone Hazardous zone
=. t
Unauthorized object hd

Unauthorized object

(©) (@)

Figure 6. Correlation analysis.

Table 4. Definitions of TP, FN, FP, and TN for intrusion in hazardous area.

Type Actual Intrusion Predicted Intrusion
P Yes Yes
FN Yes No
Fp No Yes
TN No No

3.4. Development of Prototype System Based on Proposed Approach

Figure 7 depicts the prototype development process and tool use. The authors used
the Autodesk platform for BIM creation and Yolo-V8 for autonomous visual monitoring.
Initially, the Primavera timetable was incorporated into the Revit platform to display the
4D BIM environment. The site plans were implemented as follows after the building
stages. The authors utilized Revit-Dynamo to conduct a simulation of the site layout,
obstacles, and camera field of view. This simulation was performed after the creation of
the camera position plan, as illustrated in Figure 2. The authors built control points by
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using the adaptive component family Revit. The dynamo code was consistently utilized to
manipulate the decision variables inside the instructions of the Revit-Dynamo interface
and the inherent mathematical algorithms. Afterward, a generative design tool was used
to identify a feasible location for the camera system. Figure 8 illustrates the Dynamo
code that exported the perspective view of the virtual camera. The authors used the
“PerspectiveView.SetFieldofView” node from the Morpheus package to export the virtual
image. This image was stitched with an actual image captured from the camera.

Before construction ‘ During construction
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Figure 7. Process and tool utilization for developing the prototype system.
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Figure 8. Process of exporting virtual image.

Dataset Preparation

Both employees and the hazardous area should be detected to monitor hazardous-area
entry. After stitching the virtual and actual images, the hazardous area was extracted
through image processing using MATLAB R2023a software. Meanwhile, the authors
applied the Yolo-V8 algorithms mentioned in Section 3.3 to identify the on-site persons at
the construction jobsite. The training was conducted on a server with an i9-10940X CPU,
4x NVIDIA RTX 3090 GPU, and 24 GB RAM. Each minibatch had four images, and the
training images were resized to 800 pixels for images with different dimensions. The model
was trained at a 0.001 learning rate for 500 epochs, whereas weight decay and learning
momentum were set as 0.0001 and 0.9, respectively.

Further, 10,000 additional photos were acquired from various viewpoints at the actual
jobsite to train a new model. These photos were collected from an actual site at building 208,
Chung-Ang University, as depicted in Figure 9. The dataset was used for private purposes
in developing a prototype. In addition, on-site employees who permitted the collection
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were also required to wear a mask, considering privacy when implementing surveillance
techniques on construction sites. After collecting the images, performed data cleaning to
obtain an appropriate and useful dataset for training. The input dataset is labeled as an
on-site person. After identifying project employees and the hazardous area, the correlation
between these objects was calculated. In cases of overlapping, the laborers were considered
to have entered the hazardous area.

Figure 9. Some sample images for training.

4. Prototype System Application
4.1. Case Application

The construction site is generally overcrowded, which creates a complex working
environment for those employed there. This makes the site managers’ tasks challenging
because every on-site construction person has to be manually monitored. Therein, intrusion,
defined as the unlawful entry into, or continued to stay in, a dangerous location, is the
primary cause of the vast majority of accidents at construction sites. Additionally, most
intrusion records are maintained through self-reporting, which is hindered by a blame
culture for errors, time-consuming paperwork, and a lack of feedback on how the reported
information has been utilized. Consequently, automatically detecting site staff incursions
into potentially dangerous regions is a priority for safety monitoring throughout the
project’s building phase.

In this study, the authors performed a case study on safety monitoring during a project
to repair the facade on the 2nd floor of Building 208 at Chung-Ang University. The on-site
people installed scaffolding around the wall. Figure 10 illustrates the plan for placing the
scaffolding. At the beginning of the project, a fixed scaffolding system was installed on the
left side. After finishing this area, a mobile scaffolding was moved to the right side. OSHA
regulation number 1926.451 (h) about falling-object protection during scaffolding requires
that the space below the scaffold into which things may fall be walled, and on-site persons
must not access the hazardous area. Thus, the hazardous area was visualized in the 4D BIM
model. The hazardous area includes 2 m offset from the scaffold. The jobsite is illustrated
in Figure 11. The generative planning algorithm for the camera position suggested the
optimum location for warning intrusion. Additionally, the authors prepared entities, which
are highlighted by red cycles in Figure 12, to support measuring the real dimension of the
hazardous area. It was used as the ground truth for comparing the hazardous-area object
after transformation.
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Figure 10. The Construction site layout.

Figure 12. Hazardous area dimension (ground truth).




Buildings 2023, 13, 2313

16 of 22

4.2. Results

The IDC4D was applied to monitor on-site persons entering hazardous areas during
construction. In order to enhance the effectiveness of monitoring, the hazardous areas and
on-site persons have to be detected. Therein, hazardous areas need to be considered in the
practical situation in the construction job site, such as different geometric, changing from
time to time.

The case study was separated into two phases corresponding to two site layouts.
Hence, two virtual images extracted from a virtual camera in the 4D BIM model were
mosaiced after the actual image, as illustrated in Figure 13. The first-two image is the
result of blending the registered virtual image and the actual image (Figure 13a,b). The
orange zone of construction layout 1 and construction layout 2 were extracted, and this
zone information was drawn again, as represented by the red line on the actual image
(Figure 13c,d). These polygons closely fit with the prepared entities, which were used as
the ground truth for the 2 m line from scaffolding (Figure 12). These polygons were the
hazardous-area objects utilized in the intrusion detection algorithms.

Constructionlayout 1 Construction layout 2

Image
Stitching

Hazardous
area objects

(©) 7 (@

Figure 13. Extraction of hazardous area objects.

Figure 14 depicts the hazardous-area intrusion detection results. Two scenarios were
tested at the project site. The detection model could detect multiple on-site persons in
the green bounding box with the label “person” at the construction jobsite. In the case
scenarios, two on-site persons were working at the ground level while another was working
on the scaffolding. Moreover, the hazardous-area objects of site layouts 1 and 2 were
drawn as red polygons following the rules/regulations from the safety plans. In the first
scenario, the green-vest on-site person (Figure 14a—d) was working outside the hazardous
area; therefore, the employee was represented in a green bounding box and labeled as
“person.” Similarly, other on-site persons walking at ground level but not at a dangerous
location were visualized by the green bounding box (Figure 14c,d). The second scenario
(Figure 14e-h) involved at least one on-site person entering the hazardous area. In phase 1,
the warning signal was visualized as a red bounding box, and an “intruder detected” label
was assigned when the green-vest on-site person entered the dangerous zone (Figure 14e);
the bounding box was then changed to green as the on-site person was moving out of
the hazardous area (Figure 14g). In phase 2, the dangerous area was around the mobile
scaffolding. Hence, both on-site persons near the fixed and mobile scaffolding were
highlighted in red bounding boxes (Figure 14f). As shown in Figure 14g, IDC4D changed
the color of the bounding box when the green on-site person was far from the dangerous
area. Table 5 presents the performance results of intrusion in hazardous area. The authors
recorded videos for each phase for different periods. After conducting the detection,
these videos were divided into images per second. After analysis, the algorithm achieved
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precision, recall and F1-score of 95.3%, 83,7%, 891% for phase 1 and 95.1%, 87,9%, 91.4% for
phase 2. Notably, phase 1 and phase 2 yielded an accuracy of 92.5% and 94.1%.

Detection
scenario

Construction layout 1 Construction layout 2

Workers

are
outside of

hazardous
area

Workers

are

entering to
hazardous
area

@)

Figure 14. Detection scenario results.

Table 5. Performance results of intrusion scenarios.

Performance Matrices

Precision Recall F1-Score ~ Accuracy
Phase
1 95.3% 83.7% 89.1% 92.5%
2 95.1% 87.9% 91.4% 94.1%

5. Discussions

This paper proposed an approach to observe intrusion on construction job sites by
integrating computer vision and 4D BIM information. In order to enhance the effectiveness
of monitoring, the hazardous areas and on-site persons have to be detected. Therein,
hazardous areas need to be considered in the practical situation in the construction job
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site, such as different geometric, changing from time to time. Compared to the past
studies related to intrusion monitoring at the construction site, there are three expected
contributions to the body of knowledge in the AEC industry.

Construction sites often contain hazardous areas, and on-site people need to be aware
of these areas and take the necessary safety precautions. Common hazardous areas
include areas where cranes, forklifts, supply vehicles (especially when driven in the
winter), heavy equipment, and hazardous materials are present. Thus, the vision
intelligence system needs to have the capability of monitoring multiple types of
hazardous-area shapes as stipulated in the relevant laws and regulations. However,
previous studies have focused on specific hazardous areas, such as areas around
trucks and rectangular openings. In our study, the 3D information on hazardous areas,
defined through a rule-based model from the plan, was extracted and transformed
to objects for supporting the vision monitoring system. The color-based extraction
process was then applied to extract the orange area from registered virtual images.
Afterward, the orange-area boundary was extracted as polygons. Accordingly, the
hazardous area around the fixed and mobile scaffolds was determined using the
intrusion detection algorithm.

Surveillance camera systems are installed at construction jobsites to monitor potential
hazards at specific workspaces. Notably, the hazardous area in the same workspace
may change due to shifting to different activities as per the schedule. This study
investigated a 4D BIM model that divided the schedule into phases by extracting the
hazardous area of each site layout. Accordingly, the hazardous area in the field of
view of a virtual camera can be transformed to a suitable object before construction.
In the case study, the hazardous areas were defined at phases 1 and 2, which covered
the potential hazard area around the scaffolding system, as depicted in Figure 13.
In addition, the application of 4D BIM information as a foundation for extracting
hazardous-area data assures that the technique may be implemented across projects
with diverse scales and levels of intricacy, which may be customized to incorporate the
distinctive attributes of the project. The scalability of the project enables the inclusion
of developing hazard zones at different phases of development, facilitating their
dynamic incorporation. Moreover, a notable characteristic of this technique lies in its
capacity to adapt to various sorts of hazardous locations and site layouts. Transferring
these hazardous areas as objects into actual images contributes to identifying potential
intrusion detection in hazardous areas.

The IDC4D approach effectively facilitates hazardous-area entry monitoring by es-
tablishing a correlation between on-site personnel and designated hazardous zones.
This innovative approach leverages 4D Building Information Modeling (BIM) data to
extract hazardous area information from virtual environments, subsequently transfer-
ring these areas as objects into actual images. Concurrently, on-site person-detection
algorithms were developed to identify individuals within the camera’s field of view.
Notably, when the identified on-site person objects coincided with the hazardous
area objects, an alert was generated and transmitted to safety managers. For instance,
Figure 14 illustrated the monitoring results when on-site persons were or were not
working near the scaffolding area. In addition, this adaptable approach demonstrates
its potential applicability across diverse projects, underlining its versatility in ensuring
safety compliance and hazard prevention. Leveraging 4D BIM and camera-based
person detection can seamlessly integrate with different project scales, hazardous area
types, and site layouts. This versatility positions the approach as a valuable tool for
enhancing safety monitoring across various construction endeavors.

Despite this, there are still certain limitations to this study, including the following;:

(1) This study focused on transforming the hazardous area from the 4D BIM model that

would be used as an object in the actual image. However, there are still challenges in

this process that on-site persons have to place control points following the plan. With
different construction projects and site layouts, safety managers are required to cooperate
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with planners to develop a safety plan to determine hazardous areas. Furthermore, this
study did not analyze the number of control points needed to use for stitching algorithms.
(2) In this study, the hazardous areas were highlighted as an orange color; there would
be many noise objects if they had the same orange color on the construction job site.
(3) The IDC4D technique assumed the 4D BIM level of information. The site layouts
that follow the building stages are designed to last for a long time (weeks, months, or
years). Therefore, IDC4D may not cover behavior that occurs in brief bursts (hours or days).
(4) As shown in Figure 15, misdetections and mistakes occurred during intrusion detection.
This was attributable to the on-site person detection model. The data for identifying the
on-site person were gathered from a single construction site. To handle the dynamics of the
changing environment, the dataset needs to be collected from diverse construction sites. In
addition, it should be acquired from different locations, including varying perspectives,
occlusion scenarios, and specularities.

Figure 15. Errors in the intrusion-detection algorithm.

Moreover, privacy and data usage are the most significant ethical considerations
when using surveillance on construction sites. The continual monitoring by cameras
raises fears of on-site invasion. Thus, there is a need to balance safety and privacy to
ethically implement monitoring systems at construction sites. (1) Informed consent: Inform
workers about surveillance cameras, their function, and the regions under observation
before installing them. Give workers an explicit agreement to understand and accept
monitoring. (2) Transparency: Establish transparent communication channels regarding
the camera system. Inform workers about the nature of data nature, storage length, and
footage access. This transparency builds confidence and informs workers of their rights.
(3) Data anonymization: Implement measures to ensure that the recorded data do not
reveal individual identities unless necessary. Use anonymization to preserve workers’
privacy while gaining safety insights. (4) Data security and storage: Protect captured
footage using rigorous data security methods. Prevent data retention by setting storage
and deletion limits. (5) Regular review and assessment: Evaluate the camera system’s
safety benefits. Regularly discuss worker problems and make modifications based on their
comments. (6) Legal Compliance: Follow local data privacy and surveillance rules while
installing surveillance cameras. Adhering to legal frameworks provides a foundation for
ethical practices.

6. Conclusions

This research has presented the IDC4D approach that supports safety monitoring by
enhancing intrusion detection in hazardous areas at the construction job site. The study’s
primary goal was to extract the hazardous area from the 4D BIM model as the objects
that would be used for determining the relationship between them and on-site persons.
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Through this, the safety warning was delivered in case of overlapping between on-site
person objects and hazardous area objects. A thorough literature review indicated a need
for developing an approach to monitor the hazardous area entry cases considering the
multiple workspace shape and dynamic nature of the construction job site. Furthermore,
the suggested hybrid monitoring system, which incorporates 4D BIM information and
computer vision technologies, may significantly assist safety managers in identifying
intrusion during construction.

The IDC4D comprises three modules: (1) 4BSP, which analyzes the hazardous area;
(2) HAR, which transfers the hazardous area information from the BIM model to the first
frame image of the camera; and (3) HAID, which applies a computer vision algorithm
to identify the correlation between on-site persons and the hazardous area. Autodesk
Revit-Dynamo was utilized for establishing an appropriate surveillance plan. Afterward,
the virtual view of the camera was exported as a virtual image (for specific site layouts). The
hazardous-area extraction process can be applied to extracting hazardous-area objects dur-
ing construction. The on-site person detection model was also trained using Yolo-V8. The
correlation between hazardous area objects and on-site persons was leveraged to deliver
the warning signal. The findings of the study indicate that the IDC4D approach exhibits
promise in improving intrusion monitoring at construction sites through three fundamen-
tal mechanisms: (1) proficiently extracting various forms of workspace configurations,
(2) accounting for the dynamic nature of the environment by adapting to changes in the
hazardous area during different activities, and (3) offering a safety signal by analyzing the
proximity between individuals present on-site and the hazardous area. For future research,
the following aspects should be considered: (1) analysis of safety rules/regulations and
incorporating contextual information that supports the 4BSP module to find the geom-
etry of the hazardous area. (2) The on-site person’s identity should be integrated into
the detection algorithm, for instance applying biometric computing for face recognition
and registration [44], to analyze their routine/reflex aimed to support monitoring and
education. However, individuals have to be informed of the presence of surveillance, the
reason for data collection, and their rights regarding the management of their personal
information. (3) A larger dataset should be utilized to improve the detection algorithms.
An (4) exploring method of feedbacks after intrusion detection should be used and safety
status should be delivered to other stakeholders.
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