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Abstract: Blockchain can be introduced to use cases in the built environment where reliability of
transaction records is paramount. Blockchain facilitates decentralised, cryptographically secure,
trustworthy, and immutable recordkeeping of transactions. However, more research is urgently re-
quired to understand the process and complications in implementing blockchain solutions in the built
environment. This paper demonstrates a methodology for developing a blockchain system starting
from problem analysis, selection of blockchain platform, system modelling, prototype development,
and evaluation. The evolutionary prototyping model was selected as the software development
methodology for the use case of property transactions. A systematic process protocol involving the
multi-criteria decision-making method, Simple Multi Attribute Rating Technique (SMART), was
used to select Hyperledger Fabric as the most suitable blockchain platform for the prototype. The
system architecture facilitates a simplified, lean property transaction process implemented through
chaincode (smart contract) algorithms and graphical user interfaces. System evaluation through
test cases allowed iterative improvements, leading to an incubation-ready software prototype. The
contribution to knowledge of this paper is in the demonstration of the process to follow to implement
a blockchain solution for a specific domain. The findings provide the foundation for developing
proofs of concept for other potential applications of blockchain in the built environment.

Keywords: blockchain; built environment; trust; proof of concept; property transactions; Hyper-
ledger Fabric

1. Introduction

In the built environment, with respect to property transactions, where businesses de-
pend on reliability of transaction records, blockchain has been proposed to enable trust and
ensure ownership [1-3]. Blockchain technology is suitable for storing and handling thou-
sands of copies of transaction records to enable transaction authentication [1,4-7]. Whilst
traditionally the transaction records for built environment are housed in central servers
controlled by a single administration point, in blockchain technology, these transaction
records are replicated across the network of computers [2,5,8].

Blockchain is considered to be a disruptive technology that has a significant impact
in numerous industries in terms of information and trust [2,9-13]. Blockchain is a dis-
tributed ledger technology, where data stored in the network is non-centralised, supports
peer-to-peer interactions, and creates a cryptographically secured, immutable chain of
records [14-17]. As each peer (node) in the blockchain network maintains a copy of the
ledger, and the records cannot be modified without detection, blockchain provides a
method of ensuring trust in a trustless environment [18], and produces an audit trail of all
transactions in the ledger [19].

Maintaining trusted records on a blockchain would enable benefits such as tracking
the history of assets, providing trustworthy proof of ownership, reducing transaction times
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and costs, and minimising fraudulent behaviour [19,20]. However, it is noted that only
a few papers have discussed the demonstration of blockchain solutions in the property
sector, and more so in the built environment [1,12,21]. The Institution of Civil Engineers
(ICE) [14], Centre of Digital Built Britain [22], and ARUP reports regarding the future
of smart built environment [23,24] have highlighted that trust is a valuable asset for the
construction industry, but that the current system is still facing difficulties to ensure trust.
It is recommended to introduce a new system that could aid in reliably sharing information
amongst stakeholders [25-28]. The blockchain real estate industry report for the year 2021
by the Foundation for International Blockchain and Real Estate Expertise (FIBREE) pointed
out that the property sector is still partly digitalised and mostly paper-based, and the use
of blockchain as an innovative solution is still at an early trigger stage [29].

This paper demonstrates a methodology for developing a blockchain system starting
from problem analysis, selection of blockchain platform, system modelling, prototype
development, and evaluation. It presents the development of an incubation-ready software
prototype using blockchain for property transactions as a use case to illustrate the potential
of blockchain in the built environment. This is achieved by establishing three objectives.
Firstly, to understand the potential applications of blockchain in the built environment,
and critically review the need for blockchain in enabling trusted transactions. Secondly, to
understand the mechanism of Hyperledger Fabric as a blockchain platform in developing
the software prototype. Finally, to design, develop, and evaluate a blockchain-based soft-
ware prototype for a simplified, lean property transaction process implemented through
chaincode (smart contracts) and graphical user interfaces. The findings provide the foun-
dation for developing proofs of concept for other potential applications of blockchain in
the built environment.

The rest of this paper is structured as follows: Section 2 presents the literature review
including the potential applications of blockchain in the built environment. It also presents
a critical review of previous studies on blockchain applications for property transactions,
and discusses the suitability of Hyperledger Fabric as a blockchain platform. Section
3 describes the research method to develop the blockchain-based software prototype.
Section 4 elaborates the proof of concept, including the business scenario, system overview,
architecture, implementation, and system evaluation. Section 5 presents the discussion,
and the conclusions are presented in Section 6.

2. Literature Review

In the built environment, with respect to property transactions, where businesses
depend on reliability of transaction records, blockchain has been introduced to enable trust
and ensure ownership [1-3]. Blockchain technology is suitable for storing and handling
thousands of copies of transaction records to enable transaction authentication [1,4-7,30].
Whilst traditionally, the transaction records for built environment are housed in central
servers controlled by a single administration point, in blockchain technology, these transac-
tion records are replicated across the network of computers [2,5,8]. The structure of the
distributed ledger technology effectively means that all participants in a blockchain network
have the same transaction records, and the ability to read and write to the ledger [2,5,14].
Figure 1 shows the differences between centralised databases, traditional decentralised
databases, and distributed ledger technology for blockchain.
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Figure 1. The differences between centralised databases, traditional decentralised databases, and distributed ledger
technology (adapted from [2]).

In the built environment and the property sector, still more research is urgently
required to exploit the full potential of blockchain as a solution [12,31], such as in title
transfer of real estate assets, construction supply chains, and even the integration of
Building Information Modelling (BIM) and blockchain.

2.1. The Potential Application of Blockchain in the Built Environment

This section explores some of the main applications of blockchain in the built envi-
ronment. In theory, one blockchain platform might be implemented to span the entire
life cycle of a real estate asset, from materials supply to management of the built asset. It
briefly explores real estate title transfer, construction supply chains, and the aspects of BIM
and blockchain integration. The applications listed are non-exhaustive but indicate the
potential areas involved across the sector.

2.1.1. Title Transfer of Real Estate Assets

Blockchain will ensure the authenticity of land registry title records that could poten-
tially link a real estate asset to the pertinent data relating to a wide range of its stakeholders,
thereby streamlining business processes [5]. The data might include information such
as digital planning, architecture, certification and verification, specifications, and war-
ranty [3,32] that relate to a given real estate asset. Traditionally, these data have been
stored in silos [33,34]. It is still common to have thousands of documents from hundreds of
parties [32] where information is disparate, disconnected, and hard to access. Making com-
mitment and collaboration of such information to the blockchain a mechanism for value
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transfer [11,35] will ensure the integrity of the data for the real estate asset [31]. Blockchain
will enable the adoption of a smart contract to optimise contract formulation and negoti-
ation, while transaction ordering through a consensus service will ensure immutability
mechanisms for the transfer or creation of value, and transaction validation through a
membership service will create trust in trustless environments to enhance auditability
and its accountability while automating the execution of the contract [36-39]. This will
be discussed in detail in Section 2.2. Given this, a potential adoption of blockchain-based
solutions are being conceptualised with an expectation to help smart city developers adopt
blockchain as the embodiment of trust to own, trade, and exchange assets, without central
servers controlled by a single administration point, enabling a token economy [40-42].

2.1.2. Construction Supply Chains

Traditionally, construction projects are considered unique, but Construction Supply
Chain (CSC) processes are often predictable and repeatable. The CSC has an element
of value transfer beyond the monetary value within a low-trust environment, where
stakeholders have adversarial relationships and interests and mostly work through an
intermediary [2,5,7,8,34,43]. This is where the blockchain’s key strength could enable a
single source of data integrity, by ensuring the immutability of the record and compliance
checking for CSC [2,44]. Another pain point in the CSC that blockchain could overcome
is traceability as it provides a full audit pathway for the data by creating an immutable
record for the CSC activities [44,45]. Blockchain will pave the way to automate the CSC
payments through smart contracts, by ensuring that contracted obligations are satisfied
along a supply chain by various stakeholders [5,46,47].

2.1.3. Building Information Modelling (BIM)

BIM has played a key role in the digital transformation of the built environment [23,48].
However, the BIM process for supply chain still bears several shortcomings [49] in the
absence of a legal context describing the BIM data ownership and no trusted record of
the model changes during construction and operation stages [39]. Ready access to the
history of project documentation can be an invaluable information source in all phases
of the life cycle of the project [50]. There is a value in an immutable record of the BIM
model transactions to agree on using it as a single source of truth (SSoT), by enabling
BIM data integrity, reliability, and traceability [5,44]. However, the integration is still in its
infancy [12,13].

2.2. Need for Blockchain in Enabling Trusted Property Transactions in the Built Environment

A critical review of previous studies on the application of blockchain technology
for land registration was conducted to understand the main research focus, issues in
maintaining records for property transactions, proposed software prototypes, type of
blockchain platform recommended, and challenges and limitations. The Scopus and Web
of Science databases were used to search the application of blockchain technology for
land registration. Figure 2 shows the search strategy including keywords, inclusion, and
exclusion criteria for shortlisting papers.
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Figure 2. The search strategy.

Most of the previous studies, as illustrated in Table 1, on the application of blockchain
for land registration and property transactions are still at a conceptual and/or exploration
level, with very few proofs of concept available. This indicates a knowledge gap that
needs addressing to examine and validate the usability and challenges in adoption of
this technology [1,31,51,52]. However, the previous studies pointed out that the rationale
for proposing a blockchain in maintaining records for land registration and property
transactions is the capability of this technology to overcome the transparency issue and
ensure ownership [1,31,51-55]. In addition, it is argued that adopting blockchain will
enable data integrity by assuring the accountability and consistency of data over its entire
life cycle, including storing, processing, or retrieving data, while the current system is
fragmented with a bureaucratic structure, which leads to ownership conflicts, complexity,
and land records documentation issues [31]. There is evidence of corruption in the current
system of maintaining records for property transactions in many countries. Adopting
blockchain technology will create and maintain a clear audit trail of actions that will help
to minimise the possibility of the records being tampered with, by facilitating the litigation
proceedings as they arise [1,53,54].
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Table 1. A critical review of previous studies on application of blockchain technology for land registration and property transactions.
Main Research Focus Issues in Maintaining R.ecords for Property  Proposed Framework/Software Type of Blockchain Platform Challenges and Limitations Source
Transactions Prototype Recommended
. No data integrity (discrepancies in the . Blockchain is still new and very few
records). *  Aclass diagram and ) proofs of concept are available.

The usage of blockchain for land 4 Poorly administered. framework of blockchain Hyperledger Fabric, as it offers a Lack of specialised expertise.
records management in India. ° Lack of transparency. usage to update land number of Software Buy-in from participant. [
(Conceptual and framework . Current system does not ensure a records were proposed. Development Kits (SDKs) to Legal issues (no regulatory standards
research) guarantee of ownership. ® A software prototype support various applications. are available yet).

e Corruption. solution was not provided. Instances of security violations.

Cost of implementation.
. . . . . Blockchain is still new and more
:(s) :E:(lisiethii;asafigi t:l)(z)cll;:\ham ¢ aD;zlp;;fiiﬁifgianerShlp registration - Neither a proposed research is urgently required in this
Cyprus & R Lack of transparency. framework nor a software Not mentioned. area. A [51]
(Horizo.n scanning research) . Lack of accountability. prototype was provided. P(?lltlcal .and legal issues.
8 Risks of implementation.
. Neither a proposed
The potential of blockchain ° Unreliable recordkeeping system. gﬁorget\;’v;élzvr:;rpigsggggre
application in title registrationin Land disputes. However. the paper ’ Very few proofs of concept are available.
Ghana e  Lack of proper boundaries. discusse (i the pap Not mentioned. Legal issues (no regulatory standards [52]
(Exploration and conceptual . Lack of transparency in records L are available yet).
rese%rch) P verification and transaction. blOCk.C.h?m enableq land'
acquisition and registration
model.
Proof of concept study is necessary,

An analysis of previous ¢ TLackof transparency. e  Neither a proposed Ersl;gzc(l); %Slf)ifc};lgii? ilz’lete}?edpc;r(;;:;:;
blockchain publications targeted ~ ® Lack of accountability. f k £

e  Fragmented system and no data ramework nor a software  Not mentioned. sector. [31]

on The Netherlands
(Exploration research)

integrity (data silos).

prototype was provided.

Using blockchain to find an innovative
configuration for business models for
the property sector is not easy.
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Table 1. Cont.

Issues in Maintaining Records for Property

Proposed Framework/Software

Type of Blockchain Platform

Main Research Focus Transactions Prototype Recommended Challenges and Limitations Source
° Process in current system is not
The potential of blockchain to digitised an(?l leads to records getting . The paper discussed the
enable reliable registration of tamper.ed with. o ) hashing processing in
land in real estate *  Accessing r‘ecorc.ls 1s time-consuming. blockchain and proposed a Ethereum as it is the first public )
(focusing on performance of hash ~ ® Doublbe registration issue in the framework. blockchain platform supporting Not mentioned. [53]
functions in blockchain) establishment of ownership. e Asoftware prototype smart contracts.
Brokerage system (middlemen cost). . P pe.
(Conceptual and framework ° &€ Sy’ solution was not provided
research) . Lack of transparency. ’

e  Corruption.

An analysis of blockchain-based
land registration possibilities and
challenges

(Exploration and conceptual
research)

. Complexity of records transfer and
registration.

. Lack of transparency in records
verification and transaction.

. Corruption in current system.

. No data integrity.

. Neither a proposed
framework nor a software
prototype was provided.
However, the paper
discussed some practical
applications of blockchain
in European countries.

Not mentioned.

Blockchain in the public type form is
not suitable for the specificity of the
property sector transfer and land
registration.

Defining liability rules is necessary to
enable the blockchain in the property [54]
sector and land registration.

There is a need to continue the research
on optimal legal and technical ways of
taking advantage of using blockchain in
the property sector.

The potential of blockchain to
enable reliable registration
without intermediaries
(Horizon scanning research)

° Lack of transparency.

e  Fragmented system.

. Disputes in land ownership registration
and administration.

. Neither a proposed
framework nor a software
prototype was provided.

Ethereum, as it is the first public
blockchain platform supporting
smart contracts.

Legal issues (no regulatory standards

are available yet).

Buy-in from participant. It is hard to

conceive complete protection of [55]
consumers in a business-to-consumer
relationship in a disintermediated

solution such as blockchain.
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Blockchain is still a relatively new technology at an early trigger stage, where the
majority of implementations are either in initial or development stage [3,54]. As illustrated
in Table 1, most studies use hypothetical cases with a significant gap of a deductive use case,
and/or a detailed software prototype to support those hypotheses for land registration
and property transactions. Only a few papers have even recommended a specific type of
blockchain.

Ethereum was mentioned as the first public blockchain platform supporting smart
contracts for mass consumption, such as the financial sector [39,53,55]. However, it is
argued that Ethereum is not suitable for the specificity of business, such as the property
sector where confidentiality and performance are critical [6,39]. Ethereum as a public (non-
permissioned) blockchain platform has a privacy and accountability issue, as it is open to
anyone who wishes to participate, and performance and scalability become a challenge
as each node has to process each transaction [6,39,54]. Hyperledger Fabric was strongly
recommended as a permissioned blockchain platform to satisfy the requirements of privacy,
trust, and traceability desirable for a broad range of industry use cases, including property
transactions in the built environment [6,39,53]. Hyperledger Fabric offers a number of
Software Development Kits (SDKs) based on modular and pluggable components [39] to
support various applications, enabling buy-in from participants [53].

Hyperledger Fabric is an open-source blockchain platform hosted by the Linux Foun-
dation that can be used to create permissioned blockchains and develop distributed ap-
plications [37]. It is being actively developed by the International Business Machines
Corporation (IBM) [56], and has received contributions from Intel and SAP Ariba [37]. The
Hyperledger Fabric architecture delivers high degrees of flexibility and confidentiality in
its design and implementation, which makes it useful in many of the built environment
applications, including property transactions [6,39,56,57]. It helps in achieving privacy, as it
requires permission to read and write [6,56]. It also enables auditability by separating trans-
action processing into three phases; (a) distributed logic processing through Chaincode
Services to create a smart contract, which is the business logic code of a transaction in the
Hyperledger Fabric platform; (b) transaction ordering through Consensus Services to create
blocks of transactions and facilitate trust in the network; and (c) transaction validation
through Membership Services to identify the network members and generate a root of trust
by satisfying the endorsement policy that defines which peers can run chaincode to execute
transaction proposals to be committed to the ledger [36-39]. The use of Hyperledger Fabric
as a blockchain platform to enable trusted property transactions is demonstrated in the
subsequent sections.

Exploring the use of Hyperledger in the property sector is now increasing: from 6% in
2019 [58] to 14.7% in 2020, according to the FIBREE industry report 2020 for blockchain
in the property sector [3]. With only two countries in 2019 using Hyperledger, more than
seven countries, including Australia, China, India, the United Kingdom, and the USA,
are currently using it. The following section describes the methodology adopted in this
paper to provide a use case of blockchain-based trusted property transactions in the built
environment.

3. Research Method, Design and Tools

The prototyping model of evolutionary prototyping [59] was selected as the software
development methodology for the proposed system. In this method, an initial prototype
is constructed, which is then evaluated. Successive prototypes were developed, with
additional functionality based on received feedback. The prototyping model was selected
due to its advantage of reducing the development time and providing a rapid solution
to the identified problem scenario [60]. The steps of the research method followed in this
paper are illustrated in Figure 3, and described below.
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Figure 3. Research method to develop the blockchain-based software prototype.

The scope of the business scenario covers real estate property transactions in New
South Wales (NSW), Australia. In a blockchain solution development for an application
domain, full modelling of the domain requirements and issues should be undertaken. This
may involve data flow modelling, process modelling, and entity-relationship modelling,
among others [60]. However, this paper discusses a simplified analysis of the problem
domain as presented in Section 4.1, since the focus is on the demonstration of the develop-
ment of a blockchain system. The system requirements were identified through literature
and by reviewing relevant documentation available on NSW government websites. These
system requirements are elaborated in Section 4.2.

A systematic process protocol presented in Nanayakkara et al. [61] was followed
to identify the most suitable blockchain platform for the prototype. This involved the
application of the multi-criteria decision-making method, Simple Multi Attribute Rating
Technique (SMART). The SMART method was selected due to the relative simplicity of
application to assist accurate decision-making [62]. Blockchain platforms that would suit
the system requirements were identified and evaluated based on their salient features. A
major initial decision was to choose between permissioned and permissionless blockchain
networks. Permissionless networks allow users to freely join the blockchain network and
pseudonymously engage in transactions. In contrast, permissioned networks require the
participants to be known and authorised to join and transact in the network [6,15]. It was
decided that permissioned networks are the most suitable type of blockchain for property
transactions, as participants should be known and held accountable for their transactions.
Furthermore, permissioned networks will ensure privacy of users’ sensitive data. The list of
candidate permissioned blockchain platforms included Corda R3, Elements, Hyperledger
Fabric, IBM Blockchain, and New Economy Movement (NEM). Subsequent criteria such
as cost, level of support, ease of use, performance, and security [61], were considered,
and provided weights based on the importance to the system development process. Next,
weights for each selection criterion were determined for each of the blockchain platforms
based on a two-stage evaluation by the authors, individually and collectively. The finalised
platform weights were multiplied by the criterion weights, and finally added together
to obtain the total value. Table 2 lists the selection criteria, weights for each criterion,
the criteria weights for each platform, calculated values, and total values for the top four
blockchain platforms that emerged from the evaluation. The Hyperledger Fabric blockchain
platform was selected as the most suitable match for the identified requirements through
this method, due to its features and benefits described in Section 2.2.

Next, the tools, libraries and programming languages related to the platform were
selected based on the system requirements, following the process protocol of Nanayakkara
et al. [61]. The tools, libraries, and programming languages are discussed in Sections 4.3
and 4.4. The system architecture was designed to fulfil the requirements, and is presented
in Section 4.3. The blockchain prototype, including chaincode (smart contract) algorithms,
was developed, and a graphical user interface was created to facilitate the system operation.
Details of the system implementation are provided in Section 4.4. Finally, the functionality
of the blockchain prototype was evaluated through test cases. The prototype was iteratively
improved based on the evaluation, as discussed in Section 4.5.
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Table 2. Top four blockchain platforms suitable for the system requirements based on SMART evaluation (adapted from [61]).

Criteria A B C D E F G H 1
Total Rank
Weight for Criterion 10 8 8 4 10 5 6 7 6
Hyperledger Weight 8 10 8 9 9 9 9 7 9 1
Fabric Calculated Value 80 80 64 36 90 45 54 49 54 552
Cord Weight 7 4 7 10 10 6 10 5 10 »
orda Calculated Value 70 32 56 40 100 30 60 35 60 483
NEM Weight 4 5 9 8 8 3 8 9 7 3
Calculated Value 40 40 72 32 80 15 48 63 42 432
IBM Weight 6 3 8 7 8 8 9 6 5 4
Blockchain Calculated Value 60 24 64 28 80 40 54 42 30 422

A—Community availability /learning material /level of support, B—Cost, C—Language and ease of use, D—Performance, E—Permissioned
network, F—History and reputation in the industry, G—Security, H—Supports API, I—Updates or release of versions.

4. The Proof of Concept
4.1. The Business Scenario

In NSW, buyers and sellers transfer property ownership digitally by employing the
services of real estate agents and registered lawyers or conveyancers [63]. Property titles
are stored by the NSW Land Registry Services (NSW LRS) in a centralised land registry.
Searches on title and street address, land value, historical data, and so on, are freely
available through the NSW LRS online portal. Authorised information brokers provide
detailed information related to land and property for a fee [64].

The typical process of property transactions in NSW is detailed as follows, and is
illustrated in Figure 4. A person who wishes to sell property (“seller”) will contact a real
estate agent (“agent”), who will list the property to find prospective buyers [5,65]. The
seller will also engage a lawyer to handle the property transaction process. A property
buyer will search for properties that match their requirements, and inspect properties on
sale. When the buyer identifies a suitable property, the buyer should pay the agent a fee
to reserve the property. The buyer will then engage a lawyer to carry out the property
transaction. The buyer also has to arrange finances with their bank. The buyer’s bank
will assign an assessor to verify the market value of the property. A title search will be
conducted by the buyer’s lawyer through an information broker to ensure that the land
being sold is legitimately owned by the seller. Information such as council and water
rate adjustments, land type, sewerage line clearance, flood zone, and bushfire prone area,
are also queried through the relevant government authorities [64]. Once all the checks
have taken place, the buyer pays a deposit to the agent. The seller’s lawyer prepares the
contract, which is checked by the buyer’s lawyer, and the buyer and seller sign the contract.
When the mortgage is approved by the buyer’s bank, a pre-settlement inspection will be
conducted by the buyer or the buyer’s lawyer. The final payment is made to the seller’s
lawyer, who will prepare the documentation to transfer the property title to the buyer, and
register the title with the land registry [66,67]. The buyer’s lawyer arranges the payment of
transfer (stamp) duty to the revenue department, if applicable [68]. The buyer’s lawyer
will claim all expenses incurred from the buyer. The seller’s lawyer will pay the agent,
make other deductions, and transfer the payment to the seller.
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Figure 4. Current process for property transactions.

As seen in Figure 4, this existing process for property transactions is complex, time-
consuming, and costly, since many intermediaries are involved. Furthermore, issues such
as lack of transparency and data fragmentation are also present. To overcome these issues,
a blockchain system architecture that facilitates a simplified, lean property transaction pro-
cess through Hyperledger Fabric chaincode (smart contracts) and graphical user interfaces
is introduced in the following sub-sections.

4.2. System Overview

Registered users of the blockchain system can view details of all properties that they
own, advertise their own property to be sold on the land market, search for properties
advertised on the market, perform a title search of properties on sale, view the transaction
history of their own property or any property on sale, initiate a sale after negotiating with
a buyer, and purchase the property once the sale has been initiated by the seller. Clearance
information related to the property, such as council and water rates, sewerage line clearance,
flood risk and so on, is proposed to be retrieved through chaincode (smart contracts) that
will connect to the databases of relevant authorities that provide such information. It is
also proposed that property transactions within the system can be performed through
exchanging a fiat-collateralised stable cryptocurrency. The detailed operation of the land
registry has not been modelled in this prototype, but is indicated here as a requirement
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to showcase the possibility of the involvement of multiple agencies and stakeholders.
The system features are summarised within the use case diagram in Figure 5. When
compared to Figure 4, it is apparent that there are significantly less types of participants in
the transaction process. The blockchain system will play the role of intermediaries such
as real estate agents, lawyers, and information brokers, and automate the transactions as
described in the next section.

Key: Actor (System user)
e T
. Title search | 2 o
: ~—— — T Generalisation of an actor
‘/__/" =,
i L — ' ) Use case
i ~ Viewown Sy —
- “~_property details - .
= e \\ — Association between actor and use case
-
S,
Regi q ‘x.h‘_
egistere S — T : i
HEEISNE ot S <extpnd>>  Extend relationship
user ( View land history ) ~, i
Ab ~— -~ B
S B
| ~ Advertise land on ™ /‘-:' ; 1 "'1"-., — ]
— 1\ ; } wner-based search }——
| “ L market 7 \_‘__q___ . __ A A
| T G — T
S c<pxtend>> e ——
o 2 - --"'\-\ S Ore r
| Seller — _______H\ ( Land registration ) Land Registry
| (_ Salesiniiaion ) T—  —— Administrator
I S ——y——"
<opctend=
i — e
( Puidhsiepiopeity ) ( Land tiansfer )
—! urchase proper ‘, (. and transter )
Buyer

Figure 5. Use case diagram for property transactions.

4.3. System Architecture

This section presents an overview of the system architecture, which is illustrated in
Figure 6. The system processes are described using Hyperledger Fabric terminology, and
the function of the key terms are summarised in Table 3. The prototype has three main com-
ponents, namely, the web application for property transactions, the blockchain network,
and external chaincodes. The web application (client) provides the graphical user interface
for all authorised users to interact with the blockchain network. The blockchain network
connects the peers that hold a copy of the ledger and internal chaincode, and the ordering
service. The external chaincodes represent processing within external organisations, such
as city councils and banks. The client application and the blockchain system are connected
through the Hyperledger Fabric Software Development Kit (HLF SDK) Application Pro-
gramming Interface (API). Authorised users of the system can perform search queries or
carry out transactions through the client application, as described in Section 4.2. The client
application will connect to the blockchain network and invoke the internal chaincode,
which contains the application logic for property transactions, to read or write data from
the ledger. The numbers in the following description correspond to the numbering in
Figure 6. (1) The command to invoke the chaincode is known as a transaction proposal,
which is sent by the client application to the endorsing peers on the blockchain network.
(2) The endorsing peers verify the transaction proposal and execute it by invoking the
chaincode. (3) This system proposes the use of external chaincodes to obtain relevant data
from government authorities, which are called by the internal chaincode when required.
(4) The external chaincodes run the application logic and send the responses back to the
internal chaincode. (5) The endorsing peers create a proposal response including the
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Key: | |

1

transaction results and peer’s signature and send it to the client application. (6) The client
application verifies the peer signatures and compares the responses. If the transaction
proposal was only a query, the process ends by displaying the result to the user. (7) If a
ledger update is required, the client application packages the transaction proposal and
endorsed responses into a transaction, and broadcasts it to the ordering service. (8) The
ordering service receives transactions from the entire network, orders the transactions, and
creates a block of transactions. (9) The ordering service transmits the block to the leading
peer, (10) which then distributes the block to all the other peers. (11) The peers validate the
transactions within the block and tag the transactions as valid or invalid. If the transaction
is valid, then the world state is updated, whereas all valid and invalid transactions are
added to the blockchain, which ensures auditability. (12) Finally, the peers emit an event to
notify the client about the transaction being valid or invalid, and that it has been added to
the blockchain, and the result is displayed to the user [69].

Blockchain-based

I:l web application (client)

System AT 6
user
Hyperledger Fabric
Software Development Kit
1 5 12 7

Endorsing peers

Blockchain network

Blockchain node (peer/orderer) ~——+ Data flow direction % Chaincode

Activity sequence number ' Block
{Refer section 4.3 for description)

Figure 6. System architecture for the blockchain prototype.
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Table 3. The function of Hyperledger Fabric within the prototype.

Term

Description

Ledger

An immutable and sequenced record of all transactions within the prototype. The ledger
consists of a blockchain and world state [70].

Blockchain

Consists of blocks, with a sequence of transactions, that are cryptographically linked
together [70]. The blockchain will be stored in the file system of each peer connected to
the prototype.

World state

Represents the latest values for all keys in the transaction log of the blockchain. A state
database is used to store world state data, such as LevelDB and CouchDB. LevelDB is
the default state database which stores chaincode data as key-value pairs. Chaincode
data is modelled as JSON (JavaScript Object Notation) in CouchDB [70]. This prototype
implementation used CouchDB as it allows rich queries of the JSON content.

Chaincode (Smart contract)

Program code installed on peers that implements the application logic, which is invoked
by external client applications [70]. The prototype includes internal chaincode for
property transactions and external chaincodes to simulate the functionality of
connecting to external databases.

An application external to the blockchain network that connects to the network to

Client perform business transactions [70]. All authorised users of the prototype will access the
blockchain through the graphical user interfaces in the client application.
An entity on the blockchain network that maintains the ledger. A subset of peers called
endorsing peers run chaincode to execute transaction proposals. A leading peer

Peer communicates with the ordering service and distributes blocks to peers when blocks are

received from the ordering service [70]. All peers in the prototype have been defined as
endorsing peers.

Ordering service (Orderer)

Performs ordering of transactions into a block and distributes the blocks to connected
leading peers. Orderers do not execute or validate transactions [70]. The prototype
contains a single ordering service node.

4.4. System Implementation

The process sequence for a successful property transaction within the blockchain
prototype, starting from the point a seller advertises a property to the completion of the
fund transfer and the consequent update of the blockchain regarding the land title transfer,
is illustrated in Figure 7. The interactions between the web application and HLF SDK
were omitted from the figure for simplicity; these processes would take place between
the internal chaincode and the buyer/seller. Unsuccessful queries and updates are also
handled by the prototype, although these processes have not been depicted in the figure
for the sake of readability.

The internal chaincode contains all the application logic related to property transac-
tions that were presented in Section 4.2. The external chaincodes would be installed at
the government authorities, such as local councils and water authorities, which would
be queried through the system to check property title clearance information. Connecting
these authorities to the system would reduce the number of intermediaries involved, and
decrease the time taken to perform the clearance checks for a given property title, com-
pared to the current process. The study also proposes the use of a fiat-collateralised stable
cryptocurrency (“C-AUD”) backed by the Reserve Bank of Australia to pay for property
transactions. This cryptocurrency will be equal to the Australian Dollar, and there is no
price volatility against fiat currency. The bank chaincode contains the logic of checking the
cryptocurrency balance of a buyer, and transferring funds from the buyer’s account to the
seller’s account and the transfer duty to the NSW revenue department.

The blockchain prototype uses the Go programming language for the chaincode,
Node js for the web application, and the HLF SDK for Node.js to create the link between
the web application and the blockchain network. Go files are written for each chaincode in
the system, and contain the instructions to run the blockchain query and update functions.
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Figure 7. Process sequence for a successful property transaction through the blockchain prototype.

The Hyperledger Explorer tool was configured to be used with the prototype so that
the blockchain network administrator can view the blocks, transactions, chaincodes, and
other relevant information within the blockchain network. Figure 8 presents a view of the
details of a transaction within a particular block using Hyperledger Explorer.

B Transaction Details .

Transaction 15f9f4c1b76018cd62165a79af0f564913652cb2752c8dd48764e0c671b4b363 7]
D:

Validation ~ VALID

Code:

Payload 22273dae3b2dif5369742ec86feT 1149d27eb79efb485/9a44e5119639ai45a7
Proposal

Hash:

Creator AcmeMSP
MSP:

Endoser: {"AcmeMSP"}

Chaincode nsw_land_registry
Name:

Type: ENDORSER_TRANSACTION
Time: 2021-05-27T00:10:15 9192

Reads:
HAES: v root [ 2items

» 0.} 2keys
» 10 {} 2keys
Wites: v root [] 2items
» 0 {} 2keys
v 1. {} 2keys
chaincode: "nsw_land_registry”
v set [| 1item
v 0: {} Ikeys
key: "Land:14"

Figure 8. Viewing transaction details in a block through the Hyperledger Explorer tool.
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The prototype allows authorised land registry administration to search for land titles,
and view land ownership details and transaction history of land titles (Figure 9). Members
of the general public will have to register their identity on the blockchain platform using a
recognised identification document in order to use the system. Once logged into the system,
they can view the details of all properties they own. A prospective seller can advertise
their property on the market by listing its selling price, and a prospective buyer can search
for properties that are on sale by providing the address, or the name of the street or city,
or view all properties on sale (Figure 10). A prospective buyer can perform a title search
of the property on sale in order to verify the legitimacy of the sale, and view all clearance
information. If satisfied with the land details, the prospective buyer will contact the seller
and negotiate the sale of land. When the negotiation is complete, the seller can initiate the
sale through the system, and the buyer can purchase the property. The buyers and sellers
can view the status of the transactions at any time during the process, which also includes
the block details (Figure 11).

WESTERN SYDNEY

UNIVERSITY

User - Admin User  Last login UTC - 2021-06-01 (05:26:03)  Last login IP Address - 11137 154 29 244

Land History

Wil EXPLORER

(532044 8b1foo: )

9 53
TRANSACTIONS
2020-12-20 08:03:56 [ 5trothficid nsw 2135 AN AUD 200000.00
(532044 Bbifoo: 3b78: ] 53
= ; © BLOCKS
]
e — 2020-12-18 12:55:56 [ [ . cverooo nsw 2170wl AUD 140070.00 i
| Search ] (532e44705292899dd 3b783c2e0bbd4e3afbel) Lo CHAINS
ﬂ BLOCK CREATORS
Address

Caunail
Rate

Water Rate
Sewer-fing
Bush Fire

Flood Risk

1 105.700000 m?

: 2016-07-19 @ OrdererMsP Ong-1
+ § 840020.00
: City of Paramatta Counal

Additional Information
: § 1075.00 é Block 1D 52

+ § 537.00

Channel Name : land-channel

: Clearance granted Data Hash :

: Clear b77b751e4b18915d87d04358feabd02
: Low 28c4b2ec27a275723ecHB6347C578265
T Number of Tx: 1

: Residential Date & Time : 2021-05-27 09:01

: Landcom

Figure 9. Output of title search blockchain query function available for land registry administration.
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Figure 10. Viewing property on sale in the marketplace.
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: Landcom i e 82071 orrn of Lo

Figure 11. Transaction status view for a property buyer.

4.5. System Evaluation

Ml EXPLORER

Copyright © 2021 Centre for Smart Modern Construction, Westem Sydney University. All Rights Reserved.

The blockchain prototype was comprehensively evaluated by the authors to ensure
methodological reliability and the accurate execution of smart contracts. The evaluation
was conducted using test cases for each of the identified system requirements presented in
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Figure 5. A test case scenario for property search in the marketplace using advanced search
criteria, such as specifying the property type, number of bedrooms, and so on, is provided
in Table 4 as an example. In this scenario, only a blockchain query will be performed, and
the blockchain will not be updated. A blockchain update is performed in instances such as
confirming the sale of the property. Then, the test cases would also check whether a new
block is added, and its details are displayed on the sidebar, and if the number of blocks
and transactions are updated on the sidebar. Improvements to the prototype were added
iteratively until there were no failures of test cases. The final prototype fulfils all the system
requirements, and provides an incubation-ready proof of concept for blockchain-based
trusted property transactions. An external validation of the system would be required if
the prototype is developed into a minimum viable product that is industry-ready.

Table 4. Example test case scenario.

Test Scenario ID Property Search-3 Test Case ID Property Search-3A
Test Case Description User searches for property on s ale with Test Priority High
advanced search criteria
Pre-Requisite Successful login to the user portal Post-Requisite N/A
Test Execution Steps:
S.No Action Inputs Expected Output Actual Output Test Result
Go to Marketplace http:/ /landblocks.
1 page online/marketplace Marketplace page Marketplace page Pass
City: Penrith Display all properties  Display all properties
Input advanced Property Type: on sale in Penrith on sale in Penrith
2 search criteria and Townhouse with type with type Pass
click the Search Number of Townhouse, 2 Townhouse, 2
button bedrooms: 2 bedrooms, and bedrooms, and

Parking capacity: 2 parking capacity of 2.  parking capacity of 2.

5. Discussion

Blockchain has been proposed as a solution for many transaction-oriented domains.
However, its implementation is novel and challenging. Unlike traditional software solu-
tions, it requires a solution based on a full ecosystem. Therefore, development of blockchain
solutions for application domains are complicated, and require further research. This re-
search attempted to demonstrate the process of development of a blockchain prototype,
taking property transactions as the use case. Maintaining property transaction records on a
blockchain will potentially accelerate a shift in the work environment to a transparent and
cooperative chain of transactions by assuring the accountability and consistency of data
over the entire life cycle, including storing, processing, and retrieving data, leading to data
integrity [31,39,71]. The Ethereum platform is still being considered in most use cases in
the property sector [3]. However, Hyperledger Fabric was strongly recommended, as it
will address the privacy issue of Ethereum, ensure accountability of network participants,
and support various applications, as it has modular and pluggable components to satisfy a
broad range of industry use cases [6,39,53].

The developed prototype provides a tangible proof of concept for the application of
blockchain for property transactions, providing the benefits of blockchain including in-
creased data integrity, transparency of transactions, and increased trust related to property
transactions. The proposed connecting of relevant government authorities to the blockchain
system through external chaincodes is expected to reduce the number of intermediaries
involved, and the time taken for clearance checking. This prototype also differs from
other existing and proof of concept property transaction systems through the proposed
integration of a fiat-collateralised stable cryptocurrency. This is expected to help ensure
trust in the system in its initial stages, rather than by enabling transactions through volatile
cryptocurrencies. Future iterations of the system may provide the capability of transacting
through alternative payment media mutually agreed upon by buyers and sellers. Currently,
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these two features require further development due to the limitations discussed below.
Furthermore, connecting these external organisations would require integrating disparate
systems and ensuring proper data transfer among the systems.

The operation of the blockchain was tested by entering test data for multiple test
cases through the graphical user interface. The graphical user interface was created to
shield the complexity of the blockchain from a general user of the system; all the blockchain
operations occur in the backend of the system, and are not visible to a typical user. However,
the Hyperledger Explorer tool within the prototype enables a system administrator to
graphically view the operation of the blockchain, and verify blocks, data, and transactions
within the blockchain.

The intention of this software prototype is to showcase the potential of a blockchain
solution for property transactions in the built environment. Therefore, the prototype
has a few limitations, as follows. If users wish to use the blockchain system, they will
have to register their identity on the blockchain platform and be provided with login
credentials. The user registration process is not covered within the current scope of
this prototype. Linking users’ bank details to the system would also be part of the user
registration process, and is not handled currently. Therefore, user details are represented
within the prototype by manually inserting sample data. The prototype demonstrates
the capability of connecting the system to external government organisations in order to
query required information, by calling external chaincodes through the main chaincode.
However, developing the actual data processing code for these external organisations is
not within the scope of the prototype, and is only simulated through sample functions
within the external chaincode. Furthermore, the property title details would need to be
integrated with existing governmental systems in order to ensure proper regulation. The
subsequent property transactions could be facilitated by developing the system as an
enterprise blockchain system with an appropriate financial model for it to be commercially
viable. The proposed system has eliminated most of the intermediaries involved in the
property transaction process. However, it is acknowledged that the involvement of lawyers
may be required to maintain the legality of transactions.

Apart from the limitations of the proposed software prototype in this research, adop-
tion of blockchain is going beyond just a new technology solution to a digital transformation
of the current business model [31], and that will require involvement of all relevant stake-
holders as part of this solution, such as legal professionals [52,55], to set a new regulatory
standard and define new liability rules, which are not easy to establish. It would also
entail transferring the vast amount of existing property title data to the new system, which
would involve high costs in terms of time and effort. Given this, the challenges also include
buy-in from the participants, as it is hard to conceive complete protection of consumers in a
business-to-consumer relationship that bypasses intermediaries [55,72], a lack of specialised
expertise required for this adoption [1], and the cost of this adoption [1,51].

6. Conclusions

This paper illustrates the potential of blockchain in the built environment. It uses
property transactions as a use case in demonstrating the development of a blockchain
system in a step-by-step, systematic approach. Adopting blockchain technology will create
and maintain a clear audit trail of actions that will help to minimise the possibility of
the records being tampered with by facilitating the litigation proceedings as they arise.
Trustworthy and immutable records are essential for establishing ownership of property
titles in the built environment. Blockchain will enable the adoption of a smart contract
to optimise contract formulation and negotiation, while transaction ordering through
a consensus service will ensure immutability mechanisms for the transfer or creation
of value, and transaction validation through a membership service will create trust in
trustless environments to enhance auditability and its accountability, while automating the
execution of the contract.
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The prototyping model of evolutionary prototyping was selected as the software
development methodology for the proposed system. The SMART method was used due to
the relative simplicity of application to assist accurate decision-making to identify the most
suitable blockchain platform for the prototype. Hyperledger Fabric, through the develop-
ment of a prototype, was strongly recommended as a permissioned blockchain platform to
satisfy the requirements of privacy of sensitive data, trust, and traceability, which can be
desirable for a broad range of industry use cases, including property transactions in the
built environment. This study has achieved its aim by understanding the mechanism of
the Hyperledger Fabric blockchain platform, and developing a prototype proof of concept
that enables trusted property transactions. The blockchain prototype was comprehensively
evaluated by the authors to ensure methodological reliability and the accurate execution
of smart contracts. The prototype includes functionality for land registry administrators
and users of the general public who wish to buy and sell properties. It facilitates execution
of smart contracts for property transactions through chaincodes. It also enhances trust in
the network by identifying authorised users, and ensuring transactions are validated and
propagated through the blockchain network. The proposed system will eliminate the need
for many intermediary service providers by connecting users directly with relevant infor-
mation sources, thereby reducing the time taken for property transactions. This system has
been included as a use case for land and property management in the official Hyperledger
wiki [73]. Future research development requires a comprehensive analysis of the problem
domain that involves the whole property transaction ecosystem. Modelling of the relevant
domain is an essential precursor to the development of any blockchain system. The authors
envision that the business case for the adoption must remain the focus while technology
overcomes the temporary barriers of reliability, traceability, and interoperability. Finally,
the findings provide the foundation for developing proofs of concept for other potential
applications of blockchain in the built environment.
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