
Academic Editor: Casey Watters

Received: 8 March 2025

Revised: 16 April 2025

Accepted: 22 April 2025

Published: 25 April 2025

Citation: Chawki, Mohamed. 2025.

AI Moderation and Legal Frameworks

in Child-Centric Social Media: A Case

Study of Roblox. Laws 14: 29.

https://doi.org/10.3390/

laws14030029

Copyright: © 2025 by the author.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license

(https://creativecommons.org/

licenses/by/4.0/).

Article

AI Moderation and Legal Frameworks in Child-Centric Social
Media: A Case Study of Roblox
Mohamed Chawki

Law Department, Naif Arab University for Security Sciences, Riyadh 11452, Saudi Arabia; mshaker@nauss.edu.sa

Abstract: This study focuses on Roblox as a case study to explore the legal and technical
challenges of content moderation on child-focused social media platforms. As a lead-
ing Metaverse platform with millions of young users, Roblox provides immersive and
interactive virtual experiences but also introduces significant risks, including exposure
to inappropriate content, cyberbullying, and predatory behavior. The research examines
the shortcomings of current automated and human moderation systems, highlighting the
difficulties of managing real-time user interactions and the sheer volume of user-generated
content. It investigates cases of moderation failures on Roblox, exposing gaps in existing
safeguards and raising concerns about user safety. The study also explores the balance
between leveraging artificial intelligence (AI) for efficient content moderation and incor-
porating human oversight to ensure nuanced decision-making. Comparative analysis of
moderation practices on platforms like TikTok and YouTube provides additional insights
to inform improvements in Roblox’s approach. From a legal standpoint, the study criti-
cally assesses regulatory frameworks such as the GDPR, the EU Digital Services Act, and
the UK’s Online Safety Act, analyzing their relevance to virtual platforms like Roblox. It
emphasizes the pressing need for comprehensive international cooperation to address
jurisdictional challenges and establish robust legal standards for the Metaverse. The study
concludes with recommendations for improved moderation strategies, including hybrid
AI-human models, stricter content verification processes, and tools to empower users. It
also calls for legal reforms to redefine virtual harm and enhance regulatory mechanisms.
This research aims to advance safe and respectful interactions in digital environments,
stressing the shared responsibility of platforms, policymakers, and users in tackling these
emerging challenges.
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1. Introduction
1.1. Context and Relevance of the Study

The rise of child-friendly digital platforms, particularly in the Metaverse, has raised
significant concerns regarding content moderation, online safety, and legal accountability.

Roblox is one of the largest platforms in the growing Metaverse space. Created and
operated by Roblox Corporation, an American publicly held company listed on the New
York Stock Exchange (NYSE: RBLX), the platform is an in-world, user-created virtual
world-based ecosystem in which players can create, publish, and socialize within 3D games
and experiences. Originally founded in 2004 by David Baszucki and Erik Cassel, Roblox
launched in 2006 and grew into an internet-based, social-gaming platform operating largely
among kids and teenagers (Roblox Corporation 2024).
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In contrast to other video games produced by studios, Roblox is both an in-game
platform and game engine that enables its users—people who are largely not professional
programmers—to build rich experiences within its Roblox Studio development software.
Such created games are published in the platform and available for play to any user, gratis,
typically funded by using in-game currency called Robux, which can be bought using
real-life dollars (Baszucki 2021).

Roblox is among the largest virtual platforms, with over 380 million active users
monthly (JetLearn 2024). It is primarily used by children and adolescents and is, therefore,
a primary case study in examining AI-based content moderation, regulatory challenges,
and emerging threats (Zhang et al. 2024).

Roblox primary legal jurisdiction is in the United States, and its operations—
particularly content moderation and user accountability—are regulated by U.S. federal
statutes, such as the Communications Decency Act (CDA §230) and Children’s Online Pri-
vacy Protection Act (COPPA) (Roblox Corporation 2025). Yet because Roblox has millions
of customers all over the world—large user communities in the European Union, United
Kingdom, Brazil, and Southeast Asia—it also needs to adhere to foreign regulatory environ-
ments, such as the EU’s General Data Protection Regulation (GDPR) and Digital Services
Act (DSA). These overlapping jurisdictions cause regulatory fragmentation, particularly in
managing concerns such as child data protection, moderation transparency, and virtual
harm liability.

Roblox’s moderation system is based on a hybrid of AI and human review. Its AI
layer leverages natural language processing (NLP), image detection, and machine learn-
ing algorithms to scan for unwanted content in real time—such as bad chat messages,
offending avatars, or policy-breaking user-created games. AI-based tools filter billions
of interactions each day for specified risk indicators and bring those for human review
(Roblox Corporation 2025). These automatic filters play an especially important role in
chat moderation, in which real-time content scanning prevents hate speech, grooming,
and adult content from spreading. But automatic systems by themselves are not enough.
Roblox uses human moderators from all over the world to scrutinize flagged content,
address user reporting, and analyze contextual offenses that AI can overlook—like sar-
casm, coded language, and cultural context. A two-part system is necessary, considering
the size of the platform and its demographic sensitivity (the average user is under 18).
Even with such protections, Roblox’s content moderation is still contentious because of
slowness, AI error in categorization, and variability in its enforcement across regions
(Roblox Corporation 2025).

Roblox’s hybrid position, as part game creation platform and part social networking
site, poses unique challenges to online safety, regulation of content, and legal responsibility.
Children are participating in rich, avatar-mediated interactions at once entertaining, educa-
tive, and social. This intersection intensifies concerns about understanding moderation in
this platform, especially in consideration of its susceptible user community and increasing
impact in youth digital culture (King Law 2025).

Despite its popularity as a creative and interactive platform, Roblox has come under
growing criticism for inadequate moderation systems that expose children to harmful
material, cyberbullying, predation, and online exploitation (Mancuso et al. 2024). The
sheer volume of user-generated material—over 60 billion messages a day—carries specific
challenges regarding real-time moderation and regulatory compliance (Kumar 2024). This
research examines both legal and technical dimensions of AI moderation and critically
assesses existing safeguards and regulatory loopholes in virtual space.

With recent legislation such as the EU Digital Services Act (DSA 2022) and the
UK Online Safety Act (2023), platforms such as Roblox are under mounting pressure
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to live up to their responsibility to make their online community a safe space for children
(Gray et al. 2024; Mujar et al. 2024). Current legal frameworks are not yet able to deal
with the rapidly evolving Metaverse and pose fundamental legal and ethical questions on
platform liability, algorithmic regulation, and virtual harm (Hinduja and Patchin 2024).

Existing legal frameworks—e.g., the EU’s General Data Protection Regulation (GDPR),
Digital Services Act (DSA), and U.S. Communications Decency Act (CDA §230)—are grow-
ing out of sync with the realities of new Metaverse environments such as Roblox. While
these frameworks provide valuable principles surrounding privacy, platform responsibility,
and content moderation, they were created for a Web 2.0 paradigm in which platforms
host and retransmit static user-generated content. They are poorly suited to regulate
the immersive, dynamic, co-creative, and highly social nature of virtual worlds such as
Roblox, in which harm can be caused not just by speech, but also by behavioral and
experiential design.

Section 230 of CDA grants U.S.-based platforms broad protection against liability for
third-party speech. Under this approach, Roblox is largely insulated from legal liability
for user-created harmful games or chats. Yet, contrary to platforms such as YouTube or
Facebook, Roblox is not only a host for user content—including games, we should note—it
offers the assets, game engines, and monetization platforms necessary for user-generated
content. In this respect, Roblox performs less as an intermediary host and more akin to a
co-developer or facilitator of virtual environments. As legal scholar Kyle Langvardt points
out, “interactive virtual spaces challenge the safe harbor structure of Section 230 because
platform design is not neutral when it influences conduct” (Langvardt 2020). Modern
legal dogma does not draw a distinction among platforms hosting speech and platforms
enabling social architectures in which users can create virtual nightclubs, casinos, or adult
games accessible to minors (ibid.).

Similarly, data protection legislation such as the GDPR does not provide for the
complexity of immersive digital identity. Under Article 8, the GDPR demands verifiable
parental consent for data collection from individuals aged under 13–16, depending upon
the member state. Roblox seems to satisfy this obligation, yet enforcement proves tricky in
pseudonymous, avatar-based environments due to difficulties in age verification. Moreover,
the GDPR stipulates that “data” is something passively gathered from user activity—names,
emails, IP addresses. In the Metaverse, however, data are experiential in nature: choice of
avatar, in-game conduct, in-game friendships, and in-game financial dealings constitute all
different types of data used to determine who they become targeted toward, who they get
ranked against, and who they receive special treatments from by platform algorithms. As
Livingstone and Third (2017) have suggested, existing data protection frameworks can do
little better than support “the lived data practices of children in play-oriented and hybrid
environments”. While Article 22 of the GDPR provides rights against automatic decision-
making, few underage Roblox users—or their parents—are even aware AI moderation
technology or recommendation platforms are influencing what they see online.

The Digital Services Act (DSA) takes us closer to grappling with these issues, par-
ticularly for platforms qualifying as Very Large Online Platforms (VLOPs). The DSA
establishes systemic requirements such as transparency in algorithms (Article 42), indepen-
dent examinations (Article 37), and child protection measures (Article 28). Yet, the DSA still
defines harm primarily in terms of illegal content (e.g., hate speech, misinformation), rather
than emergent harms specific to immersive platforms, such as in-game grooming, simu-
lated sexual conduct, coercive peer play, or psychological manipulation through avatars.
Roblox’s blend of synchronous play, sandbox environments, and peer-to-peer play poses
an enormously greater challenge. Legal scholar Mireille Hildebrandt has contended that
regulation of algorithms needs to break free of checklists and confront “the performativity
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of code”—i.e., how code in digital environments constructs user behavior and identity
(Hildebrandt 2018). The DSA takes its first step toward grappling with this issue but does
not include enforceable standards for experiential harm that resists categorization as speech
or illegal content.

1.2. Research Questions and Objectives

The research seeks to address the following research questions:

• To what extent is artificial intelligence-based content moderation effective in protecting
child users on platforms like Roblox?

• How do legal and ethical frameworks address the use of algorithmic systems to mod-
erate harmful content and protect children in virtual environments such as Roblox?

• How does Roblox currently address virtual harm to children on its platform, and what
regulations underpin this?

• How should virtual harm to children be conceptualized in law, and what regulatory
mechanisms are needed to ensure that immersive platforms like Roblox are held
accountable for failing to protect young users?

• Are avatars legal persons, and should liability be assigned in digital abuse cases in a
specific way under UK law?

To address these questions, this research:

• Employs the theory of algorithmic governance developed by Kitchin (2017) and
Hildebrandt (2018, 2020), emphasizing the consequences of decisional systems and
automation for accountability, bias, and due process in regulating the digital world.
When these theories consider AI systems to be more than just technical tools, they are
instead regulatory agents that impact the formation of legal subjectivity, procedural
justice, and ethical responsibilities within online platforms like Roblox.

• Reflects on legal frameworks for virtual worlds and considers whether existing
regulations—such as the GDPR and DSA—offer adequate protection against digital
harm. The evaluation is grounded in the context of child protection in the UK, drawing
on national interpretations and enforcement practices to assess how effectively these
frameworks address risks on platforms like Roblox.

• Reflects on avatars’ legal personhood and whether they should have independent
legal identities and liability arrangements in instances of digital wrongdoing.

1.3. Methodological Approach

This research employs a multi-disciplinary methodology that combines the following:

• Legal Analysis—The study conducts doctrinal legal analysis regarding major regula-
tory tools like the GDPR, the Digital Services Act (DSA), and the UK Online Safety Act.
It makes systematic interpretations of provisions in statutes by applying traditional le-
gal interpretational techniques like textual, purposive, and contextual interpretation to
evaluate how current law governs online content moderation, platform responsibility,
and user safeguarding in online spaces like Roblox.

• Case Study Approach—Analysis of actual cases on Roblox, including failures in
moderation, legal controversies, and difficulties in content management.

• Comparative Analysis—Analysis of content moderation on Roblox, TikTok, YouTube,
and other platforms to identify best practices and regulatory loopholes.

• Engagement with Algorithmic Governance Theory—Drawing on the works of Rob
Kitchin and Mireille Hildebrandt, this research critiques the deployment of AI as a
regulatory tool and considers ethical implications in automated decision-making.
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This research integrates legal, technical, and ethical considerations and offers a holistic
framework for optimizing AI content moderation, platform accountability, and regulatory
control in child-friendly digital spaces.

2. Contributions of the Study
The research makes an important contribution to the topics of digital safety, regulation,

and content moderation on child-focused and social platforms like Roblox by discovering
significant gaps in regulation in current systems of moderation—most importantly related
to algorithmic oversight, procedural justice, and protection and safeguarding of children. A
comparative study of concurrent legal instruments (such as the GDPR, the DSA, and the UK
Online Safety Act) leads to this paper making a unique contribution by suggesting specific
reforms in the form of child-friendly appeal systems, context-sensitive AI moderation, and
jurisdictional compliant data management practices. In this way, the research forwards
academic and policy debates regarding how to apply rights-oriented digital regulation to
virtual worlds and spaces.

The contribution of the study is as follows:

2.1. Comprehensive Analysis of Moderation Systems

The study has given a comprehensive review of Roblox’s mechanism of content mod-
eration with strong emphasis on how the site detects, assesses, and works to address harm
targeting children. It entails an investigation into the technical architecture behind its
human-AI blended system of moderating contents, grooming and cyberbullying detec-
tion in real-time multi-player spaces, and procedural transparency and efficacy of appeal
procedures among youth users.

The study has also identified critical gaps, such as the AI system’s inability to handle
nuanced content and the challenges of scaling human moderation on a large user base.

The research provided some important findings regarding the limits of Roblox’s
existing content moderation system—especially in its inability to effectively shield minors
from harmful material, cyberbullying, and online grooming. It pointed out inadequacies
like algorithmic prejudice, lack of context sensitivity among AI systems, narrow appeal
mechanisms available to minors, and latency in human moderation actions. These findings
provide an impetus to enhance moderation practices on interactive platforms through
bettering child-specific safeguards, improving real-time coordination between AI and
humans, and alignment with upcoming regulatory frameworks like the DSA and the UK
Online Safety Act.

2.2. Evaluation of Legal Frameworks

The research evaluates existing legal instruments, including the GDPR, EU Digital
Service Act, and UK Online Safety Act, in the context of the Roblox platform.

Additionally, the study goes on to uncover how Roblox’s regulatory and technical
infrastructures respond to chief cornerstones of content moderation, user accountability,
and platform protection. In doing so, it points to the unique difficulties presented by Meta-
verse platforms—namely those with persistent, interactive, and shared real-time virtual
spaces inhabited primarily by minors. Among these are the challenge of moderating fluid
user-created 3D spaces, the risk of grooming and predation through real-time multiplayer
interactions, the limitations to existing algorithmic tools in reading sophisticated social
signals, and the lack of standardized legal norms applicable to virtual harms. The study
points to how these novel characteristics put pressure on traditional models of moderation
and require a reconsideration of accountability and protection in virtual worlds catering to
children like Roblox.
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2.3. Insights into Emerging Risks

The Roblox study’s initiative of documenting real-world instances of user-inappropriate
content, predatory behavior, and cyberbullying sheds light on various risks that young
users face in the digital space. The study further explores the different implications of this
risk for children’s mental health and privacy and also emphasizes the increased need for
proactive measures to be met.

2.4. Comparative Study of Moderation Practices

The study compares content moderation practices on platforms like TikTok and
YouTube not just on technical architecture and human-AI collaboration, but against the
background of their obligations under legislation like the GDPR and DSA too. The analysis
is mindful not to overplay the comparison, however: whereas TikTok and YouTube mostly
deal with recorded and static content, Roblox poses unique issues through its real-time
interactive and user-generated 3D worlds. The comparison is therefore used to under-
score structure differences in demands on and exposure to regulation rather than to claim
functional equivalence amongst inherently different platform designs.

2.5. Recommendations for Policy and Practice

The research presents actionable recommendations for strengthening child-centric
platform safety protocols and legal standards. These include improving the combination of
human supervision with automated moderation, changing the meaning of virtual harm
under legal standards, and building cooperation worldwide to overcome issues related to
legal authority.

This study identifies that the legal definition of ‘virtual harm’ differs greatly from one
jurisdiction to another—for example, the EU DSA deals with prohibited content, whereas
the UK Online Safety Act deals with psychological harm in specific contexts, and there
is no defined category under U.S. law. Therefore, we advocate treaty cooperation—most
probably under an international convention on platform liability—and harmonized indus-
try self-regulation to deal with the fragmentation and to adopt uniform global protection
in interactive virtual spaces.

2.6. Contribution to Academic and Practical Discourse

This study bridges the gap between academic research and practical implementation
by combining theoretical analysis with real-world case studies. This fits within the emerging
discussion on Metaverse safety and content moderation and will benefit future research as
a single platform for studying these topics.

By addressing the intersection of technology, law, and user safety, this study offers
a holistic perspective on the challenges and opportunities in moderating child-centric
platforms. It paves the way for building safer and more open digital spaces that will
improve vulnerable users’ experiences while allowing free creativity development.

3. Brief Overview of Roblox
As the Metaverse continues to evolve and expand, Roblox has emerged as one of the

most prominent platforms within this digital realm (Wang et al. 2022; Zhang et al. 2024). It is
recognized as a sustainable and interconnected 3D virtual environment (Mancuso et al. 2024).
Over the past few years, Roblox has witnessed extraordinary growth. The platform’s user
base grew from 12 million in 2018 to 42.1 million in 2021 and now exceeds 88.9 million daily
active users as of 2024, with a global monthly active audience of 380 million (Singh 2025).

Data analysis conducted by Park and Kang introduced a ranking system based on
metrics such as usage frequency and time spent on applications. In this ranking, Roblox
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advanced from the 47th position in January 2020 to 29th by August 2020. Recent figures
reveal that Roblox continues to dominate Metaverse traffic, with a significant portion
of its audience being children and young users aged 5 to 16. Of its daily active users,
approximately 32.4 million are under age 13, making up around 36% of the total user base
(Park and Kang 2022).

Over 55% of Generation Z users in the United States actively engage with Roblox,
positioning it as a vital communication platform within the Metaverse. It also strongly appeals
to Generation Alpha (born after 2012), who spend more time on Roblox than any other
platform. On average, children dedicate 2.6 h per day to Roblox, three times the time spent on
YouTube, and seven times the time spent on Facebook (Figure 1). This underscores Roblox’s
significant role as a hub for immersive virtual interactions among younger generations in a
sandbox environment game (Dwivedi et al. 2022; Mancuso et al. 2024).
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Roblox is the biggest online game service with the most players who can create and
play online sandbox games—open-ended, user-generated virtual worlds in which players
can freely build, script, and interact in game worlds created by themselves or others. The
company’s service comprises virtual worlds, leisure communities, and self-built services.
Roblox is a platform that enables users to build and explore their own virtual worlds;
therefore, users can develop games and anything they desire in the world of Roblox. Roblox
already has virtual worlds and games developed by hundreds of thousands of players.
Users can go to Roblox to meet or game together, send nearly 60 billion messages daily
in games created by other players, talk to people in the real world, buy, and create social
networks in the 3D virtual environment. Roblox has nine key features of the Metaverse:
an integrated network of 3D virtual worlds, identity, friends, immersion, accessibility, low
friction, various content types, cost-effectiveness, and safety. These factors will help attract
your audience and fuel contemporary creativity outputs (Dionisio et al. 2013; Lee et al. 2021).

4. Recent Incidents Highlighting the Risks in Roblox
The rapid growth and user engagement in Roblox have also brought attention to

significant risks and challenges. Recent events in the Roblox sphere have raised several
issues regarding safety, privacy, and moderation (Figure 2). Figure 2 outlines a layered
strategy for digital platform safety, integrating technical innovations (algorithm upgrades,
real-time monitoring), policy structures (authentication protocols, enforcement guidelines),
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and content governance (automated filtering, user reporting systems). These components
collectively aim to balance proactive risk mitigation with adaptive regulatory compliance,
ensuring platform integrity and user protection. These concerns relate to trust, privacy,
bias, disinformation, application of the law, and psychological aspects linked to addiction
and its impact on vulnerable individuals (Dwivedi et al. 2022). This section presents an
overview of such events to support the necessity of improving the level of security in the
platform. Worth noting is that Roblox Corporation operates out of the United States, and
thus, its operations—most importantly with respect to regulation and compliance—are
mostly guided by U.S. federal law, encompassing the Children’s Online Privacy Protection
Act (COPPA) and Section 230 of the Communications Decency Act (CDA §230).
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4.1. Exposure to Inappropriate Content

Despite Roblox’s moderation policies, there have been numerous reports of inap-
propriate content slipping through the cracks, revealing significant vulnerabilities in the
platform’s ability to protect its young users. The proposed usage of automatically generated
filtering to include or exclude objectionable content and materials from Roblox has been
found to pose certain limitations (BBC 2022). However, over the years, some of these
shortcomings have come to the surface periodically, thus providing parents, guardians,
and anybody concerned for children’s welfare something to be worried about.

One particularly alarming incident occurred in 2021 when a game mimicking a sexually
explicit experience was discovered on Roblox featuring a naked man wearing only a dog
collar and a lead (Shen and Ma 2024). It caused much outrage and worry because children
are subjected to material that is much beyond what is considered appropriate for their age.
The game’s existence also revealed a significant issue with how Roblox had organized its
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auto-moderation mechanics: soon enough, the exact unpleasant content was uploaded into
the game’s channel and the visibility range of potential viewers. Such an event had quite
a negative result: parents and guardians exerted more pressure on the platform, making
it offer better protection measures and showed rather doubtful trust in the application
protection (The Guardian 2024).

The 2021 incident was not an isolated case but part of a broader pattern of moderation
failures (Wired 2021). Despite Roblox’s ongoing efforts to improve its content filtering
mechanisms, other instances of inappropriate content have continued to surface. These
are games containing concepts, pictures, lewd content, and similar content unsuitable for
minors. Every instance highlights the inherent challenges of using heuristically scoped
algorithms to identify and manage billions of messages created on widely used social
media interfaces.

Automated moderation systems, while essential for handling the massive content
volume on a platform like Roblox, have inherent limitations stemming from user-generated
virtual worlds (Kou and Gui 2023). Algorithms can be tricked or circumvented by savvy
users who find ways to disguise inappropriate content, making it difficult for automated
tools to catch every instance of violation. Further, most of the systems mentioned above do
not possess the context awareness required to effectively evaluate the intent and significance
behind particular content and thus are prone to generating false positives and failing to
notice harm. For example, an algorithm may regard a practical joke as likely to damage
society in some form. The algorithm will categorize the joke and other posts as ‘offensive’
and ‘harmful’ to society.

The need for more robust human oversight is evident. Human moderators can pro-
vide the contextual judgment that automated systems lack, making them essential for a
comprehensive and effective moderation strategy. However, the scale of Roblox’s audience
and the tendency for new DAUs and content are challenges the workforce cannot control
and address, mainly when creator information in personal profiles plays a significant
role (Kang et al. 2024). This indicates a clear need to interface the candidate automated
systems with specific predetermined options; however, the human element must also be
considered, particularly about Metaverse technology or content creation for creators, which
was insufficient (Kim and Rhee 2022).

Roblox has been developing its moderation processes to deal with such problems.
This involves hiring additional human moderators and provisioning them with better
technology such as machine learning-powered dashboards, natural language processing
(NLP) filters, and real-time behavioral analytics to detect and filter out objectionable content
more effectively. Roblox’s Trust & Safety team reports that this technology can enable
faster and better identification of grooming activity, objectionable language patterns, and
contextual threats than in the previous system (Roblox Trust & Safety 2023 Transparency
Report). All these measures aim to enhance safety for junior users by ensuring that most
inappropriate content does not circulate through the network. Instead, middle-ranked
users, rather than top-ranked ones, play a more critical role in fostering a safer environment
of creativity (Shen and Ma 2024). Middle-ranked users are defined as active members with
average visibility and engagement, and top-ranked users are high-visibility developers or
influencers. All these efforts are intended to provide more protection to junior users, etc.

4.2. Cyberbullying and Harassment

Roblox has become a breeding ground for cyberbullying and harassment, significantly
impacting the mental health and wellbeing of its young users; as constructive and inte-
grating social and interactive models where players compose teams and cooperate within
games, the platform, unfortunately, offers the chance to act negatively and inappropriately,
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harming others (Patchin and Hindujaa 2020). Abuse on Roblox can be achieved verbally
by denying others a chance to play in a group or with friends, dispersing rumors, and
even threatening. Such actions can be calamitous to youthful users who have not fully
developed their social and emotional regulations (Du et al. 2021).

Roblox’s moderation system, while extensive, often struggles to keep up with the sheer
volume of interactions co-occurring across its platform. For example, Roblox announced its
plans to block users under age 13 from directly messaging other players (Guptaon 2024).
The reliance on automated tools to flag inappropriate behavior can lead to situations where
subtle or context-specific instances of bullying go unnoticed. Furthermore, the human
moderation team, however hardworking and committed they are, will struggle to handle
the many petitions they are presented within a day; hence, they will take time to address
some critical issues (Han et al. 2023).

This gap in effectively managing cyberbullying is concerning, as timely intervention
is crucial in preventing further harm and providing victims with the support they need.
Stress arising from bullying results in anxiety, depression, and, in the extreme, suicidal
thoughts (Arseneault et al. 2010). To young users, who are the most sensitive in this case,
these experiences affect their health and further development (Kim and Kim 2023).

To address these challenges, Roblox must enhance its approach to handling reports
of bullying and harassment. This could include hiring more human moderators for faster
response time and more elaborate investigations (Gray et al. 2024). Moreover, more efficient
training of the moderators, which will allow them to better comprehend the essence of
bullying, is also helpful in achieving larger intercessions. Counselling or mental health
services that are complementary or safer victim services have also reduced the impact of
bullying as well.

4.3. Predatory Behavior

Perhaps the most alarming risk on Roblox is the presence of online predators, who
exploit the platform’s interactive features to target and groom young users (Mujar et al. 2024).
Since most of its users are children, the platform offers a fitting ground for such disgusting
individuals. They use the many profiles that the site has to interact with the minors, creating
the impression of being fellow gamers of the children. This manipulation process will
involve building a friendship with the child under consideration to use that child for evil
ends, which is otherwise referred to as grooming (Whittle et al. 2013).

There have been multiple cases where predators have successfully used Roblox to
groom and exploit children, exposing significant vulnerabilities in the platform’s safety
measures, especially when it is argued that its role as a learning environment can be
maximized (Han et al. 2023). In such situations, these predators have, in one way or
another, been able to outline the child, and they have used private messages, in-game
communications, and innocuous items such as virtual gifts to gain the child’s confidence.
Once this trust is established, such an individual moves to groom the child into giving out
more personalized information, sending out more improper pictures, or even creating a
chance to meet this child physically, which will further harm the child.

In 2022, an alarming incident brought this issue to the forefront. A coordinated effort
by law enforcement agencies led to the arrest of several individuals who were using Roblox
to initiate contact with minors for illicit purposes (Schulten 2022). This specific operation
showed that the predators were keen to avail themselves of all of the different facets of the
site to get in touch with the troubled children. However, a probe into these people revealed
that they had used all manner of subterfuge to infiltrate the platform, making individuals
crave a better protection method that involves closer scrutiny of interactions (Schulten 2022).



Laws 2025, 14, 29 11 of 38

This incident served as a wake-up call for Roblox and the broader online community,
emphasizing the critical need for enhanced safety measures to protect young users. It eluci-
dated what is wrong with automation that has already been implemented for moderation
purposes; this model is inadequate in capturing these predators’ exploiting behaviors.

The system typically depends on the detection of keywords and pattern-matching
software, which are easily evaded by experienced cyber criminals—most notably, those
with skills in exploiting neural networks and members of the technocratic class of online
criminality (i.e., extremely skilled criminals with advanced knowledge of the infrastructure,
manipulation of AI, and evasions that are used to circumvent moderation).

In response, Roblox has been working to implement more stringent safety protocols.
This involves upgrading the current complex auto-moderation with advanced artificial
intelligence and machine learning to identify suspect behavior patterns better. These
technologies can show that grooming patterns have improved because interaction patterns,
not just one-time situations, can be better ascertained (Roblox Corporation 2023).

Additionally, Roblox is increasing its human moderation team to provide more com-
prehensive oversight of user interactions. The human moderator is greatly needed to
interpret the context of interlocutions and make appropriate judgments that an AS might
fail to make. By growing this team, Roblox has addressed the goal of accepting and con-
sidering suspicious activity reports in a shorter time and using a more thorough approach
(Roblox Blog 2021).

5. Technical Aspects of Moderation in Roblox
Moderation in Roblox uses automated tools and human review to keep the platform

safe. It relies on innovative technology that scans user content for rule violations to balance
safety and free expression (Hine 2023). These algorithms are trained to detect explicit
language, inappropriate images, and harmful behavior patterns by analyzing text, images,
and even in-game activities. Roblox also employs natural language processing because the
application considers context and can identify potential issues. However, real-time filtering
services work as a watchdog in that they ensure that students do not use abusive language
and do not relay wrong information about each other, hence no more cyberbullying and
other immoral behaviors. Still, due to the vast amount of content posted on Roblox,
numerous human moderators watch or delete some material that did or did not violate the
rules because machines can only do so much. AI also should be incorporated with human
intelligence to achieve the best outcome, sufficiently expanding the reach without damaging
understanding of the specificities needed to prevent specifically negative experiences for
users on Roblox. Figure 3 presents a holistic approach to managing digital platforms
with a multi-layered system primarily focusing on user-generated content. It combines
a technology backbone (system layers), controls (risk management), content moderation
(quality control), and regulatory compliance (legal adherence), demonstrating an integrated
plan to address the dilemma between freedom of expression during creative peaks and
systemic accountability. The mutually dependent layers are designed to generate safe and
streamable showcases on this dynamic basis, anchored in evolving governance needs.
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5.1. An Overview of Roblox’s Moderation System

Roblox’s moderation system is a complex and multifaceted approach designed to
maintain a safe and enjoyable environment for its predominantly young user base. As a site
containing millions of user-created games and being home to an active social community,
the problem of eliminating obscene content and keeping communication appropriate and
safe is overwhelming (INEQE 2025). Automated tools are primarily used in the system, and
they also use moderators. Robot moderation is advanced and involves pattern recognition
and artificial intelligence spreading over the given content, searching for inappropriate
things such as naked images and violence. These algorithms are then adjusted for each
changing content and the patterns of users’ behavior. However, the threat cannot be wholly
negated using only the system, which depends on the human moderator’s staff. These
moderators supervise the marked content, users’ complaints, and issues that cannot be
pre-coded due to complexity. However, several high-profile case scenarios reveal that the
system lacks such opportunities even if it takes the above measures. For example, adverse
reports of explicit games and content escape these filters once or twice. Some users have
commented that it uses inefficient human moderators because it moderates over a billion
average daily images. Moreover, the moderation system does not distinguish between
contextual content; it becomes complicated for the program to understand which pictures
are vulgar in one culture and acceptable in another (Roberts 2019).

Additionally, Roblox’s moderation model has a report facility for users to report
objectionable conduct or content. Although such a community approach is useful, its
effectiveness fails when targeting children. It is possible that most young users do not
explicitly comprehend what content should be reported on or that they will not report
to classmates for fear of offending them or from confusion. Their poor understanding of
subtle threats like grooming also undermines the protective function of the system. While
there are chat filters installed, they tend not to have the contextual sensitivity necessary for
the identification of manipulative tricks played on children.

There is adaptive chat filtration that hides obscene messages and the option to exclude
phone numbers and addresses. This feature is logically inalienable for shielding the
users from cyberbullying as well as all kinds of perversion. However, in this system,
users find themselves entrapped with false positives and frustrating limitations to their
communication. Roblox’s economy is still facing moderation challenges. These use Robux,
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which is non-NASDAQ game money, and are confronted by a cheat, a fraudster, and a fake
player who realizes gameplay. Despite some possibilities to avoid and identify fraudulent
transactions in the company, the users are sometimes criminals in such procedures; more
actions should be taken. Hence, to respond to these continual issues, Roblox gives much
money to equalize technology machinery and moderators’ tools. It has also improved strict
age checks and introduced other filtration layers to enable parents to regulate their kids’
online activity. Education is used to help parents and children better understand the risks
connected with internet usage, and the necessary informational materials are provided
(Kou et al. 2024).

Despite these efforts, the rapidly evolving digital landscape means that Roblox’s mod-
eration system must constantly adapt to new threats and challenges, especially regarding
harmful behavior design (Hine 2023; Kou et al. 2024). The issue of the moderation of content
and the continuous fine-tuning of the balance between automated and manual moderation
stays relevant so the site can offer proper safety, fun, and communication for young audi-
ences and freedom of creation for the student artists. As much as the growth of Roblox is
hence different and interesting, the firm will have to keep enhancing its moderation system
to maintain the trust of its ever-expanding consumer base.

5.2. Comparative Analysis of Moderation Systems in Roblox and Other Platforms

The moderation systems of online platforms such as Roblox, TikTok, Facebook, and
YouTube play a crucial role in maintaining user safety and content integrity. These platforms
rely on technological help and employ moderators to monitor the massive flow of content
the users produce (Table 1). Such differences are as helpful as the strengths and weaknesses
of the modern contenders for avoiding online abusive content.

Table 1. Comparative analysis of content moderation systems across major digital platforms.

Feature Roblox TikTok Facebook YouTube

Core Approach Automated + human
oversight

Aggressive AI + human
review

AI tools + human
evaluation

ML algorithms +
Content ID

Key Tech
• ML algorithms
• Real-time filtering

• Computer vision
• Audio analysis

• Pattern detection
• Misinformation

tools

• Content ID
• Auto-scanning

Human Role Complex case review Contextual review Flagged content review Appeals handling

Main Challenges Real-time monitoring
of interactive content

Over-moderation,
cultural bias

Global censorship
concerns

Inconsistent
enforcement

Strengths Youth safety focus Quick removal Fact-checking Copyright protection

Content Focus Games + chat Short videos Mixed media Long-form video

Timing Real-time Pre/post posting Continuous Pre/post upload

Note: ML = Machine Learning, AI = Artificial Intelligence. This comparison highlights key differences in mod-
eration approaches across platforms, emphasizing their unique challenges and operational strengths in content
management. ML algorithms: Adaptative systems that learn through data to automatically identify patterns of
inappropriate or harmful content, and which continue to improve with exposure to flagged material. Real-time
filtering: A moderation process that screens and assesses user-generated content (such as chat, uploads) as it
is created or is being shared, blocking infractions prior to publishing. Computer vision: Artificial intelligence
technology that allows platforms to examine and comprehend images or video frames to identify visual offenses,
including nudity, violence, or copyright content. Audio monitoring: Automated monitoring of audio streams for
explicit language, hate speech, copyrighted music, or other policies, commonly employed for video and livestream
moderation. Detection of patterns: Applying statistical or machine learning models to detect patterns of abnor-
mal or coordinated behaviors (i.e., grooming, spamming, coordinated manipulation) throughout the platform.
Misinformation platforms: Mechanisms used to identify, mark, or suppress disseminations of disinformation or
deceiving content based on cross-checking fact-checking databases or recognizing shared disinformation patterns.
Content ID: A digital technology created by YouTube to screen videos for copyrighted material, automatically
matching them with a database of rights-holding material and applying takedown or monetization policies.
Auto-scanning: An umbrella term for automated systems which continually scan for content (images, text, video,
etc.) containing words or characteristics matching an established list of rule infractions or targeted items.
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Roblox’s moderation system relies heavily on automated algorithms and human
oversight. Its algorithms are more complex and, based on machine learning, can search
for violations of the usage of obscene language and prohibited images and actions. These
algorithms persistently update their performance in automated content identification
depending on the flagged content. Furthermore, real-time filtering is in place to tackle
cyberbullying and safeguard user privacy in chat interactions (Kou and Gui 2023). However,
Roblox content usually floods such systems; such systems need a large team of moderators
who analyze all patterns reported by users and the problematic cases that algorithms
cannot consider. These two strategies are deemed synergistic to deliver a safe and enjoyable
environment, especially to youthful customers. However, it has been seen that such
attempts are not well suited to Roblox because the content is constantly changing, and the
users put forward new games and their interactions, which are sometimes hard to frame or
even monitor in advance (Kou and Gui 2023).

In contrast, TikTok employs a more aggressive approach to content moderation, lever-
aging AI and extensive human moderation. TikTok’s algorithms are designed to identify
and remove content that violates community guidelines, such as hate speech, nudity, and
violent content. The platform’s AI tools are particularly adept at analyzing video content,
utilizing computer vision and audio analysis to detect inappropriate material. TikTok
also has the services of many moderators who watch videos that users question, making
better observations regarding the contextual content (Bonagiri et al. 2025). It is the case of
moderation used by TikTok as a primordial, thus prophylactic course of action to delete
prohibited content. This has assisted the platform in controlling the progression of the title
population and the colossal quantity of content produced daily. However, it is subject to
complaints of over-moderation, censorship, and moderation that is insensitive to social and
cultural bias (Bonagiri et al. 2025).

Facebook’s moderation system combines AI tools with human evaluation, focus-
ing on identifying harmful content and misrepresentation. The platform’s algorithms
are trained to detect patterns in text, images, and videos that suggest policy violations
(Gillespie 2020). Facebook has created more powerful dedicated instruments that can help
control the distribution of fake news and toxic conspiracy theories, which have become
widespread on its site. During mediation, humans, for all the content tagged as explicit by
the people, evaluate specific content that may need more context. It also has fact-checking
partners to demarcate the provenance of content and block the flow of misinformation.
However, several times, the platform has been criticized for censorship of political speeches
and user information, pointing out the realistic challenges of running an international social
network with millions of registered users (Gillespie 2020).

YouTube employs machine learning algorithms to scan uploaded videos for inappro-
priate content, such as hate speech and violent extremism. The platform’s Content ID
system allows rights holders to manage their intellectual property by automatically identi-
fying and acting on infringing content (Gorwa et al. 2020). YouTube also has moderators
who analyze appeals and flag the videos to decide whether moderation was performed on
them. Given the millions of video uploads per minute on YouTube, the platform can and
does employ AI to respond to and stop the distribution of dangerous content even more
efficiently. However, the platform has received backlash for its seemingly random poli-
cies on content removals and demonetization, which affect the earnings of many creators
(Gorwa et al. 2020).

Comparatively, Roblox’s moderation system is effective but faces challenges due to
the platform’s highly interactive and user-driven environment. Whereas TikTok, Facebook,
and YouTube all have hybrid moderation solutions in place using AI and human review,
those platforms’ operating environments and challenges differ considerably from Roblox’s.
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Perhaps most distinctively, Roblox is unique in requiring moderation of real-time activity
in user-created 3D worlds, including live chat in games, avatar actions, and multiplayer
game interaction (Roberts 2019). By contrast, TikTok and YouTube primarily moderate
uploaded and recorded content. TikTok uses computer vision and audio-based analysis
for short videos, and YouTube uses its Content ID system for copyright enforcement and
retroactive video analysis. Facebook’s Rights Manager manages copyright content in the
same manner and enforces takedowns for asynchronous and static posts (Gillespie 2021).

In order to provide a better comparison, services such as Discord and Twitch—which
also moderate live, real-time content—offer better analogies. Twitch uses AI moderation
bots (such as AutoMod), per-channel rules, and community-based moderation for live
streams. Discord uses automated keyword filtering and real-time flagging in combination
with tiered human moderation to moderate live voice and chat in decentralized community
servers (Gillespie 2021).

In contrast, Roblox has the special challenge of moderating live interactions among
millions of players at one time participating in diverse, player-created virtual worlds. Such
complexity necessitates a tiered system combining automated filtering using AI-based NLP
and image identification, in-game behavior monitoring, and large-scale human moderation,
applied to manage emergent, unpredictable sandbox environments.

Accordingly, Roblox can benefit from incorporating more proactive content removal
strategies and enhancing its real-time moderation capabilities. Lessons from what TikTok,
for example, or YouTube have done, such as building artificial intelligence applications
and investing in rigorous manual moderation, can improve the user experience on Roblox
(Firth et al. 2024). The frequency of the moderation systems is also helpful in attending to
the new tendencies of the topic as well. Therefore, by applying new developments in AI and
strengthening human control over processes, one can enhance the safety of platforms and
safeguard the reputation of newly created territories, impacting psychological, cognitive,
and social dimensions (Firth et al. 2024).

5.3. The Effectiveness and Challenges of AI in Roblox Content Moderation

The application of artificial intelligence (AI) in content moderation on platforms
like Roblox has been central to dealing with large volumes of user-created content
(Masi et al. 2024). AI-based moderation systems detect offensive language, objection-
able photos, and toxic interactions in real-time and are, hence, vital for large-scale platforms
(Masi et al. 2024). However, their efficacy is increasingly being questioned since their
algorithms are not transparent, susceptible to bias, and not procedurally fair.

To better understand the implications of AI moderation for governance, one must
place this debate in the context of algorithmic governance. Scholars such as Kitchin (2017)
and Hildebrandt (2020) argue that AI systems used for governance purposes—such as
automated moderation—are a form of “soft law” because decisions are not being made by
policymakers but by algorithms. These delegations to AI systems have deep consequences
for transparency, accountability, and procedures of due process in digital environments.
For one, algorithmic opacity limits user comprehension of why content is being removed or
demonetized, which erodes transparency. For another, accountability gets dispersed—when
something goes awry, there is uncertainty as to whether blame rests with the platform, with
developers, or with the algorithm itself (Hildebrandt 2020).Third, and often, automated
moderation is not linked to accessible appeal processes, which raises concerns of due
process, especially where decisions affect users’ rights or ways of earning a living. These
consequences extend beyond users and content creators to affect larger regulatory efforts,
since algorithmic moderation is increasingly deciding what norms and boundaries govern
digital environments (Hildebrandt 2020).
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5.3.1. Algorithmic Bias and the Issue of Fairness

A significant problem with AI moderation is algorithmic bias. The historical data
used to train AI systems usually bring their attendant biases and inequalities, resulting
in disproportionate content takedowns on marginalized groups (Guo et al. 2024). For
example, research on algorithmic censorship has found that AI moderation tools over-flag
content from dialects, political positions, or communities and under-flag more subtle online
abuse (Hildebrandt 2020). In Roblox terms, this means that certain objectionable content
(i.e., predatory grooming or coded hate speech) is not caught while innocent speech is
unfairly silenced.

In their work on algorithmic regulation, Kitchin (2017) and Hildebrandt (2020) identify
the self-sustaining nature of algorithmic decision-making: once an AI system is trained to
detect content as “harmful” or “safe”, it has minimal feedback loops and limited capabil-
ity for human intervention. This explainability—also termed “the black box problem”—
undermines users’ power to contest decisions made by AI. This especially concerns child-
friendly online platforms like Roblox, where users may not be informed of reasons for
having content removed or flagged.

5.3.2. Legal Accountability and Due Process in AI Moderation

Content moderation by AI is raising accountability and due process issues. Who
is responsible when an AI program mistakenly removes acceptable content or misses
objectionable content? While platform operators such as Roblox claim that AI moderation
guarantees that community standards are maintained, legal experts argue that compliance
through AI is without the process guarantees that are critical to due process (Siapera 2021).

For example, in tradition-based legal systems, individuals who are accused of rule-
breaking have a right to appeal and redress. In AI-based moderation, on the other hand,
users are subjected to untransparent decision-making with very limited opportunities
for contestation (Hildebrandt 2020). Roblox’s current process of appeal is untransparent
and leaves users, especially children, without a meaningful channel through which to
contest wrongful enforcement. This raises fundamental legal questions about whether
AI-based moderation systems are held to the same due process standards as tradition-based
legal systems.

Moreover, the EU Digital Services Act (DSA 2022) now mandates that huge online
platforms (VLOPs) be more open about their content moderation policies, particularly on
automated decision-making.

Under Article 14(1)(d), platforms must include in their terms and conditions “in-
formation on any restrictions imposed in relation to the use of the service in respect of
content provided by the recipient of the service, including information on algorithmic
decision-making and human review”. Furthermore, Article 17(1) grants users the right to
be informed of decisions to restrict content or suspend accounts, including the reasoning
and whether the decision was made automatically. Critically, Article 17(3) ensures users
have access to an internal complaint-handling system, allowing them to contest decisions,
with Article 20 further requiring access to out-of-court dispute settlement mechanisms.

Obligations for VLOPs:

• Risk Assessment: VLOPs are required, according to Article 34(1) DSA, to conduct
thorough assessments to identify and analyze systemic risks associated with their
services, including the dissemination of illegal content, adverse effects on fundamental
rights, and manipulation of services impacting public health or security.

• Risk Mitigation Measures: Based on risk assessments, VLOPs, per Article 35(1) DSA,
must implement appropriate measures to mitigate identified risks. This includes
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adapting content moderation processes, enhancing algorithmic accountability, and
promoting user empowerment tools.

• Independent Audits: Under Article 37 DSA, VLOPs are mandated to undergo inde-
pendent audits to evaluate compliance with DSA obligations. These audits ensure
transparency and accountability in the platforms’ operations.

• Data Access for Researchers: To facilitate public scrutiny and research, VLOPs, ac-
cording to article 40 DSA, must provide data access to vetted researchers, enabling
studies on systemic risks and the platforms’ impact on society.

As of 23 April 2023, the European Commission had designated 19 platforms as VLOPs,
including major entities like Amazon Store, Facebook, Instagram, TikTok, and YouTube.
Platforms such as Zalando have contested their classification, arguing that their business
models differ from those of typical VLOPs (European Commission 2023).

The designation of 19 platforms as VLOPs by the European Commission is an impor-
tant regulatory milestone under the DSA. It brings these platforms—including Amazon
Store, Facebook, Instagram, TikTok, and YouTube—under tighter obligations to address
risks on a system-wide level, improve algorithmic transparency, and protect user rights,
including access to appeal procedures and data for research purposes. It reflects a move
toward increased accountability for leading digital platforms in the EU and affirms the
EU’s leadership in establishing international standards for platform governance and digital
right protection.

• Implications for Roblox:

While Roblox has a substantial global user base, its classification as a VLOP under the
DSA depends on its monthly active users within the EU. If Roblox meets the VLOP criteria,
it would be obligated to

• Conduct comprehensive risk assessments related to content dissemination and user
interactions (Article 34(1);

• Implement robust risk mitigation strategies, potentially overhauling existing content
moderation systems (Article 35);

• Submit to independent audits, ensuring compliance with DSA mandates (Article 37);
• Provide data access to researchers, enhancing transparency and facilitating external

evaluations (Article 40).

Failure to comply with these obligations could result in significant penalties, including
fines of up to 6% of the platform’s global annual turnover (Article 52(3).

5.3.3. A Technical Fix Is Not Enough: The Need for Ethical and Regulatory Reforms

Addressing these challenges requires more than a series of technical upgrades to AI
moderation; legal and ethical reforms are required to regulate automated decision-making
systems. Algorithmic systems cannot be seen as neutral tools but as political and legal
actors within broader regulatory ecosystems, as argued by Kitchin (2017).

Instead of suggesting user-focused appeals mechanisms and hybrid human-AI over-
sight as novel solutions, one can better position them as necessary but insufficiently put
into practice in Roblox. Such mechanisms have some sort of baseline existence in most large
platforms, yet Roblox’s specific setting of real-time, interactive user-created games requires
specialized adjustments in order to function well. For example, Roblox’s appeals process
is highly opaque, especially for its largest demographic—adolescents and children—who
do not have the digital literacy or self-confidence to use complicated feedback channels.
Roblox should implement child-friendly, guided appeals interfaces relying upon visual
indicators and streamlined workflows for its young users. Also, notifications for mod-
eration actions must include transparent explanations written in plain terms, possibly



Laws 2025, 14, 29 18 of 38

supplemented by AI-powered chatbots to respond to user queries in real-time. In the same
manner, hybrid AI-human moderation would need to be context-based, not merely in
surfacing surface-level breaks in moderation, but in understanding subtle actions unique
to immersive multiplayer environments. For instance, instead of keyword flagging, ma-
chine learning algorithms should be trained to recognize sequences of actions signifying
grooming, coercion, and bullying—specifically in team-based environments or chat-based
scenarios. Here, human moderators can bring their attention to highlighted patterns as
opposed to isolated content. In short, such changes are not new in theory but need specific
refinement in line with Roblox’s operational realities and demographic concerns. What
is necessary is not merely applying generic moderation philosophy, but transferring its
formulation into real-time responsive, game-specific, and age-sensitive frameworks.

5.4. Moderation Challenges

Roblox faces significant moderation challenges due to user-generated content’s sheer
scale and diversity. Ensuring a safe and appropriate environment is daunting, as millions
of active users create and interact within the platform. One major issue is the challenge of
monitoring real-time interactions and content across numerous games and social spaces
while upholding individual privacy and dignity (Dolan 2001). Arguably, children who are
the primary users of the services are in a precarious place that exposes them to a range of
adverse outcomes—from the posting of obscene materials and bullying to assembling to be
exploited. The automatic moderation programs and tools are extensive. However, if they
remain too inefficient, they cannot adequately manage the surge of new content that arrives
daily. The material that fuels hatred sometimes slips through the dynamic challenges of
voice communication in multiplayer video games (Van Hoeyweghen 2024). Moreover, it
implies that there exists little accountability for profiling by relying on user complaints;
also, children know about the problem or cannot report it.

Though Roblox, YouTube, and TikTok are founded on content moderation based
on AI, their approaches, effectiveness, and regulatory compliance are very diverse. The
subsequent comparison in Table 2 evaluates significant moderation mechanisms like AI
complexity, human oversight, regulatory compliance, and transparency measures.

Table 2. Comparison of content moderation strategies across Roblox, TikTok, and YouTube.

Moderation Variable Roblox TikTok YouTube

AI Sophistication
(Gillespie 2020)

Uses automated filters for chat,
text, and images; limited ability to

detect contextual harm

Highly advanced computer vision
and NLP-based AI, trained for

detecting hate speech, nudity, and
misinformation

Uses Content ID and deep
learning AI for identifying
copyright violations and

harmful content

Human Oversight
(Roberts 2019; TikTok 2023)

Moderators review flagged
content, but response times are

slow due to scale

Large-scale human moderation
team ensures AI decisions are

reviewed quickly

Uses hybrid moderation, but
reviewers mainly focus on

appeals rather than
proactive monitoring

Effectiveness of AI
(Douek 2021)

Often fails to detect coded or
evolving harmful content; users

bypass filters with
modified language

Proactive moderation efficiently
removes harmful videos before

mass exposure

Effective for copyrighted content,
but struggles with misinformation

and algorithmic bias

Real-time Moderation
(Roblox Corporation 2023;

YouTube Help 2023)

Real-time AI filtering for in-game
chat and user interactions

Automated removals happen
within minutes, limiting

content spread

Delayed removals—AI flags
content, but human moderation is
often required for final takedown

Regulatory Compliance
(European Commission 2023;

UK Government 2023)

Partial compliance with GDPR,
UK Online Safety Act, and DSA

but lacks clear
transparency reporting

Highly compliant with the DSA
and GDPR; has been fined for

violations but
improved disclosure

Complies with GDPR and DSA,
but faces criticism for poor
transparency in algorithmic

decision-making
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Table 2. Cont.

Moderation Variable Roblox TikTok YouTube

Transparency Mechanisms
(TikTok 2023;

Mozilla Foundation 2022)

Moderation decisions are opaque;
lacks a clear appeals process for

wrongful content removals

Provides detailed content removal
reports, including policy rationale
and country-specific enforcement

Transparency reports exist, but
content removals are often

inconsistent or
politically contested

User Reporting and Appeals
(European Commission 2022)

Users can report content, but
appeal processes are slow and

lack clarity

Users can appeal decisions, and
TikTok has improved moderation

response times

Users can dispute demonetization
and content takedowns, but

appeals take time

Handling of Virtual Harm
(European Commission 2022)

Struggles to define ‘virtual harm’
legally; lacks mechanisms for

addressing psychological distress
and emotional harm

Has introduced psychological
harm guidelines under EU DSA;

enforces strict removal of
harmful content

Limited focus on psychological
harm, but misinformation
regulation has improved

Platform Liability
(European Commission 2022)

Claims Section 230 immunity in
the U.S.; new regulations may

force more accountability

Fined for AI failures in
moderation but has proactive

regulatory engagement

Criticized for evading liability
under AI-driven content curation

Case studies show how broad these moderation failures are. In a game on Roblox,
there was a Nazi concentration camp created from scratch that went unnoticed by the
moderators until public outcry led to its removal. It forced children to watch videos
with unsettling connotations, such as Nazi death camps and Holocaust imagery, leaving
everyone questioning Roblox’s moderation afterward (The Jewish Chronicle 2022). In a case
of cyberbullying, a group of users harassed young players and inflicted severe emotional
suffering. Such cases prove that, despite all their efforts to avoid such unauthorized contacts
and efforts made by the Roblox company to apply keyword filters and introduce new,
better reporting means, the problem of creating a safe environment for children remains
(Kumar and Goldstein 2020).

The relative moderation tactics of Roblox, TikTok, and YouTube call for further context
and justification. TikTok, for one, leverages sophisticated AI technologies in the form
of computer vision, natural language understanding, and audio pattern identification to
automatically detect and remove content harmful in nature—including hate speech, nudity,
and disinformation—before mass dissemination. Based on TikTok’s 2023 Transparency
Report, in Q2 2023, 91 million videos were removed in total globally, and more than
95% were taken down ahead of any user reports being lodged, indicating a preemptive
moderation mechanism based on real-time detection models and behavior indicators
(TikTok 2023).

In contrast, YouTube’s Content ID system, although technologically sophisticated,
exists mainly for copyright enforcement purposes and not for other purposes of content
moderation. It enables rights holders to submit reference files, which are used to auto-
matically match against newly uploaded videos. Although this system has been found to
be potent in intellectual property protection—automating blocks, monetization, or track-
ing content matches—it does not directly confront problems such as hate speech and
cyberbullying (Google 2023).

Furthermore, other such mechanisms for platforms include Facebook’s Rights Man-
ager and TikTok’s Audio Fingerprinting System, indicating that YouTube’s system is not
unique, but part of an overall trend in automatically enforcing copyright tools across plat-
forms. A better contrast would involve an examination of how such moderation platforms
operate differently in practice, in terms of speed of reaction, scale of enforcement, and
contextual understanding. For instance, although TikTok is good at removing content in
advance, we have criticized its over-moderation and cultural bias in removing political or
minority-themed content. YouTube’s moderation approach is reactive and community-flag
driven, and commonly tied to appeals, resulting in slow enforcement, notably in regards
to novel harms such as misinformation or psychological distress. Roblox’s challenge is
not in detecting static content, but in moderating user interaction within dynamic, user-
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created 3D worlds in real time, an environment in which in-advance review is impossible
(Gillespie 2021).

6. Existing Legal Framework
This section aims to critically scrutinize the capability of current legal frameworks

in addressing sexual violence within Roblox. The findings of this paper are based on
comprehensive legal research of the legal systems in the United States, the European Union,
and the United Kingdom (Table 3). The law in these areas has evolved to address sexual
violence, preferably in the natural sense. However, the shift to virtual realms, especially
Roblox, poses several legal issues for discussion.

Table 3. Comparative analysis of legal frameworks.

Jurisdictional Framework Legislative Instruments Regulatory Mechanisms

United States

Child Pornography Prevention Act (CPPA), 1996
• Prosecutorial Remedies and Other Tools to

End the Exploitation of Children Today
(PROTECT) Act, 2003

• Communications Decency Act §230
• State-specific statutory provisions

Prohibition of virtual child exploitation
content
• Regulation of digitally manipulated

minor imagery
• Platform immunity doctrine
• State-level virtual conduct governance

European Union

Council of Europe Convention on Cybercrime
• EU Directive on Sexual Abuse and

Exploitation
• Digital Services Act (DSA), 2022

• Expansive child exploitation content
definition

• Very Large Online Platform (VLOP)
obligations

• Systematic risk assessment protocols
• Monetary penalties framework (≤6%

global revenue)

United Kingdom Online Safety Act 2023

• OFCOM regulatory oversight
• Platform safety compliance requirements
• Mandatory transparency protocols
• User protection framework

Note: This table synthesizes the primary legal mechanisms and their operational constraints across three major
jurisdictions addressing virtual sexual violence in platform environments.

The key problem is the application of laws which have been designed for scenarios of
tangible contact being applied in the context of sexual violence in a virtual space, where
physical and psychological trauma may look quite different.

6.1. United States

Studying the current legislation of the United States, we are concerned with how
current legal provisions relating to sexual violence might apply to the landscape of Roblox.
We focus on exploring how the US legal system deals with sexual offenses within the course
of physical contact and, in the digital realm, Roblox. Concerning virtual child pornography,
the United States’ first legally expanded foray came in the form of the Child Pornography
Prevention Act of 1996 (CPPA).

This legislation included sections pertaining to displaying minors engaged in sex-
ually explicit conduct or displaying computer-generated images that looked like they
contained minors.

Thus given the CPPA’s broad definition—including virtual depictions of minors—its
provisions could potentially apply to user-generated content on Roblox, especially in cases
such as sexual portrayal of children using fake or morphed images. However, in Ashcroft
v Free Speech Coalition, the Supreme Court (Legal Information Institute 2002) was able
to strike out those as unconstitutional under an overbroad provision of the free speech
clause that prohibited depictions that did not involve actual kids. The Court also disagreed
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with the proposition that they should be classified as obscene because examples may
pose a potential danger to child abuse in real social life (ibid.). It claimed that provoking
danger alone is insufficient; speech must meet the threshold of imminent harm to be legally
prohibited. That is all. It is not sufficient to bring it under the prohibited section. Tied to the
provision was a violation of free speech, constitutional freedom as provided for by the First
Amendment. To this, the US responded by passing the Prosecutorial Remedies and Other Tools
to end the Exploitation of Children Today (PROTECT) Act in 2003. While not as broad as CPPA,
this law involved ‘digitized’ images of a minor or those that had been further modified to
imitate confident kids. Several factors serve to undermine the success of the Act, such as in
capturing and addressing the beliefs that underpin sexual violence in Roblox; this and this
paper are yet to be answered; thus, the call for legal infrastructure models that can address
what is likely to happen in the social-interactional web of virtual systems. There are also
state laws concerning virtual sexual conduct in the United States, but these also encounter
conflicts between control and free speech, a cardinal principle in American law. Leveling
some criminality charges like California Penal Code Section 653.2 shows how hard it is to
acquire enough proof of intent during virtual encounters in Roblox. However, to prove
the same, it is necessary to satisfy the requirement that the messages were sent with the
intention of imminently causing at least that other person to receive an unpleasant message
or violence through touching, harm, or sexual misconduct—touching the client in some
manner, harming the client—or it would be challenging to quantify harassment in Roblox
interactions (Hildebrandt 2020).

Section 230 of the Communications Decency Act (CDA) further complicates the issue
of accountability in Roblox. This clause clears the Roblox platform from user-generated
content, releasing service providers from legal liability for third-party content. This lack
of liability and accountability raises considerable questions regarding the interfaces’ in-
terventions and prevention of sexual assault within the spaces they host. Clause (c)
(Firth et al. 2024) of the Act prohibits any provider or user of an interactive computer
service to be regarded as the publisher or speaker of any information of another content
provider. Not being taken as publishers protects service providers from outcomes against
users’ uploaded content. Although the authors have not posted any defamatory statement
on the Roblox platform that appears to have been presented before the courts, the author
can conclude with relative certainty that the Roblox platform, being interactive computer
services, qualifies as part of Section 230 immunity any other service provider.

The juxtaposition of these legal frameworks with the new confrontation, which Roblox
opened, identifies a gap. The US legal system, while offering a framework for addressing
sexual violence, is inadequate in fashioning appropriate solutions for the challenges ex-
perienced in virtual environments. There is much need for legal change, considering that
Roblox creates a relatively active and engaging experience for the user to save and appre-
hend offenders in these cyberspaces. This situation asks for reconsidering the existing legal
regulations and, in some cases, creating new ones: legal standards that more effectively can
explain the nature of sexual violence in Roblox.

6.2. European Union

The European Union (EU) legislation analysis shows that, like all other jurisdictions,
no law is designed entirely for Roblox. This absence implies the colossal role of monitoring
such large and complex digital spaces within which such legislation functions. Ruling out
the possibility of a single flagship Metaverse is somewhat uncommon, as the Metaverse is,
in fact, complex, and its architecture evolves. The same applies to the internet: there is no
Metaverse law, as mentioned above.
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However, considering Roblox’s specificity, the EU approach addresses issues of con-
cern more in formulating an all-encompassing ‘Metaverse law’. Key focus areas include
competition, data protection, and intellectual property. All of these domains are rather
complex when it comes to Roblox. For example, concerns about competition have aspira-
tions regarding how virtual platforms engage, the monopolization of virtual arenas, and
the reasonable usage of virtual markets. Privacy especially is becoming more challeng-
ing to protect whenever personal and behavioral information can be gathered in more
detail than on typical web-based applications. Situations of legal rights in Roblox encom-
pass ownership and infringement of virtual commodities, products, or unique exclusively
generated content.

Certain aspects of the current framework might assist in dealing with sexual harass-
ment cases in Roblox. “Child pornography”, as per the Council of Europe Convention on
Cybercrime, means any representation, for actual or simulated sexual conduct, of a minor.
There is another and even broader definition of “child pornography” under the EU Direc-
tive on Combating Sexual Abuse: the protection of children and child pornography where
the term means “realistic images of a child engaged in sexually explicit conduct or realistic
images of the sexual organs of a child for primarily sexual purposes”. These are rather
loose definitions, mainly because of the term “realistic images”. This permits the potential
of including virtual avatars and pornography in Roblox into their domain. In addition
to this, the EU has also addressed intermediaries’ legal obligations in their role through
the Digital Services Act (DSA). Through the DSA, intermediaries have to act upon illegal
content upon being notified and have to put in place clear content moderation processes,
thus limiting their liability only when they are non-compliant with such obligations.

However, as of now, any rigid and comprehensive CO that comprehensively addresses
all the issues connected with sexual crimes taking place in Roblox with no exceptions
is currently absent in the legal environment of the European Union. However, attempts
have been made to provide for this gap in the past. The European Union adopted the
Digital Services Act (“DSA”), legislation regarding illegal and dangerous content on the
internet, in April 2022. Applying to intermediaries, the law enlists tech companies to
prevent hosted content or face fines of up to 6 percent of global revenue. The obligations
have been proportional to the size of the tech company depending on the type of service
offered and the number of users (European Commission 2022). Higher standards are set
for large online platforms or VLOPs, as they are known. These platforms will be expected
to assess systemic risks that they generate and perform risk mitigation assessments. Of the
dangers that can be highlighted, we have risks to and on fundamental rights, gender, and
sexual violence, the impact of the product on the health and wellbeing of the users, and the
impact on minors, among others. Although the specifics of how the DSA will work cannot
be seen until it is implemented, this solution can be applied to Metaverse platforms. In the
following years, such platforms will become VLOPs due to increased users.

Another reason for them to become VLOPs could be the upcoming trend in many
essential services offered in the Metaverse. A large number of great companies started their
stores virtually as well as offices on the Metaverse. As this wave continues, the services
these platforms offer will expand systematically and increase in popularity. The more
contact in the world that is posed with enacted pretend reality would contain a bad side as
to sexual harassment, verbal abuse, and even fraud. Instead, legislation like the DSA would
inform the platforms that they have duties to regularly process the transmitted content and
establish ways to mitigate the associated risks.
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6.3. United Kingdom

The United Kingdom’s introduction of the Online Safety Act 2023 represents a signifi-
cant stride in digital regulation, particularly relevant to emerging virtual environments like
Roblox. Existing legislative instruments, in particular this one, encouraging the protection
of users from various threats when using the internet and targeting child sexual abuse, re-
quire reflecting on its consequences for establishing the Metaverse. The legislation provides
new tasks for OFCOM, whose positioning has embraced a formal attitude towards child
sexual abuse on the internet. This concerns Roblox, which offers an open chance, unlike the
previously mentioned domain. However, the nature of user interactions in such immersive
environments—characterized by anonymity, lack of physical boundaries, and real-time
communication—can increase the likelihood of harassment, sexual abuse, and bullying.

When the idea is taken into the Metaverse, a more significant and complicated virtual
space challenges addressing virtual crimes by contrasting fraud; this law can become
ambiguous, and the information presented to consumers in these environments often suffers
from issues such as lack of transparency, difficulty verifying sources, and limited regulatory
oversight, which are not as prevalent in conventional internet media (Karapatakis 2025).

One source of dispute in the law is its handling of misinformation that has drawn
much debate. This is mostly based on how it tries to balance regulation of dangerous or
inaccurate content with the promotion of the constitutional right to free expression.

The Metaverse generates an extra conflict as a temporality introduced through rich
self-generated outcomes to various material and stylistic websites. The distinction between
the negative form of fake news and permissible freedom of speech in such a complicated
cyberspace is difficult for the law to attempt.

The implementation strategy of the legislation puts much work into the hands of the
tech firms, which is both essential and challenging. These firms are forecast to transform
safety management significantly, the service required to reflect the safety need, and enhance
the users’ control over experience. However, as these expectations are noble, their imple-
mentation is somewhat doubtful in the context associated with the Metaverse; the change
in technologies and user interactions is not simple. The efficiency of these measures in a
virtual context is relatively high nowadays. Further, the law-phased approach, including
regulating the censorship of illegal content, child ends of safety, and user empowerment,
presupposes a rigid, systematic approach and heavy regulation. However, what is its
applicability within the Metaverse? Since the type of user engagement is subtle and the
kind of content being produced constantly changes, it needs much more consideration.
That is why publishing transparency reports is a step forward, although applying the same
in the dynamically developing area of the Metaverse poses challenges.

The Online Safety Act provides substantial fines and adds to OFCOM’s concrete en-
forcement attitude (OFCOM 2023). However, guaranteeing compliance across the board,
especially for small businesses with constrained funds, and keeping up with the ever-
quickening Metaverse development present several challenges (Reuters 2024). The practi-
cality and flexibility of the varied difficulties faced by the Metaverse will play an essential
role in it. People want to balance protecting users, especially the young, and respecting
everybody’s rights and freedoms. The successful regulation of this emerging form of virtual
social interaction that involves participants in the Metaverse is crucial to the digital frontier.

7. Proposals for a New Legal Framework Applied in the
Metaverse Platforms

A clear regulatory gap has been identified based on analyses of current legal frame-
works and their applicability to the Metaverse. This gap demands a specialized legal
approach tailored to address the distinct challenges posed by virtual environments. Based
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on the discussions presented in this paper, it is possible to indicate several legislative
proposals and recommendations that can contribute to creating proper Metaverse legisla-
tion. One of the components of this framework relies on the deconstruction of the topic
of consent concerning the Metaverse because the legal definition of the concepts does
not allow describing the phenomena taking place in virtual space. Consequently, new
rules of noncontact communication are needed to ensure that individuals offer explicit and
sufficient consent.

While current definitions in law might not always encapsulate Metaverse phenomena,
this is a principled stance of technology neutrality in legislating. This helps facilitate
flexibility but might not adequately address the specific virtual environment dynamics,
especially concerning consent and presence.

The global and borderless nature of the Metaverse presents significant jurisdictional
challenges. Solving these necessitates creativity, inter alia, in the form of an international
legal convention for providing structures for cooperation in the detection and prosecution of
offenses in the Metaverse. This also means that the offenders cannot escape justice because
they are in a different area of the country. Furthermore, users and communication partners
again remain anonymous, and interactions in the Metaverse are comparably temporary
regarding enforcement. Such measures should also represent a fair approach toward user
privacy and the need for identification. Furthermore, as with financial transaction records,
there appears to be a legal concern that requires storing the content of digital interactions
within the Metaverse for investigation and legal procedures.

Without clear jurisdictional boundaries, it becomes difficult to determine which coun-
try’s laws apply, particularly in cross-border interactions involving multiple users and
platforms. This legal ambiguity can delay investigations, complicate evidence collection,
and ultimately hinder justice.

Metaverse platforms, as service providers, are expected under emerging legal frame-
works (the European Union’s Digital Services Act (DSA, Regulation (EU) 2022/2065), UK Online
Safety Act (2023)) to implement robust moderation procedures, verify user identities, and
ensure effective oversight of digital content to prevent the spread of illegal or harmful
material. This corresponds to legal obligations, including the UK’s Online Safety Act;
therefore, the platforms should indicate how and by whom abuses that occur within these
domains will be addressed and penalized. Finally, the user power in the Metaverse has to
be enabled. Of course, there are legal avenues for reporting abuse, seeking assistance and
protection, and some measures to manage social media. Simplified mechanisms for tem-
plates with accounts of violation and procedures for obtaining remedy should be inherent
in the regulation framework.

7.1. Redefining Virtual Harm: Legal Protections in the Metaverse

The overlap between virtual and physical realities in the Metaverse is a significant
challenge in conceptualizing harm in both spheres. With virtual spaces so integral to daily
life, digital harm is no longer limited to loss of reputation and money; it now includes
psychological distress and emotional suffering as well as social harm. Legal systems
have traditionally been developed to address physical and psychological harm in offline
life and are hence ambivalent in defining and offering legal remedies for virtual harm
(Jang and Suh 2024).

A fundamental question is posed: How can virtual harm be defined and quantified
in law? Is it only confined to material loss, reputation harm, and identity theft? Or is it
to encompass psychological distress, emotional harm, and impact on digital dignity and
agency? Legal scholars and ethicists like Luciano Floridi (Information Ethics) and Danielle
Keats Citron (Cyber Civil Rights) argue that digital harm is a fundamental category of
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harm in and of itself. Floridi’s scholarship highlights that one’s digital self is an extension
of one’s identity and that harm in virtual space—such as online harassment, cyberbullying,
or deepfake exploitation—is as significant as harm in physical space. Citron’s scholarship
highlights discriminatory and gendered forms of online abuse and advocates for a civil
rights model of digital harm regulation (Dolan 2001).

The existing legal regimes such as GDPR, the EU Digital Services Act, and the UK Online
Safety Act acknowledge that digital platforms need to be regulated, and certain types of
online harm should be addressed. They are insufficient in dealing with the legal definition
and enforcement of responsibility for virtual harm.

Although the DSA, the GDPR, and the Online Safety Act all embrace regulation of online
harm, they are deficient in specifying ‘virtual harm’ and determining legal responsibility.
Based in traditional forms of online architecture, they are poorly equipped to respond
to immersive environment-specific dynamics. Because of this, there is a lack of clear
enforcement, particularly where nonphysical but injurious interactions in virtual worlds
are involved.

Inconsistent enforcement and varying interpretations of what constitutes actual harm
in a virtual environment stem from a lack of a particular legal definition. Cyberbullying
and online harassment are criminalized as offenses in certain jurisdictions, and no liability
is placed on platforms that host such harmful activities in others, leaving victims with
minimal avenues for redress (Jang and Suh 2024).

7.1.1. GDPR and Paradox of Protecting Children in Platform Economics

The General Data Protection Regulation (GDPR) is the EU’s rights-based data protec-
tion approach, especially about sensitive information related to minors. Article 8 of the
GDPR in combination with Recital 38 provides additional protection for children, demand-
ing parental consent and age-appropriate information for disclosures. In theory, this is
commendable. In practice—particularly for Roblox—it raises regulatory tensions, which
are technical and structural.

Verification Deadlock: Parental Consent vs. Privacy

Roblox needs to obtain verifiable parental consent for kids under age 13 (or age 16 in
certain countries). Yet, stringent age verification mechanisms—like biometric tests, ID scans,
or facial identification—create new privacy hazards and can themselves contravene data
minimization rules (Art. 5) and purpose limitation rules (Art. 6) of GDPR. So, platforms
such as Roblox become stuck in an enforcement dilemma: rigorously verify and risk
over-collecting; verify lightly and risk non-compliance against consent requirements.

This is of special concern in an onboarding-based platform using gamified sign-up—
ideally, the easier it is for players to sign in, the quicker Roblox can bring in and retain
players. Mandating such high-friction consent regimes risks causing user attrition, which
affects engagement stats and virtual goods-driven revenue (Robux purchase), ad inventory,
and behavioral data.

Children’s Datafication and Algorithmic Exploitation

Roblox is not just a game, it is a datafied one. Every aspect, from avatar customization
to game design to chat interactions, creates traceable behavior data. In terms of GDPR
logic, they are not just user interactions—their combinations are personally identifiable
data when connected to specific accounts. What this implies is Roblox is legally compelled
to justify

• Behavioral profile-based content recommendations (usually automatic and non-
transparent)

• Application of in-game marketing based on engagement metrics
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• Targeted content filtering (e.g., for moderation of chat), potentially analyzing sensitive
phrases

GDPR restricts such profiling (Article 22) in cases in which automatic decisions have
“legal or similarly significant effects”. These can be exclusionary bans or moderation
blocks affecting whether a child can join in content or communicate with other users—a
fundamental aspect of Roblox’s business. A lack of explainability in moderation can violate
the GDPR’s transparency principle (Art. 12–14) in cases in which automatic moderation
blocks or shadow-bans content without human oversight.

Compliance Design Dilemma

The GDPR demands platforms to exercise “data protection by design and by default”
(Art. 25), in other words, mechanisms for protecting privacy should be incorporated into
the platform’s design. In Roblox’s case, this can mean

• Limiting behavioral tracking by default
• Providing granular opt-ins (instead of opt-outs) for data gathering
• Turning off targeted content recommendations for minors in the absence of parental

approval.

In reality, this might necessitate rebuilding the user interface and retraining the per-
sonalization engine—problems not just technical, but financial. It attacks at the root of
Roblox’s platform logic, which rests upon behavioral loops and network effects.

7.1.2. Digital Services Act (DSA): From Content Moderation to Systemic Risk Governance

The Digital Services Act (DSA) constitutes a regulatory turning point: it reconfigures
moderation from an ad hoc enforcement practice to an integral part of risk prevention,
transparency, and governance. If Roblox were to have status as a Very Large Online
Platform (VLOP) under Article 33, it would be subject to the toughest set of requirements
under any platform regulation system in the world.

Systemic Risk Identification: From Damaging Games to Social Manipulation

According to Article 34 of the DSA, VLOPs have to carry out extensive risk assessments
not only for illicit content (e.g., hate speech and CSAM), but also

• Breach of fundamental rights (such as freedom of expression, protection of minors)
• Recommender systems for manipulative purposes (e.g., sensationalist or harmful

game amplification)
• Implications for social cohesion and mental health.

This requires Roblox to move beyond policing discrete chunks of content and begin
to audit its platform’s architecture: how do its game design affordances, content recom-
mendation algorithms, and social features structure environments to facilitate grooming,
propagate toxicity, or subject kids to in-game manipulation?

It challenges Roblox to address the structural causes of online harm: Roblox abuse is
not just an accident—it can be encouraged or endorsed by the design elements themselves
that optimize for stickiness and virality.

Algorithmic Transparency and Research Access (Articles 42 and 40)

Roblox’s moderation and recommendation AI would have to be auditable and trans-
parent. This involves

• Revealing whether harmful content is prioritized or deprioritized
• Error reporting rates for automatic flagging
• Providing authorized scientists with access to platform information.
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This constitutes an explicit challenge to claims of platform secrecy and proprietary
algorithms. It would expose rules for making decisions at Roblox, demonstrate vulnera-
bilities in NLP-based moderation (particularly in non-English speaking environments or
coded speech), and provoke ethics related to false positives, appeals, and shadow banning.

Human Empowerment, Rather than Just Protection

The DSA brings new rights for users in the form of transparent appeals, opt-out from
personalization, and control of their algorithmic experiences. For Roblox, this can translate to

• Providing non-recommendation-based discovery choices (e.g., content organized by
ratings or recency and not by likelihood of engagement)

• Providing mechanisms for kids and parents to appeal moderation choices through
transparent, understandable channels

• Incorporating age-relevant explanation of algorithmic choices.

For a platform-based business with such a youth constituency, user empowerment is
not a UX feature—it is a requirement under law. Non-compliance is not merely reputational
risk—under Article 52, penalties can be up to 6% of worldwide annual turnover.

7.1.3. Section 230 CDA: Shield or Sword for Platform Inertia?

The Communications Decency Act (CDA) 230 offers arguably the most contentious
protection for platforms in American law. Roblox is not liable for user-created content, even
in cases where said content is abusive, harmful, or traumatizing, according to §230(c)(1).

Scope of Immunity: It is Strong but Not Absolute

This wide berth of immunity allows Roblox to host billions of user-generated mes-
sages, games, and social interactions without incurring publisher liability. In practical terms,
this means

• Vulnerable children who have been groomed, bullied, or exposed to adult content in
Roblox have minimal legal remedies available against the site

• Roblox can moderate at will without suffering punishment for missing content or
incorrect identifications.

But as in Fair Housing Council v. Roommates.com, when a site actively contributes in a
meaningful way to creating criminal content (e.g., by creating tools to aid in its creation), it
can lose its immunity. This raises legal questions around

• Whether Roblox’s game-creation platform and monetization features facilitate the
creation of exploitative content

• Whether inaction in moderation can turn into enabling behavior, particularly whenever
reported content is disregarded or recurrence is systematic.

• Good Samaritan Clause: Voluntary Protection, Rather Than an Obligation

Section 230(c)(2) urges—but does not compel—platforms to police “objectionable”
content. That leaves Roblox free to decide to what degree they would like to police. But
note this paradox: the more they do, the greater legal and ethical obligations run in its
direction. If, for instance, they create AI filters, employ censors, and construct reporting
mechanisms, courts can ask: Why didn’t you still prevent harm?

This can be seen in cases such as Doe v. Roblox Corporation (2021), in which Roblox was
accused of negligence in not stopping child sexual exploitation.

Platform Ethics vs. Legal Minimalism

Section 230 allows Roblox to do the bare minimum, legally speaking. But reputa-
tional, commercial, and ethical imperatives—particularly in a kids’ context—require much



Laws 2025, 14, 29 28 of 38

more. Parents, teachers, and regulators do not just demand legal safety; they demand
moral responsibility.

This establishes a twofold structure of accountability: legal immunity on one side, and
growing moral responsibility on the other. Roblox’s ability to navigate this—especially
as it expands in Europe and faces scrutiny under the DSA—will ultimately shape its
global credibility.

Furthermore, to address the challenges of Roblox, legal scholars propose that virtual
harm is not only defined in terms of reputation or economic harm but is conceived as a
violation of one’s digital rights, agency, and dignity (Citron 2014; Floridi 2013; Peloso 2024).
This would be a step towards recognizing that virtual harm consists of

• Emotional and Psychological Distress—Persistent cyber harassment, online groom-
ing, and digital manipulation have a very detrimental psychological impact on vic-
tims, particularly children. These must be criminalized under cyber protection law
(Citron 2014).

• Violations of Digital Identity—Exploitations of deepfakes, abuse of avatars, and
online impersonations directly undermine a person’s digital life and autonomy and
require greater legal recognition and enforcement capabilities (Floridi 2013).

• Reputational and Economic Harm—Current defamation law already safeguards
against harm to reputation, and new frameworks need to be created to tackle virtual
slander, doxxing, and financial exploitation in the Metaverse (Peloso 2024).

A redefinition of virtual harm needs to be complemented by a clearly defined legal
regime for redress with compensatory remedies for victims, platform liability, and regula-
tory enforcement. The UK’s Online Safety Act and the European Union’s Digital Services
Act (DSA) are starting points in that very large online platforms (VLOPs) are made liable for
systemic harm. These regulations need to be further developed to encompass more specific
digital harm that considers the interactive and immersive nature of Metaverse interactions.

With more interactive and realistic online interactions, legal notions must extend
beyond material harm and pecuniary loss to accommodate the psychosocial effects of
online experience. Not redefining digital harm would deprive victims of protection and
enable perpetrators to exploit jurisdictional loopholes (Dolan 2001).

7.2. Ensuring Safe and Respectful Interactions in the Metaverse: The Need for Effective
Consent Mechanisms

The Metaverse requires consent mechanisms to ensure that its users engage in consent-
based interactions with other people’s domains. Such propositions need to have roots
in fundamental legal precepts, including the principle of legality, which mandates no
punishment of a behavior that could not have previously had a law prohibiting it; the
materiality of fact, which regulates the admissibility and materiality of evidence, especially
in online environments; the principle of proportionality, which guarantees actions taken
are reasonable and not disproportionate in the context of the offense; and the principle
of presumption of innocence, which ensures no user is held guilty until due process is
observed (Dolan 2001; Peloso 2024). These should start with raising user awareness about
the fundamentally different dynamics of this new technological environment. When users
are generally in the Metaverse, the meta key concepts regarding the behaviors people
should follow in a civilized society must be present. To this end, platforms could require
all new users and those users complained about taking some tutorial on the acceptable
behavior on the platform. One of the modes that should inform these tutorials was the
provision of ‘straightforward and in-word’ ways of seeking and receiving affirmative
responses from avatars. This could mean straightforward verbal queues or contracts before
any contact might be considered violating boundaries or personal. It eliminates cases of one
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party feeling harassed or coerced into a particular interaction or engaging in an interaction
they did not want because all parties agree to specific engagement protocols. Moreover,
users should be able to select and set the degree of activity in different environments
presented within the Metaverse. This means letting users define their personal space and
regulate an avatar’s interaction.

An example is in meta introducing the ‘Personal Boundary’ feature. This feature puts
a four-foot wall around an avatar through which no one can approach, thus minimizing
the experience of harassment. Therefore, elements like these allow users to control their
environment proactively, preserving the quality of the virtual experience. These consent
features are a way to contribute to a safer Metaverse and are one step from the Metaverse
teaching consent to its citizens.

As the Metaverse continues evolving, these mechanisms must adapt and respond to
new challenges and user needs. Consent discussions must be constantly monitored and
updated so that all online interactions remain mutually appreciated and safe for everyone
involved. There could be other forms of interaction that would be useful, or the ability
to make one’s avatar uncomfortable. Users may also be allowed to change the symbolic
portrayal of the their avatar (cartoon-like, silhouetted form, realistic form) based on what
the user would prefer in a particular context. It would enable the individuals to participate
in a targeted way and simultaneously ensure they lack recognizable data.

Metaverse users should have utilitarian approaches to these relationships—for exam-
ple, regulating the visibility of other avatars and ‘panic buttons’ to instantly eject users
from one’s House/Office. These features must be implemented to minimize unnecessary
contact and stop harassment. Metaverse platforms must provide comprehensive and easily
scalable safety features, such as the ‘Safe Zone’ mode, which automatically restricts the
distance between users, comprehensive gestures for signaling alarms, and rigid tutorials
introducing community rules backed by moderators. As has already been mentioned, it is
preferable to apply all of the strategies above simultaneously to achieve the highest level of
safety. However, addressing harassment in the internet space goes beyond the adoption
of platform-specific policies to regulate content, where state legislation is still not very
sophisticated, and issues of sexual harassment in the context of virtual interactions are still
not clearly defined by law. There has also been an evolution observed in legal regulations
relating to digital avatars. Like many developing frontiers of social communications, the
Metaverse, in particular, poses some emerging legal issues largely unaddressed by current
statutory laws. Improving the safety of online experiences requires a more complex ap-
proach, implying the cooperation of corporations, non-governmental organizations, and
governmental structures. These stakeholders can then collaborate to create organizational
policies and standards for better technology use. Such an endeavor is essential for safe-
guarding the user, and it changes with time, as the Metaverse exemplifies. The general
safety characteristics of a platform, general concepts, and, at best, industry initiatives in the
ICTS sphere may contribute to creating safer and more dignified conditions for participants
in cyberspace.

7.3. Navigating Jurisdictional Challenges in the Metaverse: The Need for International Cooperation
and Legal Frameworks

Due to the inherent global location of the Metaverse, the attempts to settle disputes
present commendable legal issues of jurisdiction. The overlap of national laws can lead to
competing jurisdictional claims, complicating the legal landscape. For instance, the General
Data Protection Regulation (GDPR) “Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016” is an example. Based on GDPR, any company,
irrespective of its location, which has developed websites collecting and analyzing data
originating from users is subject to those rules if this user is an EU citizen. Concerning
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the Metaverse, which connects the US to EU citizens, this imaginary case shows how
Metaverse platforms cause jurisdiction controversies under US and EU laws regarding
selecting appropriate legal forums and laws governing Metaverse cases.

Since no identifiable sovereign state is recognized universally as having jurisdiction
over virtual arenas like the Metaverse, cooperation is needed across states. They could
agree on some model legal approach to regulating such critical issues as the right to consent,
and the anonymity of users in the Metaverse, The United Kingdom devotes a separate
section associated with internet safety in the framework of the Online Safety Act that can
act as an example for other states. However, since the internet is complex and global and
does not respect territorial borders, it is possible to define the specific authority within the
applicability of AI and virtual worlds.

This complexity makes the efforts for online safety not simply a national responsibility
but an international obligation. Although having a virtual jurisdiction system regulated
mainly by an existing legal authority that deals primarily with Metaverse offenders is
unique, its serving reality is questionable.

While the notion of states surrendering aspects of jurisdiction might appear to be a ro-
mantic notion, it indicates the increasing awareness of the reality that in a highly connected
digital environment, pragmatic and strategic types of collaborative governing are needed
to deal with transboundary problems—not born of blind trust, but of mutual interest.

A more articulate approach would be to create an international organization respon-
sible for supervising and dispensing standardized rules and regulations for state imple-
mentation. This body could aid in standardizing regulation across jurisdictions, reducing
the distribution of overlapping jurisdictions. It would rationalize legal undertakings in
the Metaverse, making society more coordinated and contributive in overseeing its future
by synthesizing and harmonizing essential activities mandated by various legal systems
of different sovereign states. Legal norms must protect individuals in response to the
growing virtual component, focusing on contracts between Metaverse enterprises and
their customers, antitrust and competition restraints, copyright protections, biometric
data protections, rights of publicity, and safeguarding customer expression in Metaverse
environments (Garon 2022; Filipova 2023).

7.4. Legal Subjectivity in Virtual Worlds: Avatars’ Status and Liability in Cyber Misbehavior

As increasingly sophisticated virtual worlds like Roblox and the Metaverse emerge,
legal subjectivity in virtual space is gaining significance. Traditionally, legal systems
allocate rights and obligations based on recognized categories of natural persons (human
beings) and legal persons (corporations, organizations, and, in some cases, AI systems)
(Solum 1992). However, the advent of avatars and digital identities introduces novel legal
questions: Do avatars possess legal standing? Who is liable for digital misconduct: the user,
the platform provider, or the avatar itself? These inquiries necessitate a reassessment of
liability frameworks, digital personhood, and legal accountability in virtual spaces.

7.4.1. Should Avatars Have Legal Status?

On most virtual platforms, avatars function as extensions of users, facilitating inter-
actions, transactions, and even contractual agreements within the Metaverse. Some legal
scholars advocate for recognizing avatars as a form of digital legal personhood, akin to
how corporations are granted legal personality (Garon 2022). This recognition would allow
avatars to

• Enter contracts—A user’s avatar could purchase virtual goods, lease virtual property,
or engage in smart contracts with legally recognized rights and obligations.
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• Hold digital assets—As digital economies expand, avatars could be granted owner-
ship rights over virtual property and NFTs, much like corporations possess assets.

• Be legally accountable—If avatars were granted legal personhood, they could be held
liable for online harassment, digital fraud, or virtual trespassing, subjecting them to
enforceable penalties.

However, granting avatars legal personhood presents significant ethical and legal
challenges. Unlike corporations with boards and shareholders who can be held accountable,
avatars are directly controlled by users. If an avatar engages in harmful actions (e.g., cyber
harassment, financial fraud, or identity theft), should responsibility fall on the avatar itself
or the user behind it? (Garon 2022).

A compromise approach could involve granting avatars a quasi-legal status, enabling
them to function as proxies for users while maintaining a distinct legal identity. This would
ensure that contracts executed through avatars are legally binding and that users remain
liable for misconduct committed under their avatar’s identity.

7.4.2. Liability in Cases of Cyber Misbehavior: Users, Platforms, or Avatars?

A significant challenge in virtual governance is determining liability in cases of digital
wrongdoing. Virtual environments present unique difficulties in attributing responsibility:

• User Liability—In most legal systems, users are directly accountable for their on-
line behavior. If a person engages in online harassment, fraud, or illicit transac-
tions through their avatar, they can be prosecuted under existing cybercrime laws
(Peloso 2024).

• Platform Liability—Platforms like Roblox, Meta, and Decentraland have partial legal
immunity under laws such as Section 230 of the U.S. Communications Decency Act
(CDA), which protects them from liability for user-generated content. However,
emerging regulations like the EU Digital Services Act (DSA 2022) impose stricter
responsibility standards. Platforms that fail to moderate harmful behavior may be
held liable for facilitating digital misconduct.

• Avatar Liability?—Some scholars propose treating avatars as “digital agents”. If
an avatar is involved in fraudulent contracts, virtual property theft, or harassment,
legal frameworks could attribute liability to the avatar as a separate entity—like how
corporations are held accountable independently of their owners (Floridi 2013).

The challenge with this model lies in enforcement. If an avatar is found guilty of
misconduct, what penalties would apply? Would virtual imprisonment be introduced,
like platform bans? Would fines be imposed or digital assets be seized? Without precise
enforcement mechanisms, this model remains largely theoretical.

7.4.3. The Role of Smart Contracts and Blockchain in Virtual Liability

A potential mechanism for avatar accountability is the integration of blockchain-
based smart contracts into digital governance. Platforms could require avatars to be
registered on blockchain networks, incorporating identity verification, behavioral records,
and compliance mechanisms (Dolan 2001). If an avatar engages in misconduct, penal-
ties could be automatically enforced through innovative contract protocols, such as
(Dolan 2001):
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• Reputation scoring systems—Avatars violating platform policies could have their
digital reputation downgraded, limiting their access to specific virtual spaces.

• Token-based penalties—Virtual fines could be deducted from an avatar’s digital
assets as an economic deterrent against misconduct.

• Contract enforcement mechanisms—If an avatar engages in fraudulent agreements,
smart contracts could automatically execute restitution payments to affected parties.

While these technological solutions could enhance legal accountability, they also raise
privacy concerns. Should all digital actions be permanently recorded on the blockchain?
Who controls the governance of avatar identities? These questions require further legal and
ethical evaluation.

7.4.4. Towards a Legal Framework for Virtual Personhood

As digital identities become increasingly integrated into online platforms, legal frame-
works must develop structured approaches to avatar liability and virtual legal personhood.
Potential solutions include

• A tiered recognition system—Avatars used for personal interactions remain legally
tied to users, while those engaging in commercial transactions or digital contracts
have distinct legal identities.

• Mandatory avatar registration—Platforms could require avatars to be linked to veri-
fied user accounts to reduce the risk of anonymous misconduct.

• Hybrid liability frameworks—A balanced approach that combines user accountability,
platform responsibility, and limited avatar legal personhood to ensure fair enforcement
of virtual laws.

As virtual platforms evolve, legal scholars and policymakers must engage in ongoing
discussions to ensure that digital personhood, liability, and enforcement mechanisms align
with technological advancements and fundamental legal principles (Hildebrandt 2020).

8. Discussion
The findings of this study highlight the significant challenges and opportunities

associated with moderating content on child-centric platforms like Roblox. Given the
sheer scale of user-generated content and real-time interactions, the platform’s Reliance
on AI-driven moderation systems is indispensable. These systems are highly efficient
at filtering explicit content, identifying harmful behaviors, and enforcing community
guidelines at scale. However, their limitations are equally pronounced. AI often lacks the
contextual understanding to differentiate between harmful and benign content. However,
it is argued that integrating AI and blockchain may significantly enhance the security and
inclusiveness of the system Metaverse (Floridi 2013). For example, they may regard friendly
play between children and other kids in their group as bullying incidents, or they may
not perceive grooming conduct by online offenders. This gap suggests there is no such
alignment of this study between mechanical algorithms and their moderators formalized.
However, there is still a need for human interaction, and human curation faces the problem
of scale because there are billions of communications, for instance on the Roblox platform.
Due to such issues, it is necessary to enhance the training paradigms and the evolution of
technology to enable human moderators to address those issues while using AI tools.

The legal frameworks examined, such as the GDPR, the Digital Services Act, and the
UK’s Online Safety Act, provide essential safeguards for users by establishing platform
accountability and regulatory oversight. However, these frameworks often fall short of
addressing the unique challenges posed by Metaverse platforms. For instance, a weak
distinction between virtual harm and geographic location constrains the authorities. That
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these legal loopholes are possible with Roblox’s user base worldwide is particularly con-
cerning because there seems to be no way to deal with it when many places are involved.
Thus, there remains a need to act internationally to set standard legal norms and respond
to changes in such virtual reality specialty niches. However, another structure would be
required for these ideas or to express them more precisely: virtual cruelty, information
protection, and network responsibility.

Comparative insights from platforms like TikTok and YouTube reveal valuable lessons
Roblox can adopt to strengthen its moderation practices. TikTok, proactive content mod-
eration, and YouTube and machine learning algorithms present the best examples of
enhancements of real-time moderation. However, these platforms have drawbacks: they
want censorship; they make biased decisions. These examples highlight the importance of
social moderation with AI-based approaches, emphasizing propriety and equity on their
platform. Roblox must take lessons from these examples to draw insights, as a collaboration
between public health experts, policymakers, and behavioral scientists will be required to
develop evidence strategies for the challenges that an ever-changing digital space brings
(Kang et al. 2024; Nagyova 2024).

User empowerment emerges as a critical aspect of creating safer digital environments.
Providing tools such as personal boundaries, customizable privacy settings, and accessible
reporting mechanisms can significantly enhance user safety and foster a sense of control
over one’s digital experience. There is also the need to publicize the activities that would lift
user competencies and make them fully responsible for risk probabilities in the computing
environment, particularly on new media generation and all their trappings. Hence, for
measures of platforms, educators and policymakers should focus on creating information
security awareness, gaining a safety culture, and reducing risks.

To complement the analysis of moderation challenges and regulatory shortcomings,
Figure 4 introduces a cyclical model of digital user safety and empowerment. This frame-
work conceptualizes the dynamic and interdependent processes necessary to promote child
protection and agency in immersive environments such as Roblox. The model comprises
six interconnected components: tool provision, awareness creation, stakeholder education,
activity dissemination, control fostering, and safety enhancement. These stages reflect a
holistic approach to user empowerment that goes beyond reactive moderation, aiming in-
stead to build proactive, user-centric safeguards. By emphasizing the continuous interplay
between education, technological tools, and participatory control mechanisms, the figure
underscores the need for systemic reforms that embed user empowerment as a foundational
principle in platform governance. It also aligns with broader calls for regulatory models
that prioritize safety-by-design and involve users, particularly minors and their guardians,
as active participants in digital safety ecosystems.

Balancing innovation with safety remains one of the most complex challenges for
Roblox. The platform thrives on user creativity and interactivity, but these elements
make moderation particularly difficult. Similarly, over-regulation risks diminishing the
company’s competitiveness, making Roblox unique or insufficiently protected, and harming
users (Zhang et al. 2024). This study notes moderation, flexibility, and adaptiveness as
the opposite. For that reason, Roblox’s moderation practices, users, and technology can
support the company’s adherence to continuous innovation for free and safe creation.
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9. Conclusions
The rapid growth of child-centric platforms like Roblox highlights the dual-edged

nature of technological innovation, offering unparalleled opportunities for creativity and
interaction while presenting unique challenges for content moderation and user safety.
However, as this research has demonstrated, it is inevitable, and even a disadvantage, that
these largely automatic processes preclude a great deal of current, unmodified user input.
Although moderation is achieved at the required scale and speed for this platform size,
errors will be made because an AI system does not understand the context. The prob-
lems of the deficiency of human supervision resources also show that highly complicated
moderation models involving young users’ moderators are needed beyond AI capabilities.

Legal frameworks play a critical role in holding platforms accountable, but current
guidelines do not address the complications of virtual spaces like Roblox. Frameworks such
as the GDPR, the Digital Services Act, and the UK’s Online Safety Act offer valuable starting
points for user protection, yet their applicability to the Metaverse remains limited. Virtual
harm is not defined, and the legal issues that international platforms raise for countries
present a significant problem for similar enforcement. This study, therefore, provides the
need to compile legal rules to set standard laws across the globe and make sure they sync
appropriately in their reporting systems in Metaverse platforms—such an approach would
fit when accessing existing laws and brand new threats associated with activity within the
internet space.

Roblox’s challenges are not unique but emblematic of broader issues that other plat-
forms like TikTok and YouTube face. Studying moderation practices, this work reveals the
best practices, including regular content deletion and using the most efficient AI algorithms,
that may help Roblox improve its safety measures. However, increasing user power, for
example, in reporting systems, options for privacy, and materials, is also essential. Accepted
facts are checked and verified by the user, such as the kids and their caregivers, and some of
the safety aspects can be enhanced to allow better and safer use of spaces by the members.



Laws 2025, 14, 29 35 of 38

In conclusion, the findings of this study highlight the shared responsibility of plat-
forms, regulators, and users in addressing the challenges of content moderation and user
fortification in child-centric digital spaces. Roblox and other gaming platforms will have
to develop advanced technologies for moderation, enhanced human supervision, and
adaptation to existing and novel legal trends to mitigate new risks successfully. In endors-
ing the safety of the users, the study understands that users should act on level ground
so that they do not risk undue harm as they develop creativity. Thus, platforms can
maintain their constant use and many children’s attention irrespective of the frequency of
dangerous facets.
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