

  societies-15-00075




societies-15-00075







Societies 2025, 15(4), 75; doi:10.3390/soc15040075




Article



Technological Culture and Politics: Artificial Intelligence as the New Frontier of Political Communication



Daniele Battista 1 and Emiliana Mangone 2,*





1



Department of Management & Innovation Systems, University of Salerno, 84084 Fisciano, Salerno, Italy






2



Department of Political and Communication Sciences, University of Salerno, 84084 Fisciano, Salerno, Italy









*



Correspondence: emangone@unisa.it







Citation: Battista, D.; Mangone, E. Technological Culture and Politics: Artificial Intelligence as the New Frontier of Political Communication. Societies 2025, 15, 75. https://doi.org/10.3390/soc15040075



Academic Editors: Concha Pérez Curiel, Cristóbal Fernández-Muñoz and Eugène Loos



Received: 8 January 2025 / Revised: 19 March 2025 / Accepted: 21 March 2025 / Published: 23 March 2025



Abstract


Technological developments with the rapid and significant advances related to artificial intelligence (AI) have generated a broad debate on political, social, and ethical impacts, raising important questions that require multidisciplinary analysis and investigation. One of the issues under discussion is whether the integration of AI in the political context represents a promising opportunity to improve the efficiency of democratic participation and policy-making processes, as well as increase institutional accountability. The aim of this article is to propose a theoretical reflection that allows us to fully understand the implications and potential consequences of the application of AI in the political field without neglecting its social and ethical effects: can such uses really be considered democratic, or do they represent a dangerous trend of using algorithms for manipulative purposes? To achieve this, a deductive approach will be adopted based on theories, imaginaries, and expectations concerning AI in the specific context of politics. Through this type of analysis, knowledge will contribute to the understanding of the complex dynamics related to the use of AI in politics by offering a critical perspective and a picture of the different connections.
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1. Introduction


Communication is a social interaction in that it is through the act of communication that individuals take their thoughts outside their own minds and, in so doing, open themselves up to dialogue with others. It is through communication that cultural reflexivity takes place. Societies, therefore, cannot do without communication systems that perform the main functions of the transmission of culture and transfer of information because the forms of interaction between individuals within the same do not assume a linear logic; rather, they often take on aspects of ambiguity.



The easy enjoyment of many new means of communication [1] has given communication processes a strong penetration into the everyday subjective experience and the images of the world that individuals possess and construct for themselves, which are then translated into the public opinion that guides attitudes. The source of information for individuals is no longer just the individuals with whom they relate daily and enact a symbolic exchange; the sources of information become other media that generate a symbolic exchange that is mediated and continuous. Over the last decades, the strong evolution of digitalization and information technologies has favored a significant transformation of communication processes and, in general, of the methods and possibilities of access to information that are always accessible and available over time. Platformization today makes information processes fluid, without filters, homogenizing, characterized by the impossibility of recognizing the authoritativeness and reliability of news, as well as by the massive overexposure and diffusion of information and fake news. At the same time, however, the fact that the media often represent the only source of information for individuals leads to a situation of dependency, especially about the ideas and images they can construct of reality, since, in this situation of pseudo-subordination, individuals have less power to select information than the power exercised by the media themselves [2]. This has led to the assertion in recent decades that studies should orient predominantly toward research into the effects at the level of the construction of the representations of reality that communicative events help to construct and convey.



This is even more true in the current historical phase in which the shift from network society [3] to platform society [4] is taking place. The socio-cultural and socio-institutional scope and pervasiveness of this have been defined in a multidimensional way by the so-called “informational society”, which is mainly based on the transversal dynamic of “network logic”, which becomes the vector of change in all the dimensions of social evolution. According to Castells, the term informational “indicates the attribute of a specific form of social organization in which information generation, processing, and transmission become the fundamental sources of productivity and power because of new technological conditions emerging in this historical period” [3] (p. 21, note 31) and differs from the information society because in this case we simply refer to the importance that information historically plays in any kind of society. The fluidity of the network society makes it possible to break down and recompose the fracture between the production model and the development model, as well as place the value of the concept of information no longer within rigid theoretical–conceptual schemes but rather within the framework of the meaning of the network and its dissolution in space.



According to van Dijck, Poell, and de Waal, it would be more appropriate to speak of a platform society since this expression “emphasizes the inextricable relation between online platforms and societal structures. Platforms do not reflect the social: they produce the social structures we live in it” [4] (p. 24). Platforms have a social responsibility and cannot be studied in isolation from each other, let alone separately from the cultural and political systems of a society. Each platform constitutes a global network infrastructure that connects users, corporations, and public institutions digitally, generating a complex ecosystem in which economic logic and political dynamics are in continuous interaction. Platforms, therefore, have turned into the infrastructural architecture that determines and guides the governance of markets, societies [5,6], and in recent years, also of politics as they define the geopolitics of ecosystems, condition public space and the prevalence of commercial interests over social ones, and clearly affect public opinion.



This provides a useful introductory basis for understanding the current informational age, i.e., the unstoppable acceleration of technological production and the speed at which information is disseminated has forced the social sciences to critically confront the conceptual and argumentative debate between technological determinism and the dimensions of the social sphere. According to Vattimo [7], post-modernity can be defined as a transparent society characterized by the decisive influence of new technologies that have favored a global and widespread form of communication, modifying public space and, consequently, the concept of democracy. The mechanisms on which platforms are based, i.e., selection, datafication, and commodification, are shaping economic and technological models as well as the actions of individuals. They are also transforming themselves into the main gatekeepers of data and providers of infrastructures that increasingly affect essential public sectors with the risk of taking substantial functions away from national governments.



Lash [8] argues that the technological culture that characterizes the informational age has replaced the culture of representation that was typical of modernity. In this sense, the author contrasts two types of information: the first, influenced by post-industrial theories, which inscribes information in the problem of rationality and knowledge, the latter to be understood as discursive and not as practical knowledge; the second type of information, which opposes but at the same time coexists with the previous one, can be defined as disinformation, at the basis of which, according to Lash [8], lies the dual need for free and global circulation of capital but also the rational regularization of the market. Therefore, from this perspective, the cultural value of information affirms itself on the basis of the variable, ephemeral, immediate, and confused relationship with objects and their representations. These elements characterize the current overproduction of information and represent the order that sustains the production and practice of technological culture.



This transformation process is closely linked to advances in the tools available for communication processes, a focus that has increasingly emphasized technological dynamics in recent decades. This, in the current political landscape, has resulted in the emergence of new dynamics of interaction between political actors, media, and citizens, profoundly transforming the way politics is conceived, disseminated, and consumed. In this regard, platforms and, in particular, the implementation of artificial intelligence (AI) systems represent one of the most significant milestones in this evolution [9], assuming a paradigmatic role and bringing about substantial transformations in various interactive dynamics. The ability to analyze complex data, process information in real time, and adapt to individual preferences could fundamentally reshape the way political leaders interact with the public [10] and contribute substantially to shaping public opinion.



The consumption of information online through platforms and social networks multiplies the chances of being trapped in the web of disinformation. On the other hand, if those who control words control reality, it is clear that the objective of power groups is to avoid the spread of awareness and critical consciousness through homogenization and disinformation strategies implemented through a polarizing use of platforms and digital ecosystems. Considering these aspects, important challenges emerge related to the verification of sources, the risk of manipulation of information, and equal access to news in a context in which disinformation and incorrect information compromise the creation of a reliable information environment capable of stimulating active participation in political life and guaranteeing the quality of sources. These points reflect on the deeper capacity of AI to shape and influence the political sphere, as well as how effective strategies can be adopted to ensure an informed and transparent debate in the age of AI [11]. The aim of this article is to propose a reflection on the potential offered by AI within today’s political landscape, particularly about the dynamics of the democratization processes and the construction of public opinion, highlighting its opportunities and challenges without, however, neglecting the analysis of the social and ethical implications inherent to the use of these technologies in politics.




2. The Precarious Balance of AI Between Potential and Criticality


The need to adapt the way messages are delivered reflects a context in which emerging technologies and social transformations interact in complex ways, influencing both the form and content of public communications. These changes represent both a challenge and an opportunity to adopt more sophisticated and targeted approaches capable of promoting new forms of participation. In this regard, the relationship between AI and politics is of significant importance today as it opens up a wide spectrum of horizons, and this technology has the potential to influence communication and even participation to varying degrees. The ability to analyze complex data, process information in real time, and conform to individual preferences demonstrates the highly innovative nature of AI in shaping current political dynamics. These technologies have the ability to redefine the way users receive, disseminate, and share information, as well as participate in conversations on social media platforms. This phenomenon is often referred to as “automating the news” [12], corresponding to the emergence of a new range of artificial intelligence capable of rewriting media roles and functions. This has sparked a growing interest in the numerous issues arising from the fusion of technology and democratic decision-making processes [13], as well as the certain impact of AI on public opinion [14]. Despite sounding like a mere rhetorical exercise, it is worth emphasizing how AI-related technologies, while offering vast opportunities for improving knowledge and social relations, simultaneously present risks of introducing distortions, manipulations, and disinformation [15,16] with the main objective of influencing public opinion by orienting it toward sentiments and actions that serve the source’s purpose (e.g., generating panic, changing opinion on a given social phenomenon or candidate, etc.). These tactics clearly erode democracy, stripping it of its meaning and transforming it into mere demagoguery based on the ad hoc construction of ideologized and polarized opinion “bubbles”. The notion of a filter bubble, launched by Pariser [17], indicates how the algorithms of digital platforms personalize information, creating closed places in which the users themselves are mainly exposed to contents that consolidate their pre-existing opinions. In the debate on digital communication, this issue is particularly relevant because it contributes to polarization and political radicalization, narrowing the dialogue between different positions. This duality emphasizes, once again, the importance of adopting a critical and reflexive approach to mitigate any potential negative effects while promoting a conscientious and ethical use of such technologies. Some scholars [18,19] argue that through algorithms and exclusionary groups—especially Facebook and Twitter (current X)—the spread and exposure to persuasive disinformation (fake news) increases. Interesting signs of this were observed during the populist election campaigns of Donald Trump in the United States, Jair Bolsonaro in Brazil, and Matteo Salvini in Italy, all of which were characterized by a significant spread of fake content. It is undeniable that due to rapid technological progress and growing public acceptance, AI is emerging as a highly relevant reality. Supporting this thesis, there are strategies and government communications that embrace this narrative, describing AI as an inevitable and profoundly transformative technological advance characterized by high economic prospects [11,20]. This positioning reflects the perception of AI as a catalyst for significant transformations, including in economic models, highlighting imminent opportunities and profound implications in a myriad of areas. In this scenario of rapid innovation, we cannot overlook the inevitable impact on the political arena, where AI could vigorously influence decision-making flows, legislative processes, and global interactions. The aspiration to entrust political responsibilities to AI-based systems reflects the vision of technology as an efficient and rational tool capable of guiding decisions and policies in an unbiased manner. This trend raises important questions about the reliance on automation in the context of political leadership and reflections on the balance between human and mechanical skills in shaping the future of government institutions. This, also considering the growing disconnect between the political sphere and citizenship, is only the tip of the iceberg of deeper issues involving trust, participation, and people’s expectations of institutions and politics.



During the last European elections in 2024, for example, there was an overall slight decrease in voter turnout compared to 2019, from 52.43% to 51.08%, a decrease of 1.35%. This negative trend particularly affected the southern European belt (Greece, Spain, Italy, Malta, and Portugal). Turnout dropped from 54.66% in 2019 to 47.56% in 2024, a considerable decrease of 7.09%. Even in the last U.S. presidential election held on 5 November 2024, the abstention rate was around 35%. The most surprising figure is from the British elections held on 4 July 2024: voter turnout reached one of the lowest values since 1885 at 59.8%. As a result, 40.2% of the eligible voters dropped out. This is a substantial drop compared to the previous elections (2019), where the turnout was 67.3%. Although these figures seem to explain the growing mistrust of voting in a seemingly straightforward manner, the underlying reality remains quite distorted and far more complicated. This seemingly “give-up” attitude may reflect a search for new models of political engagement or indicate the need for significant reforms to restore a closer and more meaningful connection between citizens and the political process. There are concrete examples where the replacement of decision-making elements traditionally associated with political representatives is emerging as an intriguing and debated prospect.



In this direction, a paradigmatic case is what happened in the United States with the “AI Politician” project, a database that collects the directives of each citizen to return a unified and shared political line. Similarly, the hypothesis of an entire nation governed by AI could have materialized in Denmark during the last elections if Syntetiske Parti [Synthetic Party] had obtained significant representation. Founded by the art collective Computer Lars and the MindFuture Foundation, a non-profit organization focused on technology, this party is unique in that it is led by a chatbot named Leader Lars.



The innovative prospect of a fully automated political party, in which AI takes on the role of leader and decision-maker, raises profound considerations about the evolution of democratic dynamics and the impact of emerging technologies on political participation. This case raises fundamental questions about the effectiveness, impartiality, and representativeness of such an approach in governance, but it could mark a significant step toward a form of government in which AI actively contributes to policy formulation and leadership. Since Leader Lars does not fall into the human category, its presence could not appear on the ballot. The members of the organization, however, had already expressed their willingness to act as spokespersons for AI issues at the institutional level. This dynamic, regardless of the results, introduces a broad and unprecedented vision into political participation, challenging traditional conventions and raising crucial questions about the representativeness and effectiveness of this modus operandi in the democratic context. The idea that human individuals can materialize the will of a non-human entity requires profound reflection on the nature and limits of representative democracy. The idea that human individuals can materialize the will of a non-human entity requires serious reflection on the nature and limits of representative democracy. This approach, which sees humans as intermediaries or spokespersons of a non-human entity, opens intricate scenarios that require a critical analysis of the dynamics of representation, democratic consensus, and fairness in decision-making processes. The unprecedented willingness of flesh-and-blood individuals to assume the role of an institutional AI spokesperson points to a strengthened link between artificial entities and human actors operating in the political fabric [21]. This throws down the gauntlet to established paradigms and opens new frontiers of study and reflection in the field of relations between technology and society, as well as between technology and politics. Looking back, we can also recall what happened in New Zealand following the launch of Sam, the first political robot. This initiative aimed to concretely improve the conditions of citizens and, despite its provocative nature, was notable for its interaction with the electorate and public opinion, managing to mobilize millions of users on platforms such as Facebook, X (formerly Twitter), and others. In the electoral market, characterized by increasingly volatile controversies and widespread disillusionment with ideal principles, there is an urgent need to capture public consensus. In this climate, in which politics is perceived as constantly distant and in which a prompt and immediate response to questions is sought, the opportunity to intensify interactions and dialogues with the grassroots proves invaluable. To the extent that political communication promoted by non-political actors plays a surprising role in reconnecting with the traditional political sphere [22]. The synergy between AI and democratic participation not only facilitates greater citizen engagement [23] but also contributes to a deeper and more informed understanding of political issues, outlining a perspective in which technology positively amplifies the democratic experience. It is universally acknowledged that civic engagement has favorable impacts on the intrinsic quality of democracy [24,25]. This awareness underlines the crucial importance attached to the active participation of citizens in governance, as a dialogue between the governed and the governing contributes substantially to promoting high-quality standards within a democratic system. This consideration reflects a widespread consensus regarding the central role that citizen participation plays in maintaining the viability and validity of democratic institutions. Understanding this rationale points the way to encouraging and supporting practices of civic aggregation, aiming to preserve and strengthen the foundations of democracy in modern societies. Therefore, the involvement of citizens in political affairs would be desirable and advisable, not relegating them to complete subordination to an elite of intermittently elected political representatives [26]. This theoretical imperative suggests the need to reconsider and reformulate the traditional paradigm of political participation, promoting broader civic participation to ensure more authentic and inclusive representation. Ultimately, the progressive and experimental perspective of some projects, such as those mentioned, suggests an awareness of the challenges associated with integrating AI into politics in all its forms. What seems indisputable is that the path toward a harmonious coexistence between AI and political decision-making processes will require an open dialogue, robust regulations, and constant ethical monitoring to ensure that these innovations contribute positively to democratic norms and political life.




3. AI and Algorithms: The Thin Line Between Progress and Ambiguity


One of the crucial challenges in contemporary political communication is, therefore, the integration and adaptation of all tools, devices, platforms, and languages to political dynamics and needs. According to Howard, Woolley, and Calo [27], political communication represents the process through which information, technology, and media are employed to consolidate political power. In this context, considering the current landscape, it is essential not to overlook algorithms, bots, and AI [28] when discussing the impact of social networks and messaging platforms in the field of politics. Through the predictive analysis of data and the processing of information from various sources, AI enables politicians to more accurately identify “target voters” [29]. This leads to the tailoring of political messages to the specific needs and preferences of voters, thereby improving campaign effectiveness [30]. In the formulation of public policies, AI possesses analytical and simulation devices that enable policymakers to anticipate and estimate the potential impact of such interventions more accurately. In this regard, managing large amounts of data and anticipating the consequences of policy decisions can provide clear added value for governance. Furthermore, the implementation of chatbots and virtual assistants on politicians’ web channels underlines the ability of AI to facilitate direct communication between representatives and citizens [31,32]. This, however, raises ethical questions regarding the clarity and accessibility of information [33]. In summary, AI offers a range of new functionalities in the dynamics of political and electoral processes, in the drafting of public policies, and in the interaction between various stakeholders. This needs to be studied in greater detail so as to fully understand its implications and pitfalls in the world of contemporary politics and institutions. The penetration of artificial intelligence systems is marking a new phase of restructuring in politics, overcoming the transformations previously introduced by the advent of the Internet [34]. The effects on political dynamics raise many uncertainties about democratic systems. Among the main conundrums are transparency in access to information, ethical accountability in automated decisions, and the potential replacement of direct citizen participation with algorithmically influenced responses. Addressing these issues is essential to ensure that AI helps to strengthen, rather than undermine, democratic principles. While the potential of AI to improve human progress is undeniable, its interference in the political arena is characterized by considerable ambivalence [35]. This is also reinforced by simplistically constructed imaginaries that have developed around the idea of “algorithm power” [36] and how they have produced a social idea of the algorithm as a black box, which it obviously is not, even though it now has a centrality in social processes. On the one hand, we benefit from AI-based communication applications that facilitate public discourse, promote connections between individuals, and improve the circulation of information [37]; on the other, there are legitimate concerns about the use of technologies that could undermine the foundations of the political system and democracy [38]. These concerns transcend mere interference in elections and strike at the heart of democratic politics, as well as interpersonal relationships between citizens, citizens and representatives, and citizens and public institutions charged with serving and safeguarding the common good.



Platformization has made information processes fluid, unfiltered, and homogenizing, characterized by the massive overexposure and diffusion of information and fake news, by the impossibility of recognizing the authoritativeness and reliability of news. All this makes it difficult for individuals to orient themselves with respect to a specific topic, giving rise to the phenomenon that has taken the name of “information epidemic or infodemic”. This term, coined at the beginning of the third millennium during the first SARS epidemic [39], has returned to vogue with the SARS-CoV-2 pandemic [40,41], demonstrating unequivocally how this phenomenon contributes to the further production of fragmentation of the world [42] through the construction of different social realities.



At this historical moment, it is therefore pertinent to focus on a particular concern that deserves special vigilance: the manipulation that undermines the cohesion of our society and the functioning of the political system [43]. Among the most insidious digital threats of our time, there is certainly a sophisticated technique that, thanks to artificial intelligence, could undermine the pillars of the democratic process, spreading disinformation and sowing distrust. The phenomenon of deepfakes, in fact, constitutes a widespread threat to democracy today since it uses the know-how offered by intelligent systems to create manipulated visual and vocal content in an extremely accurate way. This type of artifact is often used in the political field to discredit opponents, falsify official statements, and interfere with electoral campaigns [44]. Overall, it could generate a dizzying weakening of credibility toward institutions and official media, fueling the propagation of distorted narratives [45]. In general, such actions evidently undermine the functioning of democracy, stripping it of its real meaning and converting it into a mere demagogy based on ideologized and strongly polarized opinions [46]. The widespread use of AI, along with intentions that can be both malevolent and benevolent, highlights the bifurcation of the applications of this advanced technology. Its pervasive and ubiquitous diffusion in the contemporary landscape underlines the need to evaluate and understand the context in which it is used. AI, not being intrinsically neutral, can be directed toward either altruism or malice, depending on the intentions of the agents involved. Consequently, it is not intrinsically impartial, as it relies on training data that may reflect prejudices or inequalities present in society [47]. During the learning process, if the data contain cultural or discriminatory stereotypes, AI incorporates and amplifies such prejudices, leading to a phenomenon known as “algorithmic bias”. This lack of neutrality requires caution in the designing and training of AI systems, aiming to mitigate the risk of perpetuating or exacerbating the inequalities intrinsic to the starting data.



Public perception of the outcomes generated by AI can vary significantly, reflecting the perspectives, values, and sensitivities of different social actors. This underlines the importance of a critical debate regarding the ethical implications linked to its use [48]. Given this fundamental complexity, addressing this labyrinthine aspect requires a multilateral and collaborative approach involving various stakeholders. This involves the participation of scholars, developers, legislative authorities, activists, companies, and citizens to create regulatory frameworks and governance mechanisms capable of mitigating the negative impacts and maximizing the benefits of AI integration in society and, consequently, in politics.



Considering this, it is worth clarifying the dimensions of the phenomenon, the motivations behind these transformations, the means employed, and the beneficiaries [49]. The need to analyze the driving forces and tools used in current sociopolitical transformations emerges from an evolving understanding, which makes the acquisition of a comprehensive vision of these tensions an absolute priority. About two decades ago, Barber [50] (p. 575) posed a crucial question: “has modern technology corrupted or improved our polity?” This question still highlights the delicate relationship between technology and politics, prompting profound considerations of the trends and impulses that technological innovations exert on the political fabric. This perspective offers a field of inquiry that goes beyond simple considerations, pushing us to probe not only the tangible effects of technology on politics but also the more subtle forces that shape reality in terms that may not be immediately evident. In this way, Barber’s question serves as a critical beacon to shed light on this interconnection. It is clear that Information and Communication Technologies (ICT) have induced profound social transformations, shaping the fabric of “knowledge societies” [51], “knowledge-based economies” [52], “network society” [3,53,54], and societies “always-on” [55]. All these innovations have facilitated the flow of communication, promoted data sharing, and provided unique tools for the creation of interconnected networks. In particular, the proliferation of AI-based technologies has led to an exponential increase in the accessibility of various types of information, giving rise to algorithms capable of processing large amounts of data with extraordinary speed and efficiency. A tangible example of this impact is represented by advanced search engines such as Google [56]. Through sophisticated machine learning algorithms, these engines can analyze the context of users’ searches, processing large amounts of data from websites around the world. This technological development has triggered a drastic change in the way individuals and societies interact with information, outlining a landscape in which facilitated communication and advanced data processing are the foundation of the contemporary digital era [57]. We have not, however, fully embraced a “spiritual deferral to ‘algorithmic neutrality’” [58], as much as we emphasize the need to avoid excessive reliance on the supposed algorithmic neutrality. With the proliferation of real-time data acquisition and analysis technologies, coupled with the growing importance of social media and digital platforms, our lives have become an informational substrate for algorithmic processes that serve a wide range of purposes [59], sometimes resulting in manipulation.




4. Toward New Forms of Responsibility


The increasing use of automated tools and AI systems sparks heated debates among scholars and raises significant concerns about the risks and threats that these new developments pose to contemporary society and democratic systems [60]. This phenomenon highlights the urgent need to further our understanding of the sociopolitical impacts resulting from the integration of AI into decision-making structures and everyday practices. Advanced automation and AI not only promise to streamline processes and improve efficiency but also pose potential risks, including data security, privacy, and information manipulation. This context raises critical questions about transparency, fairness, and accountability in the design and implementation of automated systems, especially when they directly influence political decision-making processes and democratic participation. For these reasons, there has been an increased interest among political representatives in exercising control in the present through the ability to predict the future. This aspiration is linked to the progressive acquisition of technological know-how in the development of highly sophisticated analytical models. The latter, which uses advanced methodologies and draws from a diverse set of data sources (digital archives, sensory data from networked devices, online text analytics, historical documents, and other related datasets), is designed to provide accurate and valuable guidance to policy makers. This leads to the assertion that, in the future, we will witness an increasing synergy between the predictive potential of technology and the political decision-making level. The increased understanding of data correlations, the sophistication of processing algorithms, and the access to large amounts of information contribute to creating a fertile ground for shaping this scenario. The approach, focused on prediction and preparation, aims to improve the responsiveness to emerging challenges and guide the development of more effective public policies. The digital era has led to an unprecedented proliferation of information managed by complex algorithms [61] that, in their varying complexity, serve as guiding tools for data analysis and forecasting, underlining the critical importance of artificial intelligence and machine learning in this context.



It is essential, however, to address the ethical and social implications of this intricate exposition, also because the use of AI in the political field is destined to know no respite. One example is the Cambridge Analytica affair during the 2016 U.S. presidential elections, which demonstrated how Big Data and algorithms can be used to manipulate public opinion through microtargeting [62]. Other examples, such as the use of algorithms by YouTube, which fuel political polarization, raise concerns about the quality of democratic debate [63]. On the other hand, e-government experiments, such as those in Estonia, show a positive potential for AI in promoting democratic participation and administrative efficiency [64]. Even in more authoritarian contexts, such as in China, the use of AI for social control and population surveillance raises questions about freedom and civil rights [65]. These cases reflect the tensions between improving democratic participation and the risks associated with manipulation and surveillance, underlining the need for critical reflection on the application of AI in politics.



Massive data collection and processing, if not governed by rigorous ethical and regulatory principles, may raise concerns about privacy, security, and the potential for algorithmic discrimination [66]. In terms of privacy, for example, the practice of indiscriminate online tracking and non-consensual collection of personal data may significantly undermine the protection of users’ information [67]. To illustrate this threat concretely, consider the use of tracking cookies by websites. Suppose a user visits an online news site and, without their explicit consent, the site uses tracking cookies to monitor the pages visited, the time spent on each page, and other browsing activities. Subsequently, this information may be disclosed to advertisers or third parties without the user’s informed consent. As a result, the user may be subjected to highly targeted advertising based on their previous browsing activities [68]. This tangibly exemplifies how user privacy can be compromised without their direct consent, highlighting the regulatory challenges associated with the management of personal data in online contexts. The critical issues of regulation regarding AI arise from the need to balance the protection of fundamental rights, such as privacy, with the need to promote the circulation of data to supply the digital market. The protection of personal data, defined as a fundamental right, is confronted with technological developments that collect, analyze, and use enormous amounts of Big Data for commercial, political, and economic purposes. European legislation, such as the GDPR and the AI Regulation with resolution no. 1689 of 2024, seeks to regulate this tension, but the market often prevails over the protection of the individual. The real challenge remains that of ensuring global and multilateral regulation that protects the individual at a global level in a context in which fundamental rights risk losing value in favor of economic competitiveness [69]. It is therefore essential to find a balance between the potential benefits of these predictive technologies and the need to preserve the ethical values and fundamental rights of citizens. Furthermore, with “timeless time” [70], social fragmentation, and spatial liquidity, a new media ecosystem emerges characterized by altered roles and information production, with an exponential increase in data and the speed with which information interacts in the public sphere [71]. A distinct mass media environment has been established, characterized by changes in the location and production of information, which have led to a substantial increase in the volume of data and the rapidity of information interaction in the public sphere [72]. The emergence of this particular media environment has been catalyzed by significant changes in the ways in which information is produced, disseminated, and consumed by society itself.



These changes are mainly due to the digital transition and the widespread diffusion of media and information. While the rapid diffusion of information allows for a rapid orientation of public opinion, the multitude of sources (not always reliable) can create a complex and sometimes contradictory information landscape [73] that complicates management in the public sphere. At this point, the non-linearity and synchronicity of relationships in the digital society become evident, where information is produced, disseminated, and consumed instantaneously and simultaneously. This phenomenon is facilitated by the connectivity and speed of digital communications, creating a type of uninterrupted present and a direction of immediacy. Furthermore, the fragmentation of the social fabric translates into the possibility of self-selecting into online communities that share similar interests, values, or perspectives, where individuals are mainly exposed to information and opinions that confirm their existing beliefs. This tendency that favors the reinforcement of one’s own beliefs creates misinformation and reduces the possibility and capacity to reflect and discuss different points of view. In the same way that so-called echo chambers operate (fueled by confirmation bias, which creates an environment in which only information that reflects and reinforces one’s opinions is found), this process also passes through “filter bubbles” [74,75], that is, the tracking of users’ preferences through algorithms and the continuous proposal of similar contents until the aim of showing mainly contents that will be consumed or ideas that will be shared is achieved. In this case, the disinformation that hides behind a filter bubble is given, first of all, by the fact that a social network can hide posts and messages from users with a different opinion or news and information that it does not consider shareable; therefore, it becomes impossible to control the algorithm and realize that one is in a filter bubble [17]. It is obvious that all these changes have a significant impact on society and communication, influencing the media ecosystem. Traditional roles are being redefined, leaving room for completely new actors and tools. The democratization of content production allows a wider range of voices to participate in public discourse but, at the same time, poses challenges related to the accuracy of information and the spread of disinformation [76,77] with effects on the protection of fundamental rights and potential risks for democracies. In this scenario, navigating this new universe becomes crucially dependent on the development of critical discernment and literacy in new communication technologies. It therefore appears essential to have a critical and conscious education not only based on the ability or use of technologies, which requires targeted educational and sociopolitical interventions to simultaneously guarantee the acquisition of knowledge, skills for effective use, and critical and conscious reflexivity, but which must also be able to deal with the impact at a social level. On the one hand, the practices of using new technologies and digital platforms can offer greater possibilities for inclusion and integration through new opportunities for sociality and participatory citizenship [78], as well as the development of new skills, learning methods, and interactions summarized in the concept of transmedia literacy [79]. However, we must not forget the controversial effects due to the greater exclusion and marginalization caused by the digital divide. In societies characterized by a significant digitalization and platformization of communication processes, digital differences and inequalities produce exclusion and social marginalization because they deprive individuals of the right to develop their own abilities and therefore reduce the possibilities of integrating and participating in the economic and public world.



In today’s landscape, opinion climates are dominated not only by a series of complex and evolving factors [54] but also by the growing influence of AI, which can play a significant role in shaping opinion climates. This is manifested in a landscape characterized by high levels of instability and mobility [80], reflected in the constant dynamism of debate spaces. The acceleration of global interconnectivity and the rapid circulation of information, catalyzed by advanced computing technologies and AI algorithms, introduce unprecedented complexity in understanding social processes. The incorporation of AI not only reflects the evolution of communication paradigms but also introduces new challenges in perceiving opinions and defining convergent perspectives. Achieving effective synergy will critically depend on political institutions, experts, and society actively collaborating to develop appropriate ethical and regulatory frameworks. Only through diligent dialogue and fostering a culture of accountability can emerging challenges be addressed and a future shaped where these tools align with the protection of fundamental values. In this ever-changing context, research and collective reflection are essential to strategically adapt analytical methodologies and ensure that technological progress supports, rather than undermines, the democratic sphere and the social system.




5. Conclusions


The characteristics of current societies move along the direction of the role played by ecosystems and digital technologies, not without concerns and controversies, as we have seen. This does not only apply to the public sphere of politics but also to all other aspects of daily life. Some time ago, Kurzweil [81] highlighted the path of societies toward the so-called technological singularity, that is, the overcoming by technology of human capacities of understanding and control. Joy [82] underlined the urgency of a critical, conscious, and ethical reflection on the development and use of technologies. Starting from the second half of the last century, a broad debate has developed on these aspects, but the question relating to the effects and benefits of technologies remains open, especially considering the advent of AI.



The interaction between AI, accelerated digitalization, and social fragmentation has defined a new media and information ecosystem characterized by a proliferation of data and an unprecedented speed in the circulation of information. This context presents significant challenges for the ethical and regulatory management of privacy, information accuracy, and democratic participation. The widespread adoption of predictive technologies and advanced algorithms requires a delicate balance between the optimization of decision-making processes and the protection of citizens’ fundamental rights. Effectively addressing these challenges requires a continuous commitment to promoting a culture of accountability supported by solid regulations and an inclusive dialogue between political actors, experts, and civil society. Only through a collaborative and reflective approach can we strategically guide technological evolution toward a future in which AI positively contributes to building more balanced, informed, and democratic societies. In an increasingly hybrid and dynamic communication environment, the influence of algorithms as active agents in the production and dissemination of content has undeniably increased [83]. The study of AI-mediated political communication represents an emerging and not fully consolidated area of research, especially when compared to other disciplinary fields. The use of AI in the public arena, in fact, requires the adoption of an urgent regulatory effort capable of countering its dysfunctions with the establishment of specific supervisory bodies that certify its exercise in compliance with democratic principles. Transparency must be made the cornerstone, requiring the disclosure of algorithmic criteria and the drafting of public reports on their effects. Furthermore, a conscious involvement of technicians, legislators, and civil society is urgently needed to shape AI according to ethical dictates and not subordinate it to hegemonic purposes. Popular education on these processes is essential to avoid the alienation of the citizen from the res publica. At last, technological progress must be inserted into a path of equity so that its work does not obliterate the will of the people but sublimates it in a more structured government. In this way, the application of intelligent systems would be tempered with a view to collective supervision to prevent it from becoming a space of domination rather than emancipation.



This phenomenon requires an in-depth analysis of the dynamics through which algorithms shape political information and influence public opinion. Technological evolution has introduced new forms of political participation and interaction but has also raised critical questions about the transparency, correctness, and manipulation of information. Addressing these issues requires an interdisciplinary approach that integrates skills from communication studies, computer science, ethics, and social sciences to fully understand the sociopolitical implications of the use of AI in contemporary political communication. Ultimately, the integration of intelligent systems and digitalization, both on the bright and dark side, is part of the most powerful revolution underway. This becomes indisputable even for those who tend to minimize the media hype, which has now reached almost disproportionate dimensions of hype at every latitude [84]. The crux of the matter, however, will lie for many years to come in the rapid pace at which major changes will occur, to the point that it will often be difficult to establish in which direction technology, its innovations, and, above all, its applications will head.



Finally, it must be recognized that the integration of intelligent systems and digital technologies, both on the bright side and on the dark side, marks the most powerful of the ongoing revolutions. The ethical and regulatory implications highlight the need for global governance capable of dealing with emerging risks, protecting individual rights, and ensuring that technological innovation takes place with respect for human dignity. However, the crux of the matter will lie, for many years to come, in the rapid pace at which major changes will occur, to the point of often making it difficult to establish in which direction technology, its innovations, and especially its applications will head, at the same time arousing the urgency of appropriate ethical and regulatory responses. Exploring these issues will foster ongoing academic dialogue and concrete solutions to emerging challenges in the digital age. Our study thus serves as a basis for further investigation, stimulating critical reflections and theoretical and applicative developments in the field.
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