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Abstract

The deployment of autonomous predictive vibration-based diagnostics in Edge-IIoT re-
quires balancing the cost of Micro-Electro-Mechanical System (MEMS) accelerometers
against their metrological limitations. This study proposes a parametric Sensor Digital
Twin (SDT) framework for virtual benchmarking of measurement chains at the hardware-
software co-design stage. The SDT model emulates mechanical and electrical filtering,
aliasing, noise, and quantization; its fidelity was validated experimentally using a physical
ADXL345 sensor, with an RMS noise error of 8.56%. Virtual profiles of the commercial
ADXL345 and ADXL357 sensors were generated using the reference NLN-EMP centrifu-
gal pump dataset acquired with a Wilcoxon 786B-10 piezoelectric accelerometer. Their
diagnostic performance was evaluated using eight diagnostic features and five hetero-
geneous machine-learning algorithms under interpolation, forward extrapolation, and
backward extrapolation scenarios across fault severity levels. In the interpolation scenario,
the ADXL345 and ADXL357 profiles achieved Macro F1-scores of 0.8999 and 0.8947, re-
spectively, compared with 0.9567 for the reference measurement chain. In the forward
extrapolation scenario, the ADXL357 profile achieved a Macro F1-score of 0.7171, compared
with 0.6768 for the reference measurement chain. The results confirm that the SDT can sup-
port sensor hardware selection through virtual benchmarking, while the considered MEMS
accelerometers provide comparable diagnostic performance in the evaluated scenarios
when a representative training dataset is available.

Keywords: predictive maintenance; Edge-IIoT; Sensor Digital Twin; MEMS accelerometer;
centrifugal pump; machine learning; virtual benchmarking; signal degradation

1. Introduction
1.1. Research Motivation

Centrifugal pump units are currently among the most critical components of industrial
infrastructure across a wide range of sectors, including the oil and gas industry, chemical
processing, power generation, water supply, and wastewater treatment. According to
industry estimates, they account for up to 70% of the global installed base of pumping
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equipment [1], while in the chemical industry this figure reaches 90% [2]. The widespread
deployment of centrifugal pumps makes their reliability and energy efficiency critical to
the overall performance of industrial processes. For example, in municipal water supply
and wastewater treatment systems, pumping equipment may account for up to 25% of
total electricity consumption, while its operation represents approximately 10% of overall
operating costs [3].

Given the widespread use of these assets, their reliability and energy efficiency are
critical to sustaining industrial operations. Therefore, operational defects can result in
significant direct and indirect economic losses [4]. Consequently, ensuring reliable, uninter-
rupted operation of centrifugal pump units has become a key priority in modern industry.

The development of the Industry 4.0 paradigm has accelerated the adoption of In-
dustrial Internet of Things (IIoT) technologies for monitoring and lifecycle management
of industrial equipment [5]. This digital transformation aims to transition from reactive
and preventive maintenance strategies to Predictive Maintenance (PdM), which relies
on continuous monitoring of equipment condition and forecasting potential failures [6].
Implementing this approach requires continuous acquisition of diagnostic data directly at
the operational site.

In this context, Low-Power Wide-Area Network (LPWAN) technologies, such as
LoRaWAN and NB-IoT, combined with autonomous wireless edge devices, are among the
most promising hardware platforms for distributed condition-monitoring systems [7,8].
Their application to pumping equipment enables scalable diagnostic networks across
large fleets of pump units while maintaining relatively low infrastructure deployment and
operating costs [9].

MEMS (Micro-Electro-Mechanical Systems) accelerometers are commonly employed
for vibration measurement in autonomous Edge-IIoT nodes because they combine compact
dimensions, low power consumption, and low cost. However, their widespread adoption
in predictive diagnostics introduces a fundamental trade-off between economic efficiency
and diagnostic capability.

On the one hand, reducing the cost and power consumption of sensor nodes requires
low-cost consumer-grade or entry-level industrial MEMS accelerometers [10,11]. On the
other hand, this optimization inevitably limits their metrological characteristics, including
relatively low sampling rates (typically no higher than 1–3 kHz), limited analog-to-digital
converter resolution (10–13 bits), elevated intrinsic thermal noise, and simplified analog
anti-aliasing filters.

At the same time, effective detection of various critical centrifugal pump defects,
including local damage to rolling-element bearings, fatigue failure of coupling compo-
nents, hydrodynamic cavitation, and others, has traditionally relied on analyzing high-
frequency vibration components generated by impact events and excitation of structural
resonances [12]. In industrial practice, such signals are typically acquired using IEPE
(ICP) piezoelectric accelerometers, which provide a wide bandwidth ranging from several
kilohertz to tens of kilohertz, low intrinsic noise, and high dynamic accuracy, together with
high-performance data acquisition systems [13].

Thus, a fundamental question arises: to what extent does the combined effect of
the hardware limitations of low-cost MEMS accelerometers affect the ability to detect
different types of pump faults, and can measurement chains with different metrological
characteristics provide the required diagnostic performance? Addressing this question is
essential for the rational design of Edge-IIoT systems for predictive maintenance.

In practice, this uncertainty is typically addressed through experimental hardware-
software prototyping, which involves developing multiple sensor-node implementations
based on different accelerometer integrated circuits, followed by their experimental evalua-
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tion using dedicated test rigs. Although this approach provides highly reliable results, it
requires considerable time and financial resources, significantly complicating the design
process and extending the development cycle of IIoT-based monitoring systems.

Accordingly, a key scientific and engineering challenge is developing virtual
benchmarking methods for MEMS sensors that enable quantitative assessment of how
measurement-chain characteristics affect diagnostic performance during the design stage
of Edge-IIoT systems.

1.2. Current State of the Art

In recent years, the hardware limitations of low-cost diagnostic IIoT systems have
received growing research attention. Most studies have focused on experimentally evaluat-
ing the diagnostic capabilities of MEMS accelerometers, including sensitivity analysis [14],
assessing the accuracy of low-amplitude vibration measurements [15], and comparative
benchmarking of different sensor models [16]. Several studies have linked measurement-
chain hardware characteristics to machine learning (ML) algorithm performance. In [17],
the transfer of a diagnostic model between piezoelectric and MEMS sensors was investi-
gated, while ref. [18] demonstrated the effect of sampling rate on bearing fault classifica-
tion performance.

Despite the practical relevance of these studies, their assessment of the impact of
hardware characteristics is based on experimentally acquired data and does not enable
parametric virtual benchmarking of alternative measurement chains at the design stage.

In parallel, researchers have actively developed digital modeling approaches for
predictive diagnostics applications [19]. Digital Twins of centrifugal pump units have
been successfully used for equipment condition modeling, remaining useful life prediction,
and synthetic diagnostic data generation [20–22]. At the same time, there is a growing
interest in hybrid predictive maintenance architectures that integrate Digital Twins, Edge
AI, IIoT infrastructure, and ML algorithms [23,24]. These architectures are designed to
jointly optimize monitoring, data processing, and decision-making processes. However, the
measurement subsystem parameters are generally treated as fixed hardware characteristics
rather than design variables which are to be jointly optimized with signal processing and
ML algorithms.

A similar assumption applies to Virtual Sensing technologies, which are designed to
estimate unmeasured physical quantities from data acquired by existing sensors [25,26].
Contemporary research in Edge AI and TinyML is primarily focused on deploying ML
algorithms directly on edge devices and improving their computational efficiency under
resource-constrained conditions [17,27]. The measurement chain and the sensor’s metrolog-
ical characteristics are generally treated as immutable hardware components and therefore
excluded from the co-design of diagnostic algorithms.

A separate line of research concerns system-level modeling of sensor measurement
characteristics. In [28], a universal parametric model was proposed that accounts for the
main deterministic and stochastic distortions of the measurement chain. However, changes
in sampling rate and the resulting aliasing effects are not considered as separate stages of
the model. Another approach is implemented in the Sensor-in-the-Loop concept [29], in
which prerecorded or synthetic data are supplied in real time to a smart-sensor hardware-
software platform for reproducible testing. However, these approaches are not intended for
virtual sensor hardware selection in Edge-IIoT vibration diagnostics and do not evaluate the
impact of a specific measurement chain directly in terms of final diagnostic performance.

As a result, the systematic impact of sensor metrological characteristics on diagnostic
observability of defects and ML algorithm performance remains insufficiently investigated.
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This significantly complicates sensor hardware selection during Edge-IIoT system design
and forces developers to rely on costly experimental prototyping.

To address this gap, this study proposes the Sensor Digital Twin (SDT) concept,
which represents a parametric model of a specific accelerometer’s measurement chain.
The novelty of the proposed approach lies in integrating individual modeling operations
into a unified methodology in which a physically recorded reference vibration signal
is subjected to controlled mathematical degradation according to the characteristics of
the target sensor. Unlike existing models, which primarily focus on reproducing sensor
characteristics or testing their hardware-software implementation [28,29], the SDT is used
for virtual benchmarking of sensor hardware for Edge-IIoT systems, with the impact of
the complete measurement chain evaluated directly in terms of changes in diagnostic
performance. In this way, the measurement chain is incorporated into the hardware-
software co-design framework as a designable element of sensor hardware selection.

For centrifugal pump units, this approach enables algorithmic assessment of whether
low-cost MEMS accelerometers can detect complex hydrodynamic and mechanical defects
without costly physical testing.

1.3. Research Objectives

Based on the foregoing, this study aims to develop a virtual prototyping methodol-
ogy for measurement nodes based on the Sensor Digital Twin (SDT) concept to support
hardware selection for Edge-IIoT vibration diagnostics systems of centrifugal pumps.

To achieve this objective, the following research tasks were defined:

1. To develop a multifactor parametric vibration signal degradation model SDT that
accounts for the frequency response, aliasing effects, quantization, and intrinsic
noise characteristics of MEMS accelerometers of different performance classes, and to
validate the SDT experimentally using physical hardware measurements of noise and
digitization characteristics.

2. To generate a synthetic vibration diagnostics dataset representing the operation of
a centrifugal pump unit under mechanical, tribological, and hydrodynamic defect
conditions while accounting for the characteristics of signal digitization in low-cost
IIoT devices.

3. To develop a unified diagnostic feature extraction pipeline that combines broadband
statistical analysis with narrowband estimation of vibration kinematic parameters.

4. To evaluate the impact of hardware metrological limitations on the diagnostic perfor-
mance of ML algorithms for centrifugal pump fault classification.

2. Materials and Methods
2.1. Multifactor Parametric Model of Vibration Signal Degradation

In this study, SDT refers to a multifactor parametric signal degradation model. The
model comprises a sequence of transfer functions and mathematical constraints that emu-
late, as closely as possible, the propagation of a vibroacoustic signal through the stages of
an actual MEMS accelerometer measurement chain. This enables high-precision laboratory
measurements to be used as reference physical excitation for virtual benchmarking of low-
cost Edge-IIoT devices. Figure 1 shows the overall block diagram of the proposed model.
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Figure 1. Block diagram of the multifactor parametric vibration signal degradation model Sensor
Digital Twin (SDT).

As shown in Figure 1, the model implements a cascade of transformations that converts
the reference physical excitation into the digital code stored in the target MEMS sensor’s
memory registers.

The model input is a discrete time series xref[n] acquired using a reference measurement
system at a high sampling rate Fref. The methodology assumes a high oversampling
ratio, such that the reference sampling rate substantially exceeds the emulated target
sensor sampling rate, Fref >> Ftarget. Accordingly, xref[n] is treated as a densely sampled
approximation of the underlying continuous-time signal.

The signal degradation process is divided into three functional stages.

2.1.1. Continuous-Time Domain (Digital Approximation)

In the first stage, the sensor structure and analog front-end circuitry response to the
physical vibration input is modeled (Continuous-Time Domain (Digital Approximation) in
Figure 1). In an actual sensor, these processes are described by continuous-time transfer
functions H(s) in the s-domain. In the proposed digital model, these continuous-time
transfer functions are approximated by discrete-time infinite impulse response (IIR) filters
H(z) obtained via the bilinear transform using the reference sampling rate Fref.

The signal is sequentially processed by two filters:

• a mechanical filter (MEMS Structure in Figure 1), which approximates the mechani-
cal frequency response of the accelerometer’s silicon suspension by a second-order
Butterworth low-pass filter (LPF) with a characteristic frequency fc_mech, damping
ratio ζ = 0.7071, and quality factor Q = 0.7071. These parameters characterize the
reduced-order model and are not interpreted as the physical characteristics of the
actual MEMS suspension, whose exact internal structure and parameters are not
disclosed by the manufacturer;

• an anti-aliasing filter (Anti-Aliasing RC Filter in Figure 1), which approximates the
analog electrical RC network preceding the analog-to-digital converter (ADC) by a
first-order Butterworth LPF with a cutoff frequency fc_ana.

Thus, although the physical processes occur in continuous time (the s-domain), within
the digital approximation the signal in the z-domain is expressed as:

Xana(z) = Hmech(z) · Hana(z) · Xre f (z). (1)
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2.1.2. A/D Conversion Domain

A key stage of the modeling process is the transition from the highly sampled reference
signal indexed by n (sampling rate Fref) to the target discrete-time grid indexed by m at the
target sensor ADC sampling rate Ftarget (A/D Conversion Domain in Figure 1).

To provide a physically realistic representation of aliasing, conventional decimation
using idealized polyphase filters was not employed. Instead, the analog-to-digital conver-
sion process was modeled by uniform sampling, with the signal values at the sampling
instants obtained by linear interpolation between time samples.

This approach preserves high-frequency components not attenuated by the anti-
aliasing filter, enabling the resulting aliasing to be reproduced.

2.1.3. Digital Hardware Domain

At the final stage (Digital Hardware Domain in Figure 1), distortions characteristic of
the sensor’s digital electronics are sequentially applied to the digitized signal xadc[m].

The White Noise Injection block in Figure 1 introduces additive white Gaussian noise
before digital filtering.

The root-mean-square (RMS) noise σnoise is calculated from the sensor’s datasheet
noise spectral density (NSD, specified in µg/

√
Hz) using the approximate relationship:

σnoise ≈ NSD ·
√

Ftarget

2
, (2)

assuming a white-noise spectrum and an effective noise bandwidth equal to the
Nyquist bandwidth.

The noisy signal is passed through the on-chip digital filter Hdig(z) at the On-chip
Digital LPF stage in Figure 1. For low-cost sensors, a first-order IIR filter model is used. For
industrial-grade sensors with a Σ-∆ ADC, the hardware decimation chain is approximated
by a high-order Butterworth IIR filter (N = 8). This approximation reproduces the steep
roll-off of the actual chip’s frequency response.

The digital filter coefficients were generated using the scipy.signal.butter function
from the SciPy 1.15.3 Python library in second-order sections (SOS) form. Filtering was
performed with zero initial conditions. The Butterworth filter’s nonlinear phase distortion
can be neglected in this model because the diagnostic feature vector extracted at the next
stage is phase-invariant.

During saturation and quantization (Quantization and Saturation Limit block in
Figure 1), the filtered signal xfilt[m] is clipped to the hardware full-scale limits [−Gmax,
+Gmax] and then quantized. The quantization step ∆ is determined by the ADC resolution
B (in bits):

∆ =
2Gmax

2B . (3)

The resulting discrete signal xout[m], stored in the virtual sensor’s memory registers, is
described by:

xout[m] = ∆ · round

(
max(−Gmax, min(Gmax, x f ilt[m]))

∆

)
. (4)

The resulting array xout[m] corresponds to the data format transmitted by an actual
sensor to the Edge-device microcontroller via the I2C/SPI bus for subsequent diagnostic
feature extraction.

The proposed model includes only the dominant factors (bandwidth, sampling rate,
noise, and quantization) that most affect the diagnostic information. Cross-axis sensitivity,
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amplitude nonlinearity, and temperature effects were not modeled in the current SDT
implementation and were treated as second-order factors. A quantitative assessment of
their potential contribution for the selected sensor profiles is provided in Section 2.2.

2.2. Dataset Preparation and Parameterization of Target Sensor Profiles

The reference physical excitation (signal xref[n] in Figure 1) is represented by the
open-access NLN-EMP dataset [30], which includes data from independent experimental
sessions on two centrifugal pump units (Motor-4 and Motor-2). This dataset was selected
because the measurement chain employed high-precision Wilcoxon 786B-10 piezoelec-
tric accelerometers (Wilcoxon Sensing Technologies, USA) [31], with a sampling rate of
Fref = 20 kHz and a flat frequency response up to 14 kHz. This satisfies the condition Fref

>> Ftarget and allows the recorded signals to serve as a reference analog equivalent for
measurement chain modeling.

For the Motor-4 unit, measurements were performed at a fixed rotational speed (70%
of the rated speed). The modeled set of anomalies comprised nine conditions: normal
operation (Healthy), motor and pump rotor unbalance (Unbalance Motor/Pump), three
types of misalignments (Align Angular, Parallel, Combination), flexible coupling defects
(Coupling), and pump-specific hydrodynamic cavitation on the suction and discharge sides
(Cavitation Suction/Discharge).

For the Motor-2 unit, the experiments covered a different group of defects recorded at
three operating speeds (50%, 75%, and 100% of the rated speed). To ensure metrological
consistency, the study excluded electrical anomalies and defects with more than two
severity levels from the analyzed dataset. Thus, the conditions analyzed for Motor-2 were
the healthy condition, hydrodynamic impeller damage (Impeller), and rolling-element
bearing defects (BPFO, BPFI, Bearing Pump). The availability of multiple defect severity
levels makes this dataset suitable for testing algorithms under extrapolation scenarios.

The fault severity levels and the methods used to physically introduce each fault
were adopted from the original description of the NLN-EMP dataset [30] and were not
redefined in this study; detailed physical parameters of the corresponding severity levels
are provided in the original dataset publication.

Because the study focuses on evaluating sensor hardware limitations, multiple operat-
ing speeds were not used to avoid a feature-domain shift that could mask degradation in
vibration signal quality in the measurement chain. To eliminate variability due to operating
conditions, the analysis was performed at fixed operating speeds: 70% of the rated speed
for the Motor-4 unit and 100% (1480 rpm) for the Motor-2 unit.

For virtual benchmarking, profiles of two target sensors, ADXL345 [32] and ADXL357
(Analog Devices, USA) [33], representing two widely used classes of MEMS accelerome-
ters, were configured in the proposed digital model (Section 2.1) using the characteristics
specified in Table 1.

An additional order-of-magnitude assessment of the neglected factors was performed
based on the datasheet specifications of the selected sensors. Cross-axis sensitivity is
approximately 1%. Amplitude nonlinearity does not exceed 0.5% FSR for the ADXL345 and
1.3% for the ADXL357. The temperature coefficient of zero offset reaches ±0.4/±1.2 mg/◦C
for the X(Y)/Z axes of the ADXL345 and up to ±0.75 mg/◦C for the ADXL357, whereas
the temperature-dependent sensitivity variation is approximately ±0.01%/◦C for both
sensors. For a temperature change of 25 ◦C, this corresponds to a sensitivity variation
of approximately ±0.25%. The constant component of the temperature-induced zero
offset is largely suppressed in the employed processing pipeline by signal mean-centering
and exclusion of frequencies below 10 Hz (Section 2.3), whereas temperature-induced
scale-factor drift and amplitude nonlinearity remain secondary error sources.
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Table 1. Parameters of the reference measurement chain and MEMS sensor profiles.

Model Parameter
Reference Measurement

Chain (Wilcoxon + NI
DAQ) [31]

Profile 1: Mid-Range
(Based on ADXL345) [32]

Profile 2: High-End (Based
on ADXL357) [33]

Sensor technology and
ADC

Piezoelectric + Σ-∆ ADC
(DAQ) Capacitive MEMS + SAR Capacitive MEMS + Σ-∆

ADC

Measurement range
(FSR/Gmax), g ±80 ±16 ±40

Sampling rate (Ftarget), Hz 20,000 (Fref) 3200 4000

ADC resolution (B), bits 24 13 20

Noise spectral density
(NSD), µg/

√
Hz

5 290 90

Mechanical LPF (fc_mech),
Hz

30,000 (piezoelectric crystal
resonance)

7000 (2nd order,
Butterworth, Q = 0.707)

5500 (2nd order,
Butterworth, Q = 0.707)

Analog anti-aliasing LPF,
Hz

10,000 (hardware DAQ
LPF) 1600 (1st order) 1500 (1st order)

On-chip digital filter None (original signal) 1599 (IIR, 1st order) 1000 (IIR approximation,
8th order)

The entire reference dataset was processed using the parametric model to generate
corresponding synthetic datasets. Figure 2 provides a comparative visualization of the
SDT response for a transient process (hydrodynamic cavitation; file “Vibration_Motor-
4_70_time-cavitation suction 4-ch1.csv” from the NLN-EMP dataset).

(a) 

(b) 

Figure 2. Visualization of SDT operation in modeling MEMS accelerometer measurement chains:
(a) Time-domain signals; (b) Amplitude spectral density (ASD) estimated using Welch’s method.

As shown in Figure 2a, the effects of dynamic range limitation are evident in the time
domain. The ADXL345 profile (red curve) exhibits severe amplitude saturation (clipping),
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whereas the ADXL357 profile (green dashed curve) reproduces a smoothed version of
the original signal without peak clipping. Both profiles exhibit a time shift relative to the
reference signal, corresponding to the group delay introduced by the causal filters.

The amplitude spectral density in Figure 2b, estimated using Welch’s method, shows
that the piezoelectric sensor signal (gray curve) contains broadband spectral components
above 1 kHz. The ADXL345 profile maintains a comparable spectral density level up to
the Nyquist frequency (1.6 kHz). In contrast, the ADXL357 profile shows a steep spectral
roll-off around the 1 kHz cutoff frequency, strongly attenuating components above it.

2.3. Unified Diagnostic Feature Extraction Pipeline

The proposed concept is intended for autonomous Edge-IIoT devices; therefore, diag-
nostic features are extracted immediately after SDT-based modeling of the measurement
chain. This approach ensures the feature space is built from signals whose characteristics
match those available from a specific MEMS accelerometer.

LPWAN technologies (LoRaWAN, NB-IoT, etc.) impose stringent constraints on data
transmission volume and sensor-node power consumption. Transmitting raw vibroacoustic
signals to the cloud is practically infeasible; therefore, this study implements a unified
edge-processing pipeline (Edge Computing/Feature Extraction in Figure 1) that transforms
each time window into a compact diagnostic feature vector comprising eight parameters.

The analysis window length was set to Tw = 0.64 s, corresponding to 2048 samples at
a sampling rate of 3200 Hz (2560 samples at 4000 Hz). The signals were segmented into
consecutive non-overlapping windows with the stride equal to the window length (overlap
= 0%). This window provides a frequency resolution of ∆fw = 1/Tw ≈ 1.56 Hz, sufficient
for robust estimation of spectral characteristics in the subsequent calculation of vibration
kinematic parameters. To eliminate filter transients caused by digital filtering, the initial
100 ms settling interval was systematically discarded from each signal before windowing
and feature extraction.

To enable simultaneous detection of rapidly developing localized damage and slowly
evolving mechanical defects, the feature set was divided into two complementary groups.

1. Broadband statistical features. These features are computed directly from the time-
domain signal using the full available bandwidth of the modeled measurement chain.
This approach preserves as much information as possible on high-frequency im-
pulsive components associated with rolling-element bearing defects, hydrodynamic
cavitation, and other rapidly developing damage [4,12]. The features used are stan-
dard deviation σ, skewness S, kurtosis K, and crest factor CF [34]. Before calculating
the statistical characteristics, the signal is automatically mean-centered, eliminating
the influence of the DC component. This group of features was selected because
of the high sensitivity of these features to impulsive processes and their computa-
tional complexity, which is compatible with the resource constraints of low-power
Edge devices.

2. Narrowband kinematic features. To preserve the diagnostic information contained
across the entire measured frequency band, the root-mean-square (RMS) acceleration
ARMS and the maximum spectral amplitude of acceleration APeak are additionally
determined after computing the real fast Fourier transform (RFFT). These features
are calculated over the MEMS accelerometer’s available bandwidth, from 10 Hz to
the Nyquist frequency. This approach accounts for changes in the high-frequency
component of the spectrum, which is particularly sensitive to MEMS accelerometer
hardware limitations and the early stages of local fault development.

To assess macromechanical defects (unbalance and misalignment), the RMS vibra-
tion velocity VRMS and vibration displacement DRMS are calculated over the 10–1000 Hz
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frequency range in accordance with ISO 10816-7 [35]. To avoid the accumulation of nu-
merical integration errors, acceleration is converted to velocity and displacement in the
frequency domain:

VRMS =

√
1
2∑kmax

k=kmin

(
Ak

2π fk

)2
, DRMS =

√√√√1
2∑kmax

k=kmin

(
Ak

(2π fk)
2

)2

, (5)

where Ak is the spectral amplitude of acceleration, and kmin and kmax correspond to frequen-
cies of 10 and 1000 Hz, respectively.

As a result, each time window is transformed into an eight-dimensional diagnostic
feature vector (6) represented in Float32 format:

{σ, S, K, CF, ARMS, APeak, VRMS, DRMS}. (6)

The feature vector in (6) requires 32 bytes per axis. For a triaxial MEMS accelerometer,
the total diagnostic data volume is 96 bytes, which is several orders of magnitude smaller
than the original time-domain signal. This enables efficient transmission of edge-processing
results over LPWAN infrastructure.

Figure 3 presents a two-dimensional t-SNE [36] projection of the feature space gener-
ated by the SDT for the ADXL345 profile (Motor-4, defect severity level 1).

Figure 3. Two-dimensional t-SNE projection of the feature space generated by the SDT for the
ADXL345 profile (Motor-4, defect severity level 1).

3. Results
3.1. Experimental Validation of the Physical Parameters of the SDT Measurement Chain

To experimentally validate the reproduction of the stochastic and quantization charac-
teristics of the SDT, a zero-motion accelerometer experiment was conducted. A physical
ADXL345 accelerometer (X-axis), connected to an ESP32-S3 microcontroller via a dedicated
I2C bus operating at an increased clock frequency of 800 kHz, recorded a zero-motion noise
signal. Although the manufacturer recommends the SPI interface for high-speed multi-axis
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data acquisition, reading only one axis (2 bytes) over the dedicated bus provided continu-
ous data transfer without loss. An array of 16,384 samples (32,768 bytes) was acquired over
5.1186 s. In parallel, the SDT model processed a zero-valued reference signal (xref = 0) using
the ADXL345 datasheet parameters (Table 1).

Time-domain analysis (Figure 4a) shows that the SDT model reproduces the discrete
ADC quantization steps and the amplitude envelope of the physical sensor noise. In the
frequency domain (Figure 4b), the amplitude spectral density exhibits a flat white-noise
profile over the 10–1500 Hz frequency range, while the physical accelerometer shows a
slight offset (314.02 µg/

√
Hz).

 
(a) (b) 

Figure 4. Experimental validation of the ADXL345 SDT zero-motion noise characteristics: (a) Time-
domain waveforms of intrinsic zero-motion noise; (b) Amplitude spectral density (ASD) of the noise.

To assess statistical reproducibility, both signals were divided into N = 8 non-
overlapping windows (2048 samples). Table 2 shows that the SDT model’s relative errors
for RMS noise (8.56%) and noise spectral density (NSD) (6.95%) are within the specified
device-to-device variation (±10.25%) [32].

Table 2. Statistical validation of the ADXL345 SDT zero-motion noise characteristics.

Noise
Parameter ADXL345 SDT Model Relative

Error (%) p-Value

Noise RMS, mg 12.77 ± 0.14
(95% CI: 12.59–12.94)

11.67 ± 0.13
(95% CI: 11.56–11.78) 8.56 p < 0.001

Spectral Density
(NSD), µg/

√
Hz

314.02 ± 12.13
(95% CI: 303.87–324.16)

292.20 ± 5.79
(95% CI: 287.37–297.04) 6.95 p < 0.001

3.2. Fault Classification Results and Comparison of ML Algorithms

To quantitatively assess the impact of measurement chain metrological characteristics
on diagnostic performance, a computational experiment was conducted by comparing three
sensor profiles: the reference Wilcoxon 786B-10 + NI DAQ measurement chain and two
virtual MEMS profiles, ADXL357 and ADXL345 (Table 1), generated using the developed
SDT model.

In all experiments, the same set of diagnostic features defined in (6), the same nor-
malization procedure, identical training and test samples derived from the NLN-EMP
dataset [30], and fixed ML algorithm parameters were used. Thus, the measurement chain
characteristics were the only varying factor, enabling an objective assessment of the impact
of sensor hardware limitations on classification performance.

To investigate the generalization capability of the diagnostic models, three scenarios
for constructing the training and test sets were considered (Figure 5).
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Figure 5. Computational experiment design for evaluating model generalization under different fault
severity scenarios.

Experiment A (Forward Extrapolation) simulated a scenario in which the model
was trained on early stages of fault development and tested on more severe fault levels.
Experiment B (Backward Extrapolation) represented the reverse scenario, in which the
model was trained on advanced defects and tested on early stages of their occurrence.
Experiment C (Interpolation) involved training on extreme fault severity levels, followed
by testing at an intermediate severity level, allowing assessment of the model’s ability to
interpolate previously unseen equipment conditions.

Five ML algorithms representing different model families were used as classifiers:
logistic regression (LR), k-nearest neighbors (kNN), random forest (RF), eXtreme Gradient
Boosting (XGBoost) [37], and a multilayer perceptron (MLP). Using multiple model fam-
ilies minimized the influence of algorithm-specific characteristics on the study’s overall
conclusions [38].

The split into the training and test sets was performed at the level of the source
experimental recordings and fault severity levels (Figure 5). Therefore, time windows
generated from the same source recording could not simultaneously be included in both
the training and test sets. Feature normalization parameters were calculated exclusively
from the training data.

The complete allocation of the source recordings and generated time windows by
pump unit, fault type, fault severity level, and train/test scenario is provided in the
Supplementary Materials.

All ML models were implemented using Python (version 3.10) and the Python libraries
scikit-learn (version 1.7.1) and XGBoost (version 3.2.0). Table 3 lists the key hyperparameters
in accordance with the parameter naming conventions of these libraries.

Parameters not explicitly specified were left at their default values. Extensive hyperpa-
rameter optimization was not performed because the primary objective of the study was to
assess the relative impact of sensor hardware limitations on diagnostic performance rather
than to achieve the maximum attainable classification accuracy.

Because the task involves multiclass classification with an imbalanced distribution
of observations across classes, the Macro F1-score was used as the primary performance
metric. The experimental results for this metric obtained for the Motor-4 and Motor-2 pump
units [30] are presented in Table 4. To assess the robustness of the results to stochastic factors
in the computational procedure, each experiment was repeated N = 10 times with different
realizations of the SDT noise and random initializations of the stochastic ML algorithms,
while keeping the source experimental recordings and the training/test split unchanged.
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The mean and standard deviation of the Macro F1-score characterize the computational
variability of the results.

Table 3. Hyperparameters of the applied classifiers.

Classifier Hyperparameters

Logistic Regression (LR) max_iter = 2000, class_weight = ‘balanced’

k-Nearest Neighbors (kNN) n_neighbors = 5, weights = ‘distance’

Random Forest (RF) n_estimators = 100, class_weight = ‘balanced’

eXtreme Gradient Boosting
(XGBoost)

n_estimators = 100, learning_rate = 0.1,
max_depth = 5

Multilayer Perceptron (MLP)

hidden_layer_sizes = (256, 128, 64),
activation = ‘relu’, solver = ‘adam’,

alpha = 0.005, batch_size = 128, learning_rate =
‘adaptive’, max_iter = 1500, early_stopping =

True, validation_fraction = 0.1

Table 4. Quantitative assessment of the impact of measurement chain metrological characteristics on
fault classification performance using the Macro F1-score, reported as (mean ± SD).

Sensor
Motor-4 Motor-2

LR kNN RF XGB MLP LR kNN RF XGB MLP

Experiment A. Forward Extrapolation

Reference
(Wilcoxon)

0.6768 ±
0.0 *

0.6907 ±
0.0

0.4239 ±
0.0243

0.5046 ±
0.0

0.6911 ±
0.0123

0.4165 ±
0.0

0.5034 ±
0.0

0.8751 ±
0.0212

0.8360 ±
0.0

0.4606 ±
0.0351

ADXL357 0.7171 ±
0.0014

0.5623 ±
0.0002

0.3533 ±
0.0056

0.4231 ±
0.0084

0.5120 ±
0.0366

0.6294 ±
0.0006

0.5054 ±
0.0004

0.5807 ±
0.0099

0.5745 ±
0.0049

0.5878 ±
0.0173

ADXL345 0.6511 ±
0.0073

0.5468 ±
0.0004

0.3704 ±
0.0387

0.4516 ±
0.0049

0.4774 ±
0.0554

0.4378 ±
0.0008

0.3842 ±
0.0015

0.4046 ±
0.0298

0.3855 ±
0.0036

0.3679 ±
0.0100

Experiment B. Backward Extrapolation

Reference
(Wilcoxon)

0.4186 ±
0.0

0.3811 ±
0.0

0.3587 ±
0.0064

0.4596 ±
0.0

0.3976 ±
0.0103

0.2474 ±
0.0

0.2474 ±
0.0

0.1833 ±
0.0082

0.3144 ±
0.0

0.1898 ±
0.0813

ADXL357 0.4502 ±
0.0018

0.3536 ±
0.0005

0.3829 ±
0.0047

0.2989 ±
0.0015

0.4215 ±
0.0467

0.2409 ±
0.0012

0.2418 ±
0.0004

0.2601 ±
0.0071

0.2366 ±
0.0019

0.2407 ±
0.0238

ADXL345 0.3276 ±
0.0011

0.2705 ±
0.0005

0.3900 ±
0.0105

0.3175 ±
0.0025

0.3459 ±
0.0379

0.3527 ±
0.0009

0.4112 ±
0.0033

0.3478 ±
0.0161

0.3371 ±
0.0051

0.5585 ±
0.0241

Experiment C. Interpolation

Reference
(Wilcoxon)

0.9567 ±
0.0

0.7567 ±
0.0

0.7123 ±
0.0154

0.8883 ±
0.0

0.9224 ±
0.0100

0.4079 ±
0.0

0.6960 ±
0.0

0.6169 ±
0.0312

0.5308 ±
0.0

0.5892 ±
0.0581

ADXL357 0.8947 ±
0.0005

0.5486 ±
0.0003

0.6471 ±
0.0284

0.8869 ±
0.0039

0.7252 ±
0.0615

0.5764 ±
0.0012

0.4337 ±
0.0004

0.6510 ±
0.0143

0.6968 ±
0.0028

0.7739 ±
0.0265

ADXL345 0.8999 ±
0.0006

0.5936 ±
0.0006

0.6709 ±
0.0330

0.7654 ±
0.0047

0.7749 ±
0.0184

0.5745 ±
0.0018

0.5875 ±
0.0036

0.6359 ±
0.0168

0.3852 ±
0.0151

0.6976 ±
0.0194

* For the reference Wilcoxon measurement chain, LR, kNN, and XGB yielded an SD of 0.0. This is due
to the deterministic nature of these classifiers, the absence of random noise in the reference data, and
the fixed partitioning of the data by fault severity stage.

Figure 6 presents, for each sensor profile and fault type, the highest F1-score achieved
by any evaluated ML algorithm (LR, kNN, RF, XGB, and MLP).

Figure 7 depicts representative confusion matrices for the fault classification results
obtained for Motor-4 and Motor-2.
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Figure 6. Radar charts of the maximum F1-score by fault class: (a) Experiment A, Forward Extrapola-
tion; (b) Experiment B, Backward Extrapolation; (c) Experiment C, Interpolation.
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(a) 

 
(b) 

Figure 7. Confusion matrices for Experiment B (Backward Extrapolation): (a) LR classifier for Motor-4
faults using the ADXL357 profile; (b) MLP classifier for Motor-2 faults using the ADXL345 profile.

4. Discussion
The physical validation results confirmed that the SDT model reproduces the noise

and quantization characteristics of the physical ADXL345 (Figure 4, Table 2). The obtained
agreement confirms the correctness of the parametric reproduction of these characteristics
without individual calibration fitting of the model to the particular sensor unit.

The computational experiment (Section 3.2) showed that diagnostic performance
depends not only on the metrological characteristics of the measurement chain but also
on the representativeness of the training dataset. Unlike conventional cross-validation,
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which assumes that the training and test data follow the same statistical distribution, the
proposed validation scenarios (Figure 5) represent three practically relevant operating cases.
Comparative analysis showed that the interpolation scenario (Experiment C in Figure 5)
achieves the highest classification performance, whereas the backward extrapolation sce-
nario (Experiment B in Figure 5) is the most challenging regardless of sensor class and ML
algorithm (Table 4, Figure 6). The principal advantage of the SDT concept is its ability to
quantitatively disentangle and independently assess the effects of MEMS chip hardware
limitations and ML model generalization capability, which are practically impossible to
isolate using physical testing alone.

The interpolation results confirm the feasibility of using low-cost MEMS accelerom-
eters when a representative training dataset is available. For the Motor-4 unit, logis-
tic regression applied to the ADXL345 and ADXL357 profiles yields Macro F1-scores of
0.8999 ± 0.0006 and 0.8947 ± 0.0005, respectively, compared with 0.9567 for the reference
Wilcoxon measurement chain (Table 4).

Across the performed experiments, no unambiguous relationship was observed be-
tween sensor bandwidth and classification performance. In some scenarios, the ADXL357
profile demonstrated higher Macro F1-score values than the reference Wilcoxon measure-
ment chain. Thus, in the Forward Extrapolation scenario for Motor-4, LR achieved a Macro
F1-score of 0.7171 ± 0.0014 for the ADXL357 profile, compared with 0.6768 for the reference
Wilcoxon measurement chain (Table 4). A similar trend was observed for Motor-2, where,
in the Interpolation scenario, the LR and MLP algorithms trained on data from the MEMS
sensor profiles in some cases achieved higher Macro F1-score values than the reference
measurement chain.

The observed increase in Macro F1-score may be associated with the suppression of
some high-frequency components by the measurement chain. However, because sev-
eral sensor-profile parameters vary simultaneously, this result requires a separate facto-
rial investigation.

Analysis of individual classes reveals that diagnostic robustness depends on the
physical nature of the fault. The most stable results were obtained for Cavitation Suction
and Cavitation Discharge, for which Precision and Recall remained close to unity for most
models, regardless of sensor type (Figures 6 and 7a). This indicates that the principal
diagnostic information is concentrated within the frequency range accessible even to low-
cost MEMS accelerometers.

In contrast, classes associated with different types of misalignment are substantially
more sensitive to the metrological characteristics of the measurement chain and to ex-
trapolation scenarios, as shown by a marked decrease in Recall and increased pairwise
misclassification between these classes (Figure 7a).

The most substantial performance degradation occurs in the Backward Extrapolation
experiment, which models early fault detection (Table 4, Figure 7b). In this case, the perfor-
mance metrics deteriorate for all sensors investigated, including the reference Wilcoxon
measurement chain, indicating that the distribution shift in the diagnostic features between
early and advanced stages of fault development is the dominant factor. Consequently,
adequate coverage of different stages of fault development in the training dataset is equally
important for diagnostic performance.

The comparative performance of the ML algorithms is also noteworthy. Despite its
substantially lower computational complexity, logistic regression achieves performance
comparable to or better than that of more complex ensemble methods and neural networks
in many scenarios (Table 4). This result indicates the high discriminative capability of the
proposed set of statistical and kinematic features and suggests a high degree of linear class
separability, as illustrated in Figure 3.
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The high degree of feature-space segregation (Figure 3) also helps explain why simple
linear algorithms achieve high diagnostic performance even with a limited sampling rate
(Fs = 3200 Hz for ADXL345) and 13-bit quantization. In addition, the t-SNE projection
reveals a region of local overlap among the healthy condition, motor and pump unbalance,
and angular misalignment classes (Figure 3). This spatial proximity is consistent with
the main pairwise misclassifications observed in the confusion matrices (Figure 7a) and
suggests that difficulty distinguishing these faults is primarily due to the properties of the
feature representation rather than sensor bandwidth. In such cases, improving diagnostic
performance requires less enhancement of the measurement chain and more expansion
of the diagnostic feature set, multichannel spatial processing, or the incorporation of
additional information sources.

Experiments conducted on the independent Motor-2 dataset further confirm the gen-
eralizability of the proposed SDT methodology. Although the training-set construction
scenario remains the dominant factor, the Motor-2 results show that the impact of sen-
sor metrological characteristics depends substantially on the nature of the faults being
diagnosed. For Motor-2, systematic confusion occurs between impeller faults and rolling-
element bearing faults (Figure 7b). Most ML algorithms also show similar misclassification
patterns, which persist across different sensor profiles. This suggests that these misclassifica-
tions arise from the similarity of the vibration signatures associated with the corresponding
faults rather than from the characteristics of a particular classifier or sensor.

The consistently high diagnostic performance for the pump-bearing fault across all
tests (Figures 6 and 7b) can be attributed to the high vibration energy associated with this
fault in the original dataset (severe damage introduced during assembly [30]).

Several limitations of this study should also be noted. The proposed methodology was
validated using the open-access NLN-EMP dataset [30], with each measurement channel
processed independently without constructing a spatial triaxial feature vector. Because
synchronous coherent recordings from the orthogonal axes of a single measurement node
were unavailable, cross-axis coupling effects were not included in the model. Nevertheless,
algorithmic removal of the DC component mitigated DC offset and temperature-induced
zero-offset drift. An additional limitation is related to the structure of the original dataset.
Individual combinations of fault type and severity level are represented by a single experi-
mental recording, which limits the assessment of between-recording statistical variability.
At the same time, the results characterize the combined effect of the measurement chain
parameters and do not allow the contribution of individual metrological characteristics or
their minimum acceptable values to be unambiguously determined.

Further development of the SDT involves evaluating its robustness to different types
of domain shift. Under variable rotational speed, a promising approach is to construct
speed-invariant and severity-sensitive features using a speed discriminator, severity clas-
sifier, and relative-similarity-based health indicator [39], which would allow changes in
operating conditions to be separated from fault progression. In addition, the transferability
of diagnostic information between virtual and physical MEMS domains can be evaluated
using simulation-assisted transfer learning methods incorporating subdomain alignment,
Wasserstein distance, domain discriminators, and feature-centroid-based loss [40]. The
combined application of these approaches would enable a more rigorous separation of the
effects of operating conditions, fault progression, and measurement chain characteristics.

Thus, the results enable a transition from empirical testing of multiple physical sensor
ICs on a test rig to targeted optimization of the measurement chain for a specific class of
diagnostic tasks. This demonstrates that, for a broad range of faults, the metrological limita-
tions of low-cost MEMS accelerometers do not constitute an insurmountable barrier but can
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instead be treated as design constraints whose effects can be mitigated through appropriate
feature-space design and adequate coverage of fault conditions in the training data.

5. Conclusions
This study developed and experimentally validated a Sensor Digital Twin (SDT) frame-

work for virtual benchmarking of measurement chains in predictive vibration diagnostics
systems for centrifugal pumps. The proposed approach integrates the measurement chain
into the hardware-software co-design framework, enabling quantitative assessment of the
impact of hardware-induced signal degradation on classification performance without
resource-intensive test-rig experiments.

Computational experiments using data from two pump units of the NLN-EMP dataset
showed that, in the considered scenarios, diagnostic performance is determined not only
by the measurement chain characteristics but also by the physical nature of the fault and
the representativeness of the training dataset across fault severity levels. At the same time,
the proposed compact feature vector (32 bytes per axis) provided robust discrimination of
a range of macromechanical and hydrodynamic conditions when modeling the limitations
of MEMS measurement chains.

The practical value of the results lies in providing a tool for virtual benchmarking of
sensor hardware for Edge-IIoT systems prior to physical prototyping. Within the scope of
the dataset used, fixed operating speeds, and selected feature space, the modeled ADXL345
and ADXL357 profiles provided diagnostic performance comparable to that of the reference
piezoelectric measurement chain in several diagnostic scenarios. Further experimental
validation on other pump units, under different operating conditions, and using physical
sensors, will allow the generalizability and applicability of these findings to be assessed.

Future research will include evaluating the SDT under variable-speed and load condi-
tions, extending the analysis to multichannel measurements and other pump units, per-
forming a factorial analysis of measurement-chain parameters, and physically validating
the virtual profiles using synchronized vibration recordings from physical MEMS sensors.
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//www.mdpi.com/article/10.3390/machines14101113/s1,Table S1: Recording-level train-test parti-
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partitioning of the Motor-2 dataset for the three experimental scenarios.
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Abbreviations
The following abbreviations are used in this manuscript:

ADC Analog-to-Digital Converter
IIoT Industrial Internet of Things
IIR Infinite Impulse Response
kNN k-Nearest Neighbors
LPF Low-Pass Filter
LR Logistic Regression
MEMS Micro-Electro-Mechanical Systems
ML Machine Learning
MLP Multilayer Perceptron
NSD Noise Spectral Density
RF Random Forest
RMS Root-Mean-Square
XGB eXtreme Gradient Boosting

References
1. Sunal, C.E.; Dyo, V.; Velisavljevic, V. Review of Machine Learning Based Fault Detection for Centrifugal Pump Induction Motors.

IEEE Access 2022, 10, 71344–71355. [CrossRef]
2. Fausing Olesen, J.; Shaker, H.R. Predictive Maintenance for Pump Systems and Thermal Power Plants: State-of-the-Art Review,

Trends and Challenges. Sensors 2020, 20, 2425. [CrossRef]
3. Hallaji, S.M.; Fang, Y.; Winfrey, B.K. Winfrey, Predictive maintenance of pumps in civil infrastructure: State-of-the-art, challenges

and future directions. Autom. Constr. 2022, 134, 104049. [CrossRef]
4. Mohd Ghazali, M.H.; Rahiman, W. Vibration Analysis for Machine Monitoring and Diagnosis: A Systematic Review. Shock Vib.

2021, 2021, 9469318. [CrossRef]
5. Bányai, T.; Bányai, Á. Real-Time Maintenance Optimization with Industrial Internet of Things. Appl. Sci. 2025, 15, 5640. [CrossRef]
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