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Abstract: Industrial Control Systems (ICSs), a specialized type of Cyber–Physical System,
have shifted from isolated and obscured environments to ones exposed to diverse Informa-
tion Technology (IT) security threats, which are now highly interconnected. Their adoption
of IT introduces vulnerabilities which they were not originally designed to handle, posing
critical risks. Thus, it’s imperative to integrate security measures early in CPS development,
particularly during the design and implementation phases, to mitigate these vulnerabili-
ties effectively. This study aims to identify, classify, and analyze existing research on the
security-by-design paradigm for CPSs, exploring trends and defining the characteristics,
advantages, limitations, and open issues of current methodologies. A systematic mapping
study was conducted, selecting 55 primary studies through a rigorous protocol. The find-
ings indicate that the majority of methodologies concentrate on the design phase, frequently
overlooking other stages of development. Moreover, while there is a notable emphasis on
security analysis across most primary studies, there is a notable gap in considering the
integration of mitigation measures. This oversight raises concerns about the efficacy of
security measures in real-world deployment scenarios. Additionally, there is a significant re-
liance on human intervention, highlighting the need for further development in automated
security solutions. Conflicts between security requirements and other system needs are
also inadequately addressed, potentially compromising overall system effectiveness. This
work provides a comprehensive overview of CPS security-by-design methodologies and
identifies several open issues that require further investigation, emphasizing the need for a
holistic approach that includes vulnerability handling, clear security objectives, and effec-
tive conflict management, along with improved standard integration, advanced validation
methods, and automated tools.

Keywords: security by design; Industrial Control Systems; Cyber–Physical System;
cybersecurity; security engineering; security integration; system engineering; Industry 4.0
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1. Introduction
Industry 4.0, which materialized in the 21st century, integrates physical and digital

technologies, embodying the principle of Cyber–Physical Systems (CPSs). This includes
technologies such as the Internet of Things (IoT), artificial intelligence (AI), and cloud
computing. Through the interconnection of machinery, sensors, and data systems, Industry
4.0 facilitates enhanced efficiency, flexibility, and data-informed decision-making in manu-
facturing [1]. Industrial control systems (ICSs) within these recent phases have evolved
from isolated systems employing proprietary components and communication protocols to
systems using standardized components derived from Information Technology (IT) and
exhibiting extensive inter-connectivity [2–4].

The transformation of ICSs toward more interconnected and digitized architectures—
driven by the paradigms of Industry 4.0 and the growing integration of Operational Tech-
nology (OT) with Information Technology (IT)—has introduced profound cybersecurity
challenges. In the effort to optimize cost efficiency and enhance system reliability, stake-
holders have often emphasized the adoption of IT components, frequently underestimating
the cybersecurity implications associated with such integration [5].

Acknowledging these implications, the European Union has enacted the Cyber Re-
silience Act [6] to strengthen the cybersecurity of all systems incorporating digital products
throughout their lifecycle. This legislation requires manufacturers and system integrators
to implement cybersecurity measures from the design phase, adhering to the principles of
security by design [3,7,8].

Effective cybersecurity, however, extends beyond merely deploying dedicated protec-
tive components such as firewalls. Instead, it results from a combination of factors, includ-
ing system architecture, component selection criteria, configuration strategies, and oper-
ational requirements [3]. Additionally, security requirements are often intertwined with
and dispersed across system functional requirements [7]. Consequently, neglecting security
during the early development lifecycle complicates the integration of its requirements in
later phases.

Based on the above-cited issues and the great need for security-by-design method-
ologies, we conclude that an overview of security-by-design methodologies is required.
Despite their importance, there is a notable scarcity of studies explicitly addressing security-
by-design approaches for ICSs. This work seeks to fill this gap by exploring the security-
by-design paradigm from the perspective of CPSs, offering a deeper understanding of its
current state and potential for development.

This paper provides a systematic mapping that highlights security-by-design trends
and characteristics. Moreover, it studies the relationship between security and other system
requirements and how they were integrated together. We followed guidelines from [9,10]
to conduct this systematic mapping. At first, we applied an automatic search on three
databases. After selection, we applied a second search technique called snowballing to
finally obtain 55 final primary studies.

The goal of this systematic mapping is mainly to answer these two questions:

• RQ1: How is the security-by-design paradigm defined?

– RQ1.1 What exactly are the system development lifecycle phases concerned by
security-by-design methodologies?

– RQ1.2 Which security aspects (e.g., attacks, threats, vulnerabilities, and security
controls) were focused on?

– RQ1.3 Which security objectives (CIA, etc.) were addressed?
– RQ1.4 Which other system requirements were considered while integrating security?

• RQ2: What are the characteristics of a security-by-design methodology?
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– RQ2.1 What are the steps that constitute each security-by-design methodology?
– RQ2.2 Which security integration mechanism is used by the methodology?
– RQ2.3 What element did the methodology focus on to consider security?
– RQ2.4 What are the methodology models and how were they modeled?

This article is a revised and expanded version of a paper entitled “Insights on Security-
by-Design of Cyber-Physical Production Systems: A Systematic Mapping” [11], which was
accepted at CIGI QUALITA MOSIM 2025, Troyes, France, 8–10 July 2025. This preliminary
version concentrated exclusively on ICSs. However, the initial study yielded limited
conclusions. To address this limitation, the current article broadens the scope to encompass
CPSs more generally. Moreover, while the initial study considered publications up to 2022,
this article incorporates studies published in 2023 and 2024 to ensure a more comprehensive
and up-to-date analysis. In addition to refining the research focus, a new research question
was introduced to explore the characteristics of security-by-design studies. This represents
a significant extension beyond the original work, which primarily sought to identify and
define the security-by-design paradigm within existing methodological frameworks.

The remainder of this paper is organized as follows: Section 2 presents the background
and related works. Then Section 3 describes the research method followed. In Section 4, the
results are presented. Section 5 presents their discussion and open issues. Then, in Section 6,
threats to validity are presented. Finally, we conclude in Section 7.

2. Background and Related Works
This section presents the background needed to understand this study’s concepts,

followed by a review of the related works.

2.1. Background
2.1.1. ICS and CPS Relationship

CPSs are sophisticated frameworks that integrate computational processes and com-
munication networks deeply within physical environments. These systems interact dy-
namically with physical processes to enhance the capabilities of traditional physical sys-
tems by enabling real-time monitoring, adaptive control, and intelligent decision-making
mechanisms [12].

The architecture of CPSs is generally structured into three principal layers [13].
The physical layer comprises tangible components such as sensors and actuators, which
interact directly with the environment and are susceptible to both security threats and
operational safety challenges. The cyber layer, in contrast, encompasses computational
elements, communication protocols, and data processing units that do not directly interface
with the physical world but play a crucial role in system intelligence and automation.
The cyber–physical layer serves as an intermediary between these two domains, facilitating
seamless interaction between digital computation and physical processes. Unlike purely
cyber components, which operate in isolation from the physical domain, cyber–physical
components engage directly with physical entities, ensuring synchronized operations
across digital and mechanical infrastructures.

In the industrial domain, CPS concepts are extensively applied to manufacturing and
production systems, and they are often termed CPPSs (Cyber–Physical Production Systems)
or ICSs [14]. The evolution of traditional ICSs into CPPSs represents a paradigm shift
driven by advancements in ubiquitous computing, industrial automation, and networked
communication technologies. This transformation has led to highly interconnected and
intelligent industrial ecosystems, where data-driven decision-making and automation opti-
mize operational efficiency, enhance adaptability, and improve system resilience [15]. CPPS
leverage edge sensor networks to continuously monitor and regulate industrial processes,
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facilitating real-time responsiveness and predictive maintenance strategies. By integrating
cyber capabilities into physical production environments, CPPSs enable higher levels of
precision, automation, and resource efficiency. However, this increased interconnectiv-
ity also introduces new cybersecurity risks, necessitating robust security architectures to
mitigate potential threats. Figure 1, containing a programmable logic controller (PLC),
an actuator, a sensor, and other maintenance and supervision components, provides an
illustrative example of how CPS principles are embedded within ICSs, demonstrating the
interplay between computational intelligence and industrial physical processes.

Figure 1. CPS aspects in ICSs [13].

2.1.2. System Requirements

Throughout their development lifecycle, CPSs must meet various requirements to
ensure the effective operation of complex systems while also fulfilling customer needs [16].
According to the existing literature, these requirements can be categorized into four distinct
groups [17]:

• Functional requirement: It encompasses the functions/components of the system
and their interactions, which are necessary to provide the intended functionality [18].

• Performance requirement: It relates to performance considerations and encompasses
constraints on factors such as timing, processing or reaction speed, data volume,
and throughput [17].

• Specific quality requirement: It consists of specific qualities that the system or a
component shall have like security, safety, and reliability [17].

• Constraint: It is a requirement that constrains the solution space beyond what
is necessary for meeting the given functional, performance, and specific quality
requirements [17].

In the remainder of this article, these will be referred to as “other system requirements”,
denoting system requirements as distinct from security-related ones.

2.1.3. Terminology

Different definitions of essential technical concepts are presented below:

• Attack: “An attempt to gain unauthorized access to system services, resources, or infor-
mation, or an attempt to compromise system integrity, availability, or confidentiality” [2].

• Threat: “Any circumstance or event with the potential to adversely impact agency op-
erations (including mission, functions, image, or reputation), agency assets, or individ-
uals through an information system via unauthorized access, destruction, disclosure,
modification of information, and/or denial of service” [2].

• Mitigation: “A decision, action, or practice intended to reduce the level of risk associ-
ated with one or more threat events, threat scenarios, or vulnerabilities” [19].

• Weakness: “Defect or characteristic that may lead to undesirable behavior” [20].
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• Vulnerability: “Weakness in an information system, system security procedures, in-
ternal controls, or implementation that could be exploited or triggered by a threat
source” [2].

• Security objectives: These mainly consists of confidentiality, integrity, and availability
(CIA) [21]. Other cybersecurity concepts are considered as security objectives such as
authentication and non-repudiation. They are mentioned in this systematic mapping
as “other security objectives”.

• Security aspects: “security threats, vulnerabilities, attacks, and security solutions as
different aspects to be considered while engineering security” [7].

• Model: “a physical, mathematical, or otherwise logical representation of a system,
entity, phenomenon, or process” [22].

• Modeling language: “A language in which a model is expressed. It includes syntax,
rules, and its semantics” [23].

• Security by design is a security approach defined in reference [3] as the sufficiently
early integration of security decisions into an established engineering workflow (or
base workflow) which ensures that crucial design decisions remain open to influences.

2.2. Related Works

This section reviews existing work on security-by-design methodologies. Table 1
provides a comparative summary highlighting the distinctions between the present
study and prior approaches. A detailed analysis of these differences is presented in the
following discussion.

Table 1. Comparison of related work.

Related Work Focus on Security
by Design

Consideration of
Other
Requirements

Focus on CPS

[3] ✓

[24] ✓

[8] ✓ ✓

[7] ✓ ✓

[25] ✓ ✓

[13] ✓

[26] ✓

[27] ✓

[28] ✓ ✓

[29] ✓ ✓

[30] ✓

[31] ✓

This work ✓ ✓ ✓

The authors of reference [3] present some existing security-by-design approaches for
ICSs and group them according to how they integrate security into existing engineering
workflows. The main drawback of [3] is that it is not a systematic study. In addition,
the number of compared security by design approaches is limited. Also, it compares the
chosen study based on just one metric (the security integration mechanism). Moreover,
the authors in [3] only consider ICS studies.
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The authors in reference [24] conducted a systematic literature review where they
provided a detailed analysis of the state of the art in model-driven security. Yet, their study
does not focus just on CPSs (only 6% of the studies they covered are from the CPS domain)
and is specific to model-driven approaches.

In reference [8], Geismann and Bodden present a systematic literature review of model-
driven security engineering for CPSs. They found seven approaches specifically developed
for CPSs. They provide a detailed description of these approaches by expressing each
one’s limitations. However, the study is a systematic literature review and is specific to
model-driven methodologies. Moreover, they only consider papers that integrate security
into all phases of the system development lifecycle in contrast to our study, which focuses
on the design and implementation phases.

The authors in reference [7] present a systematic mapping of model-based security
engineering approaches for CPSs. Their study focuses on finding out the statistics of model-
based security engineering approaches for CPSs, their characteristics, and the open issues
in this research area. However, this study focuses on model-based engineering approaches
and does not consider whether the primary studies had taken into account the other system
requirements. The paper by [25] is a systematic mapping study that aims at identifying,
classifying, and analyzing existing research on CPS security in order to better understand
how security is addressed when dealing with CPS. However, it considers security in CPSs
in general and does not focus in particular on security-by-design approaches and their
specific concepts. It is important to note that the representation of our paper is influenced
by this article, but the results differ in terms of the study objectives.

In their surveys [13], Humayed et al. studied existing research on CPS from three
perspectives: the security perspective, the CPS component perspective, and the CPS per-
spective. Yet, it is not a systematic study. Moreover, it focuses neither on security by design
nor on other system requirements considered by the primary studies.

Uzunov et al. surveyed in reference [26] a large set of methodologies for security
in distributed systems. They consider different types of security methodologies such as
model-driven methodologies, architecture-driven methodologies, pattern-driven method-
ologies, and agent-driven methodologies. Nevertheless, their review does not specifically
address studies that examine other system requirements considered by the security-by-
design methodologies.

In their survey [27], the authors provide a comparative analysis of the existing ap-
proaches to industrial facility design and risk assessments that consider safety and security.
Yet, their study focuses on risk assessments. In addition, they only consider approaches
that combine safety and security.

In their work [28], Huang et al. conduct a systematic literature review that explores
existing security modeling methods, specifically examining how these methods address
real-world cybersecurity threats and attacker capabilities unique to CPSs throughout their
lifecycle. However, their study is narrowly focused on CPS security modeling, including
both threat and attack modeling. In contrast, our research adopts a broader perspective,
concentrating on the full spectrum of CPS security-by-design methodologies, rather than
limiting the scope to modeling approaches alone. This allows for a more comprehensive
investigation of how security is integrated into the early stages of CPS development phases.

Mashkoor et al. in reference [29] conducted a systematic mapping study focusing on
the model-driven engineering of safety and security concerns in software systems. However,
their research is limited in scope, as it is exclusively centered on software engineering and
considers only studies that consider safety and security simultaneously.

In their study [30], Harkat et al. conducted a systematic review on the security of
CPSs. Their work focuses on identifying CPS security threats, vulnerabilities, attacks, threat
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detection approaches, and security assessment mechanisms. Additionally, they highlight
the ethical issues and societal impacts associated with CPS security. However, unlike
our study, their review addresses CPS security in a general context, without specifically
concentrating on security-by-design methodologies or analyzing these methodologies in
conjunction with other system requirements.

Del-Real et al. provide a comprehensive review in reference [31], addressing the key
definitions and conceptual distinctions between security by design and privacy by design
within the context of software systems. Unlike our study, which delves into the detailed
steps and specific characteristics of these methodologies, their systematic literature review
concentrates on comparing the foundational definitions of security by design and privacy
by design, without extending the analysis to the procedural and operational aspects of
these frameworks. This narrower focus highlights conceptual contrasts rather than practical
implementations or methodological attributes.

Our study stands out from previous research by comprehensively focusing on the
security-by-design paradigm and examining various other system requirements and their
integration with security measures. Also, we consider all types of methodologies regarding
techniques used to integrate security. Moreover, our research does not focus only on a
specific system layer; it considers all three layers of CPSs.

3. Research Method
In recent years, the number of mapping studies has been continuously increasing,

and there is a great interest in the methodology [10]. A systematic mapping study serves as
a research methodology designed to impartially, objectively, and systematically address a
series of research questions. Its primary aim is to comprehensively uncover all pertinent
research findings within a specific research domain, offering a structured and thorough
approach to analyzing the available information [25].

We followed guidelines from references [9,10] to conduct this systematic mapping.
There are three main phases in a systematic mapping review:

1. Planning: During this phase, our main objective is to define the protocol to follow.
Firstly, the research questions were identified (Section 3.1) after analyzing the needs for
this systematic mapping and extracting other systematic studies’ limitations according
to our objectives. Secondly, a protocol describing in detail the steps we must follow
while conducting the study is defined. After, a data extraction scheme is created. This
defines the various data we should extract in order to answer our research questions.
Finally, the protocol and the data extraction scheme are reviewed several times until
they are approved by all the participants before moving to the second phase.

2. Conducting: During this phase, we put into practice the defined protocol. First, we
began by searching for a set of candidate papers on security by design. During this
step, we used an automatic search in three databases (IEEE explore, ACM Digital
Library, and ScienceDirect). Another technique used for searching for candidate
papers is snowballing. It is used after the selection of the first set of primary studies.
Second, the candidate papers are then filtered to obtain the final list of primary
studies that correspond to and answer our research questions. Third, we extract data
according to the extraction scheme defined in the first phase. Finally, we synthesize
the data collected and analyze them using different types of graphics. This activity
elaborates on the information extracted in order to answer the research questions one
by one.

3. Reporting: The final phase corresponds to writing up the results and disseminating
the study to potentially interested parties. This report elaborates on the main findings
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but also discusses the threats to validity. In the end, this report is written and reviewed
for publication.

3.1. Research Questions

This section details the research questions raised in Section 1. The first concern of
this systematic mapping is to extract from the primary studies the elements that define a
security-by-design methodology. For that, RQ1 is divided into four sub-questions. First,
as previously stated, security by design means the integration of security into the early
stages of the systems development lifecycle. Hence, as asked in RQ1.1, what exactly are the
system development lifecycle phases concerned by security-by-design methodologies? Answering
this question allows us to refine the definition of a security-by-design methodology to
which system development lifecycle phases are based on. Second, each security-by-design
approach focuses on a combination of security aspects to analyze the security of a given
system design. These security aspects could be attacks/threats, vulnerabilities, or security
controls. So, as mentioned in RQ1.2, which security aspects (e.g., attacks, threats, vulnerabilities,
and security controls) were focused on? The answers to these questions will help us discover
the common ways and the basis of system security analysis used for security-by-design
methodologies. Third, given their nature, the security objectives of CPSs differ from those of
IT systems. To find out which security objectives (confidentiality, integrity, and availability)
are prioritized during the integration of security into the design of CPSs, we aim to answer
RQ1.3; that is, which security objectives (CIA, etc.) were addressed? Fourth, a security-
by-design methodology must not ignore the effect of security on other functional and
non-functional requirements. For this, the question (RQ1.4: Which other system requirements
were considered while integrating security? )will help us discover which system requirement
type has been preserved during the integration of security.

Our second aim from this systematic mapping (RQ2) is to find out what characterizes
security-by-design methodologies. To be more specific, this research question is divided
into four sub-questions.The first sub-question is RQ2.1: what are the steps that constitute
each security-by-design methodology? The answer will provide us with the main common
steps that constitute a security-by-design methodology. The second question (RQ2.2: Which
security integration mechanism is used by the methodology?) aims at extracting the security
integration mechanism used by the methodology. The answer will allow us to determine
how security was integrated into various base development workflows and to what degree
the security integration has influenced design decisions. The third question (RQ2.3: What
element did the methodology focus on to consider security?) considers if the methodologies have
focused on the system, the assets, or the attacker when considering security. The fourth
question (RQ2.4: What are the methodology models and how were they modeled?) considers
mostly model-based methodologies. This question provides us with different models and
languages used by different papers.

3.2. Exclusion Criteria

The following exclusion criteria (EC) are used to exclude papers during the paper
selection process.

• (EC1): Unrelated domain studies are excluded. (They must concern the CPS domain
and its sub-domains.)

• (EC2): Studies not focusing on a “security-by-design” methodology are excluded.
This means only studies that integrate security in the system development lifecycle
are considered.

• (EC3): Studies not focusing on the design or implementation phases are excluded.
This means that papers not considering at least one of these phases are not included.
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• (EC4): The old versions of studies are excluded. For instance, we excluded certain
workshop and conference papers when their extended versions were published in
academic journals.

• (EC5): Studies before 2012 or after 2024 are excluded.
• (EC6): Papers less than 4 pages long are excluded.
• (EC7): Secondary and tertiary studies are excluded.
• (EC8): Non-peer-viewed papers are excluded.
• (EC9): Non-English papers are excluded.

A quality assessment was not employed in the selection process. As noted in refer-
ence [10], “quality assessment is more essential in systematic reviews to determine the
rigor and relevance of the primary studies. In contrast, no quality assessment is required
for systematic maps”.

3.3. Search Strategy

The systematic mapping study aims to find as many primary studies relating to
the research questions as possible using an unbiased search strategy [9]. An automatic
search is the most common way of finding primary studies according to [10]. We use
three online databases (IEEE explore, ACM Digital Library, and ScienceDirect). Moreover,
to achieve maximal coverage, we used another search technique which is snowballing
(Section 3.3.5) [32]. We employed Parsifal (https://parsif.al/), an online tool designed to
facilitate the management of candidate papers throughout the selection process. Therefore,
our search strategy is composed of 5 main steps, as shown in Figure 2:

Figure 2. Selection strategy.

3.3.1. Step 1: Automatic Search

During this step, we use an automated search in online databases using a search string.
(A total of 1528 papers were identified.) This search string was constructed using the
PICOC (population, intervention, comparison, outcomes, and context) concept [9]. This
involves identifying search terms and organizing them into groups (Table 2) based on
the following factors:

• The population in which the evidence is collected i.e., which groups of system types
are of interest for the review. Our review concentrates on CPSs. We derived other
sub-types of systems from CPSs such as the Internet of Things and ICSs.

• The intervention applied in the empirical study, i.e., which technology, tool, or proce-
dure is under study. In our case, it corresponds to security by design.

• The comparison to which the intervention is compared to. Due to the exploratory
study, the comparison is not relevant, so it was excluded.

https://parsif.al/
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• The outcomes represent the goal of the paper. In our case, we search for methodologies.
This is not considered in the search string but rather in the exclusion criteria.

Table 2. Search string keywords (Population AND Intervention).

PICO Keywords

Population

“Abstract”:cps OR “Abstract”:“cyber-physical system” OR “Abstract”:
”CPS” OR “Abstract”: ics OR “Abstract”: “industrial control systems”
OR “Abstract”: “industrial control system” OR “Abstract”: IoT OR
“Abstract”: “internet of things” OR “Abstract”: “digital twin” OR
“Abstract”:“device shadow” OR “Abstract”:“autonomous vehicle” OR
“Abstract”: “smart grid” OR “Abstract”: scada OR “Abstract”:
“embedded systems” OR “Abstract”: “power grid” OR “Abstract”:
“smart car” OR “Abstract”:“aircraft system” OR “Abstract”: “healthcare
system” OR “Abstract”:“embedded system” OR
“Abstract”:“industry 4.0”

Intervention

“Abstract”:“security by design” OR “Abstract”: “secure by design” OR
“Abstract”: “secure by construction” OR “Abstract”:“security by
construction” OR “Abstract”:“security engineering” OR “Abstract”:
“secure engineering” OR “Abstract”: “secure development life-cycle” OR
“Abstract”:“security development lifecycle” OR “Abstract”: “engineering
security” OR “Abstract”:“secure design” OR “Abstract”:“security-aware”
OR (((“Abstract”:“model-based”) OR (“Abstract”:“model-driven”))
AND “Abstract”:security)

3.3.2. Step 2: Removing Duplicate Papers and Selection by Title and Keyword

As shown in Figure 2, after removing duplicate papers, we first filter out the candidate
papers using their title and the specified keywords according to the exclusion criteria
(Section 3.2). Four hundred seventy-four papers were selected after this step.

3.3.3. Step 3: Selection by Abstract

A second selection is performed by reading just the abstract and deciding whether
the paper in question should be excluded or not according to the exclusion criteria. One
hundred eighty papers were selected after this step.

3.3.4. Step 4: Selection by Skimming and Scanning

This third selection corresponds to skimming and scanning the candidate papers and
then applying the exclusion criteria to include or exclude them. At the end of this step, we
had a set of primary studies. Forty-two papers were selected after this step.

3.3.5. Step 5: Snowballing

This search strategy corresponds to the examination of references (backward snow-
balling) and citations (forward snowballing) of each primary paper of the set of papers
obtained in Step 4. The examination consists of repeating Steps 2, 3, 4, and 5 for each refer-
enced or cited paper. We found 13 more primary studies from this process (55 final papers).

3.4. Data Extraction

The extraction of the important data from the primary studies is performed using a
data extraction scheme. (The concepts extracted are presented in Figure 3.) Note that this
tree of concepts was defined before we conducted this systematic study. This foundational
structure provided a guiding context for the research, ensuring that the subsequent analysis
was informed by clearly defined categories and relationships among the concepts. The data
extracted aims to answer different sub-questions defined in Section 3.1. The scheme contains
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three main parts. Firstly, the documentation part consists of regrouping documentation-
related information such as the domain, the venue, the type of venue, and the context
(academic or industrial). Secondly, the answer to RQ1 considers identifying elements that
define the methodology and answer each of its sub-question. Thirdly, to answer RQ2, we
examine each of its sub-questions to extract the elements that characterize one type of
methodology from the others.

Figure 3. Data extraction scheme.

4. Results
The first author extracted data according to the extraction scheme using Microsoft

Excel. Several revisions of the extracted data were made by the other authors. Afterward,
the extracted data were synthesized. The results are presented in this section. The extracted
data can be found in reference [33]. Primary studies are presented in Appendix A.
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4.1. Documentation

This section provides results related to documentation and publication trends.

4.1.1. Domain

Figure 4 presents the distribution of papers according to the domain. The first inter-
esting result of our study is that approximately 36% of primary studies consider CPSs in
general. The figure also gives us a closer look at the specific domains where the integration
of security is taken into account during the design phase. We observe that embedded
systems, IoT, automotive, and ICSs are the domains that consider security during the early
phases of the development lifecycle. On the other hand, there are only a few studies in rail
systems and smart grid domains.
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Figure 4. Distribution of papers per domain.

4.1.2. Publication Year

Figure 5 shows that there has been an increasing interest in integrating security in the
early phases of the lifecycle over the last six years. Indeed, 56% of studies were published
in the period between 2019 and 2024 (the last four years). Also, we notice that 19 out of the
55 primary studies (34.5%) were published between 2019 and 2021. This sharp increase in
interest might be explained by the increase in cybercrime against different kinds of systems
during this period of time [34].
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4.1.3. Venue and Type

Figure 6 illustrates the distribution of papers based on the venue type. The data
indicates that more primary studies have been published in conferences proceedings
(32 papers) compared to journals (17 papers) and workshops (6 papers). This trend may
reflect the emerging nature of this research area, where conferences facilitate more effective
exchange of ideas, while the field may not yet be sufficiently developed for extensive
journal publication.

32

17

6

Conference
Journal
Workshop

Figure 6. Distribution of papers according to their venue type.

Table 3 presents the publication venue with more than one primary study. We notice
that there are only five venues with more than one primary study, and the maximum
number of publications in one venue is three papers. (This is the case for IEEE Access.)
On the other hand, 36 venues had one published paper. In addition, the nature of the
venues is heterogeneous and encompasses different areas of research. This can be explained
by the multidisciplinary nature of CPSs. Also, we observe that publication venues are
not specifically related to cybersecurity. This may be an explanation of the lack of venues
fully dedicated to CPS security and also explains the low number of papers published in
workshops as shown in Figure 6.

Table 3. Publication venue with more than one selected study.

Venue Number of Studies Type

IEEE Access 3 Journal

ACM/EDAC/IEEE Design Automation
Conference (DAC) 2 Conference

IEEE International Symposium on Software
Reliability Engineering Workshops 2 Workshop

IEEE Transactions on Industrial Informatics 2 Journal

International Conference on Cyber-Technologies
and Cyber-Systems 2 Conference

Concerning the distribution of papers exploring security by design per domain ac-
cording to the venue type (Figure 7), we notice that there are more workshops (three) for
the IoT domain than the others.
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4.1.4. Context

The context of each study was established based on the affiliations of its authors. We
see in Figure 8 that 40 papers (approximately 72.7%) are academic, 13 papers are from a
partnership between the academic and industrial domains, and only 2 papers are from the
industrial domain. Only a quarter of the primary studies approximately have the involvement
of the industrial domain. In Figure 9, we present the distribution of papers per domain
according to their context. We can notice the involvement of the industry in the majority of
domains (except for the smart grid domain). While this presence justifies the necessity, it seems
to be constrained or limited in some way. The core reasons for neglecting security by design
in the industrial context—such as the intense pressure for rapid product development and
market deployment, immediate cost-saving priorities, constrained resources for specialized
security expertise, and organizational cultures that treat security as an afterthought rather
than an intrinsic design element—also often explain their limited capacity or willingness to
invest in longer-term research collaborations.
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Figure 7. Distribution of papers per domain according to the venue type.

40

2

13

Academic
Industrial
Both

Figure 8. Distribution of papers according to their context.
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As we can see in Figure 10, the involvement of the industry has increased in the last
4 years. In fact, it indicates that at least one publication involves industrial authors. This
trend appears to correlate with the rise in cybercrimes during this period, highlighting
the current limitations of existing security methodologies. It underscores the necessity of
integrating security considerations early in the design phase as a cohesive and cost-effective
approach for developing security-critical CPSs [35].
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Figure 10. Distribution of papers per year according to their context.

4.2. RQ1: Towards a Security-by-Design Definition

This section provides the results that answer RQ1 and its sub-questions.

4.2.1. RQ1.1—What Exactly Are the System Development Lifecycle Phases Concerned by
Security-by-Design Methodologies?

As already explained in the exclusion criteria, we focus our study on methodologies
that principally consider the design or implementation phases. Consequently, as shown in
Figure 11, all studies consider at least one of these. We also observe in Figure 11 that all
studies consider the design phase. Eight studies (approximately 14.5%) consider the whole
development lifecycle from the requirement phase to the deployment phase, such as S9, S16,
and S27.
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Figure 11. Distribution of papers according to development lifecycle phases.

4.2.2. RQ1.2—Which Security Aspects (e.g., Attacks, Threats, Vulnerabilities, and Security
Controls) Were Focused on?

Figure 12 shows the distribution of papers according to security aspects. We observe
that 13 papers use “vulnerabilities/weaknesses” or “security controls/security goals” in
comparison to “attacks/threats” (43, approximately 78%). A total of 11 studies jointly
use “vulnerabilities/weaknesses” and “attacks/threats” in security analysis. For instance,
the authors of S19, S20, and S21 first identified vulnerabilities of the system and then
extracted threats/attacks related to these vulnerabilities in order to specify security require-
ments. Specifically, S23 uses security threats to identify corresponding security mitigation
strategies during the design stage and then uses vulnerabilities from the CVE database
during the simulation phase to identify more attacks/threats.

Figure 12. Distribution of papers according to security aspects.

4.2.3. RQ1.3—Which Security Objectives (CIA, etc.) Were Addressed?

As shown in Figure 13, nearly 56% of primary studies consider security implicitly.
That means they do not specify explicitly what security objectives they try to accomplish
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when protecting systems. For example, the authors of S14 and S16 use attack vectors to
determine security controls without specifying which security objectives they intend to
reinforce when addressing system security.
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Figure 13. How were security properties addressed in the primary studies?

We count the number of articles that had specifically addressed each security objec-
tive (Table 4) in Figure 14. We notice that integrity is the most considered factor in the
primary studies followed by confidentiality. Other security objectives are addressed such
as authentication (for example, S31) and non-repudiation (for example, S19).
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Figure 14. The security objectives addressed in the primary studies.

Table 4. Studies explicitly considering each security objective.

Security Objective Study ID

Availability S3, S4, S6, S8, S11, S26, S36, S38, S42, S43, and S45

Confidentiality S1, S3, S7, S8, S11, S15, S19, S26, S29, S30, S31, S34, S36, S41, S42,
S44, and S45

Integrity S3, S6, S7, S8, S15, S17, S19, S26, S29, S30, S31, S34, S36, S38, S41,
S42, S43, and S45

Other S1, S3, S4, S11, S17, S19, S25, S29, S30, S31, S42, and S43

4.2.4. RQ1.4—Which Other System Requirements Were Considered While
Integrating Security?

The integration of security produces some conflict with other system requirements [36].
Figure 15 shows the number of studies that took into account each system’s requirement
type (Table 5). We can see that 26 papers do not tackle conflicts that may arise when
integrating security with other system requirements. Also, we can notice that a significant
number of studies have considered specific quality requirements mainly safety (for example,
S9, S27, and S30). As illustrated in Figure 15, other system requirements are also considered
such as performance (S12, S17, S29, and S30), resource limitation/usage (S17 and S29),
functional requirements (S23), and cost (S7 and S39).
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Figure 16 illustrates the distribution of papers across various domains concerning
system requirements. One significant observation is that, in the context of embedded
systems, the emphasis on performance—particularly real-time performance—tends to
be predominant when integrating security. This focus is followed by considerations of
resource constraints, which are inherent to these systems. In contrast, the automotive sector,
ICSs, and CPSs generally prioritize safety, reflecting their classification as safety-critical
systems. Additionally, functional requirements are recognized in the domains of IoT, ICSs,
automotive, and CPSs. Conversely, the remaining domains, such as railways and smart
grids, do not appear to address other system requirements when dealing with security.
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Figure 15. The system requirements that were considered by the primary studies.

Table 5. Studies explicitly considering other system requirements.

System Requirement Study ID

Functional requirements S5, S13, S23, S33, S36, S38, and S43

Performance requirements S1, S7, S12, S17, S25, S29, S30, and S33

Specific quality requirements S4, S5, S9, S10, S14, S16, S18, S24, S25, S26, S30, S31, S36,
S37, S39, S43, S52, and S53

Constraints S7, S13, S17, S29, S39, S42, and S44
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Figure 16. Distribution of papers per domain according to system requirements.

4.3. RQ2: Security-by-Design Methodology Characteristics
4.3.1. RQ2.1—What Are the Steps That Constitute Each Security-by-Design Methodology?

Table 6 presents various methodology steps extracted from the primary studies.
In the requirement phase, most methodologies focus on establishing security require-
ments. Security requirements are either the results of the risk assessment or serve as entry
points to identify security properties. Some studies also consider establishing specific
quality requirements, especially safety requirements by identifying hazards and defining
safety requirements.
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Table 6. Security-by-design methodology steps.

Development Phases Methodology Steps Sub-Steps Frequency Article IDs

Formalization of the
uses needed 1 S33System requirement

establishment
System domain analysis 1 S2

Risk assessment 5 S9, S10, S19, S22, and
S30

Security requirement
establishment/
modeling

14
S2, S9, S10, S13, S16, S19,
S25, S27, S31, S34, S36,
S38, S39, S40, and S45

Security requirement
prioritization 2 S19 and S36

Anti-
requirements/misuse
case definition/
modeling

1 S22

Hazard identification 3 S9, S10, and S30

Requirements Specific quality
requirement
establishment

Definition of safety
requirements 3 S10, S16, and S39

Design

Function modeling 5 S3, S12, S30, S35, and
S38

Data/control flow 4 S5, S46, S47, and S50

System components 21

S6, S8, S11, S21, S23,
S25,S26, S28, S34, S35,
S39, S41, S43, S45, S48,
S49, S51, S52, S52, S54,
and S55

Use cases 1 S14

Task/Resource matrix 1 S17

System state 1 S27

System of system 2 S1 and S32

Building blocks 1 S33

Black box 1 S37

Missions 1 S43

System modeling

Task 2 S7 and S29

Design security
Analysis

System model
annotation (with
missing security proper-
ties/requirements)

4 S1, S3, S15, and S47

Attack/threat analysis 19

S2, S7 , S10, S12, S13,
S14, S16, S17, S23, S29,
S32, S38, S41, S44, S48,
S49, S50, S52, and S54

Security prop-
erty/goal/objective
analysis

12
S2, S3, S6, S7, S8, S19,
S23, S25, S42, S43, S53,
and S55

Security
flaw/weakness/
vulnerability analysis

5 S8, S21, S38, S47, and
S51
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Table 6. Cont.

Development Phases Methodology Steps Sub-Steps Frequency Article IDs

Design

Zone and conduit
analysis 3 S10, S27, and S35

Relevant system
task/asset analysis 10

S3, S18, S20, S23, S24,
S29, S40, S41, S42, and
S44

Security concept
modeling 11

S2, S6, S11, S13, S22, S23,
S26, S28, S33, S40, and
S41

Risk estimation 2 S20 and S31

Attack path/threat
prioritization 1 S23

Security requirement
identification/ analysis 6 S5, S7, S12, S17, S20, and

S53

Attack impact analysis 1 S17

Specific quality
requirements concept
analysis

System hazard analysis 3 S5, S26, and S37

Identification of security
risks/threats causing
system hazards

3 S4, S24, and S26

Safety property
modeling 1 S14

Safety mitigation
definition/integration 2 S10 and S30

Harmonization/
consolidation/alignment
of safety and security
and/or performance

5 S4, S9, S10, S14, and S30

Constraint analysis 3 S13, S19, S42, and S52

Performance analysis

Design space
exploration according to
performance and
security

4 S7, S12, S29, and S30

Secure system synthesis

Security mitigation
selection and/or
integration

27

S1, S3, S6, S10, S13, S16,
S17, S18, S22, S23, S25,
S26, S27, S30, S31, S32,
S34, S36, S38, S40, S41,
S42, S44, S45, S46, S53,
and S55

Constraint satisfaction
problem 1 S39

Security policy
definition 2 S22 and S31

Security mitigation
selection and its impact
analysis

1 S19

Model checking 1 S28

Virtual prototyping 1 S45
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Table 6. Cont.

Development Phases Methodology Steps Sub-Steps Frequency Article IDs

Design

Verification of security
policies 1 S22

Verification that the
system is protected
against a type and level
of attack

1 S33

Analysis of security
and safety properties
using theorem proving

1 S43

Qualitavive analysis 1 S38

Design verification

Quantitative analysis 2 S11 and S38

Planning of operation
and maintenance 1 S36

Planning of safety and
security validation 1 S36

Planning of installation
and commissioning 1 S36

Planning for
implementation and
deployment

Cybersecurity
assurance planning 1 S36

Security mechanisms
implementation 3 S19, S22, and S34

Secure development Secure/safe
hardware/software
development

5 S9, S16, S27, S36,
and S45

Unit/static/dynamic
testing 4 S2, S13, S27, and S36

Verification of security
requirements 1 S19

Simulation/
prototyping 2 S23 and S25Security testing

Vulnerability
scanning/fuzzing/
penetration testing

1 S36

Security algo-
rithms/components 2 S13 and S15

Code generation
Secure code automatic
generation 2 S15 and S30

Hardware threat
specification 1 S24

Security artifact
generation 1 S24

Implementation

Hardware/platform
implementation

Platform artifact
specification 1 S24

Deployment

Safety and security
monitoring and
periodic assessment

4 S9, S10, S13, and S18

Incident response 3 S18, S27, and S36

Security management 1 S27
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In the design phase, most methodologies start by modeling the system. Various ways
are used to do this, with modeling the system in terms of components being the most
popular one. The system is modeled according to its different components and their inter-
actions. The function, tasks, missions, and subsystems are some other ways used to model
the system when the methodologies are model-based. Security and other system require-
ments are then analyzed. Attacks/threats, security goals/properties/objectives, security
flaws/weaknesses/vulnerabilities, or a combination of these are used to analyze security.
In many studies, these elements are modeled (see Section 4.3.4). They serve to identify
missing security requirements or properties (for instance, S1, S3, and S7), identify zones and
conduits (as in S10 and S27), estimate risks and prioritize them (for example, S20 and S23),
or analyze the impact of the risks (such as S17). Safety, performance, and constraints such
as resource limitations or cost are analyzed together with security in many studies. The
identification of safety hazards is often the first step in the process of safety analysis. Studies
such as S4, S24, and S26 use security risks to identify safety hazards. When dealing with
safety, studies often tend to either harmonize it with security requirements (for example,
S9) or consolidate it with security decisions (for example, S10). Performance is usually
taken into account in most cases using design space exploration on system components
according to the execution time of security solutions. Here, the authors seek the optimal
solution that satisfies both security requirements and performance requirements. (This is
the case in S7 and S12.) It is important to note that other system requirements are either
considered directly or during the verification step. In the latter, various techniques are used
(model checking, virtual prototyping, qualitative and quantitative analyses, etc.)

In the implementation phase, methodologies focus on implementing security mecha-
nisms, developing secure hardware and software, and code generation. In addition, security
is tested by various techniques such as penetration testing, fuzzing, and prototyping. Few
studies provide the detail of these steps, and the majority just describe the steps without
giving the tools or practicing them.

In the deployment phase, the steps consider run-time monitoring, the incident re-
sponse, and security management, which includes patch management, periodic risk assess-
ment, etc.

4.3.2. RQ2.2—Which Security Integration Mechanism Is Used by the Methodology?

Security integration can be achieved through four different mechanisms [3].

• Merging: The base workflow is modified to incorporate (merge) a set of security steps
from the security workflow.

• Coupling: The security and base workflows are independent but interconnected
through connection points, with each utilizing and feeding back into the other.

• Triggering: In this mechanism, a single connection point to the base workflow triggers
the security workflow. After completion, the results can, but do not have to, be
returned to the base workflow.

• Harmonization: In this mechanism, the security workflow is adapted to be as similar
as possible to the base workflow; i.e., the two workflows are harmonized.

Table 7 shows that the most commonly used mechanisms are merging (25 papers) and
triggering (22 papers). There are five studies that use harmonization as a security integra-
tion mechanism. For instance, in S30, the authors try to harmonize safety, performance,
and security requirements during the design of CPSs. In S7, S12, and S29, the authors
use design space exploration to choose the system components that satisfy the security
and performance requirements by merging the development workflow and the security
workflow to choose the optimal solution design.
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Table 7. Methodologies for security integration mechanisms.

Security Integration
Mechanisms Study ID Number of Studies

Merging

S2, S6, S7, S10, S12, S16, S17,
S18, S22, S24, S25, S27, S29, S33,
S35, S38, S40, S42, S43, S45, S46,
S49, S52, S53, and S55

25

Triggering

S3, S4, S5, S8, S11, S15, S28, S20,
S21, S23, S26, S37, S47, S31, S32,
S34, S41, S44, S48, S50, S51, and
S54

22

Harmonization S1, S9, S14, S30, and S39 5

Coupling S13, S19, and S36 3

4.3.3. RQ2.3—What Element Did the Methodology Focus on to Consider Security?

Figure 17 shows the distribution of papers according to the focus of the methodology.
We can notice that more methodologies are system-centric or asset-centric than those that
are attacker-centric. Also, almost 16% of studies are system-centric and asset-centric at the
same time.

Figure 17. Distribution of papers according to the focus of the methodology.

As shown in Figure 18, we observe that the attacker-centric methodologies essen-
tially use attack/threat aspects (9 out of 11 papers). For the asset-centric methodologies,
the majority use attacks/threats or security controls. In these methodologies, security is an-
alyzed either by how an asset can be attacked, how an asset can be protected for maximum
security, or a combination of two. On the other hand, in system-centric methodologies,
the three types of security aspect are used. Approximately 47% of methodologies (those that
are system-centric or a combination of system-centric and another type of methodology)
essentially use the attack/threat aspects.
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Figure 18. Distribution of papers per methodology focus according to security aspects.

4.3.4. RQ2.4—What Are the Methodology Models and How Were They Modeled?

Figure 19 shows the distribution of papers according to the modeling languages type.
We notice that eight primary studies are not model-based or do not specify the language
they use. (These primary studies present the general secure workflow without entering
into details about the language, for example, S9, S13, and S24). The model-based studies
are classified into UML and derivative or non-UML. Some studies use models from the
two classes, for example, in S41. The authors use attack trees (non-UML) to model attack
scenarios and UML to model the system. In S25, the authors use the BCL language to
model system requirements in the BSL language, and they use SysML to model the system.
Also, we can notice that the number of studies using non-UML languages is twice the
number of studies using UML languages. Indeed, many studies not using UML use a
domain-specific language (DSL) as the modeling language. This reflects the heterogeneous
nature of CPSs [7]. The DSL approaches for modeling CPSs stem from various design
fields (software engineering, mechanical engineering, electrical engineering, electronics
engineering, and security engineering) [37].

12

27

8

8

UML&derivative
Non-UML
Not model-based
UML(or derivative)&Non-UML

Figure 19. Distribution of papers according to the modeling language.

As we can see in Figure 20, the majority of studies use semi-formal languages. Ten
studies use formal languages, and three use informal languages. Table 8 shows the elements
being modeled in different primary studies and the languages used to model them. Trees
are used to model attacks, hazards, and security mechanisms. The system is modeled using
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semi-formal languages such as Secure Tropos, SysML/UML, IEC 61499, P&ID, and Procom.
It is also modeled using a formal language. This is the case for S8, where the authors use
a continuous Markov chain to model the system architecture. Security mechanisms are
modeled using UML, trees, and the Ecore language. Different types of constraints and
requirements are modeled using a first-order logic formal language and other semi-formal
languages such as the BCI language and SysML/UML. Many domain-specific languages
are specifically used to model the system, the data, and functions.

Figure 20. Number of papers that use models according to the modeling type.

Table 8. Languages used in the primary studies.

Type of
Element Being
Modeled

The Element
Being Modeled Model Languages Used

System

System
Components

Secure Tropos, continuous-time Markov chain,
P&ID, IEC 61499, DSL, Procom, SysML/UML,
Ptolemy II, AADL, TOGAF Archimate, and
EAST-ADL

Function/task DSL, stochastic Petri net, UML, and
task/resource graph

System behavior State machine diagram

Data DSL and text

Information flow Data flow diagram, SysML/UML, and graph

Operation/mission UML

Security aspects

Threat/attack
Attack tree, Bayesian network-based attack
graph (BNAG), text, Ptolemy 2, stochastic
petri net, and UML

Security
mechanisms/
patterns

UML and tree

Hazards/failures Fault tree
Safety aspects
Requirements Safety use cases SysML (sequence diagram)

Requirements First-order logic, SysML/UML, and BCI
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5. Open Issues and Research Directions
In this section, we discuss open issues and future research directions for security-by-

design methodologies, based on earlier results.

5.1. Development Lifecycle Phases Beyond the Design Phase Are Not Sufficiently Considered

All the studied papers consider the design phase. Moreover, 60% of studies consider
only the design phase. In essence, the design phase is the common phase where security
is integrated when dealing with the security-by-design paradigm. However, this narrow
focus poses a significant risk. Subsequent phases in the development lifecycle present op-
portunities for introducing modifications and vulnerabilities into the system. For example,
“A secure design can still have implementation defects leading to vulnerabilities that may be
exploited” [38] such as buffer overflows, race conditions, etc. For this, security integration
should concern all development lifecycle phases, especially design and implementation
where most vulnerabilities are introduced into the system.

5.2. Vulnerabilities/Flaws Are Not Sufficiently Considered in Security Analysis

The predominant aspect analyzed in security assessments is attacks, most likely due
to the widespread use of attack trees as the leading model for representing cyber risk [39].
However, a limited number of primary studies, as illustrated in Figure 12, delve into
security weaknesses and vulnerabilities in their analyses. Yet, it is worth noting that attacks
or threats exploit weaknesses and vulnerabilities to induce system damage. Furthermore,
mitigating system weaknesses and vulnerabilities not only safeguards against known
threats but also shields against unknown ones [40]. Thus, prioritizing approaches that
address system weaknesses and vulnerabilities may offer a more rational strategy.

5.3. Security Properties/Objectives Are Not Often Very Explicit

Approximately 56% of primary studies consider security objectives implicitly. In this
type of primary study, the authors either focus on threats/attacks as an input to their
methodology from which they should protect their systems without specifying which
security objectives they intend to enforce, or they deal with security objectives in a general
way; for example, they extract them from the requirements (that change from one system to
another) [41]. In addition, in the studies where security objectives are explicitly mentioned,
integrity and confidentiality are the most considered, although availability is the top priority
in this type of system [13]. The rationale behind this is that availability is commonly dealt
with as a safety objective in this type of system. For this, more studies should consider
availability from the cybersecurity perspective in the future. Moreover, from the perspective
of security engineering, security methodologies should be guided by security properties.
By clearly delineating the security objectives being addressed, security by design could
systematically and persuasively address these concerns [7].

5.4. Conflicts Related to Security and Other System Requirements Are Not Well Addressed

Numerous primary studies have incorporated various system requirements alongside
security considerations. For instance, safety concerns are addressed to mitigate hazards
arising from security issues. Additionally, many studies involve a trade-off between
performance and security. Particularly in embedded systems, trade-offs are made between
resource limitations or usage and implementing security countermeasures due to inherent
system constraints. Moreover, ensuring functional objectives necessitates aligning security
measures with functional requirements. However, the majority of these studies ignore
conflicts between security and other system requirements. Thus, there is a need for more
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comprehensive methodologies to address conflicts between security and other system
requirements early in the design phase.

5.5. Challenges in Security-by-Design Methodologies: Incomplete Standard Integration,
Insufficient Technical Detail, Limited Formal Verification, Low Automation, and Neglect of
Security Engineering Principles

While some studies incorporate domain-specific standards, their integration remains
limited. For example, study S18 proposes a framework that aligns ISA 84 (safety) and
ISA 99/ISA 62443 (security) to develop a unified evaluation approach for Industrial Control
Systems and Subsystems (ICSSs), taking both cybersecurity and safety into account during
the design phase. Similarly, the methodology in S34 facilitates the secure-by-design devel-
opment of IEC 61499 distributed applications by leveraging security requirements drawn
from the IEC 62443 standard. In S35, the authors introduce a security zoning strategy
that segments the system architecture into zones sharing uniform security requirements,
as defined by ISA 62443. Despite these contributions, the broader body of work rarely incor-
porates standards. This gap is significant, as the adoption of established standards enhances
security posture, fosters trust and regulatory compliance, mitigates risks, reduces costs,
and promotes opportunities for continuous improvements and competitive advantages.

Moreover, only a limited number of studies employ simulations or formal verification
techniques to validate selected security countermeasures against threats or system-level
requirements. For instance, S45 uses virtual prototyping to enable early-stage security
evaluations in embedded system development. Similarly, S28 and S8 apply model checking
to verify security properties within system models. Despite their proven benefits, such
techniques remain underutilized. Formal verification offers mathematical rigor and correct-
ness, which are particularly valuable for safety-critical systems, while simulations allow for
the exploration of system behavior under varying scenarios, enabling the early detection of
design flaws in a cost-effective manner.

In addition, many primary studies provide only high-level methodological guidance,
lacking detailed technical specifications. These approaches often fail to specify the tools
employed, conflict resolution strategies, or how security is reconciled with other system
requirements. Approximately 36% of the reviewed studies address cyber–physical systems
(CPSs) in a generalized manner without tailoring their methodologies to specific CPS
domains. Given the domain-dependent nature of CPSs—whose behavior and requirements
are closely tied to their operational context—security integration cannot be uniformly ap-
plied across all CPS types. Customization based on system functionality and environmental
interaction is essential for effective security by design.

Furthermore, a majority of methodologies are not fully automated, frequently requir-
ing expert intervention to identify security risks or select appropriate mitigation strategies.
Even when validation and verification mechanisms are included, a manual redesign is typi-
cally necessary in cases of non-conformance. Increased automation in security-by-design
processes represents a promising avenue for future research, with the potential to reduce
both time and cost while improving consistency and scalability.

Finally, most studies focus predominantly on security analysis and give insufficient
attention to the integration of mitigation measures—an essential phase in security engineer-
ing and central to preventative strategies. The selection and implementation of appropriate
mitigation strategies have significant implications for other system requirements, such as
performance, safety, and functionality. Therefore, comprehensive engineering of security
solutions and elucidating their interaction with broader system parameters warrant deeper
investigation and methodological integration.
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5.6. Lack of Independent and Influential Security-by-Design Methodologies

Most studies integrate security using “Merging” or “Triggering” mechanisms. This
means that the majority of methodologies are either dependent on the domain and the
base workflow they were merged with (for the merging mechanisms) or security deci-
sions that do not sufficiently impact design decisions (for the triggering mechanism).
A combination of the two could increase the influence and the unreliability criteria when
integrating security.

5.7. Lack of Joint Consideration of Different Perspectives

Only 16% of the studies are system-centric and asset-centric. These studies concern
complex systems, where security is first analyzed at a system level and then at a component
level. This granularity in the integration of security guarantees the efficiency of security
decisions at both the system level and the component level (or system-of-system level and
system level).

Notably, none of the surveyed studies simultaneously integrates all three perspectives
(attacker-centric, asset-centric, and system-centric) within a unified security-by-design
methodology. This gap reveals a significant opportunity for future research. A comprehen-
sive framework that jointly considers the system architecture, the value and vulnerabilities
of critical assets, and the capabilities, goals, and potential pathways of adversaries would
enable a more robust context-aware security engineering process. Such an integrative
approach could improve the identification of attack surfaces, optimize the prioritization
of defensive measures, and enhance the overall resilience of cyber–physical systems by
aligning threat modeling with both system behavior and asset value. Developing method-
ologies that incorporate these three dimensions would represent a substantial advancement
in the field and could serve as a foundation for more adaptive and risk-informed security
design practices.

6. Threats to Validity
This section presents the threats that could weaken our approach and how we

overcome them.

6.1. Construct Validity

“It concerns the validity of the extracted data with respect to our research ques-
tions” [25]. Two threats can be defined in construct validity. Firstly, the research string
can be one of these. We construct the systematic mapping research string using a wide
variety of words and synonyms in order to expand the research scope. The choice of
keywords is made after several discussions between the authors of this systematic mapping
study. Secondly, to mitigate the threat of the choice of digital libraries, we conduct our
automatic research on the three popular digital bases in our domain. Moreover, we extend
our research process using the backward and forward snowballing procedure.

6.2. Internal Validity

This corresponds to “influences that can affect the independent variable with respect
to causality, without the researcher’s knowledge” [24].

In our case, it concerns the effect caused by the defined protocol and data collection.
The first threat is mitigated by multiple verification steps and discussions between all the
study members. Also, a well-defined tree of concepts and a rigorously chosen classification
helped minimize the second threat effects. Concerning the conclusion that is drawn,
we support our analysis using well-assessed statistical graphs, thereby allowing for the
replication of our results.
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6.3. Conclusion Validity

Conclusion validity concerns issues that affect the ability to draw the correct conclusion
about relations between the extracted data and the resulting findings. This means the
possibility that data observation could lead to incorrect findings. For this, the analysis
and the synthesis of the collected data are discussed and validated periodically by all
the authors.

6.4. External Validity

External validity includes “conditions that limit our ability to generalize the results of
the study” [24].

One threat of this category corresponds to having a set of primary studies that are not
representative of all studies on security by design for CPSs. The use of an automatic search
and snowballing help mitigate this threat by selecting a representative sample of studies in
the research area. Moreover, the clear and well-defined exclusion criteria contribute to the
exclusive selection of primary studies relevant to our main research questions.

7. Conclusions and Future Work
This paper reports the results of a systematic mapping study on the existing security-

by-design methodologies for ICSs from a CPS perspective. This study highlights the
publication trends, open issues, and future directions of security-by-design methodologies
for the period between 2012 and 2024. Also, it was designed and conducted based on
a well-defined systematic mapping study protocol and data extraction scheme in order
to guarantee the quality of the results and their analysis. Our analysis of the 55 selected
primary studies reveals the answers to the two research questions:

• RQ1: How is the security-by-design paradigm defined? The “security-by-design” paradigm,
in its most effective form, advocates for the integration of security measures from the
very inception of the development lifecycle. However, the common focus is too often
placed exclusively on the design phase, a practice that, while crucial, is insufficient
on its own. New and significant vulnerabilities can, and often do, emerge during
the subsequent implementation and deployment phases. Therefore, a truly robust
security-by-design methodology must extend its reach beyond mere architectural
planning to permeate every stage of development. It also tends to focus more on
addressing potential attacks and threats rather than underlying system vulnerabilities,
which can lead to gaps in system resilience and disruption prevention from both
known and unknown threats. Security objectives are frequently considered implicitly,
with a greater emphasis on integrity and confidentiality over availability, despite the
latter being critical in many systems. Additionally, while some studies recognize
the need to balance security with other system requirements such as safety and
performance, these conflicts are not adequately resolved. To improve the security-
by-design approach, it should encompass the entire development lifecycle, prioritize
addressing vulnerabilities, clearly define security objectives, and effectively manage
conflicts that may arise with other system requirements.

• RQ2: What are the characteristics of a security-by-design methodology? A security-by-
design methodology emphasizes building cybersecurity and safety into systems from
the outset by following several core principles. Many approaches align with estab-
lished domain standards, providing structured evaluation frameworks that integrate
safety and security requirements. However, simulation and formal verification, while
beneficial for understanding system behavior and ensuring rigor, are rarely imple-
mented. Additionally, these methodologies often lack technical depth, which limits
their applicability to complex CPSs with diverse needs. Manual intervention is still
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common, as automation tools are underutilized, suggesting an opportunity to stream-
line processes and lessen dependency on human expertise. Security solutions also tend
to prioritize analysis over practical integration, leaving mitigation strategies underde-
veloped. Lastly, many methodologies rely on “Merging” or “Triggering” mechanisms
independently, though combining these could better address both system-wide and
component-level security, ultimately enhancing decision-making in complex systems.

Strategically, this systematic mapping study was undertaken to inform future works
and define precise research directions that are crucial, especially for engineering a system-
atic and automated security-by-design methodology for ICSs. The core impetus for this
methodology is to effectively address and resolve the pressing open issues that our prior
analysis brought to light (as discussed in Section 5). Through the rigorous exploration
of these outlined research avenues, our ultimate objective is to build a more resilient se-
curity framework for ICSs, one where security considerations are intrinsically integrated
throughout the entire design lifecycle.
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