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Abstract: Space teleoperation systems, as complex giant systems, feature performance-influencing
factors that are interrelated. Accurately describing the dependence between these factors is crucial
for constructing a human factor reliability assessment (HRA) model. Moreover, data scarcity has
consistently been a challenge in space HRA. There are primarily two types of data in this domain:
expert judgment data and empirical data (simulation data, actual reports), each with complementary
effects. The expert judgment data, although subjective, are readily accessible, while empirical
data provide robust objectivity but are difficult to obtain. Addressing these challenges, this paper
constructs an HRA model for space teleoperation that combines Interpretive Structural Modeling
(ISM) with a two-stage Bayesian update method. This model reflects the dependencies between
factors and accommodates multisource data (expert judgment and experimental data). With more
empirical data, the model can be continuously updated and refined to yield increasingly accurate
evaluations of human error probability (HEP). The validity of the model was verified through the
analysis of 52 space incidents using the N-K model. The study provides a methodological foundation
for HRA in other space missions.

Keywords: human reliability assessment; space teleoperation; Bayesian network

1. Introduction

Human reliability assessment (HRA) is an integral part of probabilistic safety assess-
ment that focuses on the impact of human error on system safety. HRA often quantitatively
evaluates the probability of human error using empirical data. In the study of the mech-
anism of human error, the evaluation and prediction of human behavior are achieved
through victory and other indicators [1–3]. HRA pays more attention to the macroscopic
connection among factors and their effects on human error.

The causation of space accidents or incidents is often attributed to the synergistic
effects of multiple risk factors [4]. However, the lack of reliable standards for establishing
the interrelations (dependencies) among these factors may render current human reliability
assessment (HRA) models flawed [5]. If the dependencies of these factors are not reasonably
considered, the resultant risk assessments may be misleading [6]. Traditional HRA methods
(such as CREAM [7], SPAR-H [8], and IDAC [9]) have considered the dependencies of
factors to varying extents, yet these methods have not quantitatively described the depen-
dencies. To address the shortcomings (such as CREAM [7], SPAR-H [8], and IDAC [9]),
the dependencies of factors are considered to varying extents, yet these methods have not
quantitatively described the dependencies. To address the shortcomings of these tradi-
tional approaches, studies have integrated Fuzzy Inference Rules [10], Analytic Network
Process [11] (ANP), and Bayesian networks [12] (BNs) to enhance the precise quantita-
tive expression of the dependencies. Furthermore, statistical approaches (e.g., structural
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equation modeling [10], logistic regression [13]) have also been applied to investigate the
combined effects of factors on HEP. Efforts have been made to extract dependencies from a
multitude of event reports. However, this requires a high quantity and quality of accident
reports, posing a significant challenge for the aerospace field, where data are inherently
scarce.

BNs offer significant advantages in inferring events with uncertain dependencies and
have been widely applied in HRA [14]. The uncertainty of Bayesian networks mainly
comes from the determination of topology and conditional probability [15].

On the one hand, the topology of the BNs is frequently judged based on experi-
ence [16,17], which lacks traceability. The establishment of the topology expresses the
dependency between the influencing factors to some extent. As mentioned above, several
methods have been proposed to quantify the dependency between factors. The fuzzy
rule and DEMATEL method express the relationship between any two factors through
subjective expert judgment. In data-rich domains, structure learning can be used to con-
struct structures [18]. However, in the aerospace field, it is difficult to find adequate
data-support structures for learning. Compared to these methods, Interpretive Structural
Modeling [19,20] (ISM) reduces the reliance on large quantities of survey data, making
it more suitable for fields such as space fields where data are scarce. In addition, ISM
intuitively expresses the relationship between multiple factors using a hierarchical struc-
ture. Although this hierarchy structure is not equal to the topological structure of the BN,
combining ISM with BN can reduce uncertainty [21].

On the other hand, a major impediment to the development of HRA models is the
scarcity of accessible, valid observational data or historical records related to space tele-
operation incidents [22]. This undoubtedly increases the uncertainty of the constructed
model. In data-rich domains such as medical diagnostics and finance, these distributions
can be determined through parameter learning [23]. However, the scarcity of data in
the space sector often results in insufficient data for learning BN parameters. Sources of
human reliability data in the space field primarily include empirical data (such as on-orbit
experiments, incident/accident analysis reports, training data/simulator trials, laboratory
experiments) and expert judgment data [24]. On-orbit and training data are of high preci-
sion but are often difficult to access due to confidentiality regulations in space missions.
In contrast, the availability of experimental data is significantly greater. Experiments typ-
ically control extraneous variables to study the dependence between independent and
dependent variables, thus providing the most accessible empirical data for the dependence
between factors and HEP. However, experimental data may lack authenticity in terms of
the experimental group and environment and fail to observe the dependencies between
numerous factors and HEP simultaneously [25]. Expert judgment compensates for these
deficiencies, as domain experts are often involved throughout the entire process. Although
expert judgment data are subjective and uncertain [26], they may yield information not
contained within empirical data. Thus, there is an urgent need for an assessment method
that can accommodate multisource data to garner more information for HRA in space
teleoperation.

Consequently, this paper integrates ISM with BN to construct an HRA model for space
teleoperation. ISM is utilized to build the topological structure of dependencies between
factors, while BN facilitates a two-stage update of expert and experimental data, offering
the potential for continuous model updates as more data become available. The structure
of this paper is organized as follows: Section 2 introduces the methods employed in this
study; Section 3 presents the results of the model construction; Section 4 validates the
model through event analysis using the N-K model; and Section 5 concludes the paper.

2. Materials and Methods

The method of this study is illustrated in Figure 1. First, the qualitative structure
between factors was constructed through ISM based on results from [27]. These depen-
dencies are then mapped onto a BN within a tiered network model constructed for space
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teleoperation safety analysis, facilitating the transformation of a conditional probability
distribution.

Machines 2024, 12, x FOR PEER REVIEW 3 of 16 
 

 

2. Materials and Methods 
The method of this study is illustrated in Figure 1. First, the qualitative structure be-

tween factors was constructed through ISM based on results from [27]. These dependen-
cies are then mapped onto a BN within a tiered network model constructed for space tel-
eoperation safety analysis, facilitating the transformation of a conditional probability dis-
tribution. 

 
Figure 1. The framework of the method. 

Subsequently, the Bayesian update method of aggregating expert opinions [28] is 
used to update the conditional probabilities in BNs in a stage-wise manner using domain 
expert judgment information. Specifically, the β distribution [8,29] models the uncertainty 
of HEP in this paper, and the conditional probability of the extreme state of a node is 
estimated by domain experts. The conditional probabilities of all BN nodes are obtained 
using the function interpolation method, thus acquiring the conditional probability pa-
rameters of BNs. The core of this approach is the assumption that HEP parameters follow 
a certain distribution, which is updated to a posteriori distribution by collecting evidence 
(expert judgment or experimental data) to achieve a more accurate representation of HEP. 

The posterior distribution obtained from the first-stage expert judgment update 
serves as the prior distribution for the second-stage Bayesian update. The experimental 
data in this study are used to update the conditional probability in BNs [30]. This two-
stage updated BN model can realize the quantitative evaluation of task performance and 
fill the gap in research on the evaluation of robotic arm-assisted extravehicular operators 
due to error. The Bayesian update method described in this chapter can be used to grad-
ually update the BN parameters when more empirical data become available in the future, 
thereby obtaining more accurate evaluation results and providing a reference for improv-
ing the safety management system of aerospace teleoperation. 

2.1. Interpretive Structural Modeling 
Interpretive structural modeling (ISM) based on the Decision-Making Trial and Eval-

uation Laboratory [31] (DEMATEL) facilitates the identification of hierarchical structures 
among influencing factors, simplifying the analysis of interrelations and hierarchy of risk 
factors [32]. This method primarily uses a reachability matrix to represent interactions and 
hierarchical relations among factors. 

For a set with n factors, there exists a total relation matrix 𝑻 =  [𝑡௜௝]௡ × ௡, where 𝑡௜௝ 
represents the influence of factor 𝑖 on the factor 𝑗. For space teleoperation, T can be de-
rived from [27]. However, T does not consider the self-impact of the involved factors. To 

Figure 1. The framework of the method.

Subsequently, the Bayesian update method of aggregating expert opinions [28] is used
to update the conditional probabilities in BNs in a stage-wise manner using domain expert
judgment information. Specifically, the β distribution [8,29] models the uncertainty of HEP
in this paper, and the conditional probability of the extreme state of a node is estimated
by domain experts. The conditional probabilities of all BN nodes are obtained using the
function interpolation method, thus acquiring the conditional probability parameters of
BNs. The core of this approach is the assumption that HEP parameters follow a certain
distribution, which is updated to a posteriori distribution by collecting evidence (expert
judgment or experimental data) to achieve a more accurate representation of HEP.

The posterior distribution obtained from the first-stage expert judgment update serves
as the prior distribution for the second-stage Bayesian update. The experimental data in this
study are used to update the conditional probability in BNs [30]. This two-stage updated
BN model can realize the quantitative evaluation of task performance and fill the gap in
research on the evaluation of robotic arm-assisted extravehicular operators due to error.
The Bayesian update method described in this chapter can be used to gradually update
the BN parameters when more empirical data become available in the future, thereby
obtaining more accurate evaluation results and providing a reference for improving the
safety management system of aerospace teleoperation.

2.1. Interpretive Structural Modeling

Interpretive structural modeling (ISM) based on the Decision-Making Trial and Evalu-
ation Laboratory [31] (DEMATEL) facilitates the identification of hierarchical structures
among influencing factors, simplifying the analysis of interrelations and hierarchy of risk
factors [32]. This method primarily uses a reachability matrix to represent interactions and
hierarchical relations among factors.

For a set with n factors, there exists a total relation matrix T =
[
tij
]

n×n, where tij
represents the influence of factor i on the factor j. For space teleoperation, T can be derived
from [27]. However, T does not consider the self-impact of the involved factors. To address
this, the identity matrix I, which represents the self-impact of the factors, is introduced to
obtain the overall-influence matrix H =

[
hij

]
n×n.

H = I + T (1)
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The objective of ISM is to hierarchically divide factors using a reachability matrix.
Initially, determination of the threshold λ of the dependence is necessary to facilitate the
division of the system hierarchy. Typically, λ can be set by experts or decision-makers
based on real problems. To reduce the subjective effect of λ directly given by experts, this
study utilizes Equation (2) to calculate λ [33].

λ = β + γ (2)

where β is the mean of the comprehensive impact matrix T, and γ is the standard devia-
tion of the comprehensive impact matrix T. The influence matrix (K) is obtained by the
Equation (3), K =

[
kij

]
n×n.

kij =

{
0, hij < λ

1, hij ≥ λ
, i, j = 1, 2, . . . , n (3)

Based on K, the reachable set (R) and antecedent set (A) of the factors in the involved
system can be defined. R represents all factors in K where the corresponding row values
are 1, and A represents the row set where the corresponding column value is 1. When
both these sets of factors satisfy Equation (4), the factor is classified into the first layer, and
its rows and columns are removed from K to generate a new reachability matrix. This
layer-by-layer analysis yields a clear hierarchy of factors for space teleoperation.

R(Fi)A(Fi) = R(Fi) (4)

2.2. Probabilistic Interpretation of HRA

The HEP of an HFE is denoted as p, and the mean value of the HEP is expressed as θ.
A specific combination of factors is denoted as F, which defines the combination of specific
factors and their levels. The prediction results of HRA usually represent the mean HEP
under F. Thus, the prediction process of HRA can be expressed as a mapping from F to θ:

F → θ (5)

It is assumed that p follows a lognormal distribution in THERP and ASEP [34]. How-
ever, the lognormal distribution can yield results greater than 1. Therefore, SPAR-H [8]
used β distribution to describe p. The β distribution is a two-parameter (α and β) distribu-
tion [24]. By adjusting these parameters, the distribution can be tailored to various data
distributions (such as U-shaped, normal, uniform, or exponential), thereby enhancing the
model’s fitting capability. Assume that p follows a β distribution with parameters α and β.
According to [35], α = 0.5 and β can be obtained from

β =
[α(1 − θ)]

θ
(6)

According to human information processing [36], we divide the types of human error
into perceptual, decision-making, and execution errors. Their probabilities are denoted by
pp, pd, and pe, respectively. The total HEP of HFE can then be expressed as follows [37]:

p = 1 − (1 − pp)
(

1 − pd
)
(1 − pe) (7)

2.3. First-Phase Update Based on Expert Judgement Data

HEP (variable p) is a continuously distributed random variable located in the interval
[0,1], which is discretized to facilitate engineering application. The [0,1] interval was
discretized into five intervals, and a reference value xi was selected for each interval. The
maximum reference value of HEP was x5 defined as 0.5, considering the low probability of
space accidents. Other xi values were obtained according to the gradient of 1/5 times. The
boundary value of each interval is the geometric mean of xi in the two consecutive intervals.
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In the following, p and θ can only fall into one of these five intervals. The probability that
the variable HEP (p) falls in each interval is obtained by integrating the β distribution over
the corresponding probability interval (Table 1).

Table 1. HEP discretization.

Interval Label Reference Value Probabilistic Boundary

1 Very low x1 = 0.0008 [a1, b1) = [0, 0.00179)
2 Low x2 = 0.004 [a2, b2) = [0.00179, 0.0089)
3 Medium x3 = 0.02 [a3, b3) = [0.0089, 0.045)
4 High x4 = 0.1 [a4, b4) = [0.045, 0.22)
5 Very high x5 = 0.5 [a5, b5) = [0.22, 1]

It is assumed that there is a prior distribution (π0) of θ before expert judgment. By
judging θ values through experts, a statistical evidence set E1 =

{
x i∗1

, xi∗2
, . . . , xi∗h

}
can

be obtained, where xi∗h
indicates that expert h thinks θ is in interval i∗h . To reduce the

workload and uncertainty of expert judgment, experts only need to judge the factors
located at the extreme level. Other combinations of factors located at the intermediate level
can be obtained by linear interpolation.

From the Bayesian theorem, the posterior distribution of θ can be updated as follows:

π1(θ) = Pr
(

θ
∣∣∣E1

)
=

L1(E1
∣∣θ)π0(θ)

∑θ(L1(E1
∣∣θ)π0(θ))

(8)

where π0(θ) is the prior distribution of θ, which is assumed to follow a uniform distribution,
π0(θ = x1) = · · · = π0(θ = x5) = 0.2. ∑θ(L1(E1

∣∣θ)π0(θ)) normalize the π1(θ) as a
probability distribution. L1(E1

∣∣θ) is the likelihood term, which indicates the probability of
observing E1 when θ is known. An expert’s judgment corresponds to a specific realization
of p, denoted as p∗. It is assumed that each expert completes judgment independently.
That is, when θ is known, the judgment result of each expert is conditionally independent.
Therefore, according to the condition-independent definition, L1(E1

∣∣θ) can be calculated
using Equation (9) as follows:

L1
(

E1
∣∣∣θ) = ∏H

h=1 L1
h

(
p∗h = xi∗h

∣∣∣θ) (9)

Among them, L1
h

(
p∗h = xi∗h

∣∣∣θ) is the likelihood term of each expert. Denote the

judgement of expert h as p∗h when θ is known. The probability of p∗h = xi∗h
is L1

h. H
is the total number of experts. Depending on the independent nature of the condition,
L1

h

(
p∗h = xi∗h

∣∣∣θ) can be calculated by Equation (10).

L1
h

(
p∗h = xi∗h

∣∣∣θ = xj

)
= ∑p∗ Pr

(
p∗h = xi∗h

∣∣∣p∗)Pr
(

p∗
∣∣θ = xj

)
= ∑5

k=1 gi∗h k fkj (10)

where fkj represents the probability that the p∗ is in the kth interval when θ is in the jth
scale. It can be calculated from the probability density of the β distribution.

fkj = Pr
(

p∗ = xk
∣∣θ = xj

)
dx =

∫ bj

aj

1
B(α, β)

xα−1(1 − x)β−1x (11)

where betapd f (x, α, β) represents the probability density function of the β distribution
with parameters of α, β. aj,bj denotes the interval range of the jth scale after discretization.
Therefore, fkj represents the inherent variability of HEP. gi∗hk is the probability that p∗h fall
in the i∗h interval when p∗ is in the kth scale. Therefore, gi∗hk represents confidence in the
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expert’s judgment of HEP results. For the convenience of calculation, we assume that
gi∗hk = fi∗hk.

Combined with all the formulas in this section, the above posterior distribution
inference for θ can be realized. Note that in BNs, what is ultimately obtained is a conditional
probability regarding p. Therefore, the posterior distribution τ1(p) of HEP needs to be
calculated using the full probability formula, as shown in Equation (12).

τ1(p = xk) = ∑θ
[Pr(p = xk|θ)π1(θ)] = ∑j fkjπ

1(θ = xj
)

(12)

2.4. Second-Phase Update Based on Experimental Data

After updating the distribution of parameters with evidence judged by experts in
Section 2.3, the conditional probabilities required for BNs are determined. The preliminary
parameterization and construction of the model are realized using prior and conditional
probabilities. However, because of the inevitable subjectivity of expert judgment, we
can update the constructed model using empirical data such as experiments to improve
accuracy.

The total HEP of a particular operator performing that task under a particular condi-
tion is denoted as po. Assume that po also obeys a β distribution with parameters α and β,
which can be determined by Equation (13).

β = [α(1 − p∗)]/p∗ (13)

where p∗ denotes a single realisation (realisation) of the variable p. p∗ responds to the
probability of HFE when that specific task is performed by an average person under that
combination (without considering exactly who performs it). The uncertainty in p∗ arises
only from within-categories variability. The distribution of po is determined by its distribu-
tional parameters (α and β) (α and β are calculated from p∗ according to Equation (10). The
uncertainty in po arises from crew variability.

Then, the update can be performed using the Bayesian theorem as follows:

π2(θ) = Pr
(

θ
∣∣∣E2

)
=

L2(E2
∣∣θ)π1(θ)

∑θ(L2(E2
∣∣θ)π1(θ))

(14)

where π2 is the posterior distribution of θ after updating using the experiment data. π1

not only represents the posterior distribution of θ after aggregation of expert opinions but
it also serves as the prior distribution for the second stage updating. L2(E2

∣∣θ) represents
the likelihood term, which denotes the probability of observing the evidence E2 when θ
is known. E2 =

{
E2

1, E2
1, . . . , E2

S
}
= {(T1, T), (T2, T), . . . , (TS, T)} represents the observed

experiment result that subject s made Ts times failures in T times trails. For example, one
subject conducted two experiments, but only one of them was incorrect. It is expressed as
E2

1 = (1, 2). ∑θ(L2(E2
∣∣θ)π1(θ)) normalize π2(θ) to a probability distribution.

L2
(

E2
∣∣∣θ) = ∑p∗ Pr

(
E2

∣∣∣p∗)Pr(p∗|θ) (15)

where Pr
(
E2

s
∣∣p∗) denotes the probability of observing evidence E2

s when the p∗ is known.
Pr(p∗|θ) denotes the probability that the HEP for that task is p∗ when the mean HEP (θ) is
known. Since each subject completed the experiment independently, the subjects’ results
are conditionally independent. Then Equation (15) can be further written as

L2
(

E2
∣∣∣θ) = ∑p∗{Pr(p∗|θ)∏S

s=1[∑p∗o
Pr(p∗o |p∗)Bin(Ts, T, p∗o )]} (16)

where ∑p∗o Pr(po|p∗)Bin(Ts, T, p∗o ) is expanded according to the full probability equation.
Pr(po|p∗) denotes that the probability of failure of the subject to perform the task is p∗o
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when p∗ of the task is known. Bin(Ts, T, p∗o ) denotes the probability of Ts times failures
occurring in T times independently repeated experiments when p∗o is known.

Combined with Equations (14)–(16), the posterior distribution of θ can be updated by
experiment data. The posterior distribution of HEP, denoted as τ2(p), can be calculated by
Equation (17).

τ2(p = xk) = ∑θ
[Pr(p = xk|θ)π2(θ)] = ∑j fkjπ

2(θ = xj
)

(17)

3. Results

The definition of F1–F16 is shown in [27]. Among them, red represents the human
factor, green represents the machine factor, and gray represents the situational factor. The
hierarchical structure of influencing factors was determined based on ISM Figure 2a. The
dependence between factors is complex. There are circular connections between some
factors in Figure 2b, which are not allowed in BN. Therefore, adjustments were made based
on rules [21] to remove redundant links and make them more suitable for BN representation.
These rules are as follows: (1) retain only links with direct dependence; (2) for factors with
relative independence, the decision to remain pointing or directed links is based on whether
they are causal factors; (3) eliminate any circular relationships to satisfy the acyclic structure
of BN; (4) add top-level failure modes to the original hierarchical structure of influencing
factors.
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Since the number of conditional probabilities required for BN inference grows expo-
nentially with the number and level of nodes [38]. To control the workload involved in
quantifying the parameters of the BN, the levels of the above factors are set at 2–3 levels.
In this study, a 35-person domain expert judgment was organized. Each expert should
determine which of the above reference values was the possible value of perceived error
(pp), decision-making error (pd), and execution error (pe) for teleoperation under a certain
combination of factors. According to the topological structure, a total of seven parent nodes
are connected to the HEP nodes. Experts need to estimate the HEP by combining seven
factors at an extreme level. A total of 27 = 128 judgments are needed.

The questions are as follows: When the operator uses a joystick to control the robotic
arm and completes teleoperation under conditions where communication between crew
members is smooth, and the display interface of the system is effectively supported, what
are the probabilities of perceptual error, decision-making error, and execution error, respec-
tively? The options correspond to the labels and reference values in Table 1. The above
condition is denoted as Combination 1 (F1). The results of expert judgment are shown in
Table 2 (p∗p

h , p∗d
h , p∗e

h ). According to Equation (18), the conditional probability under the
combination judged by each expert can be calculated p∗h.
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Table 2. Results of expert judgment.

Expert p∗p
h p∗d

h p∗e
h p∗h i∗h

h = 1 0.0008 0.0008 0.0008 0.0024 2
h = 2 0.0008 0.004 0.0008 0.0056 4
h = 3 0.0008 0.0008 0.0008 0.0024 3

. . . . . . . . . . . . . . . . . .
h = 35 0.0008 0.004 0.004 0.0088 4

After expert judgment and function interpolation, all HEP estimates (conditional prob-
abilities) were obtained. Then, the set of evidence E1 required for a one-stage update was
constructed. After Equations (8)–(12), the posterior distribution update by expert judgment
was achieved (first-stage update). Taking Combination 1 (F1) as an example, Figure 3a illus-
trates the prior distribution of θ. Figure 3b shows the posterior distribution of θ after updating
by expert data, and the posterior distribution of HEP (p) is shown in Figure 3c. Compared
to the prior distribution, the peak of the posterior distribution is shifted to the left because
more experts consider the probability of human-caused error in this condition to be very low.
Depending on the node level setting, a total of 3 × 3 × 2 × 2 × 3 × 3 = 324 combinations
were included at each level of HEP.
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In the second stage, the number of collisions per subject for each combination of factors
provided in previous studies was used as evidence for the occurrence of HFE. According to
Equations (13)–(18), a second-stage update of the posterior distribution can be achieved.
Still taking the example of combination 1 (F1), the posterior distribution of θ and HEP (p)
updated by the experimental data are shown in Figure 4b,c. The results of the experimental
data update did not change the trend of the posterior distribution of the expert judgment
update. The crest is still remained at a very low (x1) level. Since the subjects recruited in
this research experiment were novices, the experimental data pulled the HEP in a higher
direction. The probability of very low (x1) and low (x2) decreased, while the probability of
medium (x3), high (x4), and very high (x5) increased.
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Figure 4. Second-stage update results for combination 1. (a) The prior probability distribution of θ;
(b) The posterior probability distribution θ; (c) The posterior probability distribution HEP.

The experimental data from the present study can provide evidence for HEP under
eight combinations. The combinations are as follows:

F1 = {F3 = Good, F4 = Good, F5 = Accessible, F6 = High, F7 = Efficient, F16 = Joystick}
F2 = {F3 = Good, F4 = Good, F5 = Inaccessible, F6 = High, F7 = Efficient, F16 = Joystick}
F3 = {F3 = Good, F4 = Good, F5 = Accessible, F6 = High, F7 = Inadequate, F16 = Joystick}
F4 = {F3 = Good, F4 = Good, F5 = Inaccessible, F6 = High, F7 = Inadequate, F16 = Joystick}
F5 = {F3 = Good, F4 = Good, F5 = Inaccessible, F6 = High, F7 = Appropriate, F16 = Joystick}
F6 = {F3 = Good, F4 = Good, F5 = Unobstructed, F6 = High, F7 = Acceptable, F16 = Joystick}
F7 = {F3 = Good, F4 = Good, F5 = Unobstructed, F6 = High, F7 = Acceptable, F16 = Joystick}
F8 = {F3 = Good, F4 = Good, F5 = Unobstructed, F6 = High, F7 = Acceptable, F16 = Joystick}
Table 3 demonstrates the posterior distribution of HEP (p) updated with experimental

data.

Table 3. Second-stage update of HEP posterior distribution.

Combination
The Posterior Probability of HEP

Very Low x1 Low x2 Medium x3 High x4 Very High x5

F1 5.89 × 10−1 4.08 × 10−1 1.99 × 10−3 2.73 × 10−4 2.74 × 10−4

F2 1.27 × 10−8 1.27 × 10−8 1.72 × 10−3 4.09 × 10−1 5.90 × 10−1

F3 4.86 × 10−3 4.86 × 10−5 1.76 × 10−3 4.08 × 10−1 5.88 × 10−1

F4 6.72 × 10−8 6.73 × 10−8 1.72 × 10−3 4.09 × 10−1 5.89 × 10−1

F5 2.85 × 10−1 2.85 × 10−2 3.01 × 10−2 3.84 × 10−1 5.29 × 10−1

F6 1.91 × 10−1 1.91 × 10−1 1.91 × 10−1 2.47 × 10−1 1.80 × 10−1

F7 9.99 × 10−1 9.37 × 10−32 9.42 × 10−32 8.96 × 10−32 4.23 × 10−32

F8 2.18 × 10−1 2.19 × 10−1 2.22 × 10−1 2.23 × 10−1 1.16 × 10−1

Finally, based on the results of all the updated HEP (p) posterior distributions, the
process of Bayesian inference is described in the GENIE. Then, the HRA model is established
(Figure 5). Due to the limited experimental data in this study, the second stage updated
only eight combinations. Other combinations still rely on expert judgment data. However,
the two-stage updating method provided in this study can be used to achieve continuous
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updating iteration of the model. After obtaining more experimental data, as evidenced in
subsequent studies, the model can achieve more accurate HEP estimation.
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4. Discussion
4.1. Case Study

Consider the tragic death of Bondarenko as an example. Because of the lack of
clear operating procedures, Bondarenko mishandled the situation by casually discarding
the alcohol-soaked cotton, which then ignited a fire. Because the cabin was filled with
pure oxygen, the fire spread rapidly. Unfortunately, to maximize the restoration of the
environment while astronauts are in space, the oxygen enrichment in the low-pressure
simulation chamber is much higher than normal. Owing to the pressure difference between
inside and outside the cabin, it took half an hour for the staff who were outside to open the
hatch even with all their might, and Bondarenko unfortunately died.

In this incident, the psychological state of the embodied personnel is at a low level.
Training and experience in this situation are insufficient. Team communication is not
smooth. The antimisoperation design is improper. Therefore, we set these nodes at a special
level while changing the settings of the other nodes based on favorable conditions. Next,
we set the node state to GENIE and click Update Model. The final results are as follows:
HEP = {very high = 0.33, high = 0.22, medium = 0.22, low = 0.14, very low = 0.09}. The
results of model inference show that the HEP is at a high level under this condition, which
is consistent with the facts.

4.2. Sensitivity Analysis

HFE is the result of a chain reaction of several factors. Sensitivity analysis studies the
effect of small changes in the lower nodes of a model on the model parameters, which can
help identify sensitive nodes in a BN [39]. In this study, a sensitive indicator (SI) [40] was
used to analyze the dependence of nodes. SIij expresses the rate of change in node j being
in an unfavorable state caused by the change of node i:

SIij =
Pr(Xj = 1

∣∣Xj = 1)− Pr
(
Xj = 1

∣∣Xi = 0
)

Pr
(
Xj = 1

∣∣Xi = 0
) (18)



Machines 2024, 12, 524 11 of 16

where Xi and Xj are the states of the parent and child nodes, respectively. The extreme
states of a node are described through 0 and 1, where 1 denotes an unfavorable state, and 0
denotes a favorable state. Then Pr(Xj = 1

∣∣Xj = 1) is the probability that a child node is in
an unfavorable state when the parent node is in an unfavorable state. Pr

(
Xj = 1

∣∣Xi = 0
)

is the probability that a child node is in an unfavourable state when the parent node is
in a favorable state. Considering the SI analysis of whether the team communication is
smooth and the change in human error state as an example. When the probability of poor
communication is 1.00, the probability of human error is 0.62. Meanwhile, when the team
communication is smooth, the probability of human error is 0.15. Using Equation (18), the SI
for operator error caused by team communication is calculated as (0.62 − 0.15)/0.15 = 3.13.

Based on the BN shown in Figure 5, we changed the state of any parent node and then
calculated the SI of the child nodes connected to it according to Equation (18). Because
there are five levels with node “HEP”, the total HEP for HFE under a certain combination
is needed (the HEP expectation). It can be derived from Equation (19):

e = ∑i xi·Pr(p = xi) (19)

where xi is the HEP reference value for each of the five levels.
Figure 6 shows the SI of nodes interacting with each other, where rows are parent nodes

and columns are child nodes. Sensitive nodes are classified with SI = 3 as the threshold.
For the SI between the factors, team communication openness (F5) was more sensitive to
team cooperative (F9), training experience (F2) was sensitive to team cooperative (F9), and
level of manipulation (F1) was sensitive to mental state (F4).With HEP as the observation
node, spatial cognitive ability (F6), team communication (F5), task complexity (F8), team
cooperative (F9), and control mode (F16) are the sensitive nodes. The SI size determines
its impact on the model output. Therefore, the probability of the HFE can be reduced by
controlling the sensitive factors.

 

Figure 6 
 

Figure 6. Sensitive analysis of HRA model.

The impact of sensitive nodes on the model can be reflected in two ways: (1) the nodes
directly and significantly impact HEP, such as team cooperation (F9); (2) the nodes can
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determine the final HEP by influencing other nodes. For example, team communication
affects HEP through team cooperation (F9).

4.3. Validation

Several influencing factors often exist in human space missions [41]. According to
Heinrich’s chain theory of accident causality [42], the failure of a single factor often does
not lead to HFE. However, the failure of coupled factors causes the overall risk value of
the operation to exceed the system design reliability level, which leads to HFE. The N-K
model [43] has been widely used to analyze the effects of coupled factors on an entire system.
The proposed ISM-BN model is likewise the result of a comprehensive consideration of
the dependence between factors. Moreover, because the calculation principle of the N-K
model considers the probability of HFE instead of the severity of the consequences, the risk
coupling intensity derived from the N-K model can be regarded as the probability of HFE
as assessed by the proposed HRA model. Therefore, the results of analyzing HFE using the
N-K model can validate the ISM-BN model.

In this section, 52 incidents in “Accidents and Disasters in Human Space Flight” [44]
are analyzed. Two HRA experts identified attributions according to the factors of [27] and
classified them into four categories: individual, team, machine, and context, based on the
factors belonging to them. Using the N-K model, risk coupling is classified into single-,
double-, and multi-factor coupling (Figure 7).
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Fvwxy is denoted as the frequency of HFE occurrence under the factor coupling category,
where v, w, x, y represent the states of individual, team, machine, and context factors,
respectively. The states of the four categories are defined from 0 through 1, where 0
indicates that the factor has not yet breached the defense of the subsystem, and 1 indicates
that the factor has breached the defense of the subsystem. For example, F0000 indicates the
frequency of events in which all four categories of factors—individual, team, machine, and
scenario—have breached the system’s defenses. The frequency of factors coupled to trigger
HFE can be counted, as shown in Table 4.

Table 4. The frequency of events under different conditions.

Condition Frequency Condition Frequency Condition Frequency Condition Frequency

F0000 0 F0010 0.0222 F0110 0.0222 F1101 0.0222
F1000 0.1333 F1100 0.0444 F0101 0 F1011 0.0444
F0010 0.0444 F1010 0.2 F0011 0.1556 F0111 0

Definition “.” indicates that a category of factors can be in either 0 or 1 state. According to
the N-K model, the probability that the coupling of different categories of factors triggers HFE
can be calculated. For example, F0... denotes the probability of a failure event occurring when
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an individual factor has not yet breached the defense system, which is the single-factor coupling
probability (F0.... = F0000 + F0100 + F0010 + F0001 + F0110 + F0101 + F0011 + F0111 = 0.2904).

Next, the coupling strength T based on information entropy and coupled risk probabili-
ties can be calculated. The more frequent the number of coupling, the higher the probability
of coupling; the higher the coupling strength, the higher the associated risk. The coupling
relationships involved include local and full coupling cases [45]. Equations (20) and (21)
demonstrate the representative equations for two-factor and three-factor local coupling,
and Equation (22) is the strength calculation equation for four-factor full coupling.

T21 = T(a,b) = ∑V
v=1 ∑W

w=1 Fvw log2(Fvw/(Fv... × F.w..)) (20)

T31 = T(a,b,c) = ∑V
v=1 ∑X

w=1 ∑Y
x=1 Fvwx log2(Fvwx/(Fv... × F.w.. × F..x.)) (21)

T4 = T(a,b,c,d) = ∑V
v=1 ∑W

w=1 ∑X
x=1 ∑Y

y=1 Fvwxy log2
(

Fvwxy/
(

Fv... × F.w.. × F..x. × F...y
))

(22)

where “a” represents the individual factor, “b” represents the team factor, “c” represents the
machine factor, and “d” represents the context factor. v = 1, 2, . . . , V; w = 1, 2, . . . , W; x =
1, 2, . . . , X; y = 1, 2, . . . , Y. Fvw is the HEP (risk coupling strength) of coupling the individual
factors and team factors. Because HFE in space missions is a rare event and full-factor
coupling leads to HFE being even rarer, we analyzed the local risk coupling strength
(including two- and three-factor coupling). As a result, the event analysis based on the N-K
model is completed. The results are shown in Table 5.

Table 5. The results of event analysis under different coupling conditions.

T21 T22 T23 T24 T25 T26 T31 T32 T33 T34

0.0091 0.0736 0.0346 0.0472 0.1219 0.0002 0.1727 0.1550 0.0402 0.0993

According to the ISM-BN model, the probability of HFE under the above coupling con-
dition can be calculated in GENIE [46]. Based on Equation (19), the total HEP expectation
for each coupling condition can be calculated in Table 6.

Table 6. The results of model inference under different coupling conditions.

Condition Very High High Medium Low Very Low HEP
Expectation

T21 0.5132 0.5255 0.5255 0.2435 0.0525 0.0301
T22 0.9999 0.9999 0.4555 0.2525 0.1601 0.1192
T23 0.9999 0.4816 0.2817 0.2525 0.0601 0.0636
T24 0.0003 0.0723 0.0002 0.1947 0.2321 0.1408
T25 0.0003 0.0721 0.1946 0.1946 0.2321 0.2397
T26 0.0002 0.9999 0.0003 0.2101 0.0409 0.0455
T31 0.2132 0.2255 0.2255 0.1625 0.2254 0.1345
T32 0.3069 0.3254 0.3254 0.3145 0.3435 0.2112
T33 0.5999 0.3817 0.0817 0.0525 0.0600 0.0342
T34 0.0003 0.0072 0.0003 0.1946 0.2159 0.1080

Pearson correlation analysis of the event analysis and model inference results showed
a correlation coefficient of 0.757 (p = 0.011 < 0.05), indicating that the constructed model
has a certain degree of accuracy. A comparison of the event analysis and model inference
results is shown in Figure 8. The T-values of T21, T31, and T32 individual–team–scenario
are the largest, which fully demonstrate that human factors (individual and team) are the
focus of future management. Only in the case of individual–team (T21) coupling was T of
two-factor coupling larger than T of three-factor coupling, indicating the complexity of
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factor coupling in space-teleoperation. T/HEP is positively correlated with the number of
coupling factors, implying that controlling the occurrence of multi-factor coupling will be
the focus of space-teleoperation management.

 

Figure 8 Figure 8. The comparison of event analysis and model reference.

5. Conclusions

Herein, an HRA model is constructed for space teleoperation by integrating ISM and
BN. The model is validated by analyzing human spaceflight-related events based on the
N-K model. The findings highlight the priority direction for safety management in space
teleoperation. In addition, the model can be continuously updated by extending the dataset.
The conclusions are as follows:

(1) The constructed model integrates data from expert judgment with experimental data,
offering the potential for continuous model updates as more empirical data become
available in the future.

(2) Sensitivity analysis conducted using the HRA model shows that spatial cognitive
ability (F6), team communication (F5), task complexity (F8), team cooperative (F9), and
control mode (F16) are HEP-sensitive nodes. Minor improvements in the involved
factors can substantially reduce overall system risk.

(3) Model validation shows that the occurrence of multi-factor coupling will be key for
risk prevention. Moreover, human factors (individual and team factors) will be central
to safety management.

The constructed HRA model considers the relationship between influencing factors
and integrates expert judgment and experimental data. In this model, nodes are defined
in terms of space teleoperation missions. Conditional probabilities are also based on
teleoperation tasks. In the future, we can modify nodes through specific task scenarios,
obtain the task data, and build an HRA evaluation model for more task scenarios using a
similar approach.
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