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Abstract: Future generations of flight control systems, such as those for unmanned autonomous
vehicles (UAVs), are likely to be more adaptive and intelligent to cope with the extra safety and
reliability requirements due to pilotless operations. An efficient fault detection and isolation (FDI)
system is paramount and should be capable of monitoring the health status of an aircraft. Historically,
hardware redundancy techniques have been used to detect faults. However, duplicating the actuators
in an UAV is not ideal due to the high cost and large mass of additional components. Fortunately,
aircraft actuator faults can also be detected using analytical redundancy techniques. In this study, a
data-driven algorithm using Support Vector Machine (SVM) is designed. The aircraft actuator fault
investigated is the loss-of-effectiveness (LOE) fault. The aim of the fault detection algorithm is to
classify the feature vector data into a nominal or faulty class based on the health of the actuator. The
results show that the SVM algorithm detects the LOE fault almost instantly, with an average accuracy
of 99%.

Keywords: fault-detection; data-driven; actuator; unmanned autonomous vehicle; health monitoring
system; support vector machines

1. Introduction

Flight reliability is paramount in aerial vehicle platforms, and the classic way to im-
prove flight reliability is through hardware redundancy techniques. However, duplicating
actuators in a system to achieve increased flight (control) fault tolerance poses substantial
challenge due to their large size and mass and high price. An alternative way to address
(and aim to improve) reliability is via analytical redundancy techniques. These techniques
can be used to create a health monitoring (HM) system for the aircraft. HM systems can be
used to predict failures of a flight control system on an aircraft by detecting faults, with the
two main methods for fault detection being data-driven and model-based methods. This
paper focuses on the use of data-driven methods to develop a fault detection algorithm
for detecting primary flight control actuator faults. Data-driven methods are selected over
model-based approaches as the latter normally requires a reasonably accurate mathematical
model of a system with a failure, which may not be available. Data-driven methods require
no detailed knowledge about the internal dynamics of a system.

The importance of flight reliability in aviation is highlighted by historic events. On
17 September 1908, the world’s first aviation fatality occurred when Orville Wright of
the Wright Brothers crashed his aircraft, killing his passenger Thomas Selfridge, during
a demonstration flight for the US army [1]. Since this first fatality, there have been monu-
mental improvements in aircraft safety and certification, which now make air travel the
safest mode of transport [2]. The main reason for these improvements in safety is due
to the continuous evolution of modern aircraft technologies, such as the introduction of
fly-by-wire (FBW) flight control systems. This arrangement replaces mechanical linkage
and means that pilot inputs do not directly move the flight control surfaces. Instead, the
inputs are read by a computer that, in turn, determines how to move the control surfaces to
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best achieve what the pilot wants, in accordance with which of the available flight control
laws is active [3]. In 1984, the Airbus A320 became the first airliner to fly with an all-digital
FBW control system [4]. FBW provides increased safety and efficiency, reduces workload
for pilots, and enhances weight reduction and flight envelope protection.

Currently, a manned aircraft has stringent reliability requirements, which allow for
less than a single catastrophic malfunction per 10° h of operations. For decades, aircraft
manufacturers have achieved this level of reliability via the use of hardware redundancy
(HR) throughout the flight control system design, encompassing multiple control surfaces,
actuation systems, sensors, and flight computers. Future generations of flight control
systems, such as those for UAVs, are likely to be more adaptive and intelligent to cope
with the additional safety and reliability requirements due to not having a pilot on board.
Improving flight reliability of UAVs is considered to be one of the main concerns in
integrating these aircraft into civil airspace [5]. According to a study conducted by the
US Office of the Secretary of Defense, about 80% of flight incidents with UAVs are due
to faults affecting sensors or flight control surfaces [5]. This need to improve reliability
necessitates the development of sophisticated techniques that deviate from traditional
methods. These techniques will need to provide fault diagnosis and fault tolerance in a
timely and accurate manner. To allow autonomous aerial vehicles to continue their missions,
there is an absolute necessity to identify unexpected changes (faults) in the system before
they lead to a complete breakdown (failure) [6].

Redundancy is the main method of improving flight reliability and detecting faults. As
mentioned, hardware redundancy techniques have been in use for decades. Traditionally,
voting algorithms are used to check for consistency of behaviour among HR flight control
subsystems and usually provide direct fault detection and identification. HR, however,
carries a cost, payload, and power consumption penalty. This method leads to additional
costs and increased weight, which are an impediment to autonomy. One of the main
selling points of UAVs is the cost reduction benefit, which could be up to 40% for regional
air mobility [7]. There is another type of redundancy called analytical redundancy that
improves flight reliability and can detect faults. Analytical redundancy (AR) is the use of
mathematical relations between real-time measured and estimated variables to detect and
predict possible faults. Analytical redundancy incurs less weight and cost when compared
to HR. The need for a faster, cleaner, and more energy-efficient aircraft has also made the
use of analytical redundancy methods essential as the number of redundant components is
reduced, and thus the aircraft mass is reduced, which increases the efficiency of an aircraft.
The research work in this paper focuses on the use of analytical redundancy techniques.

Through the use of AR or HR techniques, faults on an aircraft can be detected. As
defined in [8], a fault is an unpermitted deviation of at least one characteristic property or
parameter of the system from acceptable/usual/standard conditions. Fault detection is the
determination of the presence of faults in a system and of their times of occurrence. Fault
detection is important for flight safety [9-11]. It is generally followed by fault isolation
to determine the type and location of the faults. This complete process is called fault
detection and identification (FDI). An efficient FDI system should be capable of monitoring
the health status of actuators [12]. The three types of faults pertinent to aircraft are sensor
faults, actuator faults, and process faults. This study will focus on the fault detection of
an aircraft’s primary flight control actuators. Specifically, this research will focus on the
loss-of-effectiveness (LOE) fault.

Fault detection via analytical methods can be categorised into two methods: model-
based and data-driven methods. A model-based method is when the detection and isolation
of faults in a system come from a comparison of the system’s available measurements
with a priori information represented by the system’s dynamic model. In model-based
approaches, Kalman filters are quite popular [13]. Although such model-based techniques
have their advantages in terms of on-board and real-time implementation capabilities, their
reliability for health monitoring often decreases as the system nonlinearities, complexity,
and modelling uncertainties increase [14]. Data-driven approaches use information from
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previously collected data to identify the characteristics of faults. This information is then
used to predict the future trend without any particular physical model of the system [15].
The database consists of observations of the monitored values, such as the state variables.
The diagnosis can essentially be viewed as pattern recognition where new measurements
are classified in predetermined models [5]. The two main differences between model-based
approaches and data-driven approaches are the availability of a physical model and the use
of training data to identify the characteristics of a damage state [15]. For this research the
following two data-driven methods will be investigated: Support Vector Machines (SVMs)
and Neural Networks (NN).

Support Vector Machine (SVM) is a supervised machine-learning classification algo-
rithm. There are two main phases of training and prediction. Supervised learning requires
labelling the fault cases in the training data. In the training phase, the model learns to fit
the labelled data that are inputted into the SVM algorithm. The labelled dataset is first
divided into two, where 80% of the data are for training and 20% of the data are for testing.
The objective of SVMs is to find an optimal hyperplane with the maximum possible margin
support vectors in a given data set. SVMs avoid local minima, to which Neural Networks
are inherently prone. If the data are not linearly separable by the hyperplane, a kernel
trick is used to transform the input space to a higher dimensional space. In [16], a SVM
model is used to classify flight control actuator faults. The output of a SVM model is either
nominal or faulty. Most machine-learning and deep-learning algorithms have parameters
that can be adjusted that are called hyperparameters. Hyperparameters are important
in building robust and accurate models. Hyperparameters can be tuned using Bayesian
optimisation techniques to prevent the model from overfitting or underfitting. The results
obtained in [16], using simulated data from a non-linear aircraft model to investigate a loss
of actuator effectiveness, were promising with a classification accuracy of 10~.

Neural Networks (NN) are considered the main class of traditional non-parametric
detection methods. A NN algorithm is a representative data-driven method in which a
network model learns a way to produce a desired output, such as the level of degradation,
by reacting to the given inputs, such as time and usage conditions. The neurons in the
network are nonlinear information-processing elements, and the interconnections between
these neurons are known as weights. These weights are learned through supervised training
algorithms, where the training data contain the inputs and their corresponding output
labels. Using a NN for fault detection is a difficult practice, which involves the selection
of the structure of the network, the number of neurons, the activation function, and the
learning rate. There is no universal procedure to establish a proper NN, and there is no
best structure for aircraft fault diagnosis [17]. For data-driven fault detection in an aircraft,
NNs have mainly been used for fault detection of aircraft engines and air sensors, rather
than actuation systems [14,18,19]. In [20], the application of NNs for the fault diagnosis
of rotor failure in a hexacopter is examined. To monitor the rotor faults in real time, a
time-series-assisted neural network was used, which showed promising results as the
classification accuracy was 98.8%. With regard to testing NNs with real aircraft data, there
have been few attempts as the uncertainty in the data caused by bias and noise impacts
the weight parameters. This issue has been noted, with current research being shifted
towards adaptive neural networks. In [21], the researchers demonstrated that by updating
the NN weights with extended Kalman filter algorithms, the accuracy and response time of
a NN-based fault detection system for aircraft actuator failures improved. However, the
downside of this approach is that a high-fidelity model of the aircraft is required as well as
a data-driven neural network.

Given the above overview of the two methods, SVM is the chosen approach in this
work. The rationale is that a SVM method avoids the local minima to which NNs are
inherently prone, and there is also a more structured method to tune the hyperparameters
of a SVM method.

The work in this paper strongly contributes to enabling flight reliability by proposing
a SVM data-driven fault diagnosis method to detect and identify faults in an aircraft flight
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control actuation system. The nonlinear model of the motion of a UAV is used to develop
and validate the approach. The performance of the SVM FDI algorithm is tested and
validated for failures (loss of effectiveness) of elevator and aileron actuators. The proposed
algorithm demonstrates fast detection and isolation time and high accuracy despite the
noisy data.

This paper is structured as follows. First, the nonlinear model of the aircraft, together
with the longitudinal flight controller, is presented in Section 2. Secondly, the design and
implementation of the SVM fault detection method is provided in Section 3. Lastly, the
method is validated and analysed in Section 4, while Section 5 presents a discussion of the
results and concludes the paper.

2. Modelling of the Nonlinear Aircraft Model and Longitudinal Flight Controller

The primary objective of this project is to develop a mathematical model of a vertical
take-off and landing (VTOL) aircraft with failure modes. A longitudinal flight controller is
also designed so that closed-loop fault diagnosis can be performed. The aircraft model is
not used as part of the fault detection algorithm. The purpose of the model is to provide a
platform to simulate flight data and faults. The aircraft chosen is a SWIFT VTOL aircraft,
and the aircraft is modelled in Simulink and MATLAB using the equations of motion.
The aircraft was originally designed by MFE Fighter VTOL and has been modified and
manufactured by TETRA DRONES. The SWIFT VTOL was designed for research purposes
at Cranfield University. It is a fixed-wing aircraft with a wingspan of 2.4 m. The aircraft can
take off and land vertically as there are four rotors attached to the aircraft in a quadcopter-
type setup; this can be seen in Figure 1. Table 1 below presents the important details of the
SWIFT geometry.

Figure 1. Image of the SWIFT aircraft in forward flight mode.
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Table 1. Details of SWIFT geometry.

Vertical Fin (NACA 0010) Tail Wing (NACA 0010)
Semi Span 0.34 m Semi Span 0.38 m
MAC 021 m MAC 0.20 m
Main Wing (NACA 6412) Entire Aircraft
Semi Span 1.21m Length 1.44m
MAC 0.31m Mass 10 kg
Surface Area 0.36 m? Cruise Speed 15m/s
Ly 1.25kg/ m3
I,y 1.01 kg/m?
I.. 2.24 kg/m3
Iy, 0.084 kg/m3

2.1. Equations of Motion for the Nonlinear Aircraft Model

The equations of motion used in the modelling of the SWIFT aircraft are presented
here. First, the kinematic equations are presented, followed by the dynamic equations. The
position of the aircraft in a fixed-earth axis is given by x, = [x,, Ve, ze]T, and for the body
axis, it is given by x;, = [xp, ¥p, 25]". The velocities are obtained by the derivation of the
positions. The fixed earth velocities are given by v, = [ve xs Vey, vez] T, and the body axis
velocities are given by v, = [vpx, Vpy, Vpz] " The change of coordinates from the fixed earth
axis to the body axis is governed by the Euler angles [¢, 9, {] T for roll, pitch, and yaw. To

obtain the velocity of the aircraft relative to the fixed-earth axis, the following kinematic
transformation is performed:

Vex cos Pcost  —sinpcosP + cosypsinfsing  sinpsing + cospsinbcosdp | [ u
Vey | = | singcost  cospcosp + sinpsinbsing  —cospsing + sinpsinbcosp | | v | (1)
Vez —sinf cosBsing cos 8 cos ¢ w

The angular rates in the body axis, wy, = [p,q, 7] T, are also translated to the fixed-earth
axis and are expressed from the derivatives of the Euler angles. The Euler rates are obtained
from the inversion of this matrix, which gives Equation (2). Equations (1) and (2) represent

the kinematic equations of the aircraft.

¢ 1 singtanf cos¢ptanf]| [p
ol =10 cos¢p —rsing | |q 2
¥ 0 singsecd cospsectd | | r

Force and momentum equations are required to complete the mathematical model of
the aircraft. This section starts by outlining each of the forces acting on the SWIFT aircraft
and then moves on to outline the moments. The sum of the external forces in the body-fixed
coordinate frame is equal to the rate of change of linear momentum of the system. In the
body frame, the force equation takes the following form:

7:)bx 1 p Upx
Uy | = (Frotal) — | 9| X | vy 3)
Upz 7 Upz

The total forces consist of gravity forces, aerodynamic forces, control surface forces,
quadrotor forces, and thrust forces. The total force acting on the model is presented in the
following equation:

Frota = Fg + Faero + Feontrot + Finrust (4)
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Firstly, the gravitational force acting along the body axis is determined. The gravity
force is a body force and acts in the zg,,4, axis direction. The components of this force in
the perturbed x, y, and z directions are given by the following equations:

Fex = —mg sinf (5)
Fgy = mg sing cos0 (6)
Fg, = mg cosg cost (7)

Whenever the aircraft is disturbed from its equilibrium, the aerodynamic balance of
the aircraft changes. The process of obtaining aerodynamic forces provides a considerable
challenge due to the subtle interactions present in the motion. The equation for aerodynamic
forces is given as follows:

Cx(a, B, V)
Faero = ﬁsref Cy("‘/ B, V) ®)
Cz(a,B,V)

where 7 is the dynamic pressure; s, is the aircraft reference area; « is the angle of attack;
B is the sideslip angle; and V is the true airspeed. The aerodynamic coefficients, Cyz,
are non-linear functions. The values for the aerodynamic coefficients are calculated using
DATCOM, which is a computer program that calculates non-dimensional aerodynamic
coefficients and derivatives.

When control surfaces (such as the elevator or the aileron) are deflected, an additional
force is created, i.e., Fyyptr01- The aerodynamic coefficients for the elevator and the aileron
are obtained using DATCOM. The value of the control surface force is obtained from a
function of the control input, the Mach number, the altitude, and the angles of attack
and sideslip. The quadrotor force, Fy, 44, is used to represent the additional force needed
during take-off and landing. This force acts in the z-axis and can be found by using a 1-D
lookup table, which finds the thrust value in Newtons equivalent to the RPM of each of
the four motors. The last force is the thrust force, Fy,,,5;. An assumption is made that the
thrust is aligned with the centre of gravity, and the motors and motor supporting rods do
not produce extra drag during a longitudinal flight. The thrust force in forward flight in
Newtons is calculated by using a 1-D lookup table, where a curve relating the thrust in a
percentage to an overall RPM is calculated.

The external forces that act on the aircraft create moments. The moment equation is
given with the following equation:

w=TI"(~wx Iw+ M), )

where w = (p, g, r)T and [ is the inertia matrix. The following equation represents the sum
of the total moments acting on the aircraft:

Mtotal = Maeromml + Mes + Mthrust (10)

The aerodynamic moments, Mgerotorq1, that act in the body axis are given by the
following equation:

Laero b Cl(“/ ,B, V,OJ)
Maero,oml = | Maero | = ﬁsref c Cm(’xl /3/ v, w) (11)
Naero b Cn(“/ ,B/ v, CU)

where C;, C;, and C,, are the roll, pitch, and yawing moment coefficients, and b and ¢ are
the semispan and the mean aerodynamic chord. Equation (11) is similar to Equation (8)
obtained for the aerodynamic forces. The aerodynamic coefficients for Myerosoq; are ob-
tained by using DATCOM. M represents the additional moments created when the control
surfaces are deflected. Using the aerodynamic coefficients obtained from DATCOM, the
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moments due to the deflection of the elevator and aileron control surfaces can be ascer-
tained. The values of the control surface moments are obtained from a function of the
control input, the Mach number, the altitude, and the angles of attack and sideslip. Next,
the moment produced due to thrust is My, ;. An assumption is made that the thrust is
aligned with the centre of gravity, and, therefore, My;,,,s; is equal to zero. For simplification
purposes, the propellor torque reaction from the four motors, which are used for a vertical
take-off and landing, is not considered.

2.2. Longitudinal Flight Controller

Fault detection and isolation (FDI) methods are normally applied to open-loop systems.
However, a FDI system might have significant interaction with the control system. To
study the effect of a control system on FDI, as well as to obtain a better overall system
performance and a lower overall complexity, the control system and fault detection system
are simultaneously designed in this study.

For the SWIFT VTOL model, a linear—quadratic regulator (LQR) flight controller is
proposed. An overview of the LQR design (schematic) is shown in Figure 2. The LQR
method provides the “best” (or optimal, subjected to the weighting matrices” choice for
the states and the control effort) gain matrix K, without explicitly choosing to place the
closed-loop poles in particular locations. Once the longitudinal state-space (SS) model of
the SWIFT aircraft is generated, the SS model related to the elevator input is determined.
The feedback states are the chosen longitudinal states: x;,, = [t w q 0]. The LQR method
involves solving a cost function, which takes the following form:

J= /O " (xTQx + u"Ru) dt (12)

eleg

-

eleg Elevator »| SWIFT VTOL

Lk Actuator

Control
Gain (K)

Xion = [uw q 8]

Figure 2. Schematic diagram of the proposed LQR controller for the SWIFT VTOL model.

The goal is to develop a control strategy, u = —Ku, to minimise Equation (12). The
variable x, contains the feedback states, which in this problem is x;,,,. The matrices Q and R
weight the cost of deviations of the state from a steady state and the cost of actuation. These
matrices are often diagonal, and the diagonal elements are tuned to change the relative
importance of the control objectives. Because of the well-defined quadratic cost function in
Equation (12), the optimal controller gain K can be solved. This type of control technique
optimally balances the system error and the control effort based on the cost.

2.3. Fault Scenarios and Tests

Several tests are performed using the SWIFT model in order to generate simulated
flight data for the SVM model. Figure 3 illustrates the actuator and control block from the
SWIFT Simulink model. The elevator and aileron control signals include a timed switch,
which applies a gain to the signal after a set time, allowing the loss-of-effectiveness (LOE)
fault to be simulated. Looking at the elevator blocks, a gain of 0.5 is applied to the signal to
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reflect a LOE fault of 50% after the nominal time. Various levels of LOE actuator faults are
modelled by modifying the gain blocks in the Simulink model.

D
Ele_dem

D)
Alr_dem

A

demand

Rd®r_dem Ademand Aactual

Rudder Actuator

Aactual
actual_ele
Elevator Actuator Saturation

Aileron Actuator

Actuator and Control Surface Block

Aerodynamic
Coefficients
Alpha

Mach Coefft———— (D)

Altitude Coeff
Fault Gain Beta Beta CG—— (D)

o RN a ele CG

alr CP—m>3)
rdr CP

00

[

Figure 3. SWIFT VTOL model actuator and control surface block from Simulink.

Overall, by changing other parameters in the SWIFT VTOL model (such adding noise
and closing the loop), the following tests are performed:

Elevator actuator with a LOE fault.

Aileron actuator with a LOE fault.

Cross-correlation test between the elevator and aileron faut detection models.
Elevator actuator LOE fault with noisy measurements.

Elevator actuator LOE fault in a closed loop.

AR

3. Design and Implementation of the SVM Fault Detection Method
3.1. Support Vector Machine (SVM) Preliminaries

Support Vector Machine is a relatively new supervised machine-learning approach
for classification. In binary classification, the inputs are divided into two classes, and the
learner must produce a model that assigns unseen inputs to one of these classes. SVM
has the potential of handling large feature spaces. This is because the training of a SVM
is carried out so that the dimension of the classified vectors does not have as much of
an influence on the performance of the SVM as it would have on the performance of
conventional classifier. This description of the model follows that outlined in [22]. The
training datasetis (x;,y;) fori = 1,2,..., N, where N is the number of samples. The dataset
has two classes, which is the positive class and the negative class. The positive class obtains
the value of y; = 1, and the negative class obtains the value of y; = —1. The linear classifier
takes the following form:

f(x)=wlx+b (13)

where w is weight vector and b is the bias. Given this equation, there is a hyperplane
f(x) = 0 that classifies the given dataset. If the samples associated with the labels can be
separated linearly, two hyperplanes can be found that separate the samples, and there will
be no points between them. This is visualised in Figure 4 which is inspired by [16].
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X2

N
V4
x1

Figure 4. SVM binary classification showing the maximum margin and the optimal hyperplane.

The region between the two hyperplanes is called the margin. The principal aim of
SVM is to maximise this margin, as shown in Figure 4, in order to improve its generalisation
ability. This optimisation is given by the following equation:

min o] )
subject to y;(wlx; +b) >1fori=1,2,...N

This is known as the primal problem; it is the constrained optimisation problem. As
it is quadratic, there is one single global minimum, which avoids the problem associated
with neural networks. Another way to represent SVM mathematically is the dual problem.
The dual problem form is beneficial when using SVM to solve nonlinear classification tasks.
The classifier takes the form seen in Equation (15), where g; is the Lagrange multiplier.

N
fx) = Y aiys(xTx) + (15)
=1

]

One way to deal with nonlinearly separable data is to use kernels. Kernels are the
core of efficient SVM classifiers and increase computational efficiency. By applying kernel
functions, the samples are mapped onto a higher dimensional feature space, in which
linear classification is possible. A kernel function is the inner product between samples,
where k(xj,x;) = CID(xj)T<I>(xI), and ®(x) is a feature map. The process of calculating
the higher-dimensional relationships without transforming the data is called the kernel
trick. This trick is important as it reduces the amount of computation required for SVM as
the mathematics required to transform the data from low to high dimensions is avoided.
By applying the kernel function, Equation (15) becomes Equation (16), as the x vector is
mapped to the feature map:

fx) = T ayi (@) () +b (16)

In the dual problem, the SVM algorithm can be formulated to learn a linear classifier
by solving an optimisation problem over the parameter a;, the Lagrange multiplier. Instead
of minimising over w and b, which are subjected to constraints, we can maximise over a.
This can be expressed as follows:

1
max L(a) = Zl]\il a;— 5 Z/I.j{:l aiajyiyjk(xi, Xj) (17)
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N
subject to a; > 0 and Eaiyi =0 (18)
i=1

If we then take the derivate w.r.t 2 and set it equal to zero, we obtain the following
solution and can solve for a;:

a;y; =0 (19)

‘Mz

=1
0<a <C (20)

where C is the regularisation parameter or the box constraint. When C is small, the
constraints are ignored, and there is a large (soft) margin between the classified data sets.
When C is large, there is a narrow margin, and when C = oo, there is a hard margin. Once
a; is solved, the weights, w, for the maximal margin separating the hyperplane is found.
Therefore, after training and finding w, given an unknown point # measured on features x;,
we can classify the point by evaluating the sign of f(x) as defined by the following equation:

f(x) =sign <% a;yik(x;, u) + b> (21)

3.2. SVM Training

The aim of the SVM algorithm is to classify the feature vector data from the SWIFT
model into either a nominal or faulty class. The nominal data are the data when the actuator
does not have a fault, and the faulty data are the data when the actuator has a fault. The
method follows the workflow chart in Figure 5.

Read Labelled Dataset }

Test

Set Inital Parameters ]

[ Split Data into Train and

Classifier Tra:nmg and
Vahdanon

Evalulate Performance of

SVM Model with Test
Data

Tune Box Constraint and ’

Kernel Scale
A

Satisfied with the
Results? (F1 score and
Cross Validation

Figure 5. Workflow chart of the SVM algorithm for fault detection and identification.

3.2.1. Training and Cross-Validating the SVM Model

The MATLAB function fitcsvm uses the training set of the feature vector data to train
the model. Within the option for the fitcsum, the Gaussian kernel function is chosen, and
the class names are set as nominal and faulty. The kernel scale and the box constraint are
both set to their default value, which is 1. The trained SVM model is then cross-validated
through the k-fold method. K-fold cross-validation is the process of creating a model that
is cross-validated using a set number of “k-folds”. The function crossval uses a 10-fold
cross-validation on the trained model. The function returns a cross-validated machine



Machines 2023, 11, 211

11 of 24

learning model. The cross-validated model is passed through kfoldLoss, which returns
the classification loss obtained by the model. This value of the classification loss is used
to investigate the performance of the SVM model. For each of the 10-folds, the function
computes the classification loss for the validation-fold observations using a classifier trained
on the training-fold observations. Cross-validation is essential as it estimates the out-of-
sample misclassification rate. Having a low cross-validation classification loss is essential
for a robust model.

3.2.2. Evaluating the Performance of the SVM Model

Once the model is trained and cross-validated, the performance of the model can be
evaluated. The performance of the SVM model is evaluated using an F1 score. An F1 score
is a measure of a model’s accuracy on a dataset. An F1 score is a way of combining the
precision and recall of the model. The highest F1 score is 1, and the lowest F1 score is 0.

Precision is a measure of the result relevancy, and recall is a measure of how many
truly relevant results are returned. Precision and recall are derived from the confusion
TP FP
FN TN

calculated in MATLAB by using the function confusionmat. This function compares the
predicted labels from the model to the known labels and returns a confusion matrix for the
classification problem. The matrix contains the number of true positives, true negatives,
false positives, and false negatives. The meaning behind these parameters for this study;
unless stated otherwise, is outlined in Table 2. The false positive row is highlighted in
red, as having a false positive result is the worst error for this case since the fault can go
unnoticed and develop into a failure.

matrix. The confusion matrix takes the form: CM = { ] . This matrix can be

Table 2. Description of the parameters in the confusion matrix.

TP—Model correctly identifies nominal data as nominal.
TN—Model correctly identifies faulty data as faulty.

FN—Model classifies a nominal situation as faulty.

Once the precision and recall are calculated, an F1 score is computed by using
Equation (22).

2xrecision x recall ( TPTEFP ) X ( TPTETN )
F1 Score = recision-trecall 2% TP __ TP (22)
b ( TP+FP ) +( TP+IN )

Another way to evaluate the performance of a fault detection algorithm is to look at
the fault detection time. This can be obtained by looking at the posterior probability for
the SVM model. The method to obtain the posterior probability is based on [23]. Firstly,
the MATLAB function fitSVMPosterior is used. This function takes in the trained SVM
model and returns the ScoreSVMModel, which is a trained SVM classifier containing the
optimal score-to-posterior-probability transformation function for two-class learning [24].
In order to estimate the posterior probabilities, the ScoreSVMModel and the out-of-sample
data are passed through the function predict. The function predict returns the posterior
probabilities, which indicate the likelihood that a label comes from a particular class. The
posterior probabilities can be plotted against time to obtain an indication of the detection
time of the SVM model.

3.2.3. Tuning the SVM Model

If the results are poor, such as a low F1 score or a high cross-validation classification
error, the hyperparameters can be tuned. The parameters, including the box constraint, C,
and the kernel scale, o, are tuned to avoid overfitting, which is the main issue in parametric
discrimination approaches, such as neural networks. The hyperparameters are tuned using
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the Bayesian optimisation function bayesopt. Optimisation, in its most general form, is
the process of locating a point that minimises a real-valued function called the objective
function. Bayesian optimisation is the name of one such process. Bayesian optimisation
internally maintains a Gaussian process model of the objective function and uses objective
function evaluations to train the model. The objective function in this case is the kfoldLoss
classification error. During the optimisation, the objective function is printed with respect
to the bayesopt function evaluations. The objective is to converge after 30 evaluations for
a variety of box constraint and kernel scale values. Once the model has converged, the
optimum results for the hyperparameters are fixed in the fitcsvm function. This tuned
model can then be re-evaluated using the test data.

4. Analysis and Validation of the Fault Detection Method
4.1. Processing the Dataset

The first step is obtaining the dataset from the SWIFT Simulink model in which a fault
has been injected into the actuator model. Different fault situations and tests to evaluate
the robustness of the model are performed. These tests are listed above and detailed in
this section. The simulation is run for f; = 180 s, and the fault is set to occur at ff = 120 s.
The data required for the SVM model are the signal output values of the body acceleration
in each axis, ay, ay, and a;, and the body angular rates, p, g, and r. This combined dataset
is called the feature vector dataset, and these variables are chosen as they give a good
dynamic representation of the model. The simulation time array; f;, is also required. The
time array is not included in the feature vector as it is only used to assist in labelling the
dataset. The time array and the feature vector dataset have the same number of points.
By examining ts, the datapoint corresponding to 120 s is found. All the datapoints in the
feature vector < tr are labelled as nominal, and the datapoints > tr are labelled as faulty.
After the data are labelled, they are normalised. The data are normalised to make the values
of the features change within the same order of magnitude. Next, the labelled dataset is
split into two portions, in which 80% of the data are used for training and 20% of the data
are used as the test set to evaluate the classifier.

4.2. SVM Model for Elevator Actuator LOE Fault

A fault is injected into the elevator actuator by using the signal switch block in
Simulink. The signal is switched after 120 s to a gained value of the signal, which is used
to simulate the loss-of-effectiveness fault. Three tests are performed, and the following
percentages of loss of effectiveness are simulated: 25%, 50%, and 75%. The actual elevator
control signal for each percentage can be seen in Figure 6, where after t = 120 s, there is a
decrease in the actual elevator signal from the trim value of 1.476 degrees.

Actual Elevator Signal with Loss of Effectiveness Fault
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75% LOE
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Figure 6. Actual elevator signal with LOE of 25%, 50%, and 75%.
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Figures 7 and 8 below show the feature vector dataset variables plotted against time
for the 50% LOE elevator actuator fault. Figure 9 shows the change in the SWIFT dynamics
due to the fault. When the 50% LOE elevator fault occurs, the model starts to oscillate with
a high frequency in the variables g, ay, and a,. Similar results are seen for the 25% and 75%
LOE faults. These particular variables are more affected as they relate to the dynamics in
the longitudinal motion and, therefore, vary as the fault in the elevator occurs.

Angular Rates in the Body Axis - Elevator 50% LOE
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Figure 7. Angular rates in the body axis for the elevator 50% LOE fault.
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Figure 8. Accelerations in the body axis for the elevator 50% LOE fault.
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The data from the feature vectors are labelled and split into the training and testing
data. The performance of the trained SVM models is evaluated using the test data. The F1
score (which is derived from the confusion matrix) and the classification accuracy results
are presented in Table 3. The confusion matrix contains the number of true positives, false
positives, true negatives, and false negatives and is arranged in a matrix as in [TP FP; FN
TN]. The true positives are the number of data points the model has correctly classified
as nominal, and the true negatives are the number of data points the model has correctly
classified as faulty. The F1 score is derived from the confusion matrix values as shown
in Equation (22). The SVM models trained for the 25% LOE fault, 50% LOE fault, and
75% LOE fault each scores a F1 score of one. This indicates that each model has perfectly
classified the datapoints of the test data into the correct class: ‘nominal’” or ‘faulty’. A reason
for this accuracy could be due to the change in the dynamic behaviour of the model for
certain feature vectors when moving from a nominal actuator state to a faulty actuator
state, as seen in Figures 7 and 8.

Table 3. Performance evaluation of the SVM models trained for the elevator actuator LOE fault.

25% LOE—Elevator 50% LOE—Elevator 75% LOE—Elevator

Actuator Fault Actuator Fault Actuator Fault
Confusion Matrix 501 0 491 0 507 0
0 265 0 277 0 258
F1 Score 1 1 1
Cross-Validation 314 x 1074 3.26 x 1074 323 x 104

Classification Error

Another performance metric measured is the cross-validation classification error.
Cross-validation using the k-fold method is an important test as the results can be used
to predict whether or not a model would be accurate in a real-world environment with
new and dynamic data. The SVM models for the elevator LOE faults obtain a low cross-
validation classification error. These results show that the misclassification rate for future
out-of-sample data related to an elevator LOE fault is extremely low, giving an accuracy of
99.999%. This is a promising result.

Not only does the model have to be accurate but it also must have a quick detection
time so that corrective action could be applied. The posterior probability for the elevator
actuator 50% LOE fault is plotted in Figure 10. In this plot, one represents the likelihood
of the data being nominal and zero is the likelihood of the data being faulty. This plot
shows the model instantly detects the fault at 120 s as the plot drops to zero. Similar results
are seen for the other two percentages. In conclusion, the SVM models designed to detect
elevator actuator LOE faults can detect faults instantly, with an accuracy of 100%.

Posterior Probability for Elevator SVM Model
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Figure 10. Posterior probability plotted against time for the elevator SVM model with 50% LOE fault.
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4.3. SVM Model for Aileron Actuator LOE Fault

In this test, the elevator actuator is kept at its trim position, and a fault is injected
into the aileron actuator in the same manner as for the elevator actuator. The aileron trim
position in steady level flight is 0 deg. Three different percentages of LOE are investigated:
10%, 15%, and 20%.

Figures 11 and 12 show the feature vector dataset for the aileron 15% LOE fault.
After the fault occurs, the variables show a steep increase. Figure 13 shows the change in
dynamics due to the fault. In Figure 13, after the fault, the roll angle massively increases.
This large increase due to the fault causes the aircraft to descend with an increasing speed,
which causes instability in the system.

Angular Rates in the Body Axis - Aileron 15% LOE
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Figure 11. Angular rates in the body axis for the aileron 15% LOE fault.
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Figure 12. Accelerations in the body axis for the aileron 15% LOE fault.
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Change in Dynamics - Aileron 15% LOE
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Figure 13. Change in dynamics for the aileron 15% LOE fault.

The SVM models are trained for each of the three percentages of LOE and evaluated,
with the results shown in Table 4. The aileron SVM model for each percentage performed is
worse than the corresponding elevator SVM model. On average, 5% of data are misclassified
across each of the three models. Each model also records a relatively high cross-validation
error, meaning these models are more likely to incorrectly classify out-of-sample data.

Table 4. Untuned SVM aileron results for LOE fault detection.

10% LOE Aileron 15% LOE Aileron 20% LOE Aileron
Actuator Fault Actuator Fault Actuator Fault

Confusion Matrix 506 58 510 45 496 45

1 245 0 270 0 29
F1 Score 0.9439 0.9572 0.9565
Cross-Validation 0.0648 0.0539 0.04149
Error
Hyperparameters: o c=1 c=1 c=1
and C C=1 cC=1 c=1

Due to the slightly poorer performance of these aileron SVM models in comparison to
the elevator SVM models, a tuning of the hyperparameters is performed. The models are
tuned using Bayesian optimisation techniques, where the optimal values for the kernel scale,
o, and the box constraint, C, are obtained. The objective function model is seen in Figure 14a.
In Figure 14b, it can be observed that the objective function model converges quickly after
around five function iterations to the minimum point. The tuned hyperparameters are
presented in the bottom row of Table 5. For each of the models, the box constraint parameter
increases, meaning that the margin of the hyperplane is smaller for the tuned models.
The kernel scale defines how far the influence of a single point reaches the hyperplane.
The kernel scale decreases, which implies that the region of influence for the support
vectors, which shape the hyperplane, has increased to include more of the training set. The
hyperparameters in the aileron LOE SVM models are fixed using the tuned parameters,
and the models are retested. The same three results are recorded, as shown in Table 5,
for the confusion matrix, the F1 score, and the cross-validation classification error. Due
to this tuning of the hyperparameters, the accuracy of the model for each test case has
increased by an average of 5%. The cross-validation classification error has also decreased
by an average of 98%. This is a brilliant result and means that the tuned aileron SVM
models are 98% more likely to classify out-of-sample data correctly and instantly than their
untuned counterparts.
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Figure 14. (a) Objective function values for different box constraint and sigma values. (b) Conver-
gence of the objective function.

Table 5. Tuned SVM aileron results for LOE fault detection.

10% LOE Aileron 15% LOE Aileron 20% LOE Aileron

Actuator Fault Actuator Fault Actuator Fault
Confusion Matrix 506 0 490 0 49 0
1 303 0 335 0 341
F1 Score 0.9983 1 1
Cross-Validation Error 6.1690 x 10—+ 6.0533 x 1074 5.9701 x 10—+
H roarameters—o and C o = 0.00049 o = 0.0045 o = 0.00045
yperparameters—o a C = 1399 C = 1388 C = 3894

4.4. SVM Model for Elevator and Aileron Actuator LOE Faults

In the previous two sub-sections, the accuracy of the SVM models is evaluated sepa-
rately for the elevator and aileron control surface LOE faults. In this section, an SVM model
trained for elevator faults is tested with the feature vector data from the aileron faults.
In a similar manner, the SVM model trained for aileron faults is tested with the feature
vector data from the elevator faults. This is visualised in Figure 15 along with the expected
results. The purpose of this test is to examine if there is any cross-correlation between the
elevator and aileron SVM models. The hypothesis is that a SVM model trained for a certain
actuator should not classify other actuator faulty data as faulty. If the elevator SVM model

recognises the aileron faulty data as faulty, and vice versa, there is cross-correlation, and
improvements to the models would be needed.

Elevator
Actuator LOE
Fault

Aileron
Actuator LOE

Fault

l Y l i

Trained SVM Elevator Trained SVM Aileron

\ Y \ \
| Fault l Nominall |Nominal | Fault l

Figure 15. Overview of the aileron and elevator actuator SVM models in parallel.
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Firstly, the elevator SVM model trained for 50% LOE is tested using the output aileron
data for 15% LOE. Secondly, the aileron model trained for 15% LOE is tested using the
output data for the 50% elevator LOE fault.

From Table 6, it is observed that the models perform well with high F1 scores. This
is an extremely useful result, meaning that the model trained to detect one type of failure
could detect another type of failure, which improves the detection capabilities of the
system. However, the goal is not only to detect but also to isolate a fault. By referring to
the definitions in the confusion matrix, it can be deduced that the FDI in the current form
can detect a failure but cannot classify it correctly. The elevator SVM model has incorrectly
classified aileron faults as elevators faults, and the aileron SVM model has incorrectly
classified elevator actuator faults as aileron faults. The models do manage to classify the
nominal data successfully, but further improvements are needed to classify elevator faults
from aileron faults.

Table 6. The results for the elevator SVM model trained for 50% LOE and tested with aileron data,
and the results for the aileron SVM model trained for 15% LOE and tested with elevator data.

Elevator SVM with Aileron Data Aileron SVM with Elevator Data
497 0 494 1
0 328 0 274
F1 Score 1 0.9989

Confusion Matrix

To rectify this issue, another SVM model is trained, and this additional model is shown
in Figure 16. The purpose of this SVM model is to try to classify the “fault” data from
the SVM elevator and SVM aileron models into “elevator fault” or “aileron fault” as the
previous models could only detect “fault”. The additional model is shown by the red box.
The additional model is first trained using both the 60 s of the elevator faulty data and the
60 s of the aileron faulty data. The output of the SVM model trained for both types of faults
is now “Elevator Fault” or “Aileron Fault”.

Alleron

Actuator Fault _

P I

Elevator
Actuator Fault

| Trained SVM Elevator Trained SVM Aileron
Vo ‘o
[ Fault l [ Fault l I Fault l [ Fault l
] ¥
Trained SVM for Both
Faults
| |

Elevator Fault Aileron Fault

Figure 16. Addition of a SVM model that is trained for both elevator and actuator faults.
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The results for the model tuned for both types of faults are recorded in Table 7. In this
confusion matrix for the SVM model trained for both types of faults, the definitions change
and are as follows:

—

True Positive: Model classifies an elevator fault as an elevator fault.
2. True Negative: Model classifies an aileron fault as an aileron fault.
3. False Positive: Model classifies an aileron fault as an elevator fault.
4.  False Negative: Model classifies an elevator fault as an aileron fault.

Table 7. SVM results for model trained for both types of faults—tuned and untuned.

SVM Model for Both SVM Model for Both
Faults—Untuned Faults—Tuned

. . 266 47 266 1

Confusion Matrix { 0 272} { 0 318}
F1 Score 0.9188 0.9989
Cross-Validation Error 0.0781 0.0029

c=1 o = 0.02069

Hyperparameters—o and C Cc—1 C — 95054

The untuned SVM model for both types of faults has 47 false positives (from the total
585), where the model classifies an aileron fault as an elevator fault. The untuned model
also has a poor cross-validation error in comparison to the previous models that are trained
for singular faults. To improve the accuracy of the model, the hyperparameters are tuned
using Bayesian optimisation techniques. The values for the hyperparameters are shown in
Table 7. Like the aileron SVM model tuning, the box constraint parameter increases, and the
kernel scale decreases. The tuning generates better results, with just one aileron fault being
classified as an elevator fault. This misclassification could be rectified by using a larger
training set with fault data greater than 60 s. However, overall, the F1 score improves 8% to
0.9989, which is a good result. The addition of another SVM model trained for both types
of faults has successfully fixed the issue of cross-correlation, and the health monitoring
system can detect and isolate aileron and elevator faults with 99.9% accuracy.

4.5. SVM Model for Elevator Actuator with Noisy Measurements

All real measurements are affected by noise. Mitigating the effects of noise in aircraft
fault diagnosis methods is important as noise can cause a model to misclassify data. To
investigate if the SVM model can handle noise, the following test is performed with the
dataset for the 50% LOE elevator actuator fault. Gaussian white noise blocks are introduced
to each output of the feature vector variables: ay, ay, a;, p,q,and r in Simulink. The signal-
to-noise ratio (SNR) in the block is set to 20 dB.

Figure 17 represents the plot of the feature vector variable, g, with (a) no noise and
(b) noise. The results for the performance of the model are shown in Table 8. First, the
feature vector data with the added noise and no filtering are labelled and split into the
training and test data. The results of the model are poor and give the lowest F1 score
obtained in all tests so far, with a value of 0.45. This is a bad result, and the model is shown
to not be robust against noise. However, it is a common practice in machine-learning
models to filter noisy signal data before using the data to train a model. The moving mean
filter is a simple low-pass filter used for smoothing data. This filter is applied to each
variable in the feature vector dataset by using the MATLAB function movmean.
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Figure 17. q angular rate in the body axis for the elevator actuator 50% LOE fault with (a) no noise
and the same variable with (b) Gaussian white noise.

Table 8. SVM elevator actuator model results for Gaussian white noise with SNR of 20 dB.

(a) Untuned + No (b) Untuned + Signal (c) Tuned + Signal

Signal Filtering Filtering Filtering
. . 75 3 466 50 501 O
Confusion Matrix [177 513} {37 215} { 5 265}
F1 Score 0.4545 0.9146 0.9979
Cross-Validation 0.2415 0.1064 0.00423

Classification Error

The results improve significantly by using the moving mean filter. The smoothing
technique allows the important patterns in the dataset to become visible to the SVM model,
while leaving out the noise. The F1 score improves by just over 50%, and the classification
error drops by a sizable 55%. In order to further improve the accuracy and robustness of
this elevator SVM model, the hyperparameters of the model, ¢ and C, can be tuned. As in
previous tests, the Bayesian optimisation method is used. The accuracy of the model again
increases to an F1 score of 0.99, which is the best result for F1 score in Table 8. The accuracy
of the tuned model with feature vector signal filtering is a clear improvement from the
model that is untuned and employs no signal filtering. In conclusion, the robustness of the
model against noise is considerably increased thanks to the moving mean filter and tuning
of the hyperparameters.

4.6. SVM Model for Elevator Actuator in a Closed-Loop System

A basic longitudinal flight controller is designed for the SWIFT VTOL aircraft to see
how the SVM actuator health monitoring system performs in a closed-loop system and
to evaluate the interaction between FDI and the control system. The controller provides
optimally designed feedback gain, K, for the elevator control input to enable closed-loop
stability. In order to design the longitudinal controller, the SWIFT VTOL aircraft is trimmed
at a different trim point, and the model is linearised. This leads to a changed elevator input
angle of d,;, = —10.824°. The longitudinal state-space model is then extracted from the
linearised model by selecting the states u, w, g, and 6. Values for Q and R are chosen,

and the function Igr is used. The controller gain K is then saved and imported into the
full model.
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Offset=0

Delta Elevator (deg)

The fault investigated for this section is the 50% LOE fault in the elevator actuator.
The simulation runs for the same time as other tests, for 180 s, and the LOE fault is injected
into the system at 120 s. By observing the actual elevator input signal in Figure 18, it can be
seen that the fault occurs and is controlled for about 20 s between 120 and 140 s. The fault
initially causes a high-frequency oscillatory response in the control signal. This response
is a result of the controller working to stabilise the system. After 140 s, the controller is
able to compensate for the actuator fault. In the basic LQR design, the controller does
not compare the output elevator actuator signal to the reference; it instead compares all
of the states multiplied by the control matrix to the reference. Therefore, it is not always
expected that the output equals the commanded reference with the design, and there will
be a steady-state error. However, the controller is still capable of compensating for the fault
and stabilising the system.

Actual Elevator Signal
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Figure 18. Actual elevator signal with 50% LOE fault in a closed-loop system.

The results for the elevator SVM model for a closed-loop system are presented in
Table 9. The tuning reduces the cross-validation error significantly by 96% and increases
the F1 score by an average of 16%. The tuned model has a low kernel scale of 0.000025
and a higher box constraint of 895, which follows the tuned hyperparameter trend seen in
open-loop systems.

Table 9. Closed-loop elevator SVM model results with tuned hyperparameters.

Elevator SVM Model for a Closed-Loop System

. . 360 1
Confusion Matrix [ 0 178}
F1 Score 0.9989
Cross-Validation Error 10.23 x 103

o = 0.000025
Hyperparameters—o and C C =895

In Figure 19, the posterior probability plotted against time for the tuned closed-loop
elevator SVM model can be seen. The probability of the data being classed as nominal is
one, and for being classified as faulty, it is zero. The model instantly detects the fault at
120 s. However, the spike in the faulty data at 145 s is result of the model misclassifying
the likelihood of the data as being faulty. This spike is observed in the confusion matrix at
the one point that is a false positive, meaning the model has classified a faulty situation
as nominal. Overall, the tuned SVM model for elevator within the closed-loop system
performs well and provides similar accuracy to that of the OL model with the tuned
parameters, giving 99% accuracy.
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Figure 19. The posterior probability plotted against time for the tuned CL elevator SVM model.

In order to prove the importance of this closed-loop fault detection SVM model, the
following test is performed: classify closed-loop feature vector data using an open-loop
model for the elevator actuator 50% LOE fault. The results are shown in Table 10. The
model achieves a low F1 score of 0.86. The model records 118 false positives, which means
that the model has classified 118 faulty data points as nominal. A false positive result
is pointed out as the worst error that a SVM model could produce. This test validates
the importance of closed-loop fault detection. By using the elevator model trained for
closed-loop fault detection for real flight data, the accuracy should be better by 13%. This is
a significant result considering how important accurately classifying actuator faults is for
ensuring flight reliability.

Table 10. Elevator SVM model trained for an open-loop system and tested with closed-loop data.

OL Elevator SVM Model Tested with CL
Data—50% LOE Fault

] ] 365 118
Confusion Matrix [ 0 56 }
F1 Score 0.86

5. Discussion and Conclusions

In this paper, a data-driven fault diagnosis method to detect and identify faults in an
aircraft flight control actuation system is developed. To develop the data-driven algorithm,
a non-linear aircraft model is needed to provide simulated flight data. The aircraft chosen
was the SWIFT VTOL. A model of the SWIFT aircraft with actuator fault modes was created
in Simulink. The actuator fault investigated in this study was the loss-of-effectiveness (LOE)
fault, which was simulated by applying a gain to the control signal at the fault time. This
model was successful in providing flight data in an open-loop system. To study the effects
of the flight controller on the fault diagnosis algorithm, an LQR controller was designed
and implemented in the SWIFT VTOL Simulink to provide closed-loop flight data.

Once the model was completed, a fault diagnosis algorithm was developed. A Support
Vector Machine algorithm was the chosen method, as SVM had shown promising results in
classifying aircraft actuator failures. The algorithm was developed in MATLAB. The input
to the SVM model was the labelled feature vector data from the SWIFT VTOL model. This
data consisted of the signal output values of the body acceleration in each axis and the body
angular rates. Several tests were performed that included injecting faults into the aileron
and elevator actuators. The aim of the fault detection algorithm was to classify the feature
vector data into a nominal or a faulty class. The elevator SVM models classified the LOE
faults instantly, scoring an F1 score of one. The tuned aileron SVM models also showed
great accuracy, with the models scoring an average F1 score of 0.99. The models for each
control surface also showed a low cross-validation classification error for the out-of-sample
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data, with values of 10~*. This is a very promising result, with the models showing a
satisfactory performance.

This study manifested a tremendous effect of the sensor noise on the classification
precision. The baseline system was not robust against the sensor noise. However, by
adding a simple low-pass filter into the framework, this issue could be tackled, and the
performance was significantly improved. By using the filter and tuning the model, it kept a
high F1 score of 0.99.

During the test phase, the cross-correlation between the models was also investigated.
It was shown that the elevator SVM model detected aileron actuator faults. This by-product
result showed that the SVM model trained to detect one type of failure could detect another
type of failure, showing good generalisation capabilities. Nevertheless, the goal was not
only to detect but also to isolate a fault. To improve isolation capabilities, an additional
model was trained that could detect the difference between elevator and aileron actuator
faults. This model performed well when tuned and gave an accuracy of 99%. This method
could be improved by creating a multi-class SVM model. However, multi-class models
have been shown to be slower during the training phase than binary SVM models.

It was demonstrated that the interaction of the proposed SVM-based FDI with the
control system could mislead the classification. The open-loop elevator SVM model was
tested with the closed-loop data. The model scored a low F1 score of 0.86, and the accuracy
dropped 13% in comparison to the closed-loop model. However, the SVM model trained
with the faulty closed-loop system data scored an F1 score of 0.99, which was on par
with the open-loop results. Fault detection algorithms based on Support Vector Machines
were developed for the elevator and aileron actuators. These algorithms could detect the
LOE fault instantly, with an average of 99% accuracy. These results are in line with those
achieved in [25], in which an F1 score of 0.99 was also achieved when testing an optimised
SVM model on its ability to detect flight control actuation faults.

It is noted that the fault detection algorithm developed in this paper is limited to
detecting the loss-of effectiveness actuator fault. Future research could be centered around
developing a multi-class SVM model to detect multiple faults for each of the primary
aircraft control surface actuators. This is a complicated process due to the multiple different
faults that can occur, but with sufficient training, a multi-class model should be capable
of detecting different types of faults to a good accuracy. It is also noted that the work
presented here is limited by the use of simulated flight data from the SWIFT VTOL model.
Future work should test this fault detection algorithm on data captured from real drone
flight tests to increase the robustness of this FD algorithm. Such additional research would
test the algorithm and highlight any potential strong points (such as the ability to handle
noisy measurements) or areas that could require more model training (fault detection in a
closed-loop system).

To conclude, fault detection algorithms based on Support Vector Machine were de-
veloped for the elevator and aileron actuators. These algorithms can detect the LOE fault
instantly, with an average accuracy of 99%. Overall, the proposed SVM-based FDI frame-
work demonstrates promising fault classification capabilities, which might be utilised in
integrated FDI and reconfigurable flight control systems to advance pilot-based health-
monitoring to an autonomous health-management system and enable future pilotless
UAS systems.

Author Contributions: Conceptualization, J.G., D.I. and A.Z.; methodology, ].G.; formal analysis,
J.G.; data curation, J.G.; writing—original draft preparation, ].G.; writing—review and editing, D.I.
and A.Z.; visualization, ].G.; supervision, D.I. and A.Z. All authors have read and agreed to the
published version of the manuscript.

Funding: This research received no external funding.
Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.



Machines 2023, 11, 211 24 of 24

References

1. Graham, ]. The First Fatal Airplane Crash in History. Available online: https:/ /historyofyesterday.com/the-first-fatal-airplane-
crash-in-history-59dfblabfa2 (accessed on 26 July 2022).

2. IATA. Aviation Safety. Available online: https:/ /www.iata.org/en/youandiata/travelers/aviation-safety /#:~{}:text=Flying%20
is%20the%20safest%20form, for%20every%204.2%20million%20flights (accessed on 14 August 2022).

3. Favre, C. Fly-by-wire for commercial aircraft: The Airbus experience. Int. ]. Control. 1994, 59, 139-157. [CrossRef]

4. AIRBUS. Fly-by-Wire (1980-1987)—Commercial Aircraft History. Available online: https:/ /www.airbus.com/en/who-we-are/
our-history/commercial-aircraft-history /fly-by-wire-1980-1987 (accessed on 14 August 2022).

5. JMarzat, ].; Piet-Lahanier, H.; Damongeot, F.; Walter, E. Model-based fault diagnosis for aerospace systems: A survey. Proc. Inst.
Mech. Eng. Part G |. Aerosp. Eng. 2012, 226, 1329-1360. [CrossRef]

6. Fourlas, G.K.; Karras, G.C. A Survey on Fault Diagnosis and Fault-Tolerant Control Methods for Unmanned Aerial Vehicles.
Machines 2021, 9, 197. [CrossRef]

7. Barnard, M. Cheap, Safe, Regional Electric Flying Is Coming, & Kevin Antcliff of Xwing Is Automating It. Available online: https:
/ /cleantechnica.com/2022/03/12/cheap-safe-regional-electric-flying-is-coming-kevin-antcliff-of-xwing-is-automating-it/ (ac-
cessed on 17 July 2022).

8.  Isermann, R.; Ballé, P. Trends in the application of model-based fault detection and diagnosis of technical processes. Control. Eng.
Pr. 1997, 5, 709-719. [CrossRef]

9.  Ignatyev, D.L; Shin, H.-S.; Tsourdos, A. Two-Layer On-line Parameter Estimation for Adaptive Incremental Backstepping Flight
Control for a Transport Aircraft in Uncertain Conditions. IFAC-PapersOnLine 2019, 52, 411-416. [CrossRef]

10. Ignatyev, D.I; Shin, H.-S.; Tsourdos, A. Two-layer Fault Detection for Incremental Flight Control of Fixed-Wing UAV. In
Proceedings of the 2019 Workshop on Research, Education and Development of Unmanned Aerial Systems (RED UAS), Cranfield,
UK, 25-27 November 2019; pp. 227-236.

11. Ignatyev, D.L; Shin, H.-S.; Tsourdos, A. Two-layer adaptive augmentation for incremental backstepping flight control of transport
aircraft in uncertain conditions. Aerosp. Sci. Technol. 2020, 105, 106051. [CrossRef]

12.  Altaf, M.A.B.; Yoo, J. A 1.83 J/Classification, 8-Channel, Patient-Specific Epileptic Seizure Classification SoC Using a Non-Linear
Support Vector Machine. IEEE Trans. Biomed. Circuits Syst. 2015, 10, 49-60. [CrossRef] [PubMed]

13. Cordeiro, R.A.; Azinheira, ].R.; Moutinho, A. Actuation Failure Detection in Fixed-Wing Aircraft Combining a Pair of Two-Stage
Kalman Filters. IFAC-PapersOnLine 2020, 53, 744-749. [CrossRef]

14. Tayarani-Bathaie, S.S.; Sadough, Z.; Khorasani, K. Dynamic Neural Network-based Fault Diagnosis of Gas Turbine Engines.
Neurocomputing 2014, 125, 153-165. [CrossRef]

15. An, D.; Kim, N.H.; Choi, ].-H. Practical options for selecting data-driven or physics-based prognostics algorithms with reviews.
Reliab. Eng. Syst. Saf. 2015, 133, 223-236. [CrossRef]

16. Baskaya, E. Fault Detection and Diagnosis for Drones Using Machine Learning. Ph.D. Thesis, University of Toulouse, Toulouse,
France, 2019.

17.  Safarinejadian, B.; Kowsari, E.; Gaber, M. Fault detection in non-linear systems based on GP-EKF and GP-UKF algorithms. Syst.
Sci. Control. Eng. 2014, 2, 610-620. [CrossRef]

18.  Wu, J.-D,; Liu, C.-H. An expert system for fault diagnosis in internal combustion engines using wavelet packet transform and
neural network. Expert Syst. Appl. 2009, 36, 4278—4286. [CrossRef]

19. Ince, T,; Kiranyaz, S.; Eren, L.; Askar, M.; Gabbouj, M. Real-Time Motor Fault Detection by 1-D Convolutional Neural Networks.
IEEE Trans. Ind. Electron. 2016, 63, 7067-7075. [CrossRef]

20. Dutta, A.; McKay, M.E.; Kopsaftopoulos, F.; Gandhi, F. Multicopter Fault Detection and Identification via Data-Driven Statistical
Learning Methods. AIAA J. 2022, 60, 160-175. [CrossRef]

21. Abbaspour, A.; Yen, K.K.; Forouzannezhad, P; Sargolzaei, A. A Neural Adaptive Approach for Active Fault-Tolerant Control
Design in UAV. IEEE Trans. Syst. Man, Cybern. Syst. 2018, 50, 3401-3411. [CrossRef]

22. Bishop, C.M.; Nasrabadi, N.M. Pattern Recognition and Machine Learning; Springer: Berlin/Heidelberg, Germany, 2006.

23. Platt, J. Probabilistic outputs for support vector machines and comparisons to regularized likelihood methods. Adv. Large Margin
Classif. 1999, 10, 61-74.

24. MathWorks. fitSVMPosterior. Available online: https://uk.mathworks.com/help /stats/fitsvmposterior.html (accessed on
13 August 2022).

25. Bronz, M.; Baskaya, E.; Delahaye, D.; Puechmore, S. Real-time Fault Detection on Small Fixed-Wing UAVs Using Machine

Learning. In Proceedings of the 2020 AIAA /IEEE 39th Digital Avionics Systems Conference (DASC), San Antonio, TX, USA,
11-15 October 2020; pp. 1-10.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


https://historyofyesterday.com/the-first-fatal-airplane-crash-in-history-59dfb1abfa2
https://historyofyesterday.com/the-first-fatal-airplane-crash-in-history-59dfb1abfa2
https://www.iata.org/en/youandiata/travelers/aviation-safety/#:~{}:text=Flying%20is%20the%20safest%20form,for%20every%204.2%20million%20flights
https://www.iata.org/en/youandiata/travelers/aviation-safety/#:~{}:text=Flying%20is%20the%20safest%20form,for%20every%204.2%20million%20flights
http://doi.org/10.1080/00207179408923072
https://www.airbus.com/en/who-we-are/our-history/commercial-aircraft-history/fly-by-wire-1980-1987
https://www.airbus.com/en/who-we-are/our-history/commercial-aircraft-history/fly-by-wire-1980-1987
http://doi.org/10.1177/0954410011421717
http://doi.org/10.3390/machines9090197
https://cleantechnica.com/2022/03/12/cheap-safe-regional-electric-flying-is-coming-kevin-antcliff-of-xwing-is-automating-it/
https://cleantechnica.com/2022/03/12/cheap-safe-regional-electric-flying-is-coming-kevin-antcliff-of-xwing-is-automating-it/
http://doi.org/10.1016/S0967-0661(97)00053-1
http://doi.org/10.1016/j.ifacol.2019.11.278
http://doi.org/10.1016/j.ast.2020.106051
http://doi.org/10.1109/TBCAS.2014.2386891
http://www.ncbi.nlm.nih.gov/pubmed/25700471
http://doi.org/10.1016/j.ifacol.2020.12.825
http://doi.org/10.1016/j.neucom.2012.06.050
http://doi.org/10.1016/j.ress.2014.09.014
http://doi.org/10.1080/21642583.2014.956843
http://doi.org/10.1016/j.eswa.2008.03.008
http://doi.org/10.1109/TIE.2016.2582729
http://doi.org/10.2514/1.J060353
http://doi.org/10.1109/TSMC.2018.2850701
https://uk.mathworks.com/help/stats/fitsvmposterior.html

	Introduction 
	Modelling of the Nonlinear Aircraft Model and Longitudinal Flight Controller 
	Equations of Motion for the Nonlinear Aircraft Model 
	Longitudinal Flight Controller 
	Fault Scenarios and Tests 

	Design and Implementation of the SVM Fault Detection Method 
	Support Vector Machine (SVM) Preliminaries 
	SVM Training 
	Training and Cross-Validating the SVM Model 
	Evaluating the Performance of the SVM Model 
	Tuning the SVM Model 


	Analysis and Validation of the Fault Detection Method 
	Processing the Dataset 
	SVM Model for Elevator Actuator LOE Fault 
	SVM Model for Aileron Actuator LOE Fault 
	SVM Model for Elevator and Aileron Actuator LOE Faults 
	SVM Model for Elevator Actuator with Noisy Measurements 
	SVM Model for Elevator Actuator in a Closed-Loop System 

	Discussion and Conclusions 
	References

