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Abstract

:

The erratic modern world introduces challenges to all sectors of societies and potentially introduces additional inequality. One possibility to decrease the educational inequality is to provide remote access to facilities that enable learning and training. A similar approach of remote resource usage can be utilized in resource-poor situations where the required equipment is available at other premises. The concept of Industry 5.0 (i5.0) focuses on a human-centric approach, enabling technologies to concentrate on human–machine interaction and emphasizing the importance of societal values. This paper introduces a novel robotics teleoperation platform supported by the i5.0. The platform reduces inequality and allows usage and learning of robotics remotely independently of time and location. The platform is based on digital twins with bi-directional data transmission between the physical and digital counterparts. The proposed system allows teleoperation, remote programming, and near real-time monitoring of controlled robots, robot time scheduling, and social interaction between users. The system design and implementation are described in detail, followed by experimental results.
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1. Introduction


Current challenges brought by ongoing conflicts, worldwide threats, and unequal economical conditions [1,2] are introducing major challenges to all sectors of societies. As a concrete example, pandemic restrictions have set limitations for student group sessions at university laboratories, forcing educational institutes to rethink practical arrangements of laboratory exercises [3,4,5]. Climate change requires an increased appreciation of environmental awareness and preferring green choices [1]. An example of a greener choice is the reduction of traveling to only situations truly necessary and favoring alternative approaches whenever possible. In addition to reduced traveling, changes in consumption habits are required; purchasing of new products should not be preferred, instead leasing or renting of existing equipment should be. Efficient utilization of existing equipment located in remote locations preserves the resources required for manufacturing new units. Equality can be promoted by offering people in developing countries the possibility of training remotely utilizing modern equipment [6,7]. As Bryndin [8] notes, the aim of Society 5.0 is to create equal possibilities for all individuals and to create an environment for realizing equal possibilities. A possibility to participate from distant locations would provide a solution to overcome pandemic restrictions, enable exercising without traveling, and increase the utilization rate of existing equipment, supporting a human-centric approach of utilizing i5.0 technologies. In this paper, a common teleoperation platform for robotics utilizing digital twins(DT) is presented as a solution for the distant utilization of robotics.



Moniruzzaman et al. [9] defined robotic teleoperation as a robot that is controlled or managed by a human operator over a data connection. Bi-directional communication between the robot and human operator allows the human operator to provide orders and suggestions to the tasks while the robot executes the tasks based on the input from the human operator. In the scope of this proposal, bi-directional communication enables a user to control robots at the university laboratory from any location, therefore saving time and environmental resources consumed on traveling. Teleoperation platform services are also available for students abroad and studying at other universities. There are previous studies on using teleoperations in universities. Marin et al. [10] proposed a telerobotic system, allowing students and scientists to control robots remotely. In addition to this work, the solution presented here provides time resource management to enable the scheduling of teleoperated equipment and Cybersecurity considerations. A trivial calendar application is provided as a front-end for time resource management, allowing students to reserve time resources for a specific robot to exercise robotic skills. In this proposal, the scope of resource management is limited to students reserving time slots to study robotics. The scope can be broadened to include equipment sharing and rental between companies and educational institutes.



Sharing time resources of available equipment requires user authentication and authorization to create a link between time resources, equipment, and user. The platform presented includes methods for user registration, authentication, and authorization. Daily tasks for user registration, strong password creation, and password recovery have been automated to save administrator time.



Social communication is an important feature for students participating in education from distant locations [11,12]. Communication is needed by students to request help for the usage of the platform and to exchange experiences with fellow students, lecturers, and IT support. On the platform presented, social communication is offered in the form of a live chat, a discussion forum, and an online video meeting. Digital twin (DT) was chosen as a key approach for implementing teleoperation. DT is a digital presentation of a physical world object, serving as a bridge between the physical and cyber world [13]. DTs enable monitoring and operation of physical equipment, production lines, factories, and smart cities independent of location. In this context, DTs enable students to perform practical exercises by teleoperating robots physically located in a university laboratory. The platform includes DTs of mobile, industrial, collaborative, and scara robots for teleoperation. Bi-directional open communication standards are utilized to link digital and physical twins. The digital presentation features a dashboard for controlling and monitoring physical twins. To provide a near real-time view for the teleoperation, a video stream of a physical environment is embedded in the digital presentation.



The platform proposed in this paper is accessible and cybersecure (CS). CS has been considered a key enabler for a sustainable platform performing data transfer and providing services over the internet. CS is also a building block of physical safety when Cyber-Physical Systems (CPS) such as teleoperated robots are considered [14,15]. Weak CS can enable an attacker to gain control of physical equipment and cause physical damage to equipment and the surrounding environment [14]. CS of the proposed platform is implemented by the following methods: secure authentication, authorization, firewall rules, and data encryption. The best efforts by the authors have been made to protect data connections and services of the proposed platform against cyber attacks. Addressing CS, however, is continuous work, requiring periodic reviewing and actions such as vulnerability scans and updates of vulnerable services. Previous studies on utilizing teleoperation for robotic laboratory exercises lack consideration of CS. Instead of writing a single paragraph about CS, in this paper, CS aspects are considered in each of the following chapters.



While many approaches of educational robotics platforms have been reported previously, implementations presented have been fragmented with restrictions or absence of at least one of the following features: social communication, resource sharing, content management, teleoperation, or support for mobile devices. The proposed approach contains the aforementioned services and is based on open-source software. Figure 1 presents the platform requirements and services. Research questions to answer are: Is teleoperation platform utilizing DT’s suitable for robotics education and training? Is common teleoperation platform implemented with open-source software cybersecure?



The contributions of this work are as follows:




	
Implementation of robot teleoperation platform utilizing DT’s



	
Method for time-resource management of teleoperated equipment



	
Cybersecurity road-map for teleoperation platform



	
Teleoperation platform based on open-source software








The remainder of the paper is organized as follows: Section 2 provides methods and approaches, including functional and non-functional requirement specifications of the platform. Section 3 presents a literature review describing existing solutions and previous research on the topic. In Section 4, implementation and validation of platform is presented and further discussed in Section 5. Section 6 concludes this paper.




2. Methods and Approach


Methods utilized during the development of the proposed platform are presented here. Requirement specification and requirement validation presented in Section 2.1 is considered a fundamental guideline during the implementation phase described in Section 4. The development phase begins with platform architecture specification and validation. Development is followed by implementation, including iterative programming, testing, and functionality validation tasks. To validate the functionality of teleoperation and digital twin data transfer, one high-level task was defined for each robot. Tasks were chosen based on the capabilities of the robot type in a question and are explained in Section 4.6. After implementation conforms to defined requirement specification, the platform was considered ready for evaluation in real applications. Figure 2 presents the methodology of this work to plan, develop, implement, and validate the proposed platform. Methodology presentation is based on work of Garcia et al. [16].



2.1. Requirement Specification


Requirement specification for the platform was defined based on needs for training basic skills in robotics and on requirements found during a related research study described in Section 3. Group defining requirements specification consisted of authors of this paper having pedagogical, software engineering, ICT, and robotic knowledge. Requirements were divided into two main groups: Functional (F) and Non-Functional (N). Functional requirements describe requirements directly related to the functionality of the platform such as teleoperation and monitoring of robots. Functional requirements were further divided into Must and Could, depending on the urgency to implement specific requirements on the platform. Some of the requirements listed are considered future work and are beyond scope of this publication, and the level for those requirements is defined as Could. Those requirements are considered in more detail in Section 5.



Non-Functional requirements define quality requirements, such as how many users should be supported or the availability of the platform. Non-Functional requirements were divided into sub-categories of Usability, Security, and Performance depending on the nature of the requirement. Requirements specified in Table 1 and Table 2 are referred in Section 4 to indicate which requirement specific implementation task corresponds to.





3. Background and Related Research


The related research review aims to find software components required to build a common teleoperation platform for robotics utilizing digital twins. The chosen components meet the demands of the requirement specification in Section 2.1. An overview of recent research on DTs and teleoperation is performed with a focus on robotics and education. The modern data transmission protocols are reviewed, as DTs require a bi-directional data flow between the physical and digital twin. The latest research on real-time video transmission protocols for efficient teleoperation is reviewed to meet the requirement N15. In addition, authentication and authorization of an online system are essential for CS providing privacy and security to users requirements F4, F5, and N3.



3.1. Digital Twin


The concept of Digital Twin (DT) was presented in 2002 by Michael Grieves as a conceptual idea for Product Lifecycle Management [17]. Grieves presented virtual and real systems having a link throughout all phases of the product lifecycle from design to disposal. Since then the DT definition has been evolving, and misinterceptions of the “twin” metaphor have existed [18]. In this paper, definitions presented by Cimino and Kritzinger are considered as guideline definitions for DT. Cimino defines DT as a virtual copy of a physical system able to interact in a bi-directional way [19]. According to Kritzinger, bi-directional automated data flow distinguishes DT from the digital model and digital shadow [20]. DT has been utilized in the analysis, monitoring, maintenance, engineering, and testing [21]. DTs can be used to represent a single system such as a CNC machine, industrial robot, welding equipment, autonomous vehicle, or larger entities such as oil refinery or chemical plant [21]. DT enables a user to interact with low-level functions available on the physical part of the twin. A physical twin is an actual system put together to perform a certain function. Digital twin as a digital presentation of physical twin can present physical parameters such as temperatures, linear positions, and vibration frequencies in digital format. DT enables user interaction with the physical twin, providing operator teleoperation capabilities [22]. Teleoperation enables operators to control robots over large physical distances [22,23]. In the context of this paper, DTs enable control of physical robot cells, providing a method for teleoperation. Digital Twin consortium provides glossary [24] of DT-related terms. The following terms will be used in our paper later on and are explained here:




	
Digital twin is a virtual presentation of real-world entities and processes, synchronized at specified frequency and fidelity



	
Physical twin is a set of real-world entities and processes that correspond to a digital twin



	
Digital twin platform is a set of integrated services, applications, and other digital twin subsystems that are designed to be used to implement digital twin systems



	
Digital twin system is a system-of-systems that implements digital twin



	
Cyber-Physical system is a system consisting of physical and digital systems integrated via networking.








DT concept is now in its third generation where AI and deep learning algorithms utilize online data [25,26]. First generation DTs were virtual presentations based on scripting languages and second generation of DTs introduced in 2012 were more simulation-oriented [25]. In addition to presenting individual systems, DTs are capable of combining individual DTs to present complete factories, supply chains, airports, and smart cities [21,25]. International Organization for Standardization (ISO) has defined standards for the DT framework in 2021 [27], and standardization is an indication of DT as a mature concept. Deep-learning can enable DTs to self-optimize and thus advance autonomously [25,26].



A cyber attack against a DT may enable an attacker to gain access to physical twin [14]. Therefore, unauthorized modification or destruction of data can lead to unexpected behavior of physical twin, leading to catastrophic damages [14,28]. According to Holmes et al. [28], the amount of CS attacks against DTs are increasing. Integrity and confidentiality of data transfer between physical and digital twins are identified as the main CS challenge for DTs [28], as CS attacks disrupting the integrity or confidentiality of data might endanger the safety of the physical twin environment.



Data Flow between Physical and Digital Twin


DT definition requires automated bi-directional data flow between physical and digital parts [20]. Synchronized data transfer from individual sensors to digital presentation and from digital presentation to individual actuators is a key enabler of DT concept [19]. This enables users to monitor and control physical twin by a user interface of a digital twin. Furthermore, the data flow of individual DTs can be combined to represent complete factories or complete supply chains [25]. Connecting individual DTs to present larger entities, a common platform is required. A common platform utilizing open connection standards enables flexible combining of DTs. Currently, OPC Unified Architecture (OPC UA) is a widely adopted open standard cross-platform solution for data exchange [29]. OPC UA client-server model has lately been accompanied by publisher–subscriber solutions developed for IoT such as Message Queue Telemetry Transport (MQTT).



MQTT, originally developed by Andy Standford-Clark and Arlen Nipper [30], is considered one of the most popular messaging protocols for IoT- and IIoT-devices [31]. MQTT has been widely adopted in logistics, automotive, manufacturing, and smart home applications. MQTT protocol has three participants: publisher, subscriber, and broker. A publisher is a device publishing certain topics such as temperature and humidity. A subscriber is a device subscribing to certain topics to receive information. Both are connected to a broker to deliver published topics to subscribers [31].



MQTT was not originally designed with CS in mind. Current MQTT-versions 3.1.1 and 5 offer authentication as a measure against CS attacks. To encrypt MQTT messaging Transport Layer Security (TLS) is needed and is supported by some MQTT-implementations [31]. Authentication and encryption provide strong protection against CS attacks. MQTT meets requirements F1, F2, and N3 of digital twins, teleoperation, and CS.



OPC Unified Architecture is a cross-platform open standard IEC62541 for data exchange. The standard is actively developed by independent committee OPC Foundation [32]. The history of OPC (OLE For Process Control) began when Microsoft introduced the BackOffice suite of server products in 1996 [33]. OPC UA standard defined in 2006 is widely recognized in industrial automation and has been chosen as Industry 4.0 reference standard [29,34]. In 2018, part 14 was added to define publisher/subscriber communication model in addition to client/server model [35]. MQTT, AMQP, and UADP messaging protocols are currently supported to offer publisher/subscriber communications to OPC UA.



OPC UA standard is secure-by-design, providing confidentiality and integrity by signing and encrypting messages [14]. Basic security provided by username and password authentication can be extended with encryption to enable a high level of CS.





3.2. Teleoperation


Teleoperation of robots has been studied for decades since the beginning of robotic systems in the 1950s [36]. MIT started to study teleoperation in the mid-1960s and the mid-1990s when prof. Sheridan reported progress in the field of teleoperation in several countries and application areas including space, undersea, mines, toxic waste cleanup, telediagnosis, and telesurgery [37,38]. Since then, teleoperation applications have been researched for healthcare [23,39,40], industrial [41], education [5,10], underwater [42], nuclear [43], and energy applications [44]. González et al. [41] proposed a teleoperation system to control industrial robots. The system proposed allows the operator to perform finishing, sanding, deburring, and grinding operations, which are hard to do with industrial robots. By using teleoperation it is possible to preserve the physical integrity of human work and to allow people with motor disabilities to perform grinding and sanding processes. A teleoperated robotic system for healthcare performing ultrasound scanning was presented by Duan et al. [39]. Tests were conducted and proven that using teleoperated robots to take ultrasound was safe and effective [39]. Caiza et al. [44] used the lightweight protocol MQTT for the teleoperation of robots. An operator can be in a different location and control the robot movements and actions remotely. In the application proposed by Caiza et al., an operator can control a mobile manipulator to perform inspections on oil and gas equipment [44].



Real-Time Video


Low latency of real-time video transmission is critical in teleoperation applications [45]. Delay in video transmission has a negative impact on user experience and may cause the user to misguide teleoperated equipment. Web Real-Time communication project (WebRTC) is an open-source project offering near real-time web-based communication [46]. Most modern web browsers support WebRTC, and Round Trip Times of 80 to 100 milliseconds have been measured on mobile platforms [47]. WebRTC utilizes User Datagram Protocol (UDP) for video streaming. Since UDP does not support congestion control, a custom congestion control algorithm is required to control the video stream.





3.3. Authentication and Authorization


To meet requirements F4, F5, and F6, tools to authorize platform users and define user permissions are needed. Most modern CMSs’ provide described functionality and also tools for website content management [48]. CMS provides schemes and front-end for user registration, strong password creation, password authentication, and password recovery. Currently, three major open-source CMS solutions are WordPress, Joomla, and Drupal [49]. A wide variety of third-party plug-ins are available for mentioned three major CMS. Plug-ins can add features such as calendars, clocks, and photo galleries to CMS [48].



To allow registered users to log in to all services on the platform with a single username and password, a single sign-on (SSO) method is required. Single sign-on allows registered users to log in once and access all services on the platform. Open Authorization 2.0 (OAuth 2.0) is a token-based open standard for authentication and authorization [50]. OAuth 2.0 is a widely utilized standard in Internet communications utilized by Google, Amazon, and Paypal [51]. Traditional server–client style authentication is based on sharing credentials between resource owner and client. Sharing credentials with clients can lead to password leaks, data breaches, and unwanted access to protected resources [50]. OAuth 2.0 differs from traditional server–client style authentication by passing access tokens instead of credentials from the authentication server to the client. OAuth 2.0 enables users to utilize all services on the platform by creating single credentials on Drupal CMS. OAuth 2.0 is directly related to requirement N3.





4. Implementation and Validation


4.1. System Architecture


The system architecture of the platform was defined based on requirement specification and software component selections described in Section 3. Internal and external connections of architecture are described in detail in Figure 3.



The main part of platform system architecture is cloud server running services required to enable the platform for digital twins. Jitsi-Meet, Node-RED, and Mosquitto-MQTT services are directly related to the teleoperation of robots. DTs on the platform are digital entities validating and passing data between teleoperation user interface and physical systems. DT implementation of the platform is described in detail in Section 4.5. NodeJS runtime is required to run Node-RED, DTs, and Rocket.Chat servers on the system. Apache is required to host Drupal CMS and to act as a secure reverse proxy for Rocket.Chat and Jitsi-Meet services. In addition to content management, Drupal and OAuth-plugin provide registration, authentication, and authorization of users. Fullcalendar-module is required to enable functionality for time-resource management. SSH–server provides administrator access to the cloud server.



Robo3D Lab Server is located at Centria robotics lab. The purpose of this server is to act as a link between the cloud server and robots located at Robo3D Lab. Robotic systems available on the platform are physically connected to the Robo3D Lab server by LAN and WLAN connections. Additionally, web cameras utilized for monitoring teleoperated robots are connected to this server by USB connection. Robo3D Lab server is running OPC UA server and client to connect the industrial robot to cloud server, MQTT-app to connect mobile robot, and Jitsi-Meet client to stream video to Node-RED user interface. Additionally, the Kandao 360-camera streamer is connected to the Robo3D Lab server to stream a 360 view of the laboratory for a user to control and locate the mobile robot.



UiT Server is located at the UiT manufacturing laboratory in Narvik, providing a link between the cloud server and equipment located in Norway. Industrial and Scara robots and the conveyor system are connected physically to UiT Server utilizing LAN connections. Similar to the Robo3D Lab, server web cameras for monitoring CPS are connected to the server by USB connections. The server is running OPC UA Server and OPC UA/MQTT-bridge to connect robots to the cloud server.




4.2. Cloud Server


To set up our platform, DNS address was registered for the project at Centria’s DNS server, redirecting all requests to the static IP address provided by the cloud service provider. Ubuntu 20.04 with the latest updates was installed to provide a server OS. Apache, PHP, and MySQL server stack were installed on top of Ubuntu and configured to host Drupal CMS, Rocket.Chat, Jitsi-Meet, and Node-RED. A firewall was enabled on both the Ubuntu server and cloud service, allowing access to only ports required for platform functionality explained in Figure 3. CA certificate request was approved by GEANT Vereniging, and after approval, Apache was set up to only accept encrypted HTTPS connections. These steps correspond to requirements N13 and N3, requiring a 24/7 system availability, and CS was taken into account by encryption described in Table 1 and Table 2.



4.2.1. Content Management System


Drupal provides automation for user registration, secure password creation, password recovery, and permission management tasks. Drupal also features calendar and modern authorization server plugins and was therefore chosen as CMS for the platform. Drupal CMS was installed to provide a front-end of the platform and a secure mechanism for user registrations, password recovery, and authentication. The front end of the educational platform was created with content management tools provided by Drupal. The front-end consists of menus, web pages, articles, and document files. Providing platform users information about utilizing platform and robotics study materials, Drupal add-on “Open authentication 2.0”-server described in Section 3.3 provides trivial and secure login to platform services Rocket.Chat, Node-RED, and Jitsi-Meet. Drupal add-on module Fullcalendar-module provides a method for teleoperation time resource management. Drupal CMS and add-on modules described providing solutions for requirements F4, F5, F6, and N3, N6, N7, N12.




4.2.2. Time Resource Management


FullCalendar-module was installed as a time resource manager. The back-end of FullCalendar is written in PHP and the user interface in Javascript. Since FullCalender-module does not offer logic for user-specific time resource management, the module source code was modified to include user id information for events and to monitor current time and reservation time, including user id and monitoring of current time enabled implementation of logic needed for time resource management. FullCalendar-module is directly related to the scheduling requirement described in requirement F6.




4.2.3. Real-Time Video Server


Jitsi-Meet utilizes Google Congestion Control (GCC), which is the most widely utilized congestion control algorithm for WebRTC [47]. There is a variety of open-source video conferencing applications based on WebRTC, such as BigBlueButton, Jitsi-Meet, and OpenVidu [46].



Jitsi-Meet was chosen for the proposed platform since it has been proven to perform well compared to BigBlueButton and OpenVidu [46]. Jitsi-Meet is a collection of open-source projects providing voice, messaging, desktop sharing and video conferencing applications in real-time browser-to-browser fashion [47,52]. CS is built-in, as Jitsi-Meet accepts only encrypted communication. User authentication is also possible and authentication was set up for this implementation.



Jitsi-Meet server provides common features of videoconferencing for the platform. The most important feature is web-based real-time video streaming. Video meet provides near real-time monitoring of teleoperated robots and enables a way for students and teachers to communicate. Jitsi-Meet was installed on a cloud server utilizing a ready-made installer. Jitsi-Meet requires SSL encryption and encryption was set up with the CA certificate described earlier. Jitsi-Meet CS was further improved by allowing only OAuth 2.0 authenticated users to start and join meetings on the platform. Jitsi-Meet relates to requirements F2, F3, and N3, N8, N9, N11, and N15.




4.2.4. Teleoperation User Interface


Node-RED was chosen as a development tool for the platform teleoperation user interface. Node-RED is a flow-based programming tool developed by Nick O’Leary and Dave Conway-Jones at IBM [53]. Node-RED provides visualization of MQTT-topics by web-based flow-editor [53]. Flow-editor provides a library of useful functions and templates, integration of custom Javascript code blocks, and connections between code blocks. Node-RED requires NodeJS runtime and runs as a service on a cloud server or local workstation. Node-RED is well documented and the developer community is active. Node-RED offers encryption of data and authentication of users by username and password or OAuth2 token as CS measures.



Node-RED server setup allows connections by default on port 1880. Node-RED is an important part of the platform connecting with DTs, providing an interface to control and monitor CPS. After setting up, Node-RED flows and dashboards to control robots at Ylivieska were created. Node-RED provides native support for SSL encryption and encryption was set up by utilizing the CA certificate described earlier. Node-RED relates to requirements F1, F2, F3, N2, N3, N8.




4.2.5. Cloud Data Transfer


Mosquitto was chosen as MQTT-broker for the platform, as it provides authentication and SSL-encryption with CA certificate [54]. Mosquitto MQTT-broker was set up to route messages between digital and physical twins. Port 1883 was specified for non-encrypted data transfer and port 8883 for encrypted. Authentication and encryption of data was enabled and connections without authentication were disabled. Encrypted connections were secured with CA-certificate provided by GEANT Vereniging. Simple topic structure was defined for publishing and subscribing messages. nnnTopic/from was defined as topic for receiving messages from equipment and nnnTopic/to was defined as topic for sending messages to equipment. For example, fanucTopic/to and fanucTopic/to were defined as topics for Fanuc LR-mate industrial robot to publish and subscribe messages.



A combination of OPC UA and MQTT standards provide industry-standard data exchange between digital and physical twins. These two protocols were chosen for data exchange on the platform proposed. These protocols are widely supported by IoT and IIoT devices and are capable of cross-communication. Open62541 was chosen as the OPC UA implementation for this project since it has been proven CS and to use the least computational resources [14,29]. Open62541 corresponds to requirements F1 and N3.




4.2.6. Social Communication


Rocket.Chat was set up to provide a way of social communication for platform users, administrators, and developers. Users do not always require real-time communication and instead chat type communication is sometimes more convenient. Rocket.Chat is set up to require a valid Drupal user account, and to allow anonymous messaging. Anonymous messaging lowers the bar to raise questions related to exercises and usage of the platform. Rocket.Chat supports OAuth2.0 and a valid Drupal user account is verified from CMS. To enable encrypted secure connections for Rocket.Chat it was set up with Apache ReverseProxy, as described in Rocket.Chat manual [55]. Rocket.Chat relates to requirements N2, N6, N3, and F14.




4.2.7. Vulnerability Scans


After installation, vulnerability scans on the platform were performed with Nessus and OWASP ZAP software. The first scan revealed several CS risks on the platform. The server was not running the latest versions of Apache and PHP. After updating Apache, PHP, and disabling weak SSH–algorithms, only fine-tuning of Apache parameters to hide server version information was required. As the latest scan indicated no CS issues, the platform was considered currently up-to-date and cybersecure. However, since new security issues appear daily, vulnerability assessment is scheduled to run monthly. The report is e-mailed to the site manager and measures to correct CS issues will be taken. Periodic vulnerability scans are directly related to the requirement N3.





4.3. UiT Manufacturing Laboratory


At the manufacturing laboratory in Narvik, Norway, there is a reconfigurable manufacturing system (RMS) that consists of multiple platforms. The platforms can be easily moved to any location in the environment. Three of the platforms in the RMS have been connected to the cloud system; two robot platforms and one conveyor platform.



4.3.1. Industrial Robot


The Nachi robot is connected to a CFD-0000 controller and can be used with other PLC systems, but it does not allow for controlling from an external computer. Therefore, a FD High Speed (FD-HS) system is used, which is connected between the CPU board and servo board of the controller and allows for control by an external computer. The FD-HS system can only be used for joint control, and therefore, a small NUC computer is added with ROS and MoveIt for inverse-forward kinematics calculation. In addition, the NUC computer is also used to connect the robot with the OPC UA server for remote operation.




4.3.2. Scara Robot


The original controller of the Scara robot had become obsolete and has been replaced with a LinuxCNC controller, and a second control computer (NUC computer) is added to connect the robot with the OPC UA server. The second control computer also runs ROS and uses MoveIt for the inverse-forward kinematics calculation, the same as the Nachi robot.




4.3.3. Conveyor


The conveyor includes the motor controller and five distance sensors. Figure 4 shows the control interface of the conveyor platform. Users can control the conveyor velocity and direction while reading the sensor values in this interface.



A Raspberry Pi operates as the control computer to control the motor of the conveyor, collect data from the sensors, and synchronizes the motor and sensor data with the OPC UA server.




4.3.4. UiT Server


For the local system in Narvik, the OPC UA server is used to gather/upload data from the local platforms and distribute the data from the cloud to each of the robot arms and the conveyor. To communicate with the robot arms there are two sets of variables: requested joint values and current joint values. If the requested values in the OPC UA server are changed, the robot will automatically start to move towards the new requested values. The current value is updated while the robot is moving. An illustration of the connection can be found in Figure 3.



The cloud server uses MQTT for communication. Therefore, a communication program synchronizes the data between the local server in Narvik and the cloud server MQTT.





4.4. Centria Robo3D Lab


At Ylivieska Robo3D Lab, two articulated arm robots and one mobile robot were chosen as hardware for implementation. The industrial arm robot is Fanuc LR-Mate intended for educational purposes. Fanuc LR-Mate is an industry-standard robot, providing 6 rotary joints for positioning and a gripper for attaching and detaching work pieces. The collaborative arm robot is Universal Robot UR3. UR3 is a collaborative robot providing 6 rotary joints, an adaptive gripper, and functions enabling human–robot collaboration. In addition to robots, a server PC was required. Robo3D Lab server is required to Host OPC UA client/server for Fanuc robot, stream real-time video broadcast for a collaborative and industrial robot, and host custom Python script to control a mobile robot. Configuration and connections of Robo3D Lab server are described in Figure 3.



4.4.1. Industrial Robot


Fanuc industrial robot controller provides OPC UA server for communication, MQTT is not currently supported. Therefore, custom OPC UA to MQTT-bridge was implemented. After enabling the OPC UA server option, the OPC UA server with factory default structure was running on a robot controller. Default structure included current position registers and alarm registers. A requested position register was added to receive commanded joint positions from the platform user interface. OPC UA client and server are modified implementations of Open62541. OPC UA Client is a connector between the robot OPC UA server and Robo3D Lab OPC UA server. The purpose of the OPC UA server is to act as gateway routing messages received from implemented OPC UA client to the cloud server MQTT-broker.



Fanuc robot OPC UA server does not support authentication or encryption of OPC UA data connections. To maintain CS confidentiality and integrity of data transfers between robot and platform, an isolated subnet connection consisting of only Fanuc LR-Mate robot and Open62541 implementation was set up. Server running Open62541 implementation utilizes two network adapters: one for connecting to an isolated network, including the Fanuc robot, and one for connecting to the internet router. Connections of setup are described in Figure 3.



Physical safety considerations for this robot are fully considered by the manufacturer, as this robot cell is CE-approved. The robot is installed inside a fully enclosed structure accessible only through a sliding door. The sliding door is secured by a safety switch stopping robot motion if opened.




4.4.2. Collaborative Robot


Universal Robot UR3 controller does not provide OPC UA or MQTT communications by default. Instead, the controller provides the possibility to install third-party applications, including OPC UA clients and MQTT connectors. In this case, MQTT-connector provided by 4Each software solutions was installed on the robot controller. 4Each MQTT Connector enables publishing and subscribing messages to MQTT-broker.



MQTT-connector connects to the cloud server transmits robot’s current position and receives the requested position from the user interface. The program was also modified to allow commanding the robot to Tool Centre Point (TCP) to requested XYZ-coordinate positions.



The user interface created with Node-RED consists of six gauge-type indicators for current joint positions and sliders for each joint to set the wanted position. Above the gauge and slider elements is an embedded live video of a collaborative robot station. The user interface is presented in Figure 5.



A risk assessment was conducted for this robot to evaluate possible safety risks regarding teleoperation. UR3 robot differs from Fanuc industrial robot described previously since it was not delivered as a complete cell but as a robot arm and controller unit. The final installation of the robot, gripper, and controller was conducted by Centria, and no CE approval for a complete cell was provided. Risks during teleoperation of the robot are that people near the physical robot are not aware of teleoperation. UR3 is a collaborative robot, designed to share working space with humans so the risk for physical harm is small. Enclosure manufacture of transparent polycarbonate sheet could provide added protection if required.




4.4.3. Mobile Robot


Omron LD-250 was chosen as a mobile robot for the platform. LD-250 provides Wifi-connection and proprietary command-line interface “ARC link” to control robot movements and to request the status of the mobile robot online. The mobile robot was connected to the ASUS router described earlier, and a Python-based MQTT application was written to send commands to the robot and request status information from the robot controller. MQTT-app is running on Robo3D Lab server and connects to MQTT-broker with paho-mqtt client. The control interface for the mobile robot was implemented on top of the floorplan image of Robo3D Lab. On the higher layer on top of the floorplan, clickable circle objects were created. A user can send pre-defined locations to the mobile robot controller by simply clicking circle objects on the floorplan. Real-time video of mobile robot movement is provided by Kandao 360 camera installed stationary in Robo3D Lab. Video is streamed from Kandao 360 camera to the Robo3D Lab server utilizing RTMP protocol. Figure 6 presents mobile robot user interface.



Physical safety considerations for this robot are fully considered by the manufacturer as LD-250 mobile robot is CE-approved. Mobile robot has sensors to detect and avoid obstacles in a planned path.





4.5. Digital Twinning


As already mentioned, DTs are core components of the platform presented. Each physical system connected to the platform has a digital twin counterpart and automated data flow between physical and digital twins. DTs on the platform are implemented to present physical parameters of CPS, such as current joint and coordinate positions. In addition to presenting the current status of the physical system, DTs validate and transfer user requested positions to physical twins. Physical limitations of connected systems are defined in DTs and a programmed logic is implemented to prevent a user from moving a robot to non-permitted or out-of-reach positions. DTs are written in Javascript language and run on top of NodeJS runtime on the cloud server. DTs communication protocol to the physical world is MQTT. However, the platform supports several communication protocols to integrate a CPS. Integrating a physical system by MQTT, OPC UA, and proprietary “ARC link”-protocols have been described in this paper. Support for the aforementioned protocols is enabled by local servers at Uit and Centria laboratories. Furthermore, by writing a custom MQTT-app as described in Section 4.4.3, it is possible to connect virtually any system with an Ethernet interface to the platform.




4.6. Functionality Validation


To validate the functionality of the proposed platform, a high-level task was defined for each robot station. High-level tasks defined are specific to the robot type. For example for industrial robot’s pick and place task is typical, and therefore, a simple pick and place task was defined for both industrial robots. For a collaborative robot, a task utilizing feedback of gripping force and distance was defined. A material transport task was decided suitable for the mobile robot. Tasks were planned by creating a flowchart defining the functions required for the task. A flowchart for material transport task is presented as an example in Section 4.6.3. If a defined task could be performed utilizing digital presentation, validation was considered successful, otherwise validation was considered failed. Individual validation for each robot station is described in detail in the following subsections. The goal for validation is to verify that the implementation meets functional requirements F1-F6 and non-functional requirements N1, N2, N3, N4, N9, and N15.



4.6.1. Industrial Robots


For both industrial robots, a simple pick and place task was defined. The task includes moving a cylindrical workpiece from one position to another. Conducting this task requires positioning the robot to approach, pick, place, and retract positions. Additionally, control for gripper’s close and open functions is required. The correct coordinates for pick and place positions were provided prior to programming. Initial validations pointed out that functionality for the gripper state feedback was missing and the robot did not wait for the gripper to open or close before initiating the next move. Feedback functionality for the gripper was implemented and validation was successful. Figure 7 describes the cycle of the pick and place task defined for industrial robots.




4.6.2. Collaborative Robot


For a collaborative robot, a simple assembly task was defined. The task is to press a plunger to a predefined depth of 45mm inside a solenoid housing. Programming of this task requires the utilization of linear positioning, joint positioning, adaptive gripper force, and position commands. During the validation, it was noted that the DT of the robot station did not have all functionalities required to perform the defined task. Missing functionalities of setting the gripping force and position were added to DT. Additionally, a function to switch between programming of either linear or joint move was added to pass the validation.




4.6.3. Mobile Robot


For the mobile robot, a material transport task was defined. The task requires the planned path from the park location to the loading station and from there to the unloading station. The mobile robot acts on “ready to load” and “ready to unload” messages received from two robot stations. The initial validation failed because the functionality to send and receive messages from and to robot stations was not implemented on the platform. These functions were added to the MQTT-app controlling the mobile robot and validation was successfully carried out. The mobile robot MQTT-app loading logic is described in Figure 8.




4.6.4. Scara Robot and Conveyor


For Scara and conveyor, a combined task was created to validate functionality. The objective of the task is to use the conveyor and Scara robot to interact with an object. In the task, the conveyor moves an object over to the Scara robot and the Scara robot interacts with the object. In the task, the Node-red interface is used to control both the Scara robot and conveyor and it is possible to switch between these two interfaces. The validation test showed that it is possible to make different machines interact with each other and it is easy to switch between the Node-red control interfaces.






5. Discussion


This paper utilized DTs to control equipment in two laboratories. Controlled pieces of equipment were industrial, mobile, and collaborative robot stations and a conveyor system. The overall description of the platform is presented in Figure 9. To validate the functionality, the prototype of the proposed platform was created and presented. Platform development presented in this paper opens discussions on how a common platform for teleoperation can be utilized for sharing equipment resources, creating a roadmap for cybersecure CPS, and a teleoperation platform created with open-source software. Key findings are listed in the subsections below.



5.1. MQTT Is an Efficient Communication Protocol for DT


MQTT was chosen as the main data exchange protocol of the proposed platform because MQTT is a modern protocol based on publish/subscribe communication. MQTT allows any node to publish or subscribe to messages, providing a flexible messaging platform. OPC UA, on the other hand, is tied to the server/client communication model. MQTT communication is trivial to set up because no creation of variable structures is needed. Creating variable structures on the OPC UA communication model would be a time-consuming phase during the implementation. Utilizing the MQTT protocol does not require defining variable structures and is not tied to the client/server model.




5.2. Latency of Video Stream Is Critical in Teleoperation


The latency of live video stream is a critical aspect in teleoperation applications. During implementation, it was observed that latency of over 500 ms is unacceptable and has a negative impact on user experience. Choice of open source video conferencing applications based on WebRTC provides ready mechanisms for controlling video resolution to maintain latency usable for teleoperation. WebRTC has been proven to provide latency in the sub 200 ms range which was found adequate for the teleoperation of robots. Modern web browsers support WebRTC and can act as clients for near real-time video streaming.




5.3. Cybersecurity Is a Key-Enabler


CS of data transfer is a fundamental part of the online DT platform. CS aspects require consideration in the planning, development, and implementation phases of the platform. During planning it is important to select only components that are cybersecure, as one component including a vulnerability can compromise cybersecurity of the complete platform. Corruption of data can lead to unwanted movement of CPS causing damage to teleoperated CPS or the surrounding physical environment. A leak of user credentials can allow a hacker to gain control of the teleoperation interface causing intentional damage to CPS. Securing all data transfers with authentication and encryption is required to maintain data integrity. Periodic vulnerability scans have been scheduled by Centria to maintain CS since new vulnerabilities are found on a daily basis. Vulnerability scans have indicated only a few minor CS issues. The presented platform is based on open-source software and is cybersecure.




5.4. Privacy and Safety Concerns


During the development and implementation of the platform, concerns related to privacy and safety of humans physically near teleoperated CPS arose. It was noted that: (1) web cameras used to monitor CPS feature built-in microphones and can be used for eavesdropping, (2) web camera live video enables the possibility for spying, and (3) teleoperated CPS can cause physical danger to humans nearby. There are many possible solutions to overcome the mentioned privacy and safety issues. Placing the teleoperated CPS in a restricted area solves all the identified issues. In practice, especially with mobile robots, this can be challenging since a physically large restricted area for operation is required. Another option to guarantee total privacy is to offer teleoperation only outside office hours. Physical disabling of microphone hardware disables the possibility of eavesdropping but does not solve video spying or physical safety concerns.




5.5. Based on Open-Source


The platform presented was built mostly on open-source software. For many components such as CMS, video conferencing, and OPC UA communications, there are many options to choose from. Setting up open-source software for the platform presented was considered trivial. Support forums exist, and help for developing and setting up software is available. However, not all software components presented in this paper are open source: the collaborative robot MQTT-connector provided by 4Each software solutions is commercial software.




5.6. Is Teleoperation Platform Utilizing DT’s Suitable for Robotics Education and Training?


The proposed platform was piloted and evaluated by a group of 20 students participating on a course of digital twins. Each student registered to the platform by providing an email address. Teleoperation, resource management, chat, and online video capabilities were tested individually and as an educational group. Students discussed on the platform, reserved time-slots for exercises, and utilized teleoperation. Teleoperation was piloted by conducting high-level tasks described in Section 4.6 as online exercises. Based on the feedback, the platform provides required functionalities and is suitable for robotics online education and training. According to the feedback, a user experience could be improved by re-designing user interfaces and adding a variety of exercises and study materials to the platform.





6. Conclusions


This paper proposed a digital twin-based teleoperation platform to control various robotics systems remotely. Full system specification and implementation details were given. Ecological and social values, the aspects of i5.0, were included and considered during the system design. A prototype containing robot cells located geographically in two countries was implemented and reported. The proposed system allows effective resource sharing in situations where suitable devices are not or cannot be possessed but can be rented, borrowed, or otherwise used remotely. The presented resource sharing allows a single user to reserve one robot at a time for the teleoperation. In addition, the system allows multiple simultaneous users controlling different robots at same time. The proposed system is highly flexible; any cyber-physical system can be included in the platform if it supports the defined open interfaces. Because of these interfaces, the platform itself is also highly affordable.



The first steps in building a common platform for teleoperation are presented in this paper. The next possible further steps to develop the proposed platform further are discussed. Utilizing eXtended Reality-technologies(XR) as a user interface for monitoring and programming robots. To provide a platform-independent way to experience XR, a solution supporting mobile devices should be chosen. Utilizing XR would meet requirement F11 and prepare the platform for requirements F12 of virtual deployment and N16 of gamification.



Improving support for mobile devices would increase the accessibility of the platform. Currently, accessing some functions of control interfaces may require scrolling and zooming of view, affecting the user experience negatively. To improve user experience, teleoperation and CMS layouts should be re-designed and re-implemented. Adding functionality for online examination and providing certificates would enable utilizing the platform for certified training and education, meeting requirements F9 and F10.







Author Contributions


Conceptualization, T.K., S.P., B.S. (Beibei Shu), H.A., B.S. (Bjørn Solvang) and T.P.; methodology, T.K. and T.P.; software, T.K., B.S. (Beibei Shu) and H.A.; validation, T.K., B.S. (Beibei Shu), H.A. and T.P.; investigation, T.K., B.S. (Beibei Shu) and H.A.; data curation, T.K. and T.P.; writing—original draft preparation, T.K., B.S. (Beibei Shu), T.P. and H.A.; writing—review and editing, T.K. and T.P.; visualization, T.K., B.S. (Beibei Shu) and T.P.; supervision, S.P. and B.S. (Bjørn Solvang); project administration, T.K. All authors have read and agreed to the published version of the manuscript.




Funding


This research was funded by the European Research Council (ERC) under the European Union’s Horizon 2020 research and innovation programme (grant agreement n° 825196).




Institutional Review Board Statement


Not applicable.




Informed Consent Statement


Not applicable.




Conflicts of Interest


The authors declare no conflict of interest.




References


	



2022 Annual Threat Assessment of the U.S. Intelligence Community. Available online: https://www.dni.gov/files/ODNI/documents/assessments/ATA-2022-Unclassified-Report.pdf (accessed on 2 May 2022).

	



Ashour, A.G.; Mirou, S.M.; Hassan, R.N.; Zeiada, W.; Abuzwidah, M.; Shanableh, A. Assessment of Potential Temperature Increases in The UAE due to Future Global Warming. In Proceedings of the 2022 Advances in Science and Engineering Technology International Conferences (ASET), Dubai, United Arab Emirates, 21–24 February 2022; pp. 1–6. [Google Scholar] [CrossRef]

	



Ariza, J.Á.; Gil, S.G. RaspyLab: A low-cost remote laboratory to learn programming and physical computing through Python and Raspberry Pi. IEEE Rev. Iberoam. Tecnol. Aprendiz. 2022, 17, 140–149. [Google Scholar] [CrossRef]

	



Baburajan, P.K.; Noushad, S.; Faisal, T.; Awawdeh, M. Online Teaching and Learning: Effectiveness and Challenges. In Proceedings of the 2022 Advances in Science and Engineering Technology International Conferences (ASET), Dubai, United Arab Emirates, 21–24 February 2022; pp. 1–6. [Google Scholar] [CrossRef]

	



Guc, F.; Viola, J.; Chen, Y. Digital Twins Enabled Remote Laboratory Learning Experience for Mechatronics Education. In Proceedings of the 2021 IEEE 1st International Conference on Digital Twins and Parallel Intelligence (DTPI), Beijing, China, 15 July–15 August 2021; pp. 242–245. [Google Scholar] [CrossRef]

	



Larrondo-Petrie, M.M.; Zapata-Rivera, L.F.; Aranzazu-Suescun, C.; Sanchez-Viloria, J.A.; Molina-Peña, A.E.; Santana-Santana, K.S. Addressing the need for online engineering labs for developing countries. In Proceedings of the 2021 World Engineering Education Forum/Global Engineering Deans Council (WEEF/GEDC), Madrid, Spain, 15–18 November 2021; pp. 387–396. [Google Scholar] [CrossRef]

	



Onime, C.E.; Uhomoibhi, J.O. Engineering education in a developing country: Experiences from Africa. In Proceedings of the 2012 15th International Conference on Interactive Collaborative Learning (ICL), Villach, Austria, 26–28 September 2012; pp. 1–3. [Google Scholar] [CrossRef]

	



Bryndin, E. System Synergetic Formation of Society 5.0 for Development of Vital Spaces on Basis of Ecological Economic and Social Programs. Ann. Ecol. Environ. Sci. 2018, 2, 12–19. [Google Scholar]

	



Moniruzzaman, M.; Rassau, A.; Chai, D.; Islam, S.M.S. Teleoperation methods and enhancement techniques for mobile robots: A comprehensive survey. Robot. Auton. Syst. 2022, 150, 103973. [Google Scholar] [CrossRef]

	



Marín, R.; Sanz, P.; Nebot, P.; Esteller, R.; Wirz, R. Multirobot System Architecture & Performance Issues for the UJI Robotics TeleLab. IFAC Proc. Vol. 2004, 37, 53–58. [Google Scholar] [CrossRef]

	



Rambe, P.; Bere, A. Using mobile instant messaging to leverage learner participation and transform pedagogy at a South African University of Technology. Br. J. Educ. Technol. 2013, 44, 544–561. [Google Scholar] [CrossRef]

	



Tang, Y.; Hew, K.F. Is mobile instant messaging (MIM) useful in education? Examining its technological, pedagogical, and social affordances. Educ. Res. Rev. 2017, 21, 85–104. [Google Scholar] [CrossRef]

	



Qi, Q.; Tao, F. Digital Twin and Big Data Towards Smart Manufacturing and Industry 4.0: 360 Degree Comparison. IEEE Access 2018, 6, 3585–3593. [Google Scholar] [CrossRef]

	



Mullet, V.; Sondi, P.; Ramat, E. A Review of Cybersecurity Guidelines for Manufacturing Factories in Industry 4.0. IEEE Access 2021, 9, 23235–23263. [Google Scholar] [CrossRef]

	



Arnarson, H.; Kanafi, F.S.; Kaarlela, T.; Seldeslachts, U.; Pieters, R. Evaluation of cyber security in agile manufacturing: Maturity of Technologies and Applications. In Proceedings of the 2022 IEEE/SICE International Symposium on System Integration (SII), Narvik, Norway, 9–12 January 2022; pp. 784–789. [Google Scholar] [CrossRef]

	



García, A.; Solanes, J.E.; Muñoz, A.; Gracia, L.; Tornero, J. Augmented Reality-Based Interface for Bimanual Robot Teleoperation. Appl. Sci. 2022, 12, 4379. [Google Scholar] [CrossRef]

	



Grieves, M. Origins of the Digital Twin Concept; 2016; Unpublished. [Google Scholar] [CrossRef]

	



Grieves, M. Excerpt From Forthcoming Paper Intelligent Digital Twins and the Development and Management of Complex Systems The “Digital Twin Exists ONLY After There Is A Physical Product” Fallacy. 2021. Available online: https://digitaltwin1.org/articles/2-8 (accessed on 7 April 2022).

	



Cimino, C.; Negri, E.; Fumagalli, L. Review of digital twin applications in manufacturing. Comput. Ind. 2019, 113, 103130. [Google Scholar] [CrossRef]

	



Kritzinger, W.; Karner, M.; Traar, G.; Henjes, J.; Sihn, W. Digital Twin in manufacturing: A categorical literature review and classification. IFAC-PapersOnLine 2018, 51, 1016–1022. [Google Scholar] [CrossRef]

	



Alcaraz, C.; Lopez, J. Digital Twin: A Comprehensive Survey of Security Threats. IEEE Commun. Surv. Tutor. 2022. early access. [Google Scholar] [CrossRef]

	



Protic, A.; Jin, Z.; Marian, R.; Abd, K.; Campbell, D.; Chahl, J. Implementation of a Bi-Directional Digital Twin for Industry 4 Labs in Academia: A Solution Based on OPC UA. In Proceedings of the 2020 IEEE International Conference on Industrial Engineering and Engineering Management (IEEM), Singapore, 14–17 December 2020; pp. 979–983. [Google Scholar] [CrossRef]

	



Laaki, H.; Miche, Y.; Tammi, K. Prototyping a Digital Twin for Real Time Remote Control Over Mobile Networks: Application of Remote Surgery. IEEE Access 2019, 7, 20325–20336. [Google Scholar] [CrossRef]

	



Digital Twin Consortium. Glossary of Digital Twins. 2021. Available online: https://www.digitaltwinconsortium.org/glossary/glossary.html#digital-twin (accessed on 15 February 2022).

	



Gomez, F. AI-Driven Digital Twins and the Future of Smart Manufacturing. 2021. Available online: https://www.machinedesign.com/automation-iiot/article/21170513/aidriven-digital-twins-and-the-future-of-smart-manufacturing (accessed on 30 April 2022).

	



How Digital Twins Are Driving the Future of Engineering. 2021. Available online: https://www.nokia.com/networks/insights/technology/how-digital-twins-driving-future-of-engineering/ (accessed on 30 April 2022).

	



ISO 23247-1:2021; Automation Systems and Integration—Digital Twin Framework for Manufacturing—Part 1: Overview and General Principles. International Organization for Standardization: Geneva, Switzerland, 2000.

	



Holmes, D.; Papathanasaki, M.; Maglaras, L.; Ferrag, M.A.; Nepal, S.; Janicke, H. Digital Twins and Cyber Security—Solution or challenge? In Proceedings of the 2021 6th South-East Europe Design Automation, Computer Engineering, Computer Networks and Social Media Conference (SEEDA-CECNSM), Preveza, Greece, 24–26 September 2021. [Google Scholar] [CrossRef]

	



Mühlbauer, N.; Kirdan, E.; Pahl, M.O.; Carle, G. Open-Source OPC UA Security and Scalability. In Proceedings of the 2020 25th IEEE International Conference on Emerging Technologies and Factory Automation (ETFA), Vienna, Austria, 8–11 September 2020; Volume 1, pp. 262–269. [Google Scholar] [CrossRef]

	



IBM. Transcript of IBM Podcast. 2011. Available online: https://www.ibm.com/podcasts/software/websphere/connectivity/piper_diaz_nipper_mq_tt_11182011.pdf (accessed on 22 February 2022).

	



Alkhafajee, A.R.; Al-Muqarm, A.M.A.; Alwan, A.H.; Mohammed, Z.R. Security and Performance Analysis of MQTT Protocol with TLS in IoT Networks. In Proceedings of the 2021 4th International Iraqi Conference on Engineering Technology and Their Applications (IICETA), Najaf, Iraq, 21–22 September 2021; pp. 206–211. [Google Scholar] [CrossRef]

	



OPC Foundation. What Is OPC? Available online: https://opcfoundation.org/about/what-is-opc/ (accessed on 29 March 2022).

	



Blackwell, R. Microsoft Solutions for Manufacturing Industry. In Proceedings of the IEE Colloquium on Next Generation Manufacturing: Future Trends in Manufacturing and Supply Chain Management (Digest No: 1996/278), London, UK, 22 November 1996. [Google Scholar] [CrossRef]

	



Drahoš, P.; Kučera, E.; Haffner, O.; Klimo, I. Trends in industrial communication and OPC UA. In Proceedings of the 2018 Cybernetics Informatics (K & I), Lazy pod Makytou, Slovakia, 31 January–3 February 2018; pp. 1–5. [Google Scholar] [CrossRef]

	



OPC Unified Architecture Specification, Part14: PubSub. 2018. Available online: https://reference.opcfoundation.org/v104/Core/docs/Part14/ (accessed on 20 February 2022).

	



Goertz, R.C. Fundamentals of General-Purpose Remote Manipulators. Nucleonics 1952, 10, 36–42. [Google Scholar]

	



Ferrell, W.R.; Sheridan, T.B. Supervisory control of remote manipulation. IEEE Spectr. 1967, 4, 81–88. [Google Scholar] [CrossRef]

	



Sheridan, T. Teleoperation, telerobotics and telepresence: A progress report. Control Eng. Pract. 1995, 3, 205–214. [Google Scholar] [CrossRef]

	



Duan, B.; Xiong, L.; Guan, X.; Fu, Y.; Zhang, Y. Tele-operated robotic ultrasound system for medical diagnosis. Biomed. Signal Process. Control 2021, 70, 102900. [Google Scholar] [CrossRef]

	



Taylor, R.; Funda, J.; Eldridge, B.; Gomory, S.; Gruben, K.; LaRose, D.; Talamini, M.; Kavoussi, L.; Anderson, J. A telerobotic assistant for laparoscopic surgery. IEEE Eng. Med. Biol. Mag. 1995, 14, 279–288. [Google Scholar] [CrossRef]

	



González, C.; Solanes, J.E.; Muñoz, A.; Gracia, L.; Girbés-Juan, V.; Tornero, J. Advanced teleoperation and control system for industrial robots based on augmented virtuality and haptic feedback. J. Manuf. Syst. 2021, 59, 283–298. [Google Scholar] [CrossRef]

	



Yoerger, D.; Slotine, J.J. Supervisory control architecture for underwater teleoperation. In Proceedings of the 1987 IEEE International Conference on Robotics and Automation, Raleigh, NC, USA, 31 March–3 April 1987; Volume 4, pp. 2068–2073. [Google Scholar] [CrossRef]

	



Clement, G.; Vertut, J.; Fournier, R.; Espiau, B.; Andre, G. An overview of CAT control in nuclear services. In Proceedings of the 1985 IEEE International Conference on Robotics and Automation, St. Louis, MO, USA, 25–28 March 1985; Volume 2, pp. 713–718. [Google Scholar] [CrossRef]

	



Caiza, G.; Garcia, C.A.; Naranjo, J.E.; Garcia, M.V. Flexible robotic teleoperation architecture for intelligent oil fields. Heliyon 2020, 6, e03833. [Google Scholar] [CrossRef]

	



Shu, B.; Arnarson, H.; Solvang, B.; Kaarlela, T.; Pieskä, S. Platform independent interface for programming of industrial robots. In Proceedings of the 2022 IEEE/SICE International Symposium on System Integration (SII), Narvik, Norway, 9–12 January 2022; pp. 797–802. [Google Scholar] [CrossRef]

	



Eltenahy, S.; Fayez, N.; Obayya, M.; Khalifa, F. Comparative Analysis of Resources Utilization in Some Open-Source Videoconferencing Applications based on WebRTC. In Proceedings of the 2021 International Telecommunications Conference (ITC-Egypt), Alexandria, Egypt, 13–15 July 2021; pp. 1–4. [Google Scholar] [CrossRef]

	



Jansen, B.; Goodwin, T.; Gupta, V.; Kuipers, F.; Zussman, G. Performance Evaluation of WebRTC-based Video Conferencing. ACM SIGMETRICS Perform. Eval. Rev. 2018, 45, 56–68. [Google Scholar] [CrossRef]

	



Patel, S.K.; Rathod, V.; Parikh, S. Joomla, Drupal and WordPress—A statistical comparison of open source CMS. In Proceedings of the 3rd International Conference on Trendz in Information Sciences Computing (TISC2011), Chennai, India, 8–9 December 2011; pp. 182–187. [Google Scholar] [CrossRef]

	



Kumar, A.; Kumar, A.; Hashmi, H.; Khan, S.A. WordPress: A Multi-Functional Content Management System. In Proceedings of the 2021 10th International Conference on System Modeling Advancement in Research Trends (SMART), Moradabad, India, 10–11 December 2021; pp. 158–161. [Google Scholar] [CrossRef]

	



Naveed Aman, M.; Taneja, S.; Sikdar, B.; Chua, K.C.; Alioto, M. Token-Based Security for the Internet of Things With Dynamic Energy-Quality Tradeoff. IEEE Internet Things J. 2019, 6, 2843–2859. [Google Scholar] [CrossRef]

	



Mainka, C.; Mladenov, V.; Schwenk, J.; Wich, T. SoK: Single Sign-On Security—An Evaluation of OpenID Connect. In Proceedings of the 2017 IEEE European Symposium on Security and Privacy (EuroS P), Paris, France, 26–28 April 2017; pp. 251–266. [Google Scholar] [CrossRef]

	



Caiko, J.; Patlins, A.; Nurlan, A.; Protsenko, V. Video-conference Communication Platform Based on WebRTC Online meetings. In Proceedings of the 2020 IEEE 61th International Scientific Conference on Power and Electrical Engineering of Riga Technical University (RTUCON), Riga, Latvia, 5–7 November 2020; pp. 1–6. [Google Scholar] [CrossRef]

	



OPC Foundation. UA-.NETStandard. Available online: https://github.com/OPCFoundation/UA-.NETStandard (accessed on 29 March 2022).

	



Light, R. Mosquitto-Tls. Available online: https://mosquitto.org/man/mosquitto-tls-7.html (accessed on 7 April 2022).

	



Configuring SSL Reverse Proxy. Available online: https://docs.rocket.chat/quick-start/environment-configuration/configuring-ssl-reverse-proxy (accessed on 7 April 2022).








[image: Machines 10 00577 g001 550] 





Figure 1. Figure describing user requirements and services providing required functionalities. Figure also describes connections between platform services. 
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Figure 2. Methodology utilized in this work to develop and validate platform [16]. 
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Figure 3. Platform internal and external connections. 
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Figure 4. Control interface of conveyor with embedded live video view. 
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Figure 5. Control interface of collaborative robot with embedded live video. 
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Figure 6. Control interface of mobile robot with embedded live video view. 
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Figure 7. Program cycle of industrial robots pick and place task. 
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Figure 8. Mobile robot MQTT-app flowchart. 
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Figure 9. Implementation of proposed platform. 
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Table 1. Functional requirements.
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	ID
	Name
	Description
	Level





	F1
	Digital twins
	The system can be used as a digital twin allowing

bi-directional data transmission from simulation

models to physical robots and vice versa.
	Must



	F2
	Teleoperation

and programming
	A registered user can teleoperate and program

available robots physically located in laboratories.

Robot movements can be controlled directly through

an user interface or using robot programs.
	Must



	F3
	Monitor
	The laboratory can be remotely monitored through

the system. This is implemented using cameras

that are streaming to the system.
	Must



	F4
	Registration
	A person can register to the system through a

dedicated web-page using a valid email address.

Person can create a password after receiving

confirmation email.
	Must



	F5
	Role definition
	Users can have different roles: user, publisher,

and admin. Roles can be modified through the

system by admins.
	Must



	F6
	Scheduling
	Users can make reservations on available robots

for teleoperation and programming through the

booking calendar, including time-slot management.
	Must



	F7
	Discussion
	Users can discuss or request help about different

topics on discussion forum or chat. Admins can

delete any thread.
	Could



	F8
	Download/upload
	Digital material can be stored on, accessed in, and

downloaded from the system by users.

Material can be documents such as images,

videos, audio, and text documents.
	Could



	F9
	Examination
	Exams at different scales can be performed in the

system. Different scales mean that a student can execute

the course only partially. Evaluation pass/fail.
	Could



	F10
	Certificate
	The system provides a participation certificate

based on the examination.

The certificate includes the scope on the course taken.

The certificate is sent by e-mail.
	Could



	F11
	XR support
	XR-techonology can be used to visualise simulations,

teaching, and remote usage.
	Could



	F12
	Virtual deployment
	Robots can be virtually deployed using the system.
	Could



	F13
	Group formation
	User groups can be formed by all user types and

groups can collaborate on same tasks.
	Could



	F14
	Group lecturing
	Lecturer can arrange meetings with groups.

Meetings can be used for lecturing,

mentoring, steering, etc.
	Could



	F15
	Progress tracking
	The system tracks users on which parts of

course they have completed/studied.
	Could
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Table 2. Non-functional requirements.
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	ID
	Description
	Category





	N1
	The systems clearly focuses on robotics.
	Usability



	N2
	Suitable for beginners and professionals, independent of the entry level.

Programming experience or prior knowledge of robotics is not required.
	Usability



	N3
	CS is taken into account. Remote users cannot access the system

further than predefined robots. Additionally, robot functionality is restricted

for safe operations.
	Security



	N4
	Safety taken into consideration in remote usage.
	Reliability



	N5
	Comparison of live and captured lectures. Feedback from students.
	Usability



	N6
	Support for platform usage.
	Usability



	N7
	Support for different languages (lectures, user interface).
	Usability



	N8
	Laboratory exercises can be done independently from the

previous progress. Any exercise can be chosen.
	Usability



	N9
	20 simultaneous users.
	Performance



	N10
	Possibility to transfer material from other platforms.
	Usability



	N11
	Lectures can be online, offline, and live (F2F).
	Usability



	N12
	Material will be organised in sections so that certain sections

form ensembles.
	Usability



	N13
	The system is available 24/7.
	Reliability



	N14
	Email address used for registration is validated.
	Usability



	N15
	Delay in stream when observing a physical robot should be

less than 250 ms.
	Performance



	N16
	Exercises can be in form of game. Either 3D featuring extended reality

or 2D desktop mode.
	Usability
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