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Abstract

The issue of mean-square bounded synchronization for complex networks subject to ran-
dom disturbances, time-varying delays, and cyber-attacks is investigated in this paper. We
employ static and dynamic self-triggered impulsive control strategies, which can predict
the next impulsive instant based on the current state of the system. These strategies not
only ensure the convergence of the control error but also reduce the number of trigger-
ing instants. Denial-of-service (DoS) and deception attacks are jointly modeled using
two independent Bernoulli stochastic processes. Meanwhile, sufficient conditions for the
mean-square bounded synchronization are established through the Lyapunov functional
method. In addition, it is demonstrated that these control strategies rule out Zeno behavior,
ensuring the reliable achievement of mean-square bounded synchronization. Finally, the
accuracy of the theoretical analysis is illustrated through numerical examples. Compared
to static triggering, the dynamic self-triggered impulsive control mechanism demonstrates
superior performance in reducing the number of triggers, as shown by experimental results.

Keywords: complex networks; mean-square bounded synchronization; DoS attacks; deception
attacks; self-triggered impulsive control

MSC: 93D05; 93C10; 34H05

1. Introduction
Networks composed of abundant nodes (or vertices) joined by a highly complex

set of interwoven edges are known as complex networks (CNs) [1]. Because of their
characteristics, such as structural complexity, dynamic evolution, diverse connectivity
patterns, and nonlinear dynamical behaviors, CNs have attracted extensive attention and
research efforts from a large number of scholars [2,3]. The application domains of CNs
in real life are extensive, including power systems, transportation networks, biological
systems, and financial networks [4–8]. However, the existence of time delays in network
systems leads to data loss and increased communication congestion, which negatively
impact the real-time capability and stability of CNs [9–15]. Thus, random disturbances are
regarded as non-negligible factors in the behavior of CNs, and the investigation of stochastic
CNs with time delays is considered to have important practical significance [16–19].
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Synchronization behavior in CNs is categorized under the domain of network dynam-
ical behavior. The classification includes bounded synchronization, exponential synchro-
nization, bipartite synchronization, and asymptotic synchronization, reflecting different
convergence behaviors in network dynamics [5,6]. Additionally, bounded synchronization
has emerged as a significant area of research [20–22]. It ensures that the system states con-
verge within a certain bound while achieving state consistency and system stability [23–25].
Compared with exponential synchronization, which emphasizes fast convergence, bounded
synchronization focuses more on synchronization performance under constraints, thereby
avoiding resource waste and excessive system burdens caused by aggressive control actions.
Hence, bounded synchronization carries substantial theoretical and practical meaning in
networked systems research [26–29]. Recently, significant research achievements have been
made in the study of bounded synchronization within CNs. In [23], based on a unified
strategy, Zhu et al. investigated the bounded synchronization problem of heterogeneous
complex dynamical networks by developing a joint-diagonalization-like technique. In [28],
Wang et al. investigated the global bounded synchronization of complex dynamical net-
works based on Lyapunov function methods and graph theory. Zhang et al. [30] designed
a dual-channel stochastic deception attack scheme and proposed an adaptive secure impul-
sive consensus strategy to investigate the mean-square consensus problem for time-varying
nonlinear multi-agent systems. Wu et al. [31] investigated the mean-square bounded syn-
chronization of fractional-order chaotic Lur’e systems under deception attack using an
impulsive control approach.

In order to achieve bounded synchronization, one may adopt control methods in-
cluding event-triggered control, impulsive control, self-triggered impulsive control, and
adaptive event-triggered impulsive control. There is universal agreement that in event-
triggered control, events are generated based on a predefined triggering condition [32,33].
Nevertheless, the requirement of continuous input of the control signal into the system
results in resource inefficiency [34,35]. Under impulsive control, dynamic systems experi-
ence instantaneous state changes at discrete times, which result in lower control costs [36].
Additionally, self-triggered impulsive control predicts the upcoming impulsive moment
according to the current state of the system, avoiding continuous monitoring and thus
contributing to energy savings [17,37,38]. Due to the advantages of self-triggered impulsive
control, it has attracted increasing research interest from scholars. Wang et al. [39] investi-
gated Lyapunov stability of nonlinear systems using discrete-time self-triggered impulsive
control and derived sufficient conditions for Zeno-free behavior and global asymptotic
stability. Xie et al. [40] proposed a self-triggered delayed impulsive control scheme to
investigate group consensus of multi-agent systems. Importantly, the self-triggered impul-
sive control strategy ensures that Zeno behavior is effectively excluded. Zeno behavior
is an undesirable phenomenon characterized by the emergence of infinitely many events
in a finite period. When triggering occurs too frequently, it can cause system instability
and significantly increase the consumption of computing and communication resources.
Owing to characteristics such as intrinsic time delays, constraints on periodic execution,
and deliberate algorithmic design, self-triggered impulsive control inherently rules out the
possibility of continuous triggering within a finite time interval [38]. Consequently, the
occurrence of Zeno phenomena is effectively ruled out, guaranteeing both system stability
and optimal use of resources.

Furthermore, the achievement of bounded synchronization under self-triggered im-
pulsive control is affected by cyber-attacks. Common attack types include DoS attacks,
deception attacks, and replay attacks [41–45]. Obviously, DoS attacks and deception attacks
are the most prevalent. DoS attacks disrupt normal system operation by interfering with or
blocking the system’s communication channels [44]. Deception attacks occur when adver-
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saries inject fabricated or altered data into the system, deceiving the controller into treating
malicious inputs as genuine, ultimately resulting in erroneous control decisions [46,47].
The essence of deception attacks, unlike deception attacks, lies in compromising the in-
tegrity and genuineness of data, which, in turn, adversely affects the stability of the CN.
Recently, researchers have been increasingly investigating the issue of synchronization for
CNs under cyber-attack. In [41], Liu et al. investigated the design of pinning observers
to realize secure and reliable synchronization in complex dynamical networks under DoS
attack. In [46], Liu et al. explored how nonlinear coupling and deception attacks affect
the mean-square exponential stability of systems by using a sampled-data control strategy
and a generalized Halanay inequality. In [48], Wang et al. used distributed controllers
and parameter estimators to study the stability of distributed control systems under replay
attack. Since both the timing and the type of attacks are unpredictable, attackers can flexibly
choose attack types to enhance their effectiveness. Simultaneously, modeling both attack
types in a unified framework in CNs studies is more representative of real-world scenarios.
Therefore, how self-triggered impulsive control can achieve bounded synchronization in
CNs subject to DoS and deception attacks is a challenging problem.

Prompted by the preceding analysis, we devoted this study to investigating the
problem of mean-square bounded synchronization of CNs under cyber-attack by self-
triggered impulsive control, and we prove in this paper that the Zeno phenomenon is
avoided via this control mechanism. Although self-triggered impulsive control, DoS
attacks, and deception attacks have each been investigated separately in the existing
literature, their theoretical integration is nontrivial. Existing studies mainly focus on event-
triggered control, single attack scenarios, or exponential synchronization. In contrast,
the present work establishes a unified analytical framework for mean-square bounded
synchronization of stochastic complex networks subject to simultaneous DoS and deception
attacks via hybrid self-triggered impulsive control. The coexistence of random cyber-
attacks and self-triggered impulsive mechanisms introduces additional stochastic jump
terms into the Lyapunov analysis, which cannot be handled directly using existing stability
results [13,49–52]. Therefore, new sufficient synchronization criteria and trigger conditions
are developed in this paper. The key contributions are summarized below:

(1) A unified theoretical framework is established for the mean-square bounded synchro-
nization of stochastic complex networks subject to simultaneous DoS and deception
attacks using hybrid self-triggered impulsive control. Compared with existing studies
focusing on a single attack or event-triggered strategy, the proposed framework allows
the synchronization problem to be analyzed under the condition of multiple random
cyber-attacks within one Lyapunov-based analytical framework.

(2) DoS and deception attacks are jointly modeled using two independent Bernoulli
stochastic sequences within a unified framework, making it possible to fully identify
potential security risks and improve the overall system resilience.

This paper is structured as follows. Section 2 introduces the model, controller, and
assumptions and defines mean-square bounded synchronization. Section 3 designs static
and dynamic self-triggered impulsive control schemes. The main theoretical results are
presented in Section 4. The simulation outcomes and their implications are exhibited in
Section 5. Finally, Section 6 provides a summary of this paper.

2. Preliminaries and Model Description
Notation: To begin, it is essential to introduce some mathematical symbols. Rn rep-

resents the n-dimensional Euclidean space. Additionally, R+ stands for [0,+∞). xT and
∥x∥ denote the transpose of x for x ∈ Rn and the Euclidean norm, respectively. Let
L = {0, 1, . . . , }, L1 = {1, 2, . . . , m}, L2 = {1, 2, . . . , M}, L3 = {0, 1, 2, . . . , M}. Furthermore,
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given a complete probability space (Ω,F ,F,P) equipped with a filtration {Ft}t≥t0 that
satisfies usual conditions, and let E(·) be the mathematical expectation.Let PC([−τ, 0];Rn)

denote the family of continuous functions g : [−τ, 0] → Rn with norm ∥g∥ = sup{|g(η)| :
−τ ≤ η ≤ 0}. L2

F0
([−τ, 0];Rn×n) means the family of all F0-measurable PC([−τ, 0];Rn×n)-

valued random variables with E∥g∥2 ≤ ∞ for all g = {g(η) : −τ ≤ η ≤ 0}. Moreover,
consider a strongly connected digraph D whose edge weights are characterized by the
matrix U = (asv)m×m.

We consider the drive system model as follows:

dds(t) =
[

ls(ds(t), ds(t − τ0(t)), t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π(i1)
sv (ds(t − τi1(t)), dv(t − τi1(t)), t)

]
dt (1)

+ Ws(ds(t), ds(t − τ0(t)), t)dω(t), s ∈ L1,

where ds(t) ∈ Rn is the state vector associated with the s-node, while ls(·), Ws(·): Rn ×Rn ×
R+ → Rn are continuous functions. Π(i1)

sv (·): Rn ×Rn ×R+ → Rn stands for the non-linear
coupling function, Ψi1(t) characterizes the dynamic variation of the coupling strength,
and f (i1)sv ∈ {0, 1} determines whether a link exists between any two nodes in the i1-th
subnetwork. There is no directed edge from node s to node v in the i1-th subnetwork if and
only if f (i1)sv = 0, and the converse is also true. ω(t) is a continuous-time stochastic process
representing one-dimensional scalar Brownian motion defined on the given complete
probability space (Ω,F ,F,P). Moreover, τ0 represents the internal time delay. τi1(t) is the
time-varying delay in the coupling between nodes, whose characteristics are determined
by the structure of the i1-th subnetwork.

Consider the following response system, which corresponds to system (1):

drs(t) =
[

ls(rs(t), rs(t − τ0(t)), t) + us(t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π(i1)
sv (rs(t − τi1(t)), rv(t − τi1(t)), t)

]
dt (2)

+ Ws(rs(t), rs(t − τ0(t)), t)dω(t), s ∈ L1,

where rs(t) ∈ Rn is the state vector associated with the s-th node and us(t) is the control input.
We introduce the synchronization error vector as Ξs(t) = rs(t)− ds(t), and the corre-

sponding error system takes the form

dΞs(t) =
[

l̃s(Ξs(t), Ξs(t − τ0(t)), t) + us(t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π̃(i1)
sv (Ξs(t − τi1(t)), Ξv(t − τi1(t)), t)

]
dt (3)

+ W̃s(Ξs(t), Ξs(t − τ0(t)), t)dω(t), s ∈ L1,

where

l̃s(Ξs(t), Ξs(t − τ0(t)), t) = ls(rs(t), rs(t − τ0(t)), t)− ls(ds(t), ds(t − τ0(t)), t),

W̃s(Ξs(t), Ξs(t − τ0(t)), t) = Ws(rs(t), rs(t − τ0(t)), t)− Ws(ds(t), ds(t − τ0(t)), t),

Π̃(i1)
sv (Ξs(t − τi1(t)), Ξv(t − τi1(t)), t) = Π(i1)

sv (rs(t − τi1(t)), rv(t − τi1(t)), t)

− Π(i1)
sv (ds(t − τi1(t)), dv(t − τi1(t)), t).
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To achieve for systems (1) and (2) the mean-square bounded synchronization under
cyber-attack via self-triggered impulsive control, the impulsive control is created as

us(t) =
∞

∑
j=1

{(1 − ϖ(t))Ts,j[Ξs(t) + κ(t)Bs(t)]}δ(t − ζs,j), (4)

in which Ts,j is the impulsive gain; Bs(t) represents the deception signal; δ(·) stands for the
Dirac function; {ζs,j} is the self-triggered impulsive sequence of the s-th node, which is
defined as 0 = ζs,0 < ζs,1 < · · · < ζs,j < · · · ; and ϖ(t) and κ(t) are random variable that
obey the Bernoulli distribution and satisfy

P{ϖ(t) = 0} = ϖ, P{ϖ(t) = 1} = 1 − ϖ,

P{κ(t) = 0} = κ, P{κ(t) = 1} = 1 − κ,

in which ϖ, κ ∈ (0, 1].
For controller (4) subject to random cyber-attacks, we can classify the attacks into

three cases:
Case 1: ϖ(t) = 1 indicates that a DoS attack is in effect,

us(t) = 0;

Case 2: ϖ(t) = 0 and κ(t) = 1 indicate that a deception attack is occurring,

us(t) =
∞

∑
j=1

Ts,j[Ξs(t) + Bs(t)]δ(t − ζs,j);

Case 3: ϖ(t) = 0 and κ(t) = 0 represent an attack-free situation,

us(t) =
∞

∑
j=1

Ts,jΞs(t)δ(t − ζs,j).

According to the foregoing analysis, the error system is expressed as

dΞs(t) =
[

l̃s(Ξs(t), Ξs(t − τ0(t)), t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π̃(i1)
sv (Ξs(t − τi1(t)), Ξv(t − τi1(t)), t)

]
dt

+ W̃s(Ξs(t), Ξs(t − τ0(t)), t)dω(t),

∆Ξs(ζs,j) =Ξs(ζs,j)− Ξs(ζ
−
s,j) = (1 − ϖ(ζs,j))Ts,j[Ξs(ζ

−
s,j) + κ(ζs,j)Bs(ζs,j)],

(5)

where ∆Ξs(ζs,j) = Ξs(ζ
+
s,j)− Ξs(ζ

−
s,j), Ξs(ζ

+
s,j) = Ξs(ζs,j).

Remark 1. In this paper, DoS attacks and deception attacks are modeled by two independent
Bernoulli stochastic processes for analytical convenience and mathematical tractability. Such a
probabilistic model has been extensively employed in the literature on networked control systems to
describe randomly occurring cyber-attacks when only statistical occurrence information is avail-
able. Under this assumption, explicit synchronization conditions can be established via Lyapunov
functional analysis. Nevertheless, we acknowledge that real cyber-attacks may present bursty,
correlated, or Markovian characteristics, which cannot be fully captured by independent Bernoulli
variables. Therefore, the adopted attack model should be regarded as an idealized approximation,
while extension to more realistic attack models remains an interesting direction for future research.
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Assumption 1. For all i1 ∈ L2, 0 < Ψi1(t) ≤ Ψi1 holds for a positive constant Ψi1 and all t.

Assumption 2. There are positive constants τi1, τ0, τ, such that for any i1 ∈ L3, the time-varying
delay parameters τi1(t) and τ0(t) satisfy

0 ≤ τi1(t) ≤ τi1 ≤ τ, 0 ≤ τ0(t) ≤ τ0 ≤ τ.

Assumption 3. For each s ∈ L1, ∃α
(1)
s , α

(2)
s , α

(3)
s , α

(4)
s , K(i1)

sv > 0 such that ∀ds, d̂s, rs, r̂s ∈ Rn,
the inequalities below hold:

∥ls(rs, r̂s, t)− ls(ds, d̂s, t)∥2 ≤ α
(1)
s ∥rs − ds∥2 + α

(2)
s ∥r̂s − d̂s∥2,

∥Ws(rs, r̂s, t)− Ws(ds, d̂s, t)∥2 ≤ α
(3)
s ∥rs − ds∥2 + α

(4)
s ∥r̂s − d̂s∥2,

∥Π(i1)
sv (rs, rv, t)− Πi1

sv(ds, dv, t)∥2 ≤ K(i1)
sv (∥rs − ds∥2 + ∥rv − dv∥2).

Assumption 4. If Bs(t) is the deception signal, then ∃b > 0 such that ∥Bs(t)∥2 ≤ b for each s ∈ L1.

Definition 1. The drive system (1) and the response system (2) are said to achieve mean-square
bounded synchronization if there exists a constant ϵ > 0 such that

lim
t→∞

supE∥Ξ(t)∥2 ≤ ϵ,

where Ξ(t) = (ΞT
1 (t), ΞT

2 (t), · · · , ΞT
m(t))T ∈ Rmn.

3. Design of Static and Dynamic Trigger Mechanisms
A static self-triggered impulsive update mechanism is suggested, in which the impul-

sive instant for the s-th node is given by

ζs,j+1 = inf{t > ζs,j

∣∣∣Zs(t) > 0}, (6)

where Zs(t) = ∥∆s(ζs,j)∥2(eβ1(t−ζs,j) − 1) − µ∥∆s(ζs,j)∥2 − ρ1eβ2(t−t0) − ρ2
(t−t0)2 , ∆s(t) =

(1 − ϖ(ζs,j))[Ξs(ζ
−
s,j) + κ(ζs,j)Bs(ζs,j)], 0 < µ < 1. ρ1, ρ2, β1, β2 are positive constants.

Furthermore, to address the interference of some uncontrollable factors, we also design
a dynamic self-triggered impulsive mechanism with a float function hs(t) that better meets
actual needs:

ζs,j+1 = inf{t > ζs,j

∣∣∣Zs(t)− ωχhs(t)− ωφ(j) > 0}, (7)

in which ω, χ > 0, hs(t) > 0. Furthermore, hs(t0) is the initial value of hs(t). Assume that

ḣs(t) = −χhs(t) + φ(j), (8)

in which φ(j) > 0 stands for the floating boundary of hs(t) at the j-th impulsive instant.
The boundary sequence {φ(j)}+∞

j is decreasing.

Remark 2. The parameters ω > 0 and χ > 0 are design constants. The parameter ω determines
the weight of the dynamic threshold in the triggering condition, whereas χ determines the decay rate
of the internal dynamic variable hs(t). A larger dynamic-threshold term generally postpones the trig-
gering instant and reduces the triggering frequency, while the prescribed maximum inter-triggering
interval I2 should still be satisfied. The sequence {φ(j)} is selected as a positive monotonically
decreasing sequence. For t ∈ [ζs,j, ζs,j+1), the solution of (8) is
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hs(t) = e−χ(t−ζs,j)hs(ζs,j) +
φ(j)

χ
(1 − e−χ(t−ζs,j)).

Therefore, if hs(t0) > 0, χ > 0, and φ(j) > 0, then hs(t) > 0 for all t ≥ t0.

Remark 3. Consecutive DoS attacks may prevent the impulsive input from being successfully imple-
mented and may also cause the triggering set in (6) or (7) to be empty. In this case, the locally imple-
mented backup scheduling rule introduced in Remark 5 is activated to maintain the triggering sequence.

Remark 4. Self-triggered impulsive control computes the next impulsive instant in advance at the
current triggering instant by using the sampled state information and system parameters. This
approach not only avoids persistent state observation but also prevents excessive impulse activations,
significantly reducing the resource demands imposed on the controller. However, reference [53] uses
a dynamic event-triggered control mechanism. The controller update is determined by pre-defined
trigger conditions and requires continuous monitoring of the system state, which increases resource
consumption. The work in [54] proposes an adaptive event-triggered impulsive control method
that relies on continuous observation of the system state to evaluate a predefined event condition.
By adjusting the triggering threshold using the adaptive parameter a(m)

i and the dynamic variable
γi(t), a low triggering frequency can be maintained even under varying system dynamics, resulting
in relatively low computational resource consumption—though at the cost of certain monitoring
overhead. In contrast to event-triggered and adaptive-triggered approaches, self-triggering mech-
anisms exhibit broader application potential by avoiding continuous monitoring, enabling prior
computation of the next trigger time, and offering simplicity in implementation.

Remark 5. A successful DoS attack at the impulsive instant ζs,j may lead to ∆s(ζs,j) = 0, in
which case the triggering set in (6) or (7) may be empty. To ensure that the triggering sequence
remains well defined, a locally implemented backup interval Ib > 0 is introduced. If the triggering
set in (6) or (7) is empty, the next triggering instant is scheduled as

ζs,j+1 = ζs,j + Ib.

The backup interval is selected such that I1 < Ib < I2, where I1 and I2 are the lower and
upper bounds of the inter-impulse intervals used in Theorems 1 and 2. Since this backup scheduling
procedure is implemented locally, it is independent of whether the impulsive control input is
successfully transmitted. Therefore, consecutive DoS attacks may prevent the impulsive input from
being executed, but they do not interrupt the generation of subsequent triggering instants.

Lemma 1. The dynamic self-triggering mechanism generates fewer triggering events than the
static self-triggering mechanism. Denote the (j + 1)-th triggering instant as ζ1

s,j+1 and ζ2
s,j+1 for

the static and dynamic cases, respectively. Then, it follows that ζ1
s,j+1 ≤ ζ2

s,j+1.

Proof. Consider the inter-impulse intervals [ζ1
s,j, ζ1

s,j+1) and [ζ2
s,j, ζ2

s,j+1) for static and dy-

namic self-triggered impulsive control, respectively. Assume ζ1
s,j = ζ2

s,j, and suppose, for

contradiction, that ζ1
s,j+1 > ζ2

s,j+1. Then, combining (6) and (7), we deduce that at time

ζ2
s,j+1, no trigger occurs under the static mechanism, whereas the dynamic mechanism

triggers an instant. Hence, we have

∥∆s(ζs,j)∥2(eβ1(ζ
2
s,j+1−ζs,j) − 1)− µ∥∆s(ζs,j)∥2 − ρ1eβ2(ζ

2
s,j+1−t0) − ρ2

(ζ2
s,j+1 − t0)2

< 0,

but
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∥∆s(ζs,j)∥2(eβ1(ζ
2
s,j+1−ζs,j) − 1)− µ∥∆s(ζs,j)∥2

− ρ1eβ2(ζ
2
s,j+1−t0) − ρ2

(ζs,j+1 − t0)2 > ωχhs(ζs,j+1) + ωφ(j) > 0,

which is a contradiction. If ∆s(ζs,j) = 0, the triggering sets in both (6) and (7) are empty.
According to Remark 5, the static and dynamic mechanisms employ the same backup
interval Ib, and hence

ζ1
s,j+1 = ζ2

s,j+1 = ζs,j + Ib.

Therefore, ζ1
s,j+1 ≤ ζ2

s,j+1 also holds in this special case.

4. Main Results
In this section, we establish sufficient conditions for the mean-square bounded syn-

chronization of systems (1) and (2) based on a Lyapunov functional construction. Fur-
thermore, Zeno behavior can be excluded under cyber-attack via hybrid self-triggered
impulsive control.

Theorem 1. Suppose that Assumptions 1–4 are valid and that system (5) satisfies the following re-
quirements:

θsv = max1≤i1≤M{Ψi1 f (i1)sv K(i1)
sv },

a1 = max1≤s≤m{1 + α
(1)
s + α

(3)
s +

M

∑
i1=1

m

∑
v=1

Ψi1 f (i1)sv },

a2 = max1≤s≤m{α
(2)
s + α

(4)
s },

a3 = max1≤s≤m{
M

∑
i1=1

m

∑
v=1

(Ψi1 f (i1)sv K(i1)
sv + θsv)},

σ1 = max1≤s≤m{1 + ϖT2
s,j + 2ϖTs,j + ϖ(1 − κ)T2

s,j + ϖ(1 − κ)},

σ̂2 = max1≤s≤m{3ϖ(1 − κ)T2
s,jb},

E{(1 − ϖ(ζs,j))} = ϖ, E{(1 − ϖ(ζs,j))
2} = ϖ,

E{(1 − ϖ(ζs,j))κ(ζs,j)} = ϖ(1 − κ), E{(1 − ϖ(ζs,j))
2κ2(ζs,j)} = ϖ(1 − κ),

lnσ1

I2
+ a < 0, 0 < I1 < ζs,j+1 − ζs,j < I2, ϱ = I2 − I1, 0 < µ < 1.

Under these conditions, system (5) can realize mean-square bounded synchronization and avoid
Zeno behavior when subject to cyber-attacks by using static self-triggered impulsive control.

Proof. To be clearer and more intuitive, this proof consists of two steps.
Step 1: Define the Lyapunov functional as

Y(Ξ(t), t) =
m

∑
s=1

ΛsYs(Ξs(t), t),

where Ys(Ξs(t), t) = ∥Ξs(t)∥2, Λs ∈ R+ refers to the cofactor of the s-th diagonal element
of the Laplacian matrix of the strongly connected digraph (D,U ).

When t ∈ [ζs,j−1, ζs,j), the differential operator for Y(Ξ(t), t) is expressed as

LY(Ξ(t), t) =
m

∑
s=1

ΛsLYs(Ξs(t), t), (9)
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in which

LYs(Ξs(t), t) =2ΞT
s (t)[l̃s(Ξs(t), Ξs(t − τ0(t)), t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π̃(i1)
sv (Ξs(t − τi1(t)), Ξv(t − τi1(t)), t)] (10)

+ ∥W̃s(Ξs(t), Ξs(t − τ0(t)), t)∥2,

according to Assumption 3, we can easily obtain

2ΞT
s (t)l̃s(Ξs(t), Ξs(t − τ(t0)), t) ≤ (1 + α

(1)
s )∥Ξs(t)∥2 + α

(2)
s ∥Ξs(t − τ0(t))∥2, (11)

∥W̃s(Ξs, Ξs(t − τ0(t)), t)∥2 ≤ α
(3)
s ∥Ξs(t)∥2 + α

(4)
s ∥Ξs(t − τ0(t))∥2, (12)

and

2ΞT
s (t)

M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π̃(i1)
sv (Ξs(t − τi1(t)), Ξv(t − τi1(t)), t)

≤
M

∑
i1=1

m

∑
v=1

Ψi1 f (i1)sv (∥Ξs(t)∥2 + K(i1)
sv (∥Ξs(t − τi1(t))∥2 + ∥Ξv(t − τi1(t))∥2)) (13)

≤
M

∑
i1=1

m

∑
v=1

[Ψi1 f (i1)sv ∥Ξs(t)∥2 + (Ψi1 f (i1)sv K(i1)
sv + θsv)∥Ξs(t − τi1(t))∥2

+ θsv(∥Ξv(t − τi1(t))∥2 − ∥Ξs(t − τi1(t))∥2)].

By substituting (11)–(13) into (9), we can obtain the following inequality:

LY(Ξ(t), t) ≤
m

∑
s=1

Λs(1 + α
(1)
s + α

(3)
s +

M

∑
i1=1

m

∑
v=1

Ψi1 f (i1)sv )∥Ξs(t)∥2

+
m

∑
s=1

Λs(α
(2)
s + α

(4)
s )∥Ξs(t − τ0(t))∥2 (14)

+
m

∑
s=1

Λs

M

∑
i1=1

m

∑
v=1

(Ψi1 f (i1)sv K(i1)
sv + θsv)∥Ξs(t − τi1)∥2

+
m

∑
s=1

M

∑
i1=1

m

∑
v=1

Λsθsv(∥Ξv(t − τi1(t))∥2 − ∥Ξs(t − τi1(t))∥2).

Based on Theorem 2.2 in [55], it holds that

m

∑
s,v=1

ΛsθsvFsv(Ξs, Ξv) = ∑
Q∈Q

W̄(Q) ∑
(q,p)∈Υ(CQ)

Fpq(Ξp, Ξq),

where Fsv(Ξs, Ξv) represents arbitrary function, Q is the set of all spanning unicyclic graphs
Q of (D,U ), CQ is the directed cycle of Q and W̄(Q) stands for the weight of Q.

Then, we have

m

∑
s=1

m

∑
v=1

Λsθsv

[
∥Ξv(t − τi1(t))∥2 − ∥Ξs(t − τi1(t))∥2

]
= 0. (15)
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Substituting (15) into (14), we arrive at the following inequality

LY(Ξ(t), t) ≤
m

∑
s=1

Λs(1 + α
(1)
s + α

(3)
s +

M

∑
i1=1

m

∑
v=1

Ψi1 f (i1)sv )∥Ξs(t)∥2

+
m

∑
s=1

Λs(α
(2)
s + α

(4)
s )∥Ξs(t − τ0(t))∥2 (16)

+
m

∑
s=1

Λs

M

∑
i1=1

m

∑
v=1

(Ψi1 f (i1)sv K(i1)
sv + θsv)∥Ξs(t − τi1)∥2.

Furthermore, we can calculate that

LY(Ξ(t), t) ≤a1

m

∑
s=1

Λs∥Ξs(t)∥2 + a2

m

∑
s=1

Λs∥Ξs(t − τ0(t))∥2

+ a3

m

∑
s=1

Λs∥Ξs(t − τi1(t))∥2. (17)

We have

LY(Ξ(t), t) ≤ (a1 + a2q1 + a3q2)Y(Ξ(t), t),

in which q1, q2 > 1.
Hence, it gives

LY(Ξ(t), t) ≤ aY(Ξ(t), t), (18)

in which a = a1 + a2q1 + a3q2. Subsequently, we have

ELY(Ξ(t), t) ≤ aEY(Ξ(t), t), ∀t ∈ [ζs,j−1, ζs,j). (19)

We can obtain

EY(Ξ(t), t) ≤ ea(t−ζs,j−1)EY(Ξ(ζs,j−1), ζs,j−1). (20)

When t = ζs,j, we can calculate the mean value for the Y(Ξ(t), t) as follows:

EY(Ξ(t), t) =
m

∑
s=1

ΛsEYs(Ξs(ζs,j), ζs,j), (21)

in which

EYs(Ξs(ζs,j), ζs,j)

=E∥Ξs(ζs,j)∥2

=E{[Ξs(ζ
−
s,j) + (1 − ϖ(ζs,j))Ts,j(Ξs(ζ

−
s,j) + κ(ζs,j)Bs(ζs,j))]

2}

=E{∥Ξs(ζ
−
s,j)∥

2 + (1 − ϖ(ζ−s,j))
2T2

s,j∥Ξs(ζ
−
s,j)∥

2

+ (1 − ϖ(ζs,j))
2κ2(ζs,j)T2

s,jB
2
s (ζs,j)

+ 2(1 − ϖ(ζs,j))
2κ(ζs,j)T2

s,jBs(ζs,j)Ξs(ζ
−
s,j)

+ 2(1 − ϖ(ζs,j))Ts,j∥Ξs(ζ
−
s,j)∥

2

+ 2(1 − ϖ(ζs,j))κ(ζs,j)Ts,jBs(ζs,j)Ξs(ζ
−
s,j)} (22)

≤E{∥Ξs(ζ
−
s,j)∥

2 + (1 − ϖ(ζs,j))
2T2

s,j∥Ξs(ζ
−
s,j)∥

2
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+ 2(1 − ϖ(ζs,j))Ts,j∥Ξs(ζ
−
s,j)∥

2 + (1 − ϖ(ζs,j))
2κ2(ζs,j)T2

s,jB
2
s (ζs,j)

+ (1 − ϖ(ζs,j))
2κ(ζs,j)T2

s,j[B
2
s (ζs,j) + ∥Ξs(ζ

−
s,j)∥

2]

+ (1 − ϖ(ζs,j))κ(ζs,j)[T2
s,jB

2
s (ζs,j) + ∥Ξs(ζ

−
s,j)∥

2]}

=E{[1 + (1 − ϖ(ζs,j))
2T2

s,j + 2(1 − ϖ(ζs,j))Ts,j + (1 − ϖ(ζs,j))
2κ(ζs,j)T2

s,j

+ (1 − ϖ(ζs,j))κ(ζs,j)]∥Ξs(ζ
−
s,j)∥

2 + 3(1 − ϖ(ζs,j))
2κ2(ζs,j)T2

s,jB
2
s (ζs,j)

≤E{[1 + ϖT2
s,j + 2ϖTs,j + ϖ(1 − κ)T2

s,j + ϖ(1 − κ)]∥Ξs(ζ
−
s,j)∥

2 + 3ϖ(1 − κ)T2
s,jb}.

Then, the following can be obtained:

EYs(Ξs(ζs,j), ζs,j) ≤ E{σ1∥Ξs(ζ
−
s,j)∥

2 + σ̂2}.

According to the Lyapunov functional Y(Ξ(t), t) = ∑m
s=1 ΛsYs(Ξs(t), t), in which

Ys(Ξs(t), t) = ∥Ξs(t)∥2, we have

EY(Ξ(t), t) ≤
m

∑
s=1

ΛsE{σ1∥Ξs(ζ
−
s,j)∥

2 + σ̂2}.

By a similar calculation, we have

EY(Ξ(t), t) ≤ σ1EY(Ξ(ζ−s,j), ζ−s,j) + σ2, (23)

in which σ2 = ∑m
s=1 Λsσ̂2.

From (20) and (23), we have{
EY(Ξ(t), t) ≤ ea(t−ζs,j−1)EY(Ξ(ζs,j−1), ζs,j−1), t ̸= ζs,j,

EY(Ξ(t), t) ≤ σ1EY(Ξ(ζ−s,j), ζ−s,j) + σ2, t = ζs,j.
(24)

For t ∈ [ζs,0, ζs,1), according to (24), we can infer

EY(Ξ(t), t) ≤ ea(t−ζs,0)EY(Ξ(ζs,0), ζs,0). (25)

For t ∈ [ζs,1, ζs,2), from (24), we can obtain

EY(Ξ(t), t) ≤[σ1ea(ζs,1−ζs,0)EY(Ξ(ζs,0), ζs,0) + σ2]ea(t−ζs,1)

≤σ1ea(ζs,1−ζs,0)EY(Ξ(ζs,0), ζs,0) + σ2ea(t−ζs,1). (26)

For t ∈ [ζs,2, ζs,3), from (24), it can be deduced that

EY(Ξ(t), t) ≤[σ2
1 ea(ζs,2−ζs,0)EY(Ξ(ζs,0), ζs,0) + σ1σ2ea(ζs,2−ζs,1) + σ2]ea(t−ζs,2)

≤σ2
1 ea(t−ζs,0)EY(Ξ(ζs,0), ζs,0) + σ1σ2ea(t−ζs,1) + σ2ea(t−ζs,2). (27)

Similarly, for t ∈ [ζs,j−1, ζs,j], we have

EY(Ξ(t), t) ≤σ
(

t−ζs,0
I2

−1)

1 ea(t−ζs,0)EY(Ξ(ζs,0), ζs,0) + σ
(

t−ζs,0
I2

−2)

1 σ2ea(t−ζs,0−(I2−ϱ))

+ σ
(

t−ζs,0
I2

−3)

1 σ2ea(t−ζs,0−2(I2−ϱ)) + · · ·+ σ2ea(t−ζs,0)e−(
t−ζs,0

I2
−1)(I2−ϱ). (28)

We have

EY(Ξ(t), t) ≤e(t−ζs,0)(
lnσ1

I2
+a)−lnσ1EY(Ξ(ζs,0), ζs,0)
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+
σ2e(t−ζs,0)(

lnσ1
I2

+a)−2lnσ1−a(I2−ϱ)

1 − e−lnσ1−a(I2−ϱ)
+

σ2e−lnσ1

e−lnσ1−a(I2−ϱ) − 1
. (29)

Let us define

δ = −(
lnσ1

I2
+ a) > 0. (30)

Then, as t → ∞, the following result can be obtained:

EY(Ξ(t), t) ≤ σ2e−lnσ1

e−lnσ1−a(I2−ϱ) − 1
. (31)

Finally, we can obtain

lim
t→∞

supE∥Ξ(t)∥2 ≤ σ2e−lnσ1

Λmin(e−lnσ1−a(I2−ϱ) − 1)
. (32)

Step 2: Exclusion of Zeno behavior. We consider the following two cases.
Case 1: ∥∆s(ζs,j)∥ > 0.

According to the triggering condition (6), at the next triggering instant ζs,j+1, we have

∥∆s(ζs,j)∥2
[
eβ1(ζs,j+1−ζs,j) − 1 − µ

]
=ρ1eβ2(ζs,j+1−t0) +

ρ2

(ζs,j+1 − t0)2 > 0.

Since the last two terms are negative, it follows that

∥∆s(ζs,j)∥2
[
eβ1(ζs,j+1−ζs,j) − 1 − µ

]
> 0.

Therefore,

ζs,j+1 − ζs,j >
ln(µ + 1)

β1
= I1 > 0.

Case 2: ∥∆s(ζs,j)∥ = 0.
In this case, the triggering set in (6) may be empty because its left-hand side remains

negative. According to the backup scheduling rule introduced in Remark 5, the next
triggering instant is defined by

ζs,j+1 = ζs,j + Ib,

where I1 < Ib < I2.
Thus,

ζs,j+1 − ζs,j = Ib > I1 > 0,

Consequently, the inter-triggering interval has a strictly positive lower bound in both
cases. Therefore, infinitely many triggering instants cannot occur within a finite time
interval, and Zeno behavior is excluded.

Remark 6. In Theorem 1, I1 and I2 denote the lower and upper bounds of the inter-triggering
intervals, respectively. Let

πs,j = ζs,j+1 − ζs,j.
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When ∥∆s(ζs,j)∥ > 0, it follows from the self-triggering condition (6) that

∥∆s(ζs,j)∥2(eβ1πs,j − 1 − µ) > 0.

Hence,

πs,j >
ln(1 + µ)

β1
,

and I1 can be selected as

I1 =
ln(1 + µ)

β1
.

In contrast, Equation (6) determines each inter-triggering interval implicitly and does not
generally yield a closed-form uniform upper bound. Let

Ī = sups∈L1,j≥0(ζs,j+1 − ζs,j).

If Ī < ∞, I2 is selected to simultaneously satisfy

I2 > Ī

and

lnσ1

I2
+ a < 0.

Thus, I2 is a theoretical common upper bound used in the synchronization analysis rather than
a fixed triggering period prescribed in (6).

Theorem 2. If Assumptions 1–4 are valid and network (5) satisfies the following requirements:

θsv = max1≤i1≤M{Ψi1 f (i1)sv K(i1)
sv },

a1 = max1≤s≤m{1 + α
(1)
s + α

(3)
s +

M

∑
i1=1

m

∑
v=1

Ψi1 f (i1)sv },

a2 = max1≤s≤m{α
(2)
s + α

(4)
s },

a3 = max1≤s≤m{
M

∑
i1=1

m

∑
v=1

(Ψi1 f (i1)sv K(i1)
sv + θsv)},

σ1 = max1≤s≤m{1 + ϖT2
s,j + 2ϖTs,j + ϖ(1 − κ)T2

s,j + ϖ(1 − κ)},

σ̂2 = max1≤s≤m{3ϖ(1 − κ)T2
s,jb},

E{(1 − ϖ(ζs,j))} = ϖ, E{(1 − ϖ(ζs,j))
2} = ϖ,

E{(1 − ϖ(ζs,j))κ(ζs,j)} = ϖ(1 − κ), E{(1 − ϖ(ζs,j))
2κ2(ζs,j)} = ϖ(1 − κ),

lnσ1

I2
+ a < 0, 0 < I1 < ζs,j+1 − ζs,j < I2, ϱ = I2 − I1, 0 < µ < 1,

then, when under cyber-attack while employing dynamic self-triggered impulsive control, the system
(5) can avoid Zeno behavior and achieve mean-square bounded synchronization.

Proof. Step 1: The procedure is analogous to the one used in Theorem 1 to establish the
mean-square bounded synchronization.
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lim
t→∞

supE∥Ξ(t)∥2 ≤ σ2e−lnσ1

Λmin(e−lnσ1−a(I2−ϱ) − 1)
.

Step 2: Avoid Zeno behavior. According to (7), when t = ζs,j+1, we have

∥∆s(ζs,j)∥2(eβ1(ζs,j+1−ζs,j) − 1)− µ∥∆s(ζs,j)∥2 > ωχhs(ζs,j+1) + ωφ(j).

We obtain

eβ1(ζs,j+1−ζs,j) − 1 − µ >
ωχhs(ζs,j+1) + ωφ(j)

∥∆s(ζs,j)∥2 .

Finally, it holds that

ζs,j+1 − ζs,j >
1
β 1

ln(1 + µ +
ωχhs(ζs,j+1) + ωφ(j)

∥∆s(ζs,j)∥2 ),

The preceding derivation applies when ∥∆s(ζs,j)∥ > 0. If ∥∆s(ζs,j)∥ = 0, the backup
scheduling rule gives ζs,j+1 − ζs,j = Ib > 0; therefore, Zeno behavior is also excluded in
this case.

5. Applications and Simulation Results
This section utilizes the theoretical results of a specific case study and presents the

corresponding parameter settings used in the simulation.
First, consider the islanded microgrid system

ΦsΫs(t) + νsΥ̇s = ξs + Qs(Υs(t), Υs(t − τ0(t)), t), (33)

in which Υs(t), Υ̇s(t), Ϋs(t) ∈ R are the angle, angular velocity, and angular accelera-
tion, respectively; Φs, νs, ξs stand for the inertia coefficient, the damping coefficient and
the rated power, respectively; τ0(t) is defined as the communication time delay; and
Qs = ϕ1sΥs(t − τ0)− ϕ2sΥs(t) stands for coupling function, in which ϕ1s, ϕ2s are positive
constants. In addition, we set Υ̃s(t) = Υ̇s(t), and the system (33) is defined as

Υ̇s(t) =Υ̃s(t),

˙̃Υs(t) =
1

Φs
(−νsΥ̃s(t) + ξs + ϕ1sΥs(t − τ0(t))− ϕ2sΥs(t)).

(34)

To better simulate practical applications, system (34) is expressed as
Υ̇s(t) =Υ̃s(t),

˙̃Υs(t) =
1

Φs
(−νsΥ̃s(t) + ξs −

M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv sin(Υv(t − τi1(t))

− Υs(t − τi1(t))) + ϕ1sΥs(t − τ0(t))− ϕ2sΥs(t)) + λs(Υ̃s(t − τ0(t)))ω̇(t),

(35)

in which λs stands for stochastic interference intensity.
Then, system (35) is defined as

dds(t) =
[

ls(ds(t), ds(t − τ0(t)), t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π(i1)
sv (ds(t − τi1(t)), dv(t − τi1(t)), t)

]
dt (36)

+ Ws(ds(t), ds(t − τ0(t)), t)dω(t), s ∈ L1,
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where ds(t) = (Υs(t), Υ̃s(t))T, ls(ds(t), ds(t − τ0(t)), t) = (Υ̃s(t), 1
Φ s(−νsΥ̃s(t)− ϕ2sΥs(t) +

ϕ1sΥs(t − τ0(t)) + ξs))T, Ws(ds(t), ds(t − τ0(t)), t) = (0, 1
Φs

λs(Υ̃s(t − τ0(t))))T, and

Π(i1)
sv (ds(t − τi1(t)), dv(t − τi1(t)), t) = (0,− 1

Φs
sin(Υv(t − τi1(t))− Υs(t − τi1(t))))T.

System (36) is taken as the drive system, and the associated response system is then
expressed as

drs(t) =
[

ls(rs(t), rs(t − τ0(t)), t) + us(t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π(i1)
sv (rs(t − τi1(t)), rv(t − τi1(t)), t)

]
dt (37)

+ Ws(rs(t), rs(t − τ0(t)), t)dω(t), s ∈ L1,

in which rs(t) = (Γs(t), Γ̃s(t))T. Furthermore, the error system of (36) and (37) is described as

dΞs(t) =
[

l̃s(Ξs(t), Ξs(t − τ0(t)), t)

+
M

∑
i1=1

Ψi1(t)
m

∑
v=1

f (i1)sv Π̃(i1)
sv (Ξs(t − τi1(t)), Ξv(t − τi1(t)), t)

]
dt

+ W̃s(Ξs(t), Ξs(t − τ0(t)), t)dω(t),

∆Ξs(ζs,j) =Ξs(ζs,j)− Ξs(ζ
−
s,j) = Ts,j ◦ Ξ̃s(ζ

−
s,j),

(38)

in which Ξ̃s,j(ζ
−
s,j) = (1 − ϖ(ζs,j))[Ξs(ζ

−
s,j) + κ(ζs,j)Bs(ζs,j)], Ts,j ◦ Ξ̃s(ζ

−
s,j) = (T(1)

s,j Ξ̃s(ζ
−
s,j),

T(2)
s,j Ξ̃s(ζ

−
s,j)).

Assumption 5. For stochastic interference intensity function λs, ∃cs > 0 such that

∥λs(r)− λs(d)∥2 ≤ cs∥r − d∥2, ∀d, r ∈ R.

Corollary 1. Suppose that Assumptions 1, 2, 4 and 5 hold. Then, systems (36) and (37) achieve
mean-square bounded synchronization under static or dynamic self-triggered impulsive control if
the conditions of Theorem 1 or Theorem 2 are satisfied, respectively.

Proof. We observe that

∥l̃s(Ξs(t), Ξs(t − τ0(t)), t)∥2

=∥Γ̃s − Υ̃s(t)∥2 + ∥ 1
Φs

(−νs(Γ̃s(t)− Υ̃s(t))− ϕ2s(Γs(t)

− Υs(t)) + ϕ1s(Γs(t − τ0(t)))− Υs(t − τ0(t)))∥2

≤ max{1 +
4ν2

s
Φ2

s
,

2ϕ2
2s

Φ2
s
}∥Ξs(t)∥2 +

2ϕ2
1s

Φ2
s
∥Ξs(t − τ0(t))∥2,

∥W̃s(Ξs(t), Ξs(t − τ0(t)), t)∥2

=
1

Φ2
s
∥λs(Γ̃s(t − τ0(t)))− λs(Υ̃s(t − τ0(t)))∥2

≤ cs

Φ2
s
∥Ξs(t − τ0(t))∥2,

and

∥Π̃(i1)
sv (Ξs(t − τi1(t)), Ξv(t − τi1(t)), t)∥2
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=
1

Φ2
s
∥sin(Γv(t − τi1(t))− Γs(t − τi1(t)))− sin(Υv(t − τi1(t))− Υs(t − τi1(t)))∥2

≤ 1
Φ2

s
∥(Γv(t − τi1(t))− Γs(t − τi1(t)))− (Υv(t − τi1(t))− Υs(t − τi1(t)))∥2

≤ 2
Φ2

s
(∥Ξs(t − τi1(t))∥2 + ∥Ξv(t − τi1(t))∥2),

which guarantees the validity of Assumption 3. From the above analysis, mean-square
bounded synchronization between systems (36) and (37) can be realized.

Next, the simulation results and some parameters of the experiment will be presented.
Let L1 = {1, 2, . . . , 11}, L2 = {1, 2}, L3 = {0, 1, 2}. For stochastic interference intensity

function λs, set λs(x) = 0.01x. The attack function is Bs(t) = bsin(t), in which b = 0.027.
Furthermore, we select Φs = 1.01, νs = 0.12, ϕ1s = 0.1, ϕ2s = 0.8, and ξs = 16. We se-
lect τ0(t) = 0.1 et

1+et , τ1 = 0.4sin2(t), τ2 = 0.3cos2(t), Ψ1 = 0.0001 × (0.05 + 0.003 × sin(t)),
Ψ2 = 0.0001 × (0.05 + 0.003 × cos(t)), and φ(j) = e−1.5j. In addition, the following param-
eter settings are used: ϖ = 0.75, κ = 0.7. The parameters related to static self-triggered
control are as follows: Tsj = −1, β1 = 0.42, β2 = 0.1, µ = 0.01, ρ1 = 3.8, ρ2 = 4. Further-
more, some other parameters related to dynamic self-triggered are presented: χ = 0.12,
ω = 3. (In the reported simulation realization, the backup scheduling rule was not ac-
tivated; therefore, the original triggering numbers remain unchanged.) By calculation,
we obtain

a1 = 2.342978, a2 = 0.029399, a3 = 0.277348, a = 2.916846,

σ1 = 0.7, I1 =
ln(1 + µ)

β1
= 0.02369.

The constant I2 appearing in Theorems 1 and 2 represents a theoretical common
upper bound of the inter-triggering intervals and is not imposed as a fixed triggering
period in the numerical implementation. The following numerical results illustrate the
bounded synchronization performance and the reduction in triggering events achieved by
the proposed control mechanisms.

Remark 7. The impulsive gain Ts,j determines the strength of the impulsive feedback correction
applied to node s at the j-th impulsive instant. The notation Ts,j represents the general form of the
impulsive gain. In the present study, the gain is prescribed in advance and remains fixed during the
implementation. Its value is selected such that the sufficient conditions stated in Theorems 1 and 2
are satisfied. In the numerical example, the same fixed value Ts,j = −1 is adopted for all nodes and
impulsive instants.

The following are the visualized simulation results. The motion trajectory of the
systems (36) is plotted in Figure 1, while Figure 2 depicts that of the response system (37).
As illustrated in Figure 3, the synchronization error is ultimately bounded through static
self-triggered impulsive control. Figure 4 illustrates the number of triggering events under
static self-triggered impulsive control. It follows that the number of triggering events for
all nodes is about 312. Figure 5 plots the convergence of the bounded synchronization
error of each node with the dynamic control. Meanwhile, the triggering moments under
this control are displayed in Figure 6, with a total of almost 288 events. It can be noted
that the addition of floating function has reduced the number of triggers. Therefore, the
dynamic self-triggered impulsive control mechanism reduces resource consumption and
better meets practical requirements.
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Table 1 illustrates that the goal of bounded synchronization is preserved under different
settings of network sizes, attack probabilities, delay bounds, and noise intensity. The dynamic
self-triggering scheme consistently results in a reduced number of control updates, thereby
demonstrating enhanced resource economy relative to the static triggering mechanism.

Figure 1. The trajectories of all the nodes of the drive system.

Figure 2. The trajectories of all the nodes of the response system.

Figure 3. The trajectories of the bounded synchronization error of each node under static self-triggered
impulsive control.
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Figure 4. The triggering moments with the static self-triggered control mechanism.

Figure 5. Trajectories of the bounded synchronization error of each node under dynamic self-triggered
impulsive control.

Figure 6. The triggering moments with the dynamic self-triggered control mechanism.
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Table 1. Synchronization under different parameter variations.

Case Changed Parameter Static Impulsive Dynamic Impulsive Synchronization

1 m = 21 576 542 Yes
2 ϖ = 0.5, κ = 0.4 268 251 Yes
3 τ = 0.15 261 240 Yes
4 noise intensity 0.02 330 312 Yes

6. Conclusions
Mean-square bounded synchronization was studied in stochastic CNs under cyber-

attack via self-triggered impulsive control mechanisms. We proposed a self-triggered
impulsive control approach that predicts the next impulse instant from the current system
state. This approach incorporates both static and dynamic mechanisms, ensuring that
the synchronization error converges to the desired state. In addition, we proposed a
dual-Bernoulli scheme in which independent random variables are assigned to DoS and
deception attacks, respectively, enabling their collaborative integration into the system
model. Sufficient conditions for ensuring mean-square bounded synchronization were
derived by the Lyapunov functional method. Meanwhile, Zeno behavior was effectively
ruled out. Finally, through detailed simulation experiments, we illustrated the accuracy
and applicability of the theoretical analysis. As illustrated by the comparative studies, the
dynamic self-triggering mechanism effectively eliminates redundant triggers, which has the
advantage of energy conservation. Future research will consider correlated cyber-attacks,
burst attacks, and Markovian attack models to further improve the applicability of the
proposed framework.
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