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Abstract

In the circulation of health data, the mutual trust dilemma leads to the symmetric prob-
lems of “inadequate supply” on the supply side and “impeded flow” on the demand side,
which hinder the realization of data value. This paper analyzes the formation mechanism
of this dilemma and its resolution pathways from a symmetry perspective. First, based
on a literature review, we extract the manifestations of the mutual trust dilemma and
construct a two-stage decision-making “vicious circle” model of mutual trust. Unlike con-
ventional single-stage game models, this framework captures the sequential nature of trust
decisions—entry in Stage 1 and compliance in Stage 2. Second, we establish a tripartite
evolutionary game model involving data suppliers, demanders, and regulators, and em-
ploy MATLAB simulations to examine the impact of key parameters on strategic evolution.
The findings reveal that: (1) beneficial data utilization scenarios are the prerequisite for
participation; (2) strong regulation is the fundamental guarantee for mutual trust; and
(3) while increasing penalties, reducing compliance costs, and enhancing trust-related
gains can promote compliance, regulatory measures must be carefully balanced to avoid
suppressing participation willingness. Accordingly, we propose a four-step progressive
mutual trust mechanism comprising motivation activation, cooperation facilitation, perfor-
mance guarantee, and trust reinforcement. Policy recommendations are offered regarding
high-benefit scenarios, trusted data spaces, incentive policies, and data standardization,
with the aim of building a trusted health data circulation ecosystem.

Keywords: health data; data circulation; trust; data regulation; evolutionary game; symmetry

1. Introduction

At present, the world is rapidly entering the era of big data. Cloud computing, big
data, artificial intelligence, and blockchain are being applied at scale. These technologies
are driving the world into the fourth technological revolution, which is characterized by
the digital economy [1]. Human society has entered a critical period of digital development.
Data volumes are exhibiting explosive growth and massive aggregation [2]. The strategic
and social application value of data has become increasingly prominent. Data has been
analogized to gold [3], oil [4], oxygen [5], and sand [6]. In 2017, The Economist published an
article describing data as “the world’s most valuable resource [7].” Major countries around
the world have accelerated the development and utilization of data resources. Among these
resources, health data has become one of the primary types prioritized for development
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and utilization. This is due to its rapid growth, massive aggregation, and immense medical,
social, economic, and scientific value. In China, data has been upgraded from a “resource”
to a “factor of production.” It now serves as a new engine driving economic growth. With
respect to health data in particular, by the end of 2021, over 80% of tertiary hospitals
in 30 provinces across the country had implemented electronic health card applications.
These applications covered nearly 70% of the population. Currently, all provinces have
established regional population health information platforms [8]. The steady construction
of health data centers and the further improvement of urban and rural healthcare systems
have accumulated vast amounts of health data. It is estimated that a medium-sized Chinese
city with a population of 10 million will generate health data on the scale of 10 petabytes
over 50 years. Effective mining and utilization of such data will bring enormous benefits
to human health [9-12]. However, data can only achieve value appreciation through
continuous circulation and use. The realization of data factor value is highly dependent
on circulation efficiency [13-15]. In particular, health data is highly privacy-sensitive. The
trust dilemma between data suppliers and demanders leads to data being “inadequate
supply” and “impeded flow.” This severely impedes the efficient circulation of health data
and constitutes a core obstacle to unlocking the value of data factors.

Domestic and international scholars have identified various concerns on both the sup-
ply and demand sides in data circulation. Data suppliers fear that they may lose effective
control over their data [16,17]. They are also concerned about opaque usage or potential
misuse of data by demanders [18,19]. Data demanders, on the other hand, need assurance
that the data they obtain have legitimate sources and guaranteed quality [20,21]. Even if
restrictive or prohibitive clauses are stipulated prior to transactions, it remains difficult to
establish trust between the two parties and to adapt to diverse application scenarios [22].
As a result, both suppliers and demanders adopt a cautious attitude toward participating in
data circulation [23]. Continuous communication is required for both sides to gain a detailed
understanding of data products before further cooperation can be achieved [24]. On this
basis, scholars have analyzed the essence of trusted data circulation [25] and the causes of
trust issues [26-28]. They have proposed a PDCA (Participant-Data-Contract-Algorithm)
trusted circulation system for data transactions [29]. To break the trust dilemma in data
circulation, trusted data spaces underpinned by technologies such as privacy computing
and blockchain are regarded as an infrastructure that can facilitate trusted data circulation
while ensuring data privacy and security. Scholars have conducted research on the system
architecture [30,31], operational models [32], institutional design [33,34], and technolog-
ical applications [19] of trusted data spaces. Their efforts are devoted to improving the
theoretical framework of trusted data spaces so as to support trusted data circulation.

Existing studies have extensively analyzed the manifestations and causes of the trust
dilemma between supply and demand sides in data circulation. They have largely focused
on technological means and the construction of trusted data spaces to resolve the trust
dilemma. Some scholars have also employed evolutionary game methods to analyze multi-
agent interactions in health data circulation [35,36]. However, research on the deep-seated
causes and promotion mechanisms of mutual trust between data suppliers and demanders
remains scarce. Evidently, the behaviors of data suppliers and demanders are subject to
deep mutual influences, and trust exerts a significant impact on these behaviors. Against
this backdrop, this paper attempts to start from the perspective of bilateral decision-making
interaction in data circulation. Under given constraints, we employ evolutionary game
methods to analyze the behavioral interactions among health data suppliers, data deman-
ders, and regulators, and to explore strategic approaches to breaking the trust dilemma
between the two sides. Specifically, we first analyze the multidimensional decisions faced
by both suppliers and demanders in data circulation. On the basis of a two-stage decision-
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making framework, we construct a “vicious circle” model of mutual trust to explain the
deep-seated causes of the mutual trust dilemma. Second, we dissect the decision-making
stages and establish a two-stage decision model for both suppliers and demanders, clarify-
ing the basic conditions for entering the stage-2 decision. Third, under the constraints of
these basic conditions, we establish a tripartite evolutionary game model involving data
suppliers, data demanders, and regulators in the stage-2 decision. We then conduct simula-
tion experiments using MATLAB and discuss the results. Finally, we draw conclusions and
put forward policy recommendations.

Before proceeding, it is necessary to clarify what we mean by “symmetry” in the
context of this study. In this paper, we identify three distinct forms of symmetry that
characterize the mutual trust dilemma in health data circulation: (i) Symmetry of distrust.
Both suppliers and demanders face symmetric concerns about each other’s future behavior:
suppliers fear that demanders will misuse data, while demanders fear that suppliers will
provide low-quality data. This symmetric distrust forms the foundation of the ‘vicious
circle’ depicted in Figure 1. (ii) Structural symmetry of decision-making. Both parties
share an identical two-stage decision structure: Stage 1 involves the participation decision
(whether to enter the transaction), and Stage 2 involves the compliance decision (whether
to faithfully perform contractual obligations). This structural symmetry is illustrated in
Figure 2. (iii) Strategic symmetry in the payoff matrix. Both suppliers and demanders
possess symmetric strategy spaces (compliant vs. non-compliant, or high-quality vs. low-
quality) and face analogous trade-offs between short-term gains and long-term trust-related
payoffs, as formalized in Table 1.

Stage 2 Decision

| 1
I 1
| !
| High-Quality Supply | !
! 1
| |
I I
I 1

Demanders' Trust Dilemma

Figure 1. The “Vicious Circle” Dilemma Model of Mutual Trust Between Supply and Demand Sides
in Health Data Circulation.

It should be emphasized that this symmetry is analytical rather than structural. The
three actors have inherently different strategies, incentives, and payoff structures. Sup-
pliers choose data quality levels; demanders choose usage compliance; regulators choose
enforcement intensity. These are fundamentally distinct roles with distinct payoff functions.
The symmetry we refer to is not a claim that the actors are identical, but rather an analytical
lens that reveals how the trust dilemma exhibits symmetrical properties, particularly in
the mutual distrust between the two primary trading parties and in their shared two-stage
decision hierarchy. Through this lens, we examine how asymmetric regulatory interven-
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tions can break the initial symmetry of distrust and eventually establish a new symmetry
of mutual trust and compliance.
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Figure 2. The Two-Stage Decision-Making Model for Suppliers and Demanders in Health Data
Transaction Circulation Scenarios.

Table 1. Payoff Matrix of the Tripartite Evolutionary Game.

Suppliers/Demanders/Regulators Suppliers
Demanders High—QuaJl{ity Supply Low—Qt;aEtZ Supply
: Py —C1+ Ty —a(Enp + L), Py —Cy— Ly —a(En +Ls) — (F1 + En2),
C liant U
Strong Regulation omphant s Pyy — Py + T, —aEp, Py — Py + T, —aEy + Enp,
N Y T3 — C3 T3 -G+ F
Py —Cy+ Ty —bLs + Ep, Py —Cy— Ly —bLs — Fy — Enp,
Non-Compliant Use Py + P — P — b(E21 + Ell) Py + P — P — b(E21 + Ell)
1-y —(F+ Ly + Ex), —(F2+ Lo + Ex) + Ena,
Regulators oo Jr(? L) P Fl(g 0 )
: 1— G+ 11 —a(Eqy + Ls), 1 —C— Ly —a(En + L),
Weak Regulation Comphant Use P21 — P1 + Tz — aE21, Pzz — P1 + Tz — aEzl,
1-z y —Ls —Ls
. P—-C+T *b(En +LS), P—C— 14 *b(E]]‘f’Ls),
- 1
Non Colm_p y1ant Use Py + P31 — Py + T — bEy, Py + P — Py + T — bEy,
—Ls —Ls

The central analytical task of this paper is to examine how this initial symmetry of
distrust can be broken and eventually replaced by a new symmetry of mutual trust and
compliance through regulatory intervention and incentive design.

To operationalize this analytical task, the key distinction of this study from existing
evolutionary game analyses of data circulation lies in its explicit modeling of two sequential
decision stages. While prior studies typically model a single-stage game where agents
simultaneously decide whether to cooperate, we argue that the mutual trust dilemma
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in health data circulation involves a deeper layer of uncertainty: both suppliers and
demanders must decide whether to enter a transaction (Stage 1) without knowing the
other party’s subsequent compliance behavior (Stage 2). This two-stage structure captures
the essence of the trust dilemma more faithfully than conventional one-stage models.
Furthermore, whereas recent advances in adaptive or Bayesian evolutionary games address
uncertainty through probabilistic priors, our setting involves Knightian uncertainty [37], in
which neither party can form reliable probability estimates of the other’s default behavior.
This makes standard evolutionary game theory a more appropriate and parsimonious
modeling choice. To highlight the novelty of our approach, Table 2 provides a concise
comparison between this study and representative prior evolutionary game analyses of data
circulation across four dimensions: decision stages, actors involved, trust mechanism, and
application context. This comparison underscores the distinctive contributions of our study
in terms of its two-stage decision structure, explicit trust-related payoff parameters, and
contextualization within China’s large-scale decentralized health data ecosystem. To the
best of our knowledge, this study is the first to explicitly model the mutual trust dilemma
in health data circulation through a two-stage decision framework coupled with a tripartite

evolutionary game.

Table 2. Comparison of Key Features Between This Study and Representative Prior Studies.

Study Decision Stages Actors Trust Mechanism Application Context
Four parties: data providers, Implicit (indirectly
Jin et al. Sinele-stage platform operators, reflected through Healthcare data
[36] (2026) & & government regulators, reputation losses trading (China)
data demanders and gains)

Zhai et al.
[38] (2025)

Zhang et al.
[39] (2025)

Wang et al.
[35] (2024)

Mu et al.
[40] (2025)

Ding et al.
[41] (2026)

Xu & Qi
[42] (2026)

Yao & Liu
[43] (2025)

This study

Single-stage

Single-stage

Single-stage

Single-stage

Single-stage

Single-stage

Single-stage

Two-stage

Three parties: patients, medical
institutions, government

Four parties: data-providing
medical institutions,
data-using medical institutions,
government, medical

data centers

Three parties: data platform,
data users, patients

Three parties: medical
institutions, government,
data market

Three parties: lead units, hub
member units, basic member
units

Two parties: general hospitals,
local governments

Three parties: Data
Management Authorities, Data
Operation Departments,
Data-related Entities

Three parties: data suppliers,
data demanders, regulators

Implicit (no explicit
trust parameters)

Implicit (no explicit
trust parameters)

Explicit trust gains and
losses (L1, Ly, L3, Ty,
Ts, To)

Implicit (indirectly
reflected through trust
crisis loss S31)

Explicit reputation
mechanism (reputation
gain Pj, reputation risks
Fm, F b)

Implicit (indirectly
reflected through patient
privacy concerns 6/F)

Explicit trust
mechanism (patient
trust I, government
reputation loss I7)
Explicit trust gains and
losses (T4, T», T3, L1,
Ly, L3)

Healthcare data
sharing (China)

Inter-institutional
medical data
sharing (China)

Healthcare big data
open utilization
(China, drawing on
UK experience)

Medical data value
release (China)

Cross-domain
healthcare data
governance (China)

Regional medical
data sharing
platform
construction (China)

Healthcare data
factor circulation
(China)

China’s Health data
circulation ecosystem
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2. Game Model
2.1. Problem Description

Existing literature indicates that the trust dilemma between upstream suppliers and
downstream demanders of health data is mainly manifested in the following aspects. Data
suppliers fear that they will be held liable for data misuse after supply. Data demanders, on
the other hand, find it difficult to verify data quality and worry that the data sources may
be non-compliant or that the data quality may fail to meet their requirements. Generally,
driven by application scenarios, demanders generate data usage needs and express their
purchase or cooperation intentions to suppliers. Since data are often generated alongside
suppliers” actual business operations, they are characterized by concomitance. For example,
health data are produced by medical institutions in the process of delivering medical care
services. Suppliers therefore store large amounts of data that demanders need. In the long
run, the supply—demand transactions between the two parties are by no means one-off
deals. They often require long-term cooperation and interaction. Suppliers manage data
quality and decide whether to take measures to improve it, while demanders decide how
to use the data. The two parties bargain over data quality. However, due to information
asymmetry, demanders cannot fully ascertain whether the data quality provided by suppli-
ers meets their usage requirements. This gives rise to the trust dilemma on the demander
side. Meanwhile, during transactions, although the data have been anonymized and the
applicable scope and manner of use have been agreed upon with the supplier, the data are
easy to replicate and carry potential re-identification risks. Suppliers are concerned that
after selling the data to demanders, the demanders may use the data in non-compliant
ways. This gives rise to the trust dilemma on the supplier side. From the perspective of
decision-making by various agents, for data demanders, the motivation to participate in
data circulation and utilization stems from the expectation that potential benefits outweigh
costs, namely, a profit motive. Driven by this profit motive, downstream data demanders
may use data in non-compliant or even abusive ways to obtain greater gains. Similarly, for
data suppliers, driven by profit motives and technical barriers, providing high-quality data
also entails high costs. They may therefore supply low-quality data while obtaining the
same returns.

In a simplified view, the decision-making stages and trust dilemmas faced by both
suppliers and demanders in health data circulation can be depicted as shown in Figure 1.

The demander’s decision can be divided into two stages. Stage 1 is the procurement
decision. At this stage, the demander generates procurement motivation based on the
application scenario but has doubts about the supplier’s data quality. This gives rise to
the demander’s trust dilemma. Stage 2 is the usage decision. This stage presupposes
that the purchase decision in Stage 1 has been made. At this point, the demander faces
the temptation of non-compliant use driven by profit motives. The supplier’s decision is
likewise divided into two stages. Stage 1 is the supply decision. After receiving a purchase
request from the demander, the supplier must make a supply decision but is concerned
about the potential non-compliant use of data by the demander. This gives rise to the
supplier’s trust dilemma. Stage 2 is the data quality decision. This stage presupposes
that the supply decision in Stage 1 has been made. At this point, the supplier faces the
temptation of low-quality supply driven by profit motives. Both parties must make their
supply and demand decisions simultaneously in Stage 1. However, each party harbors
concerns about the other party’s anticipated behavior in Stage 2. This gives rise to a “vicious
circle” dilemma of mutual trust between the two sides, which ultimately impedes data
circulation and utilization.

From the above analysis, it can be seen that the root cause of the “vicious circle”
dilemma lies in the uncertainty that each party faces in Stage 1 regarding the other party’s
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subsequent decisions in Stage 2. This two-stage structure reveals a structural symmetry
between suppliers and demanders in terms of decision-making hierarchy, yet the pay-
off parameters governing each party’s choices are not necessarily aligned, reflecting the
asymmetric information and risk exposures inherent in health data circulation.

2.2. Basic Assumptions

From the above analysis, it can be seen that there are two stages of decision-making
for both suppliers and demanders in health data circulation, arranged in chronological
order, as shown in Figure 2. In Stage 1, both parties need to make supply and demand
decisions. If either party chooses to withdraw, the transaction ends. Therefore, to promote
data circulation, it is necessary first to establish a mechanism that facilitates transactions
between the two parties and to achieve the basic conditions for their mutual engagement.
From the perspective of market economy, the fundamental motivation for both parties to
participate in transactions is profit-driven. Accordingly, it can be argued that the basic
condition for the two parties to reach a transaction is that engaging in the transaction
can generate economic or social benefits. This highlights the importance of exploring
data application scenarios. Therefore, this paper posits that the basic condition for the
two parties to reach a transaction in Stage 1 is as follows. There exists a data application
scenario in which both the data supplier and the data demander can obtain corresponding
economic or social benefits when both parties strictly perform their respective duties in
accordance with the contract. This constitutes the basic condition for both parties to enter
the Stage 2 game.

Once both parties reach a transaction, they sign a supply and demand agreement and
proceed to Stage 2 decision-making. At this stage, on the one hand, suppliers face lower
costs when providing low-quality data and thus have incentives to reduce data quality.
Moreover, demanders are often unable to make clear judgments about data quality due
to information asymmetry and limited professional expertise. On the other hand, driven
by the ease of data replication and profit motives, demanders may use data beyond the
authorized scope. This increases the risk of data leakage and harms the interests of both
data suppliers and data subjects. Consequently, even though both suppliers and demanders
are fully aware that they can obtain corresponding benefits by strictly performing their
respective duties in accordance with the contract, situations of “Non-Compliant Supply”
and “Non-Compliant Use” may still occur. This gives rise to a “Prisoner’s Dilemma”
game, as shown in Table 3 (where the payoff values are simulated). Such outcomes
severely damage the interests of both parties and lead to the breakdown of trust, which is
detrimental to the sustainable development of health data circulation and utilization. Under
these circumstances, the involvement of regulators and the establishment of regulatory
mechanisms become important means to resolve the mutual trust dilemma.

Table 3. A Simulated Example of the “Prisoner’s Dilemma” Game Between Suppliers and Demanders
in Health Data Transaction Circulation Scenarios.

Suppliers\ Demanders Demanders
Compliant Use =~ Non-Compliant Use
. Compliant Supply (5,5) (2,6)
Suppliers Non-Compliant Supply (6,2) 3,3)

To promote trusted data circulation, platform operators or government agencies
often assume the role of regulators. Once the regulator becomes involved in Stage 2,
a tripartite game is formed among data suppliers, data demanders, and regulators, as
shown in Figure 3.
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Strong Regulation/Weak Regulation

. . Supply-Demand .
. High-Quality Supply/ Compliant Use -
Suppliers Low-Quality Supply Mutual Trust /Non-Compliant Use Demanders

Tripartite Game

Figure 3. Tripartite Entities in the Mutual Trust Game.

Before proceeding to the model specification, it is important to clarify both the method-
ological boundary of our approach and its appropriateness for the specific empirical context
of this study. Evolutionary Game Theory (EGT) is employed in this paper to analyze the
long-term institutional evolution of trust in the health data circulation ecosystem. In this
context, the “population” in our model should be understood as the distribution of strate-
gic tendencies across organizations, which evolves over time as regulatory incentives and
institutional conditions change. With this interpretation in mind, this population-based ap-
proach is particularly appropriate for the Chinese health data ecosystem. As of 2024, China
has 11,754 public hospitals and 26,956 private hospitals, together with over 1.09 million
healthcare institutions nationwide [44], each operating with heterogeneous digital systems
and varying levels of data governance capacity. On the regulatory side, the development of
a national integrated data market is being pursued through provincial-level pilot programs,
with oversight distributed across 685 municipal-level administrative units. This institu-
tional architecture generates a large-scale, highly fragmented, and decentralized ecosystem,
rather than a small group of centralized actors. While administrative hierarchies, legal
mandates, and localized regulatory jurisdictions do exist in practice, China’s health data
circulation market remains in a nascent and exploratory stage. Currently, most data trans-
actions occur through off-exchange channels, and regulatory frameworks are still under
development. In this context, the “population” in our model should be understood as
a characterization of the current market’s fluid and unstructured nature, where institutional
boundaries and formal regulatory oversight have not yet fully solidified. This makes the
adaptive, trial-and-error logic of EGT a more appropriate modeling choice than a fully ra-
tional, forward-looking optimization framework. In such a context, the “large population”
assumption of EGT offers a more appropriate representation of the empirical reality.

Similarly, from a long-term perspective, following the approach of Wang Dandan
et al. [35], we incorporate the trust-related gains and losses of all parties. Trust loss or
gain is defined as the expected actual benefit loss or gain that one party anticipates from
the other party when the former perceives that the latter’s competence and goodwill
have decreased or increased. The strategy space of data suppliers is {high-quality supply,
low-quality supply}. The “high-quality supply” strategy means that the supplier invests
substantial human, material, and financial resources to ensure the highest possible data
quality. The “low-quality supply” strategy means that the supplier relies on technical
barriers and makes no additional investment to improve data quality. The strategy space
of data demanders is {compliant use, non-compliant use}. The “compliant use” strategy
means that the demander uses the data reasonably and legally in strict accordance with
laws, regulations, and contractual terms. The “non-compliant use” strategy means that the
demander uses or even abuses data in violation of regulations to obtain greater benefits,
which will expose both suppliers and demanders to significant risks. The strategy space
of regulators is {strong regulation, weak regulation}. “Strong regulation” means that the
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regulator strictly follows laws and regulations, invests in data utilization infrastructure, and
uses blockchain technology to promptly detect and penalize violations. “Weak regulation”
means that the regulator relaxes oversight due to regulatory costs or other reasons.

Assumption 1: The suppliers, the demanders, and the regulators are all bounded
rational agents. The regulator emphasizes long-term sustainable development and pays
attention to the balance between data circulation and security protection. The regulator
considers trust-related gains and losses, which can be regarded as considerations of future
benefits or losses. The demander makes a trade-off between short-term and long-term
interests. In the short term, non-compliant use of data can bring immediate benefits but
entails the risk of trust loss. In the long term, the demander considers trust-related gains
and losses, which can also be viewed as considerations of future benefits or losses. Similarly,
the supplier makes a trade-off between short-term and long-term interests. In the short
term, providing low-quality data can bring immediate benefits but entails the risk of trust
loss. In the long term, the supplier considers trust-related gains and losses, which can
likewise be viewed as considerations of future benefits or losses.

Assumption 2: Let x denote the proportion of suppliers choosing high-quality supply,
and 1 — x denote the proportion choosing low-quality supply. Let y denote the proportion
of demanders choosing compliant use, and 1 — y denote the proportion choosing non-
compliant use. Let z denote the proportion of regulators choosing strong regulation, and
1 — z denote the proportion choosing weak regulation.

Assumption 3: Costs and benefits of the data suppliers. When the supplier adopts the
high-quality supply strategy, the supplier incurs a cost of C;, obtains economic benefits of
P;, and gains trust benefits of T;. The probability of data leakage is 2 when the demander
uses the data compliantly, and b when the demander uses the data non-compliantly. When
data leakage occurs, the supplier’s compensation base to the data subject (e.g., patients)
is Eq11, meaning that the supplier is liable for a x E1; or b x Ej;. However, when the
regulator adopts strong regulation and identifies that the demander’s non-compliant use
has caused the data leakage, this compensation amount is borne by the demander. When the
supplier adopts the low-quality supply strategy, the supplier incurs a cost of C,. Due to the
supplier’s technical barriers, the economic benefits remain P;. The supplier suffers a trust
loss of L1 for supplying low-quality data. When the regulator adopts strong regulation and
identifies that the supplier has supplied low-quality data, the supplier pays a penalty of
F to the regulator and pays liquidated damages of Ej; to the demander. The probability of
data leakage and the compensation base remain the same as those under the high-quality
supply strategy. Due to the high privacy sensitivity of health data, the supplier, as the data
custodian, suffers a social reputation loss of Ls when a data leakage incident occurs.

Assumption 4: Costs and benefits of the data demanders. When the demander chooses
compliant use of data, the demander incurs a cost of P; and gains a trust benefit of T>.
When the supplier provides high-quality data, the demander obtains a basic economic
benefit of P»;. When the supplier provides low-quality data, the demander obtains a basic
economic benefit of Py, with Pp; > P;. When the demander chooses non-compliant use
of data, the cost remains P;. The demander can obtain additional benefits. Specifically,
when the supplier provides high-quality data, the demander’s benefit is P>; + P3;. When
the supplier provides low-quality data, the demander’s benefit is Py + Py, with P31 > Psp.
The probability of data leakage is the same as described above. However, when data
leakage occurs, the compensation base that the data demander pays to the data subject is
Ej1, and the demander bears greater responsibility, meaning that Ep; > Ej1. Under strong
regulation, the regulator can detect non-compliant data use through blockchain-based
monitoring. Once detected, the demander pays a penalty of F;, to the regulator and pays
liquidated damages of Ej; to the data supplier. The demander also suffers a trust loss of
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L, and bears the compensation liability to the data subject on behalf of the supplier. If the
non-compliant use is not detected, the demander can still obtain the trust benefit of T5.

Assumption 5: Costs and benefits of the regulators. When the regulator chooses
the strong regulation strategy, it employs technologies such as blockchain to detect non-
compliant behaviors and incurs a cost of C3, while gaining a trust benefit of T5. The
regulator collects a penalty of F; when the supplier’s low-quality supply is detected, and
a penalty of F, when the demander’s non-compliant use is detected. When the regulator
chooses the weak regulation strategy;, it fails to detect any non-compliant behaviors on
either side, incurs zero cost, and suffers a trust loss of Ls.

Based on the above assumptions, we now clarify how the concept of trust is op-
erationalized in our model. Trust is acknowledged as a multidimensional construct in
contemporary organizational and social psychology research, encompassing cognitive
trust, affective trust, and institutional trust [45,46]. However, in the context of evolutionary
game modeling, it is a standard and necessary practice to operationalize such complex
behavioral constructs into quantifiable payoff parameters that can enter agents’ utility
calculations [47,48]. In our model, the trust benefit parameters (T, T, T3) capture the long-
term cooperative gains that agents expect to receive when the counterparty demonstrates
trustworthy behavior, while the trust loss parameters (L1, Ly, L3) capture the reputational
and relational damages agents suffer when trust is breached. Together, they represent the
economic consequences of trust (or distrust) in repeated interactions, which is a parsimo-
nious but theoretically grounded way to incorporate trust into the strategic calculus of
bounded-rational agents.

The symbols of all parameters and their corresponding meanings are shown in Table 4.
The tripartite evolutionary game payoff matrix among the suppliers, the demanders, and
the regulators is constructed as shown in Table 1.

Table 4. Parameter Symbols and Their Meanings in the Mutual Trust Game.

Parameter Symbol

Parameter Meaning

G
P

Cost incurred by the data supplier when choosing the high-quality supply strategy
Payment amount made by the data demander to the data supplier

Trust benefit gained by the data supplier when choosing the high-quality supply strategy
Probability of data leakage when the data demander uses data compliantly

Probability of data leakage when the data demander uses data non-compliantly

Base compensation amount paid by the data supplier to the data subject in the event of
data leakage

Cost incurred by the data supplier when choosing the low-quality supply strategy
Penalty collected by the regulator from the data supplier when low-quality supply is
detected under strong regulation

Liquidated damages paid by the data supplier to the data demander when low-quality
supply is detected

Trust loss suffered by the data supplier when low-quality supply is detected

Social reputation loss borne by the data supplier when a data leakage incident occurs
Trust benefit gained by the data demander when choosing the compliant use strategy
Basic economic benefit obtained by the data demander when the supplier provides
high-quality data

Basic economic benefit obtained by the data demander when the supplier provides
low-quality data

Additional benefit obtained by the data demander from non-compliant use when the
supplier provides high-quality data

Additional benefit obtained by the data demander from non-compliant use when the
supplier provides low-quality data
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Table 4. Cont.

Parameter Symbol Parameter Meaning

E Base compensation amount paid by the data demander to the data subject in the event of
21 data leakage

E Penalty collected by the regulator from the data demander when non-compliant use is
2 detected under strong regulation

E Liquidated damages paid by the data demander to the data supplier when non-compliant
22 use is detected

Ly Trust loss suffered by the data demander when non-compliant use is detected

Cs Cost incurred by the regulator when choosing the strong regulation strategy

T3 Trust benefit gained by the regulator when choosing the strong regulation strategy

L3 Trust loss suffered by the regulator when choosing the weak regulation strategy

2.3. Replicator Dynamics Equations

Based on Table 1, the expected payoffs for the data supplier choosing the “high-quality
supply” and “low-quality supply” strategies are denoted as Usy and Ug;, respectively, and
the average expected payoff Us is given as follows.

Usg = y[z(Py — C1 + Ty —a(Eyy + Ls)) + (1 —z)(Py — C; + Ty — a(Eqp + Lg))]
+(1—y)[z(Py = C1 + Ty —bLs + Epp) + (1 —z)(Py = Cy + Ty — b(Ey1 + Ls))] (1)
=P -Ci+T - b(Ell + Ls) +y(b — Ll)(Eu + Ls) + (1 — y)Z(Ezz + bEH)

Usy = y[z(Py — Cy — Ly —a(Ey1 + Ls) — (Fi + E1p)) + (1 —z)(Py — Co — Ly — a(Eqq + Ls))]
+(1=y)[z(Ph —Cp =Ly —bLs — F; — Eyp) + (1 = z)(Py — C2 — Ly — b(Eq1 + Lg))] (2)
=P —Cy— Ly —b(Ey1 + Ls) + (b —a)(Eq1 + Ls)y — z(Fy + Eqp)

Us = xUsp + (1 — x)Us
=Py —b(Ey1 + Ls) +y(b—a)(Eyg + Ls) +x(T1 + L1 + C2 — Cy) (3)
+z[Fy + Eq + x(1 — y)(Ex + bEqy)]

The expected payoffs for the data demander choosing the “compliant use” and “non-
compliant use” strategies are denoted as Uyc and Uy, respectively, and the average
expected payoff Uy is given as follows.

Uyc = x[z(P21 —P4+Th—aEn)+(1—z)(P1—P+Tr— aEZl)}
+(1—x)[z(P2 — Py + Ta — aEp1 + E2) + (1 — 2)(Pna — Py + T2 — aEp)] (4)
= xPy1 + (1 —x)Pn — P+ Tp —aEy; + (1 — x)zEp2

Uyn = x[z(Pa1 + P3y — Py — b(Ea1 + E11) — (P2 + Lo + Ex)) + (1 —2)(Pa1 + P3; — Py + To — bEpy )]
+(1—x)[z(P + Py — Py = b(E21 + E11) — (P2 + Lo + Ex) + Er2) + (1 —2)(P2 + P32 — Py + T2 — bEy)]  (5)
= xPy; + (1 — x)Pzz + xP31 + (1 —x)Psp — Py —bEy; + (1 — Z)Tg — Z[bE]l + F 4+ Ly + Exy — (1 — x)Elz]
Uy = yUuc + (1 —y)Uun
= xP + (1 — x)Pzz — P — bE21 + (1 — y)(l - Z)Tz +yT2 er(l - x)zE12 (6)
+(1—y)[xPs1 + (1 — x)Psp — z(bE11 + F2 + Lo + Exp — (1 — x)Epp)]
The expected payoffs for the data regulator choosing the “strong regulation” and

“weak regulation” strategies are denoted as Ugs and Ugy, respectively, and the average
expected payoff Uy is given as follows.

Ugs = x[y(T3 — C3) + (1 = y)(T3 — C3 + F)]

+(1=x)[y(T3 —C3+ F)+ (1 —-y)(T3 - C3+ F + R)] 7)
= T3—C3+(1—X)Fl+(1—y)F2
Ugw = —L3 8)
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(1*2X){T1+L1+C2 x(x —1)z(Ep2 + bEq1) —x(x—=1)[F, + Ep2
—C1 + Z[P1 + Epp +(1 - y)(EZZ + bEll)]
+(1 —y)(Ex2 + bEn)]}

—y(y —1)(Ps2 — P31)

—zF(z—1) —zF(z—1)

Ug =zUgs + (1 — 2)Urw =z[T3 — C3 + L3 + (1 = x)F1 + (1 — y)F2] — L3 )

According to the method for constructing replicator dynamics equations, the replica-
tor dynamics equations for the data supplier, the data demander, and the regulator are,
respectively, given as follows.

F(x) =x(1 — x){T1 + L1 + C; — Cq + z[F1 + E1p + (1 — y)(Exp + bE11)]} (10)

F(y) =y(1 —y)[zT2 + Ex1(b — a) — xP31 — (1 — x)P3 + z(bE11 + F2 + Ly + En))] (11)
F(Z) = Z(l — Z)[T3 — C3 + L3 + (1 — X)Fl + (1 — y)F2] (12)

2.4. Strategy Stability Analysis

By setting F(x) =0, F(y) =0, F(z) = 0, the local equilibrium points of the tripartite
game can be obtained. Since the asymptotically stable solutions of the replicator dynamic
system in multi-population evolutionary games must be strict Nash equilibria [49], only
the eight pure-strategy equilibrium points, denoted as E;(0,0,0), E>(0,0,1), E3(0,1,0),
E4(0,1,1), E5(1,0,0), E¢(1,0,1), Ey(1,1,0), Es(1,1,1) need to be considered. Following
Friedman’s method [47], we take the partial derivatives of F(x), F(y), and F(z) with respect
to x, y, and z, respectively, to obtain the Jacobian matrix | of the replicator dynamic system:

(1—2y)[zT> + Ex1 (b —a)
—xP3 — (1 - x)P32 + Z(bEll
+F 4+ Ly + Egz)]

—y(y —1)(T2 + bE
+F + Ly, + Ezz)

(1 — ZZ)[Tg, —C3+ L3
+(1-x)R+(1-y)k] |

By substituting E; through Eg into the Jacobian matrix sequentially, the eigenvalues of
the matrix are calculated, and the results are shown in Table 5. According to Lyapunov’s
first method [50], an equilibrium point is asymptotically stable (an ESS) only when all
eigenvalues of the Jacobian matrix have negative real parts. When one or more eigenvalues
of the Jacobian matrix have positive real parts, the equilibrium point is unstable. When the
eigenvalues of the Jacobian matrix consist of both zero real parts and negative real parts, the
equilibrium point is in a critical state, and its stability cannot be determined by the signs of
the eigenvalues alone. Based on this criterion, it can be concluded that all eight equilibrium
points in the above table are evolutionarily stable under certain conditions. That is, each
equilibrium point is asymptotically stable when all three corresponding eigenvalues are
less than zero.

Table 5. Stability of Equilibrium Points in the Tripartite Evolutionary Game.

Equilibrium Point Eigenvalue A Eigenvalue A, Eigenvalue A3
El(0,0,0) T1+L1+C2*C1 Eﬂ(b*ﬂ)fpg,z T37C3+L3+F1 +F2
T] +L1+C2—Cl +F1 +E12 T2+E21(b—ﬂ)—P32+bE11 . . . .
EZ(O’ 0’1) + Ezz + bE11 + FZ + Lz + E22 T3 * C3 L3 Fl Fz
E3(0,1,0) T1+L1+C2—C1 —E21(b—a)+P32 T3—C3+L3 +F1
E4(O,1,1> Tl +L1+C2 —C1 +F1 +E12 —E21(b—a)+P32 —T2—bE11 —T3+C3 —L3 —Fl

—Fy— L) —Ex»
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Table 5. Cont.
Equilibrium Point Eigenvalue A4 Eigenvalue A, Eigenvalue A3
E5(1,0,0) —T1— 14 —C2+C1 E21(b—ll)—P31 T3 —C3+L3 +Fp
-T1—L1 —Cy+C; — F T2+E21(b—a)—P31+bE11 _ . -
Es(1,0,1) — E1p — Ex — bEny +Fy+Ly+Ep Ts+C—ls—F
E7(1,1,0) —T1 _Ll —C2+C1 —E21(b—a)+P31 T3 —C3+L3
_Tl — L1 — Cz + Cl —E21(b — ﬂ) + P31 - T2 — bE11
Eg(1,1,1 —T3+C3—L
8 ) —F1 —Ep —F—L,—Ep 3T

Note: Each equilibrium point is asymptotically stable (an ESS) when all three eigenvalues of the
Jacobian matrix have negative real parts.

3. Simulation Analysis
3.1. Initial Values and Simulation Setup

Considering the actual future context of health data circulation and trading in China,
we construct the initial simulation data based on the following facts. China has high
expectations regarding the social, economic, and scientific value to be generated by future
data circulation. However, at present, on-exchange data transactions remain scarce, while
off-exchange transactions are relatively more prevalent. Data circulation regulation faces
considerable difficulties. The country is vigorously promoting the construction of trusted
data spaces and extensively adopting blockchain technology to strengthen the regulation
of data circulation processes. Therefore, the initial parameter settings can start from a weak
regulation scenario. Through dynamic evolution, we can study the impact of future large-
scale investment in infrastructure and enhanced regulation on the outcomes of the system
evolution. Furthermore, based on the basic conditions for entering Stage 2 from Stage 1 and
the fundamental assumptions of the game model, the following inequalities should remain
constant throughout the simulation process: P; — C; + Ty — a(Eq; + Ls) > 0 (the basic
condition for the supplier to make a supply decision in Stage 1), P,y — Py + T» — aE»; >0 (the
basic condition for the demander to make a purchase decision in Stage 1), P»1 > Py,
P31 > P3p,and Ey; > Eq3.

Further, given the early stage of health data circulation markets in China, publicly
available transaction data for systematic parameter calibration remain scarce, and existing
literature provides limited guidance on parameter values for this specific context. Therefore,
the baseline parameter values in this study were set based on theoretical derivation, prac-
tical plausibility, and cross-referencing with similar evolutionary game studies in related
fields [35,36]. These parameter settings inherently involve a degree of subjectivity. The
specific numerical values are intended for reference purposes only, as the primary focus of
this study is on the directional effects of parameter variations on evolutionary outcomes
rather than on the precise magnitudes of the parameters themselves. The initial values of
the influencing factors are set as shown in Table 6.

Table 6. Initial Values for Simulation Experiments.

Initial Values

Ly G T Py Exn En Epp Ls Tz Py P
10 5 5 80 10 5 5 5 5 50 20
P3 a b F b Ex Ly G T3 Ly —
20 0.05 0.25 5 5 10 5 50 5 5 —

To test the robustness of the simulation results to initial conditions, we systematically
varied the initial proportions of the three strategies. First, we set the initial values to
x =y =z = 0.1 and then gradually increased them in steps of 0.1, running the simulation
for each initial state from 0.1 to 0.9. The evolutionary results for these symmetric initial
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conditions are shown in Figure 4a. Furthermore, we considered asymmetric initial pro-
portions for the three parties, sequentially assigning the initial strategy combinations (x, y,
z) =(0.8,0.2,0.2), (0.2,0.8,0.2), (0.2,0.2,0.8), (0.3, 0.6, 0.9), (0.7, 0.4, 0.1), and (0.6, 0.8, 0.3).
The simulation results for these asymmetric initial conditions are illustrated in Figure 4b.

0.8

(b)

Figure 4. Initial equilibrium state under different initial conditions: (a) symmetric initial conditions
with x = y = z ranging from 0.1 to 0.9; (b) asymmetric initial conditions with six representative
combinations.

The above analyses indicate that the system converges to the same equilibrium state,
namely (low-quality supply, non-compliant use, weak regulation), regardless of the initial
conditions, confirming that the qualitative conclusions are robust to such variations.

To facilitate the reproducibility of our simulation results, we provide the following tech-
nical details of the numerical implementation. The numerical simulations were conducted
using MATLAB R2017b. The replicator dynamics system, consisting of Equations (10)—(12),
was solved using the standard fourth-order Runge-Kutta method (ode45) with an adaptive
step size. The default relative and absolute error tolerances were set to 1 x 1073 and
1 x 107, respectively. The simulation time horizon was set to t = 10 for all parameter sensi-
tivity analyses (Figures 5-15) and t = 1 for the initial condition robustness tests (Figure 4),
which was sulfficient for all trajectories to converge to their respective equilibria. The initial
proportions were set to (x, y, z) = (0.5, 0.5, 0.5) for the baseline analysis, with additional
initial conditions for robustness tests as specified in the corresponding subsections. The
complete MATLAB source code is provided as Supplementary Material S1.
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Figure 5. Impact of an Increase in T3 on Evolutionary Results.
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Figure 7. Impact of an Increase in F, on Evolutionary Results.

proportion
o

N

—#— Suppliers:F2=10
—<— Demanders:F2=10
#—— Regulators:F2=10
—+— Suppliers:F2=25
—+&— Demanders:F2=25
#— Regulators:F2=25
—S— Suppliers:F2=40
—>— Demanders:F2=40
Regulators:F2=40

—#— Suppliers:P31=50
—<— Demanders:P31=50
Regulators:P31=50

—— Suppliers:P31=60
——&— Demanders:P31=60
#—— Regulators:P31=60

—&— Suppliers:P31=70
—*— Demanders:P31=70
7 Regulators:P31=70

2 3 4 5
time

Figure 8. Impact of an Increase in P3; on Evolutionary Results.
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Figure 10. Impact of Changes in Some Cost and Benefit Parameters of the Supply Side on Evolutionary

Results. (a) When only C; changes; (b) When only L; changes; (c) When only C, changes; (d) When

only T; changes.
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Figure 11. Impact of Changes in Trust Benefit Parameters of the Demand Side on Evolutionary
Results. (a) When only T changes; (b) When only L, changes.

—#— Suppliers:E11=5,E21=10
—<&— Demanders:E11=5,E21=10
Regulators:E11=5,E21=10
—+— Suppliers:E11=20,E21=25
—+— Demanders:E11=20,E21=25
#— Regulators:E11=20,E21=25
—&— Suppliers:E11=40,E21=45
—%— Demanders:E11=40,E21=45 | 7|
Regulators:E11=40,E21=45

o
o

proportion
o
o

o«
ho -

time

Figure 12. Impact of Increases in E1; and Ej; on Evolutionary Results.
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Figure 13. Impact of Increases in Ejp and Ej; on Evolutionary Results.
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Figure 14. Impact of Increases in F; and F, on Evolutionary Results.
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Figure 15. Impact of Changes in F; and F, on Evolutionary Results. (a) When (F;, F,) = (5, 40);
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3.2. Simulation Analysis of Mutual Trust Pathways Between Supply and Demand Sides

To investigate the impact mechanisms of key parameters on the system'’s evolutionary
outcomes, we adopt a one-variable-at-a-time sensitivity analysis approach. This method is
widely used in evolutionary game simulations as an effective exploratory tool to isolate and
visualize the marginal effect of each parameter on the system dynamics [35,44]. While more
sophisticated approaches such as Monte Carlo simulations or Bayesian uncertainty analysis
are valuable for capturing joint parameter uncertainty, they typically require assumptions
about parameter distributions or prior information that are not readily available in the
absence of empirical data. Given the exploratory nature of our study and the lack of
large-scale empirical calibration data for health data circulation in China, the one-variable-
at-a-time approach offers a transparent and interpretable baseline for understanding the
directional effects of key parameters.

Based on the initial system state of (low-quality supply, non-compliant use, weak reg-
ulation), we investigate the impact mechanisms of key parameter changes on the system’s
evolution toward the state of (high-quality supply, compliant use, strong regulation). In
line with practical considerations, we sequentially examine the following two expected
state transitions. First, driven by relevant policies in China, the regulators’ future trust
benefit T increases sharply. Second, after T3 increases to a certain level, we examine the
effects of various key parameter changes on the evolutionary outcomes.

3.2.1. The Impact of an Increase in the Regulator’s Trust Benefit T3 Under Strong
Regulation on Evolutionary Outcomes

Based on the initial baseline values set above, we increase the value of T3 to simulate
the evolutionary outcomes when the regulators’ expectation of trust benefits rises, driven by
policies aimed at promoting data circulation and utilization in China. We sequentially set
T3 =5, 40, and 80, and the evolutionary results are shown in Figure 5. As T3 increases, the
regulators’ strategy choice gradually shifts from “weak regulation” to “strong regulation.”
Moreover, the larger T; is, the faster the regulators’ strategy transition occurs. The data
demanders’ strategy choice initially tends toward “non-compliant use.” However, as the
regulators’ strategy shifts, the demanders’ strategy choice also changes and moves toward
“compliant use.” The data suppliers’ strategy choice still tends toward “low-quality supply”
due to the high cost of high-quality supply or the low penalty for low-quality supply.
Nevertheless, the speed of this choice slows down as T3 increases. Ultimately, the system
reaches an equilibrium state of (low-quality supply, compliant use, strong regulation).

3.2.2. The Impact of an Increase in the Penalty F; on Low-Quality Supply by the Data
Supplier on Evolutionary Outcomes

Next, we keep T3 = 80 unchanged and vary the value of F;. We sequentially set
F; =5, 20, and 40, while keeping the other initial parameter values unchanged. The
evolutionary results are shown in Figure 6. First, due to the regulators’ large trust benefit,
the regulators quickly adopt the “strong regulation” strategy. Second, as the penalty F; for
low-quality data supply by the supplier increases from 5 to 20, the suppliers’ strategy choice
gradually shifts from “low-quality supply” to “high-quality supply.” Subsequently, with
strong regulation by the regulator and high-quality supply by the supplier, the demanders’
strategy choice paradoxically shifts from “compliant use” to “non-compliant use.” This
occurs because the additional benefits from non-compliant use are relatively large or the
penalty for such use is relatively low. Ultimately, the system reaches an equilibrium state of
(high-quality supply, non-compliant use, strong regulation).
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3.2.3. The Impact of an Increase in the Penalty F, on Non-Compliant Use by the Data
Demander on Evolutionary Outcomes

Keeping T3 = 80 and F; = 20 unchanged, we sequentially set F, = 10, 25, and 40, while
keeping the other initial parameter values unchanged. The evolutionary results are shown
in Figure 7. Due to the regulators’ large trust benefit, the regulators still quickly adopt
the “strong regulation” strategy. The data suppliers quickly adopt the high-quality supply
strategy because of the relatively large penalty F;. The increase in F, has a significant
impact on the data demanders’ strategy choice. As F, increases, the demanders gradually
shift toward the “compliant use” strategy. Ultimately, the system reaches an equilibrium
state of (high-quality supply, compliant use, strong regulation).

3.2.4. The Impact of an Increase in the Additional Benefit P3; from Non-Compliant Use by
the Data Demander on Evolutionary Outcomes

Keeping T3 = 80, F; = 20, and F, = 40 unchanged, we sequentially set P3; = 50, 60,
and 70, while keeping the other initial parameter values unchanged. The evolutionary
results are shown in Figure 8. The increase in P3; has a significant impact on the data
demanders’ strategy choice, ultimately prompting the demanders to adopt the “non-
compliant use” strategy. The system then reaches an equilibrium state of (high-quality
supply, non-compliant use, strong regulation). Under this condition, with P;; held at 70,
we further set F, = 40, 50, and 60. The evolutionary results show that an increase in the
regulators’ penalty F, on the data demander can offset the effect of the increase in Psj,
eventually restoring the system to the equilibrium state of (high-quality supply, compliant
use, strong regulation), as shown in Figure 9.

These findings reveal a systematic trade-off between the additional benefits of non-
compliant use and the penalties designed to deter such behavior. When the potential gains
from non-compliant use remain moderate, the existing penalty level is sufficient to maintain
compliance. However, as these gains increase to a certain level, the deterrent effect of the
penalty is overwhelmed, leading to the widespread adoption of non-compliant strategies
by data demanders. In such cases, strengthening the penalty can restore compliance by
re-establishing the deterrent effect. This offsetting relationship implies that the effectiveness
of regulatory penalties is not absolute but depends critically on the relative magnitude of
the benefits that demanders can obtain from non-compliant use. Consequently, regulatory
design should adopt a dynamic approach, periodically adjusting penalty levels to keep
pace with changes in the potential returns from non-compliant behavior, rather than relying
on static penalty schedules.

3.2.5. The Impact of Changes in Other Parameters on Evolutionary Outcomes

Through multiple simulation experiments, it is found that the effects of changes in
other parameters on evolutionary outcomes are similar to those caused by certain parameter
changes in the above process. The specific explanations are as follows.

(1) Keeping T3 = 80 unchanged, we vary only the value of C;, sequentially setting
C1 =40, 30, and 20 while keeping other initial parameter values unchanged. The evolu-
tionary results are shown in Figure 10a. Varying only the value of L;, we sequentially set
L; =10, 20, and 30 while keeping other initial parameter values unchanged. The evolution-
ary results are shown in Figure 10b. Varying only the value of C;, we sequentially set C; =5,
15, and 25 while keeping other initial parameter values unchanged. The evolutionary
results are shown in Figure 10c. Varying only the value of T;, we sequentially set T} =5,
15, and 25 while keeping other initial parameter values unchanged. The evolutionary
results are shown in Figure 10d. A decrease in Cj, an increase in L1, an increase in Cy,
and an increase in T all produce effects on the system similar to those of an increase in
Fy in Figure 6. These changes prompt the data suppliers to choose the high-quality supply
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strategy, and ultimately the system reaches an equilibrium state of (high-quality supply,
non-compliant use, strong regulation).

(2) Keeping T3 = 80 and F; = 20 unchanged, we vary only the value of Ty, sequentially
setting Tp = 5, 25, and 45 while keeping other initial parameter values unchanged. The
evolutionary results are shown in Figure 11a. Varying only the value of L;, we sequentially set
Ly =5, 25, and 45 while keeping other initial parameter values unchanged. The evolutionary
results are shown in Figure 11b. An increase in T; and an increase in L, both produce
effects on the system similar to those of an increase in F, in Figure 7. These changes prompt
the data demanders to choose the compliant use strategy, and ultimately the system reaches
an equilibrium state of (high-quality supply, compliant use, strong regulation).

3.3. Sensitivity Analysis of Other Parameters

The above analysis has elucidated the basic pathways of mutual trust between supply
and demand sides. However, the sensitivity of some important parameters has not yet been
addressed. In this section, we conduct joint sensitivity analyses on three key parameter
pairs: (E11, Ep1), (E12, Ex), and (Fj, ), with the aim of gaining a more comprehensive
understanding of the effects of parameter interactions on the evolutionary outcomes of
the system.

3.3.1. The Impact of Changes in E1; and Ep; on Evolutionary Outcomes

Eq1 and Ej; are the base compensation amounts that the data suppliers and the data
demanders, respectively, pay to the data subject in the event of data leakage, with Eq; < Ep;.
Keeping T3 = 80 unchanged, we sequentially set the pairs (E;1, Ep1) = (5, 10), (20, 25), and
(40, 45), while keeping other initial parameter values unchanged. The evolutionary results
are shown in Figure 12. As Eq; and Ej; increase, the data suppliers tend to provide low-
quality supply and adopts a negative attitude toward cooperation. This is also evident from
the basic condition for entering Stage 1 decision-making (P; — C; + T7 —a(Ej; + Ls) > 0),
where an increase in Ej is one of the main obstacles hindering the suppliers’ participation.
The increase in Eq; and Ejy; also affects the data demanders” behavior, prompting the
demanders to adopt the compliant use strategy more quickly. It can be seen that increasing
Eq1 and Ej; is conducive to regulating the behavior of data demanders, but it is detrimental
to the supply enthusiasm of data suppliers.

3.3.2. The Impact of Changes in Ej and Ep on Evolutionary Outcomes

E1p and Ep; are the liquidated damages that the data suppliers and the data demanders,
respectively, pay to the other party in the event of default. Keeping T3 = 80 unchanged,
we sequentially set the pairs (E1, E22) = (5, 10), (25, 30), and (45, 50), while keeping other
initial parameter values unchanged. The evolutionary results are shown in Figure 13.
As Eqp and Ej increase, the data suppliers tend to provide high-quality supply. How-
ever, the data demanders’ strategy choice exhibits volatility. For instance, when (Ej»,
Ey) = (25, 30), the demanders choose the “non-compliant use” strategy. This volatility
can be explained by the replicator dynamics equation for the data demander, Equation
(11) F(y) = y(l — y)[ZTz + Ezl(b - Ll) - XP3] - (1 - X)P32 + Z(bE11 + F2 + Lz + Ezz)]. When
E1p and Ep; increase, the term z(bE11 + F) + Ly + Ep) increases, which directly strengthens
the deterrent effect on non-compliant use. However, higher E;; and Ej; also increase the
compensation that suppliers receive when low-quality supply is detected, thereby incen-
tivizing suppliers to provide high-quality data. When suppliers provide high-quality data,
demanders can obtain greater additional benefits from non-compliant use, as reflected in
the terms —xP3; and —(1 — x)P3;. At moderate compensation levels, this indirect effect
outweighs the direct deterrent effect, causing the demanders’ strategy to shift toward
non-compliant use. At high compensation levels, as shown in the case of (E13, Ex2) = (45,
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50), the direct deterrent effect eventually dominates, restoring the compliant equilibrium.
This non-monotonic pattern arises from the interaction between the direct penalty effect
and the indirect supplier-quality effect within the replicator dynamics equation.

3.3.3. The Impact of Changes in F; and F, on Evolutionary Outcomes

F, and F, are the penalties imposed on the data supplier for low-quality supply and
on the data demander for non-compliant use, respectively. To investigate the joint effect of
supply-side and demand-side penalties, we sequentially set the pairs (F;, ) = (5, 5), (40, 40),
and (80, 80), while keeping other initial parameter values unchanged. The evolutionary
results are shown in Figure 14. As F; and F, increase proportionally, data suppliers rapidly
choose the high-quality supply strategy. However, the strategy choice of data demanders is
profoundly influenced by the regulatory intensity of the regulator. When (F;, F,) = (40, 40),
the proportion of regulators choosing the “strong regulation” strategy increases slightly
and stabilizes at approximately 0.57, but demanders still rapidly choose the “non-compliant
use” strategy. When (F;, ) = (80, 80), the strategic choices of regulators and demanders
exhibit intensified fluctuations, indicating increasing strategic adaptation by demanders
in response to regulatory intensity. These results reveal that increasing the regulator’s
overall penalties on market participants promotes trust and cooperation on the supply
side, but simultaneously intensifies opportunistic behavior on the demand side. In other
words, suppliers prefer a market environment with strong enforcement against misconduct,
whereas demanders oppose such stringent penalties.

Furthermore, we tested (Fj, F) = (5, 40), (40, 5), (5, 80), and (80, 5), while keeping
other parameters at their initial values. The results in Figure 15 show that insufficient
penalties on either the supply side or the demand side will lead that party to adopt non-
compliant strategies, which in turn destabilizes the strategic choices of the other two parties
and generates oscillations across the system. This finding underscores the necessity of
maintaining a certain minimum level of penalties on non-compliant behavior for both
suppliers and demanders.

3.4. Summary of Sensitivity Analysis Results

For a concise overview of the key sensitivity analysis results, including parameter
changes and resulting equilibrium states, see Table 7.

Table 7. Summary of Key Sensitivity Analysis Results.

Baseline Parameters Parameter(s) Values Tested Equilibrium State Figure
Changed x,y, z)
Initial values T3 5— 40— 80 0,0,00—~(,1,1)—(0,1,1) Figure 5
Initial values except for T3 (=80) F 5—20—40 0,1,1) —»(1,0,1) —» (1,0, 1) Figure 6
Initial values except for T5 (=80) .
and F, (220) 5 10 — 25 — 40 1,0,1) - (1,0,1) — (1,1, 1) Figure 7
Initial values except for T3 (=80), .
F, (=20) and F» (=40) Py 50 — 60 — 70 1,1,1)—»@1Q,1,1)—@1Q,0,1) Figure 8
Initial values except for T3 (=80), .
E, (220), F, (o40) and Py, (-70) F 40 — 50 — 60 1,0,1) > (1,1,1) = (1,1,1) Figure 9
G 40 — 30 — 20 Figure 10a
Initial values except for T3 (=80) (le 150: 1250:2350 0,1,1)—=(1,0,1) = (1,0, 1) 112112111111:2 11812
2
Ty 5—+15—25 Figure 10d
Initial values except for T3 (=80) T 5—25—45 Figure 11a
and F; (=20) L, 552545 LoD = LoD =MLY gleib

Initial values except for T5 (=80) (E11, E21) (5, 10) — (20, 25) — (40, 45) 0,1,1)—(©,1,1) = (0,1, 1) Figure 12
Initial values except for T3 (=80) (Eqa, Epn) (5, 10) — (25, 30) — (45, 50) ©0,1,1)—(1,0,1)—(1,1,1) Figure 13
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Table 7. Cont.
Baseline Parameters Parameter(s) Values Tested Equilibrium State Figure
Changed x,y,2)

. 0,0,0) — (1,0,0.57) — .

Initial values (F1, B) (5, 5) — (40, 40) — (80, 80) (1, oscillatory, oscillatory) Figure 14

(5, 40) (0, oscillatory, oscillatory) Figure 15a

. (40, 5) (oscillatory, 0, oscillatory) Figure 15b

Initial values (F, ) (5, 80) (0, oscillatory, oscillatory) Figure 15¢

(80, 5) (oscillatory, 0, oscillatory) Figure 15d

Note: Oscillatory indicates that the system exhibits sustained oscillations rather than converging to
a fixed equilibrium.

4. Discussion
4.1. Discussion of Simulation Analysis Results

Section 3.2 presents the basic pathways for breaking the mutual trust dilemma between
supply and demand sides, as illustrated in Figure 16. The first step is to increase the regula-
tors’ trust benefit, which establishes strong regulation as the fundamental prerequisite. The
second step involves measures such as increasing the penalty for low-quality supply by the
supplier, reducing the cost of high-quality supply, increasing the cost of low-quality supply,
and enhancing the suppliers’ trust-related gains and losses. These measures collectively
prompt the suppliers to provide high-quality supply. The third step involves measures
such as increasing the penalty for non-compliant use by the demander and enhancing the
demanders’ trust-related gains and losses. These measures prompt the demanders to adopt
compliant use.

Supply-Demand
Mutual Trust

Trust Dilemma

(Low-Quality Supply, (High-Quality Supply,
Non-Compliant Use, Compliant Use,
Weak Regulation) Strong Regulation)

T

(Increase F2;
Increase T3 ®@Increase T2;
(®Increase La.

(MIncrease F1;
(Low-Quality Supply, @Decrease Ci; (High-Quality Supply,
Non-Compliant Use, (®Increase C2; ——> Non-Compliant Use,
Strong Regulation) ®Increase Li; Strong Regulation)
®lncrease Ti.

Figure 16. The Basic Path to Resolving the Mutual Trust Dilemma Between Suppliers and Demanders
in Health Data Transaction Circulation Scenarios.

From a symmetry perspective, the evolution from mutual distrust to mutual trust
can be understood as a transition from a symmetric equilibrium of defection (low-quality
supply + non-compliant use) to a symmetric equilibrium of cooperation (high-quality
supply + compliant use), with strong regulation serving as the asymmetric intervention that
disrupts the original dysfunctional symmetry and enables the emergence of a new, welfare-
enhancing symmetric state. The essence of strong regulation is to promote compliant
behavior on both the supply and demand sides. This aligns with scholars” emphasis on
transparency in data circulation [51,52]. Trusted data spaces are also designed to establish
a multi-party behavior-controllable platform where the traces of data circulation can be
tracked and responsibilities can be clearly defined [19,53]. However, strong regulation
entails substantial regulatory costs. Whether through the construction of trusted data spaces
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or routine administrative regulatory approaches, robust regulation of data circulation and
utilization consumes considerable human, material, and financial resources. How to
reduce regulatory costs, improve regulatory models, and enhance regulatory efficiency
thus remains an important topic worthy of further exploration.

More importantly, the above basic pathways reveal that the compliance costs for
both data suppliers and demanders may increase due to the involvement of regulators.
This is therefore detrimental to both parties” willingness to make cooperative decisions
in Stage 1. The basic condition for both parties to enter Stage 2 after making cooperative
decisions in Stage 1 is that both can benefit by strictly performing their respective duties in
accordance with the contract. Increasing their expected costs will undoubtedly hinder the
achievement of cooperation in Stage 1. This indicates that strong regulation may impede
data circulation and utilization. It also reflects the deep-seated contradiction and trade-off
that governments face in promoting data circulation and utilization while ensuring the
security and controllability of data circulation.

The results in Section 3.3 also reflect similar issues. The subjects of health data are
patients and the general public. Increasing the compensation amounts for both suppliers
and demanders in the event of data leakage can promote compliant behavior on both
sides. However, it may also heighten the concerns and hesitations of both parties regarding
cooperation in Stage 1. Increasing liquidated damages can promote compliant behavior
on both sides. Nevertheless, determining whether a breach of contract has occurred often
requires the involvement of a third party, which inevitably brings additional costs. All of
these factors may pose obstacles to both parties’ cooperative decision-making in Stage 1.

With respect to specific regulatory strategies, Figure 9 demonstrates the offsetting
effect of increasing F, against the increase in P3;. This indicates that the penalty imposed
on the data demanders should be commensurate with the additional benefits derived
from their default uses, so as to play an effective role in regulating their behaviors. In
Figure 13, when (Eq2, Ex) = (25, 30), the data demanders choose the “non-compliant use”
strategy. This also reflects the same issue. The underlying reason is that when the data
suppliers provide high-quality supply, the additional benefits for the data demanders from
non-compliant use increase accordingly.

Beyond these individual parameter effects, the simulation analysis reveals system-
atic non-trivial insights that extend beyond basic economic intuition. First, the two-stage
structure of our model uncovers a fundamental tension that is absent from conventional
single-stage game models: the conditions that promote compliance in Stage 2 (strong
regulation, high penalties) may simultaneously undermine participation in Stage 1 by
raising compliance costs. This trade-off implies that strengthening regulation is not mono-
tonically beneficial, a finding that challenges the simplistic policy prescription that ‘more
regulation is always better.” Second, the symmetry perspective reveals that the transition
from mutual distrust to mutual trust is not merely a matter of increasing penalties, but
requires a coordinated shift across all three strategic dimensions, namely suppliers’ quality
decisions, demanders’ usage decisions, and regulators’ enforcement intensity, which cannot
be achieved through isolated interventions. Third, the simulation analysis reveals a sys-
tematic pattern of strategic interdependence among the three parties. When the regulator
increases penalties on one side, the targeted party responds by increasing compliance, but
this action simultaneously alters the strategic environment for the other side. For instance,
raising F; promotes high-quality supply, yet the improved data quality increases the po-
tential gains from non-compliant use, incentivizing demanders to adopt non-compliant
strategies—an indirect effect that partially offsets the direct regulatory gain. Similarly,
strengthening F, promotes compliant use, which in turn reduces suppliers’ risk exposure
and reinforces supply-side compliance. These interdependent responses suggest that regu-
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latory interventions targeting a single party may generate unintended spillover effects on
other parties, and that effective governance requires a holistic perspective that coordinates
regulatory measures across both supply and demand sides.

Beyond these simulation-based insights, it is also worth clarifying the methodological
boundary of our approach in relation to the specific institutional context of China’s health
data ecosystem. Given the large-scale and decentralized nature of this ecosystem, involving
thousands of healthcare institutions with heterogeneous digital systems, a vast number
of potential data demanders, and regulatory oversight distributed across 685 municipal-
level administrative units, the “‘population” in our evolutionary game model should be
understood as the distribution of strategic tendencies across numerous decentralized actors,
rather than a small group of centralized entities. This institutional architecture makes
EGT a more appropriate modeling choice than small-number game frameworks such as
Principal-Agent or signaling models, which are better suited to analyzing bilateral contract
design between a single pair of well-specified parties. Our EGT approach addresses
the ecosystem-level question of how regulatory mechanisms can drive the entire system
from a low-trust to a high-trust equilibrium, while contract-theoretic approaches would
address the complementary question of how individual contracts should be designed to
mitigate information asymmetry. Both perspectives are valuable, and future research could
fruitfully combine these approaches by embedding contract-theoretic mechanisms within
an evolutionary framework.

4.2. Further Discussion

From a long-term cooperation perspective, this paper divides the decision-making of
both suppliers and demanders into two stages and proposes a “vicious circle” dilemma
of mutual trust between the two sides. It reveals that the root cause of the mutual trust
dilemma in data circulation lies in the uncertainty that each party faces in Stage 1 regarding
the other party’s subsequent decisions in Stage 2. This is consistent with the basic inter-
pretation in trust theory, which defines trust as a specific behavioral intention resulting
from a psychological state based on positive expectations [45,54]. Furthermore, this paper
argues that the formation mechanism of mutual trust between suppliers and demanders in
data circulation can be divided into four steps, as shown in Figure 17.

Step 4. Trust Reinforcement: Dellnanders_' trust S'uppliers' trust
Achieve long-term mutual trust (in suppliers) (in demanders)
Step 3. Performance Guarantee: | Dcmandcrs"bchavioral Suppliers' l:)chavioral

Eliminate default behaviors compliance . . compliance
T Regulation
Step 2. Cooperation Facilitation: | Demanders' initial trust Suppliers' initial trust
Sign cooperation agreements T T
T Demanders' Suppliers'
Step 1. Motivation Activation: | participation motivation participation motivation
Participation motivation is generated /

Scenario-Driven: The expectation that both parties can
benefit from contract performance

Figure 17. Mutual Trust Mechanism Between Supply and Demand Sides in the Context of Health
Data Transaction and Circulation.

This mechanism takes scenario-driven factors as the starting point, regulatory guaran-
tees as the supporting foundation, cost balance as the key element, and long-term compli-
ance as the ultimate goal. It forms a closed-loop logic that leads from initial participation to
sustained mutual trust. The specific connotations are as follows.
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Step 1: Motivation Activation, namely scenario-driven and interest alignment, consti-
tutes the logical starting point for building mutual trust. The formation of mutual trust is
premised on the endogenous motivation of both suppliers and demanders to participate
in data circulation and transactions. The core driving force of this motivation stems from
clearly defined value scenarios and tangible satisfaction of interests. The fundamental
prerequisite for health data transactions and circulation lies in the support of specific ap-
plication scenarios, within which both suppliers and demanders achieve their respective
goals by unlocking the value of data. Profit-oriented entities primarily pursue economic
benefits, while public-sector entities focus on the realization of public or national interests.
The alignment of these interest appeals serves as the initial impetus for stimulating their
willingness to cooperate. In the absence of effective scenario support or in the event of
interest misalignment, both suppliers and demanders may refuse to participate due to
a lack of profitability or excessively high risks. In such cases, the establishment of mutual
trust becomes impossible.

Step 2: Cooperation Facilitation, of which the key lies in the effectiveness of regulatory
constraints and the controllability of compliance costs. After the formation of cooperation
intentions, the actual realization of cooperation depends on strong regulatory guarantees
and reasonable control over participation costs. Given the high sensitivity of health data,
both suppliers and demanders naturally adopt a certain defensive posture. In the absence
of regulation, suppliers may choose to provide low-quality data due to concerns over
privacy leakage risks, while demanders may adopt non-compliant use strategies because
of low default costs. This ultimately leads cooperation to an equilibrium state of low
trust. Conversely, strong regulation can regulate both parties’ behavioral expectations by
establishing a breach detection and punishment mechanism, and by aligning penalty levels
with the benefits derived from default. At the same time, care must be taken to avoid
excessively increasing participation costs in the pursuit of compliance. Otherwise, both
suppliers” and demanders” willingness to cooperate at the decision-making stage will be
weakened, thereby hindering the ultimate realization of cooperation.

Step 3: Performance Guarantee, with its core lying in regulating both parties’ behaviors
and achieving risk sharing. This is the key link to ensuring the smooth realization of perfor-
mance. After cooperation is established, the standardization of the performance process
is a direct pathway to accumulating mutual trust. This needs to be achieved through the
establishment of effective default constraints and reasonable cost-sharing mechanisms. On
the one hand, a constraint system should be constructed in which the cost of default signifi-
cantly exceeds the benefits derived from default, such as by increasing default penalties and
clarifying trust-related gains and losses, thereby compelling both suppliers and demanders
to choose compliant behavior. On the other hand, it is necessary to break free from the fixed
mindset that promoting compliance inevitably increases costs. Active efforts should be
made to reduce the overall cost of compliant participation through technological empower-
ment and process optimization, so as to avoid a decline in performance willingness caused
by excessive compliance burdens. Only when both suppliers and demanders can achieve
compliant performance at affordable costs can the mutual trust dilemma, characterized by
the mutual reinforcement of low-quality supply and non-compliant use, be overcome.

Step 4: Trust Reinforcement, manifested as the continuation of long-term compliant
behavior and the consolidation of trust relationships. This marks the ultimate formation
of the mutual trust mechanism. Sustained compliant performance generates stable behav-
ioral expectations and drives the evolution of the relationship between the two parties
from transaction-based trust to long-term stable mutual trust. When both suppliers and
demanders strictly fulfill their contractual obligations across multiple interactions, with
suppliers consistently providing high-quality data, demanders consistently adhering to
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compliant use, and regulators promptly penalizing default behaviors while effectively
protecting the rights of compliant parties, trust will gradually become consolidated. Sup-
pliers will develop confidence in demanders’ commitment to compliance, and demanders
will come to recognize and rely on the quality of suppliers” data. Ultimately, this builds
a trusted circulation ecosystem characterized by traceable data, constrainable behaviors,
and preventable risks. At this point, mutual trust no longer depends on the outcomes
of single-transaction games, but evolves into an endogenous attribute of the entire data
circulation and transaction ecosystem.

In summary, scenario-driven profit motives trigger cooperation intentions. Regulatory
constraints and cost control ensure the realization of cooperation. Standardized perfor-
mance and risk sharing achieve behavioral compliance. Long-term compliant behavior
ultimately accumulates into stable mutual trust. The four-step mechanism of “motivation
activation — cooperation facilitation — performance guarantee — trust reinforcement”
forms a progressive closed loop. This provides a theoretical framework for building mu-
tual trust between suppliers and demanders in the context of health data transaction
and circulation.

4.3. Limitations

Although this study has provided an in-depth analysis of the causes and resolution
pathways of the mutual trust dilemma between suppliers and demanders in health data
circulation by constructing a two-stage decision-making model and a tripartite evolutionary
game model, several limitations remain. These limitations also offer valuable directions for
future research.

First, this study focuses on the tripartite interactions among data suppliers, demanders,
and regulators, while omitting several important stakeholders. The complete ecosystem of
health data circulation also involves data subjects (patients and the general public), whose
authorization willingness, privacy concerns, and benefit-sharing expectations profoundly
influence the decision-making environment. In addition, the regulatory system is treated
as a single homogeneous agent, whereas in reality it comprises multiple forces, including
government agencies, platforms, industry associations, ethics committees, insurers, and
certification bodies. These entities each have different objectives and regulatory efficiencies.
Furthermore, while Al (Artificial Intelligence) systems are increasingly deployed in health
data ecosystems, our model does not treat Al as an independent strategic agent, as the
core of the mutual trust dilemma lies in the strategic interactions among human decision-
makers who bear legal and ethical responsibility. Finally, the Stage 1 participation decision
is treated as an exogenous precondition rather than being endogenously modeled as
a strategic choice, which reflects our primary focus on the long-term institutional evolution
of compliance behavior in Stage 2. Future research could incorporate data subjects into
a four-party evolutionary game model, construct multi-tiered heterogeneous regulatory
game models, or incorporate Al as a factor influencing the information environment.
Another promising direction is to employ a sequential game framework with continuation
payoffs to endogenize both participation and compliance decisions.

Second, our model operationalizes trust primarily through fixed economic payoff
parameters (17, 1o, T3, L1, Ly, L3), which captures the utility consequences of trust rather
than its full multidimensional nature (cognitive, affective, and institutional dimensions) or
its dynamic accumulation through repeated interactions. This simplification also extends
to the assumption that suppliers and demanders exchange fixed values of benefits, without
accounting for the possibility that trust may affect value co-creation beyond mere compli-
ance. In reality, trust can enhance collaboration, foster information sharing, and generate
additional value through iterative interactions. While these simplifications are consistent
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with standard practice in evolutionary game theory, where complex behavioral constructs
must be reduced to quantifiable payoffs to enable formal analysis, future research could
incorporate multidimensional trust measures, endogenize benefit parameters, or model
trust as a dynamic state variable that evolves through reinforcement learning or Bayesian
updating based on the history of interactions.

Third, the key parameters in the model, such as costs, benefits, and penalties, are
grounded in theoretical derivation and practical plausibility rather than empirical calibra-
tion. This reflects the current state of health data circulation in China, which remains at an
early stage of development with limited publicly available transaction data. In addition,
these parameters are assumed to remain constant throughout the evolutionary process,
whereas in reality they may evolve with changes in technology, market conditions, and
policy environments. Furthermore, the sensitivity analysis adopts a one-variable-at-a-time
approach, which isolates the marginal effect of each parameter but does not fully capture
joint parameter interactions or distributional uncertainty. While we have conducted joint
sensitivity analyses for selected parameter pairs and extensive single-parameter sensitivity
analyses to verify the qualitative robustness of our findings, we acknowledge that em-
pirical calibration and more comprehensive multi-parameter sensitivity analysis would
significantly strengthen the practical relevance of the model. Future research could employ
Monte Carlo simulations, Bayesian uncertainty analysis, or global sensitivity analysis as
health data circulation markets mature and more data become available.

Fourth, our model assumes a simplified learning mechanism (replicator dynamics)
rather than modeling fully forward-looking strategic planning by each institution. This
simplification is inherent to the EGT framework and is appropriate for analyzing how
behavioral norms evolve at the aggregate level under changing institutional incentives. In
the Chinese context, where health data policies are rapidly evolving and institutions face
considerable uncertainty about future regulatory requirements, the adaptive logic of repli-
cator dynamics may better capture actual decision-making processes in practice than fully
rational optimization. Furthermore, the mathematical treatment of the dynamical system
remains at a relatively basic level. Specifically, we have not conducted formal bifurcation
analyses to characterize the system’s transcritical bifurcations, nor have we presented
comprehensive phase portraits with vector fields or delineated basins of attraction. These
omissions reflect the applied, policy-oriented nature of this study, which prioritizes the
identification of actionable regulatory mechanisms over a complete mathematical taxonomy
of the system’s dynamics. Future research could incorporate more sophisticated behavioral
assumptions, embed contract-theoretic mechanisms within an evolutionary framework, or
conduct comprehensive bifurcation analysis to precisely determine the critical boundaries
at which the system undergoes phase transitions.

Fifth, while we have addressed the primary limitations above, we acknowledge that
our findings are derived from a simplified model of the health data circulation ecosystem.
The generalizability of our conclusions to other institutional contexts, particularly those
with different regulatory traditions, market structures, or data governance frameworks,
would require further validation through comparative case studies or empirical applica-
tions. Future research could extend our framework to other national or regional contexts,
or employ empirical data to calibrate and validate the model as health data circulation
markets mature.

5. Conclusions and Recommendations
5.1. Summary and Conclusions

This paper starts from the perspective of decision-making interaction between health
data suppliers and demanders, analyzes the deep-seated causes of the mutual trust
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dilemma, and establishes a “vicious circle” model to explain how bilateral uncertainty
hinders data circulation. By employing an evolutionary game model involving suppli-
ers, demanders, and regulators, this paper explores strategic approaches to breaking the
dilemma. Compared with existing single-stage evolutionary game studies, our two-stage
framework reveals a critical insight: the conditions for initiating cooperation (Stage 1) and
the conditions for sustaining compliance (Stage 2) are not identical and may even be in
tension. This tension, which cannot be captured by single-stage models, constitutes the
core theoretical contribution of this study. The following are the key conclusions:

1. Noscenario, no circulation. Data utilization scenarios are the fundamental prerequisite
for data circulation. The ability of both suppliers and demanders to benefit from these
scenarios constitutes their fundamental motivation for participation. The primary sce-
narios for health data circulation and utilization include medical treatment, scientific
research, and public health management. For profit-oriented organizations, the basic
starting point for participation is typically economic gain, whereas for public-sector
entities, it is generally public interest or even national interest. Respecting the diverse
interest appeals of multiple stakeholders and creating corresponding data circulation
scenarios is the fundamental precondition for a thriving data circulation ecosystem.

2. No regulation, no trust. Due to the complex characteristics of health data, if regu-
lators adopt weak regulation strategies, suppliers will choose low-quality supply
due to technical barriers and privacy leakage risks, while demanders will choose
non-compliant use when faced with high-profit temptations and low penalty risks.
Under such circumstances, a trusted data circulation ecosystem cannot be established.
Therefore, even with the support of technologies such as blockchain and privacy com-
puting, strong regulation remains indispensable. Quick detection and enforcement
mechanisms for defaults should be established, and specific regulatory measures,
such as the setting of penalty amounts, should be aligned with the default benefits
obtained by behavioral agents. However, this strong regulation should not be viewed
as an unconditional remedy. As our analysis reveals, stringent regulatory measures
may also raise participation costs and reduce the willingness of both suppliers and
demanders to engage in data circulation, thereby creating a tension between pro-
moting compliance and maintaining market vitality. This trade-off must be carefully
considered in regulatory design, as excessively strict enforcement could paradoxically
undermine the very cooperation it seeks to promote. This leads to our third conclusion
regarding the balance between compliance promotion and cost control.

3. Compliance and cost control, two sides of the same coin. While increasing default
penalties, enhancing trust-related gains and losses, reducing compliance costs, and
raising default costs can all regulate the behavior of both parties and promote mutual
trust, these measures may also increase participation costs and reduce willingness
to cooperate in Stage 1. Therefore, an effective balance must be achieved between
“promoting compliance” and “controlling costs.” The participation costs of both
parties should not be increased excessively in the pursuit of compliance, as this
may reduce their motivation to participate and undermine the vitality of the data
circulation ecosystem.

5.2. Policy Recommendations
5.2.1. Actively Explore and Create High-Benefit Health Data Circulation and
Utilization Scenarios

Data utilization scenarios are the fundamental driving force for activating the cir-
culation market and attracting participation from both suppliers and demanders. It is
recommended that government authorities take the lead, in collaboration with medical
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institutions, research institutes, and high-tech enterprises, to jointly identify and culti-
vate benchmark application scenarios with significant social and economic benefits. Pilot
demonstrations should be conducted in key areas such as clinical assisted diagnosis, new
drug research and development, intelligent epidemic warning, and public health policy
simulation. Through successful scenario practices, positive signals can be sent to the market,
enabling both suppliers and demanders to clearly foresee the long-term benefits of compli-
ant circulation. This will enhance their willingness to cooperate in Stage 1 decision-making
and fundamentally break the initial deadlock of the mutual trust “vicious circle.”

5.2.2. Promote the Construction of Trusted Health Data Spaces and Establish
a Comprehensive and Intelligent Regulatory System

Strong regulation is a necessary condition to ensure that both suppliers and demanders
adopt compliant behaviors in Stage 2 decision-making. It is recommended to accelerate
the construction of national-level infrastructure for trusted health data spaces and to
mandatorily deploy key technologies such as blockchain and privacy computing. This
will enable full-chain traceability, behavioral auditability, and clear liability attribution
throughout the data circulation process. Meanwhile, the regulatory model should shift
from passive response to active early warning. Big data analytics and other means should
be utilized to intelligently identify potential default risks and to establish rapid detection
and enforcement mechanisms. The aim is to achieve robust regulatory effectiveness at
sustainable regulatory costs through technological empowerment, thereby providing a solid
underlying guarantee for mutual trust and cooperation.

5.2.3. Establish Clear Compliance Standards and Incentive-Compatible Mechanisms to
Systematically Reduce Compliance Costs for Multiple Stakeholders

The findings reveal that if regulation merely increases penalties and drives up compli-
ance costs, it will paradoxically suppress the willingness to cooperate in Stage 1. Therefore,
policy design must balance “promoting compliance” with “controlling costs.” First, au-
thorities such as the National Health Commission and the Cyberspace Administration of
China should collaboratively develop clear and unified standards for data quality and com-
pliant use, so as to reduce the additional compliance burden caused by ambiguous rules.
Second, incentive-compatible reward and punishment mechanisms should be designed.
For example, institutions with a long-term record of compliance could be granted positive
incentives such as trust credits, priority authorization, and tax preferences, allowing their
good behavior to earn a market premium. By simultaneously reducing compliance costs
and increasing default costs, both suppliers and demanders can be guided from a state of
“daring not to default” to one of “unwilling to default,” ultimately fostering a healthy and
sustainable new ecosystem for data circulation.

5.2.4. Strengthen the Quality of Data at the Source and Implement Standardized Collection
and Cost Constraint Mechanisms

To ensure the initial quality and compliance of circulating data assets, it is recom-
mended that the National Health Commission, in conjunction with standards authorities,
take the lead in formulating and mandating unified health data resource catalogs and
core metadata standards. This initiative aims to standardize data collection at the source,
thereby significantly increasing the implicit costs for data suppliers, particularly medical
institutions, of engaging in “low-quality supply.” The costs of data cleansing, governance,
and subsequent compliance rectification incurred by non-compliance with these standards
should be made substantially higher than the investment required for standardized collec-
tion at the outset. By front-loading and making compliance costs more explicit, suppliers
can be guided by economic rationality to proactively improve data quality, thereby reduc-
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ing the incentive for low-quality supply at the source and laying a solid foundation for
subsequent trusted data circulation.

5.2.5. Align with International Regulatory Frameworks and Trust
Infrastructure Development

While the policy recommendations above are primarily contextualized within China’s
health data governance system, their underlying principles resonate with major inter-
national regulatory frameworks. For instance, the emphasis on data quality standards
and compliant use aligns with the accountability and transparency requirements of the
European Union (EU) GDPR (General Data Protection Regulation) and the US HIPAA
(Health Insurance Portability and Accountability Act). The recommendation to establish
strong regulatory mechanisms with clear penalty structures is consistent with the risk-
based approach advocated by the OECD (Organisation for Economic Co-operation and
Development) Al Principles. Moreover, the growing international practice of developing
trust frameworks and trust scores, such as the EU’s Trusted Data Spaces initiative and
various industry-led data trust certification schemes, offers valuable references for opera-
tionalizing the trust parameters in our model into measurable indicators. Future research
and policy practice could draw on these international experiences to further refine the trust
metrics and regulatory benchmarks proposed in this study, while adapting them to local
institutional contexts.
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