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Abstract

Cloud Service Level Agreements (SLAs) define security obligations, remediation commit-
ments, and compliance requirements between cloud service providers and customers. SLAs
define the performance standards and expectations between service providers and users.
Therefore, it is an essential element in cloud computing. However, SLA documents are
typically represented in unstructured natural language and lack semantic integration with
operational vulnerability management processes. Meanwhile, cloud security platforms con-
tinuously generate vulnerability intelligence containing security findings, severity levels,
and remediation information. The lack of semantic interoperability between SLA-defined
security obligations and vulnerability intelligence limits automated security governance,
compliance assessment, and vulnerability management in cloud environments. To ad-
dress these challenges, this study proposes an integrated semantic approach that enables
the representation, integration, and reasoning of SLA-derived security knowledge and
cloud vulnerability intelligence within a unified ontology model. The proposed solution
combines automated knowledge acquisition from SLA documents, the development of an
SLA Security Ontology and a Vulnerability Ontology, ontology alignment techniques, and
Semantic Web Rule Language (SWRL)-based reasoning mechanisms to support automated
vulnerability management, remediation commitment assignment, and consistency verifica-
tion. Further, the proposed approach is evaluated using real-world SLA documents and
vulnerability information. Experimental results demonstrate that the developed reasoning
mechanism successfully identifies logical inconsistencies in 73% of the evaluated SLA cases.
The analysis further reveals that the undetected cases correspond to contractually incorrect
yet logically consistent outputs, highlighting the complementary role of human validation
in ontology-driven security management. As a result, the study demonstrates that ontology
engineering and rule-based semantic reasoning can effectively bridge the gap between
contractual security obligations and operational vulnerability intelligence. Therefore, the
proposed approach provides a foundation for automated vulnerability management, SLA
compliance assessment, and semantically aware cloud security governance.

Keywords: cloud security; knowledge representation; ontology alignment; service level
agreement (SLA); semantic interoperability; SWRL reasoning; vulnerability management

1. Introduction
Cloud computing has become a fundamental paradigm of modern digital infrastruc-

tures, enabling organizations to deploy scalable, flexible, and cost-effective services. As
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cloud adoption continues to grow, security management has emerged as a critical concern
due to the increasing number of vulnerabilities, cyber threats, and compliance require-
ments affecting cloud environments. Service Level Agreements (SLAs) play a central role
in defining contractual security obligations between Cloud Service Providers (CSPs) and
Cloud Service Users (CSUs) by detailing Service Level Objectives (SLOs) and specifying
security controls, remediation commitments, monitoring activities, and compliance require-
ments. Therefore, an SLA serves as a contractual mechanism that holds service providers
accountable through predefined financial penalties or compensation arrangements when
agreed service objectives are not satisfied [1]. Moreover, SLAs are accepted as an effective
method to manage and guarantee the promised Quality of Service (QoS) [2]. However,
SLA documents are typically represented in unstructured natural language, making their
automated interpretation, integration, and enforcement challenging.

In addition to SLA-based security specifications, cloud security platforms continuously
generate large volumes of vulnerability information describing security findings, severity
levels, remediation recommendations, and risk assessments. Although both SLA docu-
ments and vulnerability intelligence contain security-related knowledge, they are generally
maintained in isolated formats and managed through independent processes. As a result,
organizations often face difficulties in determining whether detected vulnerabilities comply
with contractual remediation requirements defined within SLAs.

Since machine-readable SLAs provide an effective mechanism for addressing secu-
rity, privacy, and compliance requirements in cloud environments [3], representing SLA
knowledge through machine-readable ontologies facilitates the formal specification, inter-
pretation, and management of security obligations, privacy requirements, and compliance
commitments defined within cloud service agreements. Hence, the increasing sophistica-
tion and diversity of cyber threats have exposed significant challenges for conventional
security monitoring and analysis approaches. This evolution has increased the need for
ontology-based models and semantic reasoning-based mechanisms that enable intelli-
gent security management, automated decision-making, and proactive threat response [4].
Therefore, ontology-based knowledge representation has emerged as a promising solution
for addressing semantic heterogeneity and improving interoperability across distributed
information sources. Ontologies provide formal and machine-readable representations
of domain knowledge, enabling automated reasoning, consistency verification, and se-
mantic integration. Several studies have explored ontology-driven approaches for cloud
computing, SLA management, cybersecurity knowledge representation, and vulnerability
analysis. Nevertheless, existing approaches typically focus on either SLA modeling or
vulnerability representation independently, leaving the semantic relationship between
contractual security obligations and operational vulnerability information largely unex-
plored. To address this gap, this study proposes an integrated ontology framework that
establishes semantic interoperability between SLA security obligations and operational
vulnerability information. Furthermore, most existing studies lack automated mechanisms
capable of aligning vulnerability findings with contractual remediation commitments and
identifying logical inconsistencies in SLA-derived security knowledge. The absence of
such mechanisms restricts the practical applicability of ontology-based solutions for cloud
security governance, compliance assessment, and vulnerability management.

To address these challenges, this study proposes an ontology-based approach that
integrates SLA security knowledge and vulnerability intelligence within a semantically
interoperable knowledge model. The proposed approach integrates an SLA Security Ontol-
ogy, a Vulnerability Ontology, ontology alignment mechanisms, and Semantic Web Rule
Language (SWRL)-based reasoning capabilities into a unified ontology model referred to
as the SLAVUL Ontology. Through semantic integration and automated inference, the
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proposed approach enables machine-readable security semantics, vulnerability–SLA align-
ment, remediation obligation propagation, and logical inconsistency detection. Accordingly,
this study addresses the following Research Questions (RQ):

• RQ-1: How can security-related SLA knowledge and cloud vulnerability intelligence
be represented within interoperable ontology models?

• RQ-2: How can semantic interoperability be established between SLA obligations and
vulnerability information originating from heterogeneous security sources?

• RQ3: To what extent can SWRL-based reasoning support automated vulnerability–SLA
alignment and remediation obligation propagation?

• RQ4: Can ontology-driven consistency verification mechanisms effectively identify
logical inconsistencies in SLA-derived security knowledge?

1.1. Motivation

The growing complexity of cloud ecosystems requires security knowledge to be rep-
resented in a machine-readable and semantically interoperable manner. Although SLA
documents define contractual security responsibilities, remediation commitments, and
compliance requirements, these specifications are often disconnected from operational
vulnerability management processes. Consequently, organizations must manually interpret
SLA clauses and determine whether identified vulnerabilities satisfy contractual obliga-
tions. This process is time-consuming, error-prone, and difficult to scale in large cloud
environments. Concurrently, modern vulnerability assessment platforms continuously gen-
erate security findings that contain valuable information regarding vulnerability severity
levels, remediation recommendations, and risk exposure. The lack of semantic integration
between these operational findings and SLA-defined security commitments limits auto-
mated compliance assessment and security governance capabilities. Therefore, a unified
ontology-driven framework capable of integrating contractual security knowledge with
vulnerability intelligence is required to support intelligent cloud security management.

1.2. Contributions

The main objective of this study is to establish a semantically interoperable knowledge
representation that bridges contractual security obligations defined in cloud SLAs with
operational vulnerability intelligence obtained from cloud security assessment processes.
By integrating these two complementary sources of security knowledge, the proposed
approach aims to support automated vulnerability management, remediation obligation
alignment, and consistency verification within cloud environments.

Previous studies have primarily focused on either SLA modeling and cloud security
ontologies, and lack of support for semantically linking vulnerability information with
SLA-defined security obligations, remediation commitments, and compliance requirements.
In addition, the automated detection of logical inconsistencies in SLA-derived security
knowledge and the alignment of contractual remediation obligations with identified vul-
nerabilities remain insufficiently supported by existing approaches. Therefore, the semantic
integration of contractual security knowledge and operational vulnerability information is
insufficiently addressed. Furthermore, limited research has investigated integrated solu-
tions that integrate automated SLA knowledge extraction with ontology-driven reasoning
to support security governance, compliance assessment, and vulnerability management in
cloud environments.

Motivated by the identified limitations and the research gap, the main contributions
of this study are summarized as follows:

• Cloud Security-Oriented SLA Ontology: A machine-readable SLA Security Ontology
is developed to formally represent security-related knowledge, vulnerability manage-
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ment requirements, remediation commitments, security activities, and compliance
requirements extracted from cloud SLA documents. Unlike existing SLA ontolo-
gies, the proposed ontology explicitly integrates concepts related to vulnerability
assessment and remediation processes, enabling the semantic representation of cloud
security obligations.

• Vulnerability Ontology for Cloud Services: A dedicated Vulnerability Ontology is
automatically generated using structured vulnerability information obtained from
Amazon Inspector [5]. The ontology provides a formal representation of vulnerability
findings, severity levels, exploitability status, remediation status, and associated
security attributes. Therefore, a reusable semantic model is established for cloud
vulnerability intelligence.

• Ontology Alignment and Semantic Integration: A novel integrated ontology model,
referred to as the SLAVUL Ontology, is developed by semantically aligning the SLA
Security Ontology and the Vulnerability Ontology. This integration establishes inter-
operability between contractual security requirements and operational vulnerability
information, enabling unified security knowledge representation.

• SWRL-Based Automated Reasoning and Vulnerability–SLA Alignment: A set of SWRL
rules is introduced to support automated inference within the SLAVUL Ontology. The
proposed reasoning mechanism aligns vulnerability findings with SLA-defined vulner-
ability concepts, maps severity classifications, and associates contractual remediation
obligations to the corresponding vulnerabilities.

• Logical Inconsistency Detection and Consistency Verification: A rule-based verifica-
tion mechanism is developed to identify semantic and logical inconsistencies within
SLA-derived security knowledge. The proposed approach automatically detects viola-
tions related to remediation commitments, severity-level relationships, and ontology
consistency constraints. As a result, the reliability of ontology-generated knowledge
is improved.

• Experimental Evaluation: The effectiveness of the proposed approach is evaluated
using real-world SLA documents. The experimental results demonstrate the ability of
the proposed approach to detect logical inconsistencies in ontology-derived knowl-
edge, while also revealing scenarios in which contractually incorrect yet logically
consistent outputs remain undetected. These findings provide important insights
into the complementary roles of ontology reasoning and human validation in cloud
security management.

1.3. Organization

The remainder of this paper is organized as follows. Section 2 reviews the related
literature on ontology-based SLA management and security-oriented SLA management ap-
proaches. Section 3 presents the proposed SLAVUL framework, including the SLA Security
Ontology, Vulnerability Ontology, ontology alignment process, and SWRL-based reasoning
mechanisms. Section 4 discusses the experimental results and evaluates the effectiveness of
the proposed consistency verification framework. Finally, Section 5 concludes the paper
and outlines potential directions for future research.

2. Related Works
SLAs constitute a fundamental component of cloud service governance by formally

specifying performance objectives, service guarantees, and contractual responsibilities
between cloud providers and customers. In addition, SLAs enhance transparency and ac-
countability by documenting commitments related to availability, responsiveness, security,
and compliance. A comprehensive classification and review of SLA techniques developed
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for cloud computing environments is provided in [1]. In addition to the general SLA
management approaches [6–10], several studies [3,11–20] have explored security-based
and privacy-oriented SLA approaches to address security requirements. The proposed
methodologies enable the assessment of security and privacy guarantees, identification of
missing controls, and analysis of security weaknesses. However, these studies focus on
SLA assessment and security control management, and do not provide ontology-based
knowledge representation, vulnerability intelligence integration, or automated semantic
reasoning capabilities.

Ontology-based knowledge representation has received increasing attention in cloud
computing due to its ability to formalize service descriptions, compliance requirements,
security policies, and contractual obligations. In particular, ontology engineering has
been widely adopted to improve machine interpretability, semantic interoperability, and
automated reasoning capabilities within cloud environments. In addition, studies in the
literature have highlighted ontology-based reasoning and Semantic Web (SW) technologies
as key enablers for intelligent security intrusion detection and response, particularly in
addressing the limitations of traditional pattern-based and behavior-based security ap-
proaches [4,21]. Despite these advances, research focusing specifically on security-oriented
SLA ontologies remains relatively limited. The majority of ontology-based studies in the
literature concentrate on modeling cloud security knowledge, threat information, and
compliance-related requirements through semantic technologies [22–28]. Existing studies
primarily concentrate on representing cloud service agreements and security requirements,
while the integration of SLA knowledge with operational vulnerability intelligence and
automated vulnerability management remains insufficiently explored.

One of the earliest studies addressing security-oriented SLA management in cloud
environments is presented in [29]. The study identified the security and privacy concerns
as major barriers to cloud service adoption and addressed these challenges through the
development of the Security Service Level Agreement (SSLA) ontology. The proposed
ontology formalizes cloud security requirements and compliance obligations. Although
the SSLA ontology provides the semantic representation of cloud security agreements and
compliance requirements, its primary focus is limited to modeling security obligations,
negotiating security guarantees, and assessing compliance with regulatory frameworks
such as HIPAA.

Subsequently, the authors extended their work by proposing an ontology-based Op-
timus framework [30]. Optimus leverages the SSLA ontology and Ontology Knowledge
Bases (OKBs) to support security assessment and risk analysis for both cloud infrastructure
providers and cloud service consumers. The framework enables infrastructure providers
to formally describe security guarantees and service protection levels, while assisting con-
sumers in evaluating security risks and identifying appropriate security assurances. The
study further highlights the role of ontology-driven security management in supporting
informed decision-making during cloud service selection and operation. However, both
SSLA and Optimus primarily focus on SLA interpretation, compliance assessment, and
security assurance management. As a result, the integration of operational vulnerability
intelligence derived from cloud security assessment platforms with SLA-defined security
obligations and remediation commitments remains insufficiently addressed.

In addition, a Semantic Web-based approach is proposed in [31] to automate the
management and monitoring of cloud SLAs. The study introduces a cloud SLA ontology
and a prototype system capable of automatically extracting SLA metrics and service-level
information from legal SLA documents provided by cloud vendors. However, the study’s
scope is primarily limited to SLA modeling and monitoring processes, and it does not
address vulnerability intelligence integration, ontology alignment, or rule-based reasoning
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mechanisms for vulnerability management and consistency verification. Similarly, another
Semantic Web-based framework [32] is proposed to transform unstructured SLA documents
into semantically enriched knowledge graphs for supporting automated SLA extraction and
comparison across cloud providers. Nevertheless, the study focuses on SLA representation
and provider comparison, without considering vulnerability management and ontology-
driven security reasoning.

Further, an ontology-based semantic SLA model (SCSLA) presented in [33] aims
to improve the monitoring and management of smart contracts in blockchain environ-
ments. The proposed study facilitates semantic SLA representation and smart contract
management. Its scope is primarily limited to blockchain environments and it does not
address automated SLA knowledge extraction, ontology-driven reasoning, vulnerability
intelligence management.

A comprehensive survey of SLA ontologies for cloud services and cloud security is
presented in [34]. The study systematically reviews existing ontology-based approaches
developed for cloud service management, security assurance, and compliance require-
ments. In addition, the study identifies the current research trends, challenges, and future
directions. Furthermore, the survey emphasizes the importance of ontological inference
and semantic reasoning mechanisms for enhancing automation, knowledge interoperability,
and intelligent decision-making within cloud environments. Motivated by these obser-
vations, this study investigates the semantic integration of security knowledge derived
from cloud SLA documents and vulnerability intelligence generated by Amazon Inspec-
tor within a unified ontology model. In addition, ontology alignment and SWRL-based
reasoning mechanisms are employed to enable automated vulnerability management, con-
sistency verification, and remediation commitment assignment. Table 1 summarizes and
compares the most relevant studies in the literature with the proposed approach. The
comparison criteria presented in Table 1 are selected based on the research gap identified
in the literature and the primary contributions of the proposed study. Specifically, the
comparison focuses on semantic knowledge representation (SLA Security Ontology and
Vulnerability Ontology), automated ontology construction (Automated SLA Knowledge
Extraction), semantic interoperability (Vulnerability Intelligence Integration and Ontol-
ogy Alignment), and ontology-driven intelligence (Rule-Based Semantic Reasoning and
Ontology Consistency Verification). These criteria collectively represent the essential ca-
pabilities required for an integrated ontology framework supporting cloud security and
vulnerability management.

Table 1. Comparison of ontology-based approaches for SLA management, vulnerability integration,
and semantic reasoning.

Reference #
SLA

Security
Ontology

Vulnerability
Ontology

Automated
SLA

Knowledge
Extraction

Vulnerability
Intelligence
Integration

Ontology
Alignment

Rule-Based
Semantic

Reasoning

Ontology
Consistency
Verification

[29] ✔ ✗ ✗ ✗ ✗ ✗ ✗
[30] ✔ ✗ ✗ ✗ ✗ ✗ ✗
[31] ✔ ✗ ✔ ✗ ✗ ✗ ✗
[32] ✔ ✗ ✔ ✗ ✗ ✗ ✗
[33] ✔ ✗ ✗ ✗ ✗ ✗ ✗

This Study ✔ ✔ ✔ ✔ ✔ ✔ ✔

In contrast to the existing studies, the SLA Security Ontology proposed in this study is
automatically constructed from SLA-derived question–answer pairs, providing a flexible
and extensible representation of security activities, vulnerability management requirements,
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severity classifications, and remediation commitments. Further, the SLAVUL Ontology in-
tegrates operational vulnerability intelligence with contractual security knowledge through
ontology alignment and SWRL-based reasoning mechanisms. Moreover, ontology align-
ment and SWRL-based reasoning mechanisms are employed to associate vulnerabilities
with SLA-defined severity levels and remediation obligations. Therefore, the proposed
approach enables automated vulnerability management and consistency verification with
real-world SLA documents.

3. SLA-Based Ontology-Driven Cloud Security
An effective cloud security management requires more than the isolated representation

of service agreements, security controls, and vulnerability information. In today’s cloud
environments, security-related knowledge is distributed across heterogeneous sources, in-
cluding SLA documents, vulnerability repositories, compliance standards, and remediation
policies. The semantic heterogeneity among these sources often hinders interoperability,
automated compliance verification, and intelligent security decision-making. Consequently,
there is a growing need for machine-readable knowledge representations capable of estab-
lishing semantic relationships among cloud security entities while supporting automated
reasoning and consistency verification.

To address these challenges, this study proposes an ontology-driven approach that
integrates SLA security semantics with vulnerability knowledge representations within a
unified semantic model. The proposed approach aims to transform traditionally human-
readable SLA security clauses into machine-interpretable knowledge structures and es-
tablish explicit semantic links between security obligations, vulnerabilities, remediation
actions, and compliance requirements. By leveraging ontology engineering principles, the
framework enables semantic interoperability across heterogeneous security artifacts and
provides a formal foundation for automated security analysis.

Furthermore, the proposed approach incorporates semantic reasoning mechanisms
based on SWRL rules to infer implicit knowledge, identify remediation obligations, de-
tect logical inconsistencies, and support security-aware decision-making processes. The
proposed approach facilitates automated vulnerability-obligation mapping and enhances
the overall intelligence of cloud security governance through the integration of ontology
alignment techniques and rule-based inference.

Figure 1 presents the architecture of the proposed solution. The proposed solution
comprises four semantic components supported by a knowledge acquisition layer. The
knowledge acquisition layer gathers security-related information from heterogeneous
sources, including SLA documents, security policies, compliance standards, and vulner-
ability repositories. Building upon this knowledge base, the first semantic component
defines the SLA Security Ontology, while the second component formalizes vulnerabil-
ity knowledge through a dedicated Vulnerability Ontology. The SLA Security Ontology
formally represents security-related concepts, obligations, metrics, and compliance require-
ments contained within cloud service agreements. The Vulnerability Ontology captures
vulnerabilities, threats, attack vectors, risk levels, assets, and mitigation actions. The third
component establishes semantic integration and interoperability between the two ontolo-
gies through ontology alignment mechanisms, enabling the creation of machine-readable
security semantics and shared conceptual representations. Finally, the fourth component
employs SWRL-based reasoning and consistency verification mechanisms to infer implicit
knowledge, align remediation obligations, and detect logical inconsistencies. Together,
these components provide an integrated semantic framework for intelligent cloud security
management. The following subsections present each component of the proposed approach
in detail.
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Figure 1. The architecture of the proposed approach.

3.1. Knowledge Acquisition Through SLA-Based Question–Answer Generation

In this study, the development of the SLA Security Ontology is grounded in a struc-
tured knowledge acquisition process that transforms unstructured SLA documents into
machine-interpretable semantic knowledge. Rather than relying solely on manual ontology
engineering, the proposed approach utilizes a Question and Answer (Q&A) generation
mechanism to systematically extract security-related knowledge from contractual SLA
specifications. This process serves as the initial stage of the overall framework and provides
the semantic foundation for ontology development and population.

As illustrated in Figure 2, SLA documents collected from cloud service providers are
first processed through a Natural Language Processing (NLP)-based knowledge acquisition
pipeline. The pipeline performs several preprocessing operations, including sentence
segmentation, tokenization, syntactic parsing, and Named Entity Recognition (NER), to
identify security-relevant entities and contextual relationships within SLA clauses. Building
upon the extracted linguistic information, domain-specific questions are generated to
capture security obligations, compliance requirements, service guarantees, remediation
commitments, and operational constraints defined in the agreements.

Specifically, SLA documents are processed using a domain-adapted NLP model that
is fine-tuned to interpret security-oriented contractual statements. Based on predefined
security and compliance-related queries, the model generates corresponding answers that
reflect the implicit and explicit obligations defined within SLAs. These Q&A pairs capture
key aspects such as vulnerability severity levels, remediation timeframes, and compliance
requirements. The resulting Q&A pairs are used as an intermediate representation between
natural language SLA clauses and formal ontology structures. Hence, the Q&A pairs pro-
vide a structured representation of both explicit and implicit knowledge contained within
SLA documents. Unlike manual ontology engineering approaches, this mechanism enables
a semi-automated knowledge extraction process, improving consistency in interpreting
SLA statements across different service providers and contractual formats. Subsequently,
the generated Q&A dataset is utilized as the foundational input for defining ontology
classes, object properties, and data properties within the SLA ontology. This ensures that
the ontology is directly grounded in semantically validated outputs derived from the NLP-
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based SLA model. Therefore, the proposed approach reduces ambiguity and improves the
consistency of knowledge interpretation across heterogeneous SLA formats.

 

Figure 2. The Q&A generation from SLA documents.

In this study, real-world security-based SLA documents obtained from organizations
are utilized to automatically generate domain-specific Q&A pairs for knowledge acqui-
sition. A DistilBERT-based question–answering model is fine-tuned using the Hugging
Face framework [35] to extract security-related obligations, vulnerability severity levels,
remediation timelines, and availability requirements from unstructured SLA documents.
The model is deployed through Hugging Face Spaces and integrated with an API-based in-
terface to support scalable knowledge extraction. The acquired knowledge is subsequently
transformed into ontology instances and used to support semantic modeling, consistency
verification, and automated reasoning.

As a result, the extracted knowledge serves as the primary input for populating the
SLA Security Ontology and establishing semantic relationships among security require-
ments, compliance obligations, remediation commitments, and service-level guarantees.
Consequently, the ontology is directly grounded in knowledge derived from real-world
SLA specifications. Therefore, this process enhances machine readability, semantic inter-
operability, and reasoning readiness. Since the primary objective of this study is ontology
development and semantic reasoning, the NLP-based Q&A generation component is uti-
lized solely as a supporting knowledge acquisition mechanism. In addition, the main focus
of the study remains on the ontology architecture, semantic integration, and automated
reasoning capabilities of the proposed solution.

3.2. SLA Security Ontology

The SLA Security Ontology is developed to provide a machine-readable semantic
representation of security-related information contained within cloud SLAs. Traditional
SLA specifications are typically expressed in natural language or semi-structured formats,
which limits their ability to support automated processing, semantic interoperability, and
intelligent compliance verification. To overcome these limitations, the proposed ontology
formalizes SLA security concepts, obligations, requirements, and performance metrics
within a structured semantic framework. The SLA Security Ontology enables to represent
SLA knowledge in an ontology-based format. Hence, security requirements can be linked
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to vulnerability information, remediation actions, and compliance verification processes
within a unified semantic environment.

The developed SLA Ontology formally defines key concepts related to security vulner-
abilities in enterprise cloud systems. The SLA ontology is developed using structured Q&A
pairs derived from relevant SLAs and generated by the knowledge acquisition component.
These Q&A pairs serve as the foundational knowledge extraction mechanism for ontology
development. The Q&A pairs are presented in Figure 3.

 
Figure 3. The Q&A pairs used in the SLA Security Ontology.

Following the generation of structured Q&A pairs, an additional semantic analysis
stage is required to identify ontology concepts, properties, and relationships that can
be incorporated into the SLA Security Ontology. Since the generated answers contain
valuable domain knowledge in natural language form, it is necessary to derive semantic
representations that can be transformed into ontology classes, object properties, and data
properties. To support this process, a language model capable of analyzing the syntactic
and semantic structure of sentences is employed.

In this study, the en_core_web_sm model provided by the spaCy library [36] is uti-
lized for semantic processing and knowledge extraction. spaCy is an open-source NLP
framework that offers a wide range of linguistic analysis capabilities for English-language
texts [37]. The framework supports several NLP tasks, including tokenization, part-of-
speech tagging, NER, and dependency parsing, which facilitate the extraction of semanti-
cally meaningful information from unstructured textual data.

The extracted linguistic features are subsequently analyzed to identify ontology-
relevant entities, attributes, and relationships embedded within the generated question–
answer pairs. In particular, dependency parsing and NER are employed to detect semantic
associations among security requirements, compliance obligations, remediation commit-
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ments, service guarantees, and other SLA-related concepts. These associations are then
transformed into ontology-compatible representations that support the construction and
population of the SLA Security Ontology.

Various functionalities of the spaCy framework are integrated into the ontology gener-
ation workflow to enable automated semantic extraction and relationship identification.
For example, the extraction of relationships associated with vulnerability severity levels
and corresponding remediation obligations requires the analysis of syntactic dependencies
and contextual associations within the generated answers. The pseudocode describing the
procedure used to identify and establish severity-related relationships within the ontology
is presented in Algorithm 1.

Algorithm 1 Identifying and Establishing Vulnerability–Severity Relationships in the
SLA Security Ontology.

Input: questions [], answers [] // SLA clause Q&A pairs
Output: Ontology populated with Severity instances linked to Customer

Initialize NLP model← load(‘en_core_web_sm’)
Initialize severity_instances← ∅
customer_instance← Customer(“customer_activities”)

for each (question, answer) in zip(questions, answers) do
question_doc← NLP.parse(question)
severity_tokens← {token|token ∈ question_doc ∧ token.dep = ‘amod’}
if severity_tokens ̸= ∅ then

severity_type← severity_tokens[0]
if severity_type /∈ severity_instances then

severity_instance← Severity(severity_type)
severity_instances[severity_type]← severity_instance

else
severity_instance← severity_instances[severity_type]

end if
if QuestionType(question) = “RemediationTime” then

severity_instance.hasRemediationTime← parse_time(answer.strip())
end if

end if
end for

return severity_instances

As seen in Algorithm 1, the algorithm leverages the linguistic analysis capabilities
provided by the spaCy framework to extract semantic information from the generated
Q&A pairs. In particular, each processed token is analyzed together with its dependency
relations to identify vulnerability-related entities and their associated severity descriptors.
The extraction process relies on dependency parsing mechanisms, where grammatical
relationships among words are utilized to determine semantic associations. Specifically,
adjectival modifier (amod) dependencies are employed to detect severity-related attributes
describing vulnerabilities (e.g., critical, high, medium, or low). These linguistic patterns
enable the automatic identification of vulnerability severity information embedded within
natural language statements.

If a severity level identified during the extraction process is not already represented
within the ontology, a corresponding individual is automatically instantiated under the
Severity class. This mechanism prevents the loss of previously unseen severity categories
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and ensures semantic completeness within the ontology. Subsequently, the identified
severity instances are linked to their corresponding vulnerability concepts through ontology
relationships. Thus, the semantic representation of security-related knowledge is enriched.

Subsequently, the algorithm extracts remediation time commitments specified within
SLA statements to establish semantic links between vulnerability severity levels and their
corresponding remediation obligations. These commitments typically describe the maxi-
mum time intervals defined by service providers for addressing vulnerabilities of differ-
ent severity levels. To formally represent this knowledge, the ontology introduces the
hasRemediationTime property, which associates vulnerability severity levels with their
corresponding remediation deadlines. As a result, the ontology captures not only the
criticality of vulnerabilities but also the contractual remediation obligations specified in
SLAs. Therefore, the ontology provides a machine-readable foundation for subsequent
reasoning and compliance verification processes.

In addition, it should be noted that the NLP component is employed solely as a knowl-
edge acquisition layer for ontology population rather than as a standalone information
extraction framework. In the current implementation the generated SLA questions follow
predefined linguistic patterns in which severity levels are represented as adjective–noun
structures (e.g., high vulnerability, critical vulnerability). Therefore, severity identification
relies on dependency-based extraction of adjectival modifiers (amod). Similarly, remediation
time extraction is performed for predefined question templates requesting remediation
time information. The identified question type determines the ontology property to be
populated, while the temporal value is extracted from the corresponding answer using
the parse_time() function, which recognizes numerical temporal expressions (e.g., one
week, 14 days, and 24 h) and converts them into a standardized day-based representation.
Although this design provides an interpretable and reproducible ontology population
process, more complex linguistic variations and more diverse non-numerical temporal
expressions will be further addressed as future extensions.

Moreover, it should be emphasized that Algorithm 1 operates on the generated Q&A
pairs rather than directly on raw SLA documents. Accordingly, spaCy is employed only for
lightweight dependency parsing required to identify predefined linguistic patterns used
during ontology population. Therefore, the algorithm assumes standardized question tem-
plates produced by the preceding knowledge acquisition stage. Supporting more diverse
contractual writing styles and complex legal sentence structures through transformer-based
extraction or domain-specific NER models will be explored in future research directions.

In addition to modeling vulnerabilities and their associated remediation obligations,
the ontology incorporates concepts and relationships for representing semantic inconsisten-
cies that may arise during the knowledge acquisition and ontology population processes.
Such inconsistencies can originate from multiple sources, including typographical errors
present in SLA documents, ambiguities in contractual language, and incorrect interpreta-
tions generated during the Q&A extraction process.

The proposed ontology explicitly represents semantic anomalies as ontology entities
that can be detected and analyzed through reasoning mechanisms to support ontology
quality assurance and consistency verification. For example, when extracting remediation
intervals from SLA statements, the expected value may correspond to a temporal expression
such as annually, monthly, or within 24 h. However, if the extracted answer is a semantically
incompatible concept such as customer activities, the resulting ontology assertion violates
the expected semantic constraints of the corresponding property. Such cases are classified
as semantic inconsistencies within the ontology.

The proposed solution enables the identification of invalid ontology assertions and
supports automated consistency verification by explicitly modeling semantic inconsistency
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concepts and their associated relationships. This capability improves the reliability of
ontology population, reduces the propagation of erroneous knowledge, and provides a
foundation for the SWRL-based inconsistency detection mechanisms presented in sub-
sequent sections. Figure 4 illustrates the complete class structure of the proposed SLA
Security Ontology, which was automatically constructed using the knowledge extracted
from the generated question–answer pairs. Table 2 summarizes the primary classes and
their semantic roles within the proposed SLA Security Ontology to facilitate the inter-
pretation of the ontology structure presented in Figure 4. These classes collectively rep-
resent security-related activities, vulnerability characteristics, remediation requirements,
stakeholder entities, and semantic inconsistency concepts used for ontology validation
and reasoning.

Figure 4. The class structure of the SLA Security Ontology.

Table 2. The class descriptions of the SLA Security Ontology.

Class Description

Customer
Represents organizations that establish or are governed by
cloud service level agreements.

SecurityActivities
Describes security-related activities, controls, and
operational procedures defined within SLA specifications.

Vulnerability
Represents cloud-related vulnerabilities identified from
SLA statements and associated security
knowledge sources.

Severity
Defines the criticality level of vulnerabilities. The class
contains instances such as Critical, High, Medium, Low,
Informational, and Pentest.

FrequencyError
Captures semantic inconsistencies related to invalid,
misspelled, or contextually inappropriate frequency
expressions extracted from SLA statements.

SeverityError
Represents semantic anomalies associated with invalid or
incorrectly classified vulnerability severity levels that may
compromise ontology consistency.

Unlike existing conventional SLA ontologies that primarily focus on contractual
entities and service metrics, the proposed ontology explicitly incorporates semantic in-
consistency concepts such as FrequencyError and SeverityError. These classes enable
the detection of ontology population errors and provide a semantic foundation for the
consistency verification and SWRL-based reasoning mechanisms.
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In addition to the ontology classes, a set of semantic relationships is defined to capture
dependencies among vulnerabilities, severity levels, remediation obligations, security
activities, and inconsistency concepts. These object properties enable machine-readable
representation of security knowledge and provide the foundation for semantic reasoning
and ontology alignment. Table 3 summarizes the principal object properties defined within
the SLA Security Ontology.

Table 3. The property descriptions of the SLA Security Ontology.

Object Property Description

hasSecurityActivities
Establishes a semantic relationship between the Customer
and SecurityActivities classes, linking organizations to
the security activities defined within their SLAs.

hasSeverity
Associates a Vulnerability instance with its
corresponding Severity level, enabling the representation
of vulnerability criticality within the ontology.

Data Property Description

hasCVSS_Score

Stores the numerical Common Vulnerability Scoring
System (CVSS) score associated with a vulnerability
severity level, providing a standardized measure for
vulnerability assessment and risk prioritization.

hasFrequency
Specifies the execution frequency of a security activity (e.g.,
daily, weekly, monthly, or annually) associated with the
SecurityActivities class.

hasRemediationTime
Defines the remediation timeframe associated with a
particular vulnerability severity level, representing the
maximum resolution period specified within the SLA.

The object and data properties defined within the ontology establish semantic con-
nections among security concepts and provide the structural foundation for ontology
alignment, automated reasoning, and consistency verification mechanisms.

3.3. Vulnerability Ontology

The Vulnerability Ontology is developed to provide a structured semantic representa-
tion of security vulnerabilities associated with cloud services. The ontology is constructed
based on the vulnerability findings obtained from cloud service security assessments per-
formed through Amazon Inspector [5] to ensure the use of realistic and operationally
relevant vulnerability information. The identified vulnerabilities and their associated
metadata constitute the primary knowledge source used for ontology development.

The vulnerability information provided by Amazon Inspector is first transformed into
a structured JSON format to enable automated ontology generation. This intermediate
representation facilitates the processing of vulnerability data and supports its conversion
into ontology-compatible structures. In addition, the generated JSON data can be exposed
through API services, allowing vulnerability information to be accessed and utilized by
external applications. Following the JSON transformation process, a set of vulnerability-
related concepts suitable for integration with the SLA Security Ontology is identified and
modeled within the ontology. The required ontology entities and relationships are automat-
ically generated using the information extracted from the JSON structure. The resulting
ontology is subsequently stored in OWL format. The automated process for transforming
the structured vulnerability information into ontology concepts, properties, and instances
is presented in Algorithm 2. Algorithm 2 provides a high-level description of the auto-
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mated Vulnerability Ontology generation process. For simplicity, implementation-specific
mechanisms such as API pagination, exception handling, and incremental synchronization
are omitted, as they do not affect the ontology construction methodology presented in
this study.

Algorithm 2 Automated generation of the Vulnerability Ontology.

Input: None
Output: RDF graph ‘g’

Initialize namespaces: RDF, RDFS, OWL, n
g← CreateEmptyGraph()
// Define Class and Properties
g.add((n.Finding, RDF.type, owl.Class))
g.add((n.description, RDF.type, owl.DatatypeProperty))
g.add((n.description, rdfs.domain, n.Finding))
// . . . (continue for other properties and classes)
// Fetch Data from API
response← HTTP_GET(‘API URL’)
findings_list← JSON_PARSE(response)
for each data in findings_list do

finding_id← data[“findingArn”]
description← data[“description”]
// . . . (Additional data extraction here)
finding_node← URIRef(n[finding_id])
g.add((finding_node, RDF.type, n.Finding))
if description ̸= NULL then

g.add((finding_node, n.description, Literal(description)))
end if
// . . . (continue for other properties, similar to description)

end for
g.serialize(destination = ‘output.owl’, format = ‘xml’)
end

The class hierarchy of the Vulnerability Ontology is shown in Figure 5. Table 4
summarizes the concepts and properties defined within the Vulnerability Ontology.

Figure 5. The class view of the Vulnerability Ontology.

The resulting Vulnerability Ontology provides a formal representation of cloud se-
curity vulnerabilities and their associated characteristics. Thus, it enables semantic inte-
gration, automated reasoning, and vulnerability-aware compliance assessment within the
proposed solution.
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Table 4. The property descriptions of the Vulnerability Ontology.

Class Description

Finding Represents vulnerabilities identified in cloud services.

AvailabilityStatus
Represents the availability status associated with exploit
and remediation information.

Object Property Description

exploitAvailable
Indicates whether publicly available exploit code, attack
procedures, or proof-of-concept implementations exist for a
given vulnerability.

fixAvailable
Describes whether a remediation mechanism exists for the
identified vulnerability.

Data Property Description

cveScore
Represents the Common Vulnerabilities and Exposures
(CVE) score to assess the severity and prioritization of
vulnerabilities.

description Provides a textual description of the vulnerability.

firstObservedAt
Specifies the date and time at which the vulnerability was
first detected.

lastObservedAt
Specifies the most recent observation time of the
vulnerability.

severity Indicates the severity level assigned to the vulnerability.

source Indicates the origin of the vulnerability information.

Individual Description

YES
Indicates that the corresponding exploit or remediation is
available.

NO
Indicates that the corresponding exploit or remediation is
unavailable.

PARTIAL
Indicates partially available remediation or exploit
information (when applicable).

3.4. Ontology Alignment and Semantic Integration

The SLA Security Ontology and the Vulnerability Ontology are developed to represent
complementary aspects of cloud security knowledge. While the SLA Security Ontology cap-
tures contractual security requirements, compliance obligations, remediation commitments,
and service-level guarantees, the Vulnerability Ontology represents vulnerability findings,
severity levels, exploitability information, remediation availability, and associated security
metadata. Hence, an ontology alignment and semantic integration process is performed to
enable interoperability between these knowledge sources.

The objective of the alignment process is to establish semantic correspondences be-
tween concepts originating from the related two ontologies and to create a unified knowl-
edge representation capable of supporting automated reasoning and security analysis.
Rather than maintaining isolated semantic models, the proposed approach integrates
SLA-related security obligations with vulnerability intelligence. Therefore, the proposed
approach enables machine-readable security semantics across contractual and operational
security domains.

The alignment process begins with the identification of semantically related concepts
included in both ontologies. In the scope of this study, vulnerability severity levels, re-
mediation requirements, security activities, and compliance obligations serve as primary
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integration points between the SLA Security Ontology and the Vulnerability Ontology.
Therefore, semantic correspondences are established among these concepts. Hence, these
concepts provide natural semantic bridges between contractual SLA commitments and
the vulnerabilities detected within cloud environments. For example, severity levels repre-
sented in the Vulnerability Ontology are associated with remediation commitments and
response time requirements defined within the SLA Security Ontology. This relationship
enables the proposed solution to determine whether remediation obligations specified in
SLAs are consistent with the severity of the detected vulnerabilities. To support semantic
interoperability, a set of cross-ontology relationships is introduced. These relationships
connect vulnerability findings to SLA obligations, remediation timeframes, and security ac-
tivities. As a result, knowledge originating from heterogeneous sources can be represented
within a common semantic framework. The integrated ontology, referred to as the SLAVUL
Ontology, combines contractual security knowledge with vulnerability intelligence and
provides a unified representation of cloud security semantics.

The resulting SLAVUL Ontology enables security-related concepts originating from
different sources to be interpreted in a consistent and machine-processable manner. Further-
more, the integrated semantic structure serves as the foundation for automated reasoning,
inconsistency detection, and remediation obligation verification mechanisms. By establish-
ing explicit semantic links between SLA commitments and vulnerability characteristics, the
proposed approach facilitates vulnerability-aware compliance assessment and enhances
the interoperability of cloud security knowledge.

Figure 6 illustrates the ontology alignment process and the resulting semantic integra-
tion between the SLA Security Ontology and the Vulnerability Ontology.

Figure 6. The semantic integration of ontologies.

The integrated ontology is represented under the namespace http://www.example.org/
slavul#, which provides a common URI space for the concepts originating from the SLA
Security Ontology and the Vulnerability Ontology.

The semantic alignment between the SLA Security Ontology and the Vulnerability
Ontology was established through manually defined semantic correspondences encoded as
SWRL rules. Automatic ontology matching tools are not employed since both ontologies are
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specifically designed within the scope of the proposed solution to allow explicit definition
of the required semantic mappings. Therefore, ontology alignment is knowledge-driven
rather than similarity-driven by relying on explicitly defined semantic correspondences
instead of automatically inferred ontology similarities.

3.5. SWRL-Based Reasoning and Consistency Verification

Semantic interoperability alone is insufficient for supporting automated security as-
sessment and compliance verification within integrated ontology environments. Effective
utilization of the SLAVUL Ontology requires reasoning capabilities that can infer implicit
knowledge, establish semantic correspondences across heterogeneous concepts, and iden-
tify logical inconsistencies within the represented security knowledge. For this purpose, a
set of SWRL rules is defined and integrated into the ontology. The defined rules support on-
tology integration, vulnerability–SLA alignment, remediation obligation propagation, and
consistency verification. The SWRL rules defined for the SLAVUL Ontology is presented
in Table 5.

Table 5. SWRL rules for the SLAVUL Ontology.

Rule # Rule Description

R1 Finding(?f)→ Vulnerability(?f) Maps the Finding instance
with Vulnerability.

R2 Vulnerability(?f) ∧ severity(?f, “LOW”)
→ hasSeverity(?f,low) Defines low severity findings.

R3 Vulnerability(?f) ∧ severity(?f, “HIGH”)
→ hasSeverity(?f,high)

Defines high severity
findings.

R4

Vulnerability(?v) ∧ hasSeverity(?v, ?s)
∧ Severity(?s)
∧ hasRemediationTime(?s,?t)
→ hasRemediationTime(?v,?t)

Maps Vulnerability to
remediation times based on
their Severity levels.

The first group of rules focuses on ontology integration and semantic enrichment. The
primary alignment rule establishes a correspondence between the Finding class of the Vul-
nerability Ontology and the Vulnerability class of the SLA Security Ontology. Through
this rule, every vulnerability finding identified within cloud environments is semantically
interpreted as an SLA-related vulnerability instance. Consequently, vulnerability infor-
mation obtained from operational security assessments can be evaluated together with
contractual security obligations defined in SLAs. This semantic correspondence forms the
foundation of the integrated SLAVUL Ontology.

After establishing the relationship between Finding and Vulnerability, additional
SWRL rules are introduced to align vulnerability severity levels across the two ontolo-
gies. Specifically, vulnerability findings classified as low, high, and other severity levels
are mapped to their corresponding severity instances within the SLA Security Ontology.
As a result, both ontologies share a common severity representation, enabling uniform
interpretation of vulnerability criticality across heterogeneous knowledge sources.

Subsequent to severity-level alignment, remediation commitments defined within SLA
documents are propagated to the corresponding vulnerability instances. The associated
SWRL rule transfers remediation time requirements from SLA-defined severity categories
to vulnerabilities exhibiting the same severity level. This reasoning mechanism allows
detected vulnerabilities to inherit contractual remediation obligations. Therefore, direct
semantic connection between vulnerability findings and SLA compliance requirements
is established.

In the scope of the study, reasoning and rule execution are performed using the
Pellet reasoner [38]. Following rule execution, vulnerability findings originating from
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the Vulnerability Ontology are automatically inferred as instances of the Vulnerability
class within the SLAVUL Ontology. Furthermore, remediation obligations and severity-
related knowledge are automatically propagated through the integrated ontology structure,
enabling machine-processable security semantics and automated compliance assessment.

In addition to ontology integration, SWRL rules are employed to verify the logical
consistency of SLA-derived security knowledge. The SLA Security Ontology is constructed
from knowledge extracted through the NLP-based question–answer generation process.
Consequently, logical inconsistencies may arise due to incorrect model outputs, ambiguities
in SLA documents, or semantically invalid contractual statements. Such inconsistencies
may negatively affect vulnerability management processes and lead to inaccurate reasoning
results. To address this challenge, a dedicated set of SWRL-based consistency verification
rules is integrated into the ontology. Table 6 presents some examples of these rules.

Table 6. The consistency verification rules.

Rule # Rule Description

R1

Severity(low) ∧ hasRemediationTime(low,?time1) ∧
Severity(high) ∧ hasRemediationTime(high,?time2) ∧
swrlb:lessThan(?time1,?time2)

→ LogicalError(low) ∧ LogicalError(high)

Time-to-resolve rule for
low and high-criticality
vulnerabilities.

R2

Severity(medium) ∧ hasCVSS_Score(medium,?v1) ∧
Severity(critical) ∧ hasCVSS_Score(critical,?v2) ∧
swrlb:lessThan(?v2, ?v1)

→ LogicalError(medium)
∧ LogicalError(critical)

CVSS scoring rule for
medium and critical
levels.

In Table 6, the first consistency verification rule evaluates remediation time commit-
ments associated with different vulnerability severity levels. From a security management
perspective, remediation times are expected to follow a logical ordering in which higher-
severity vulnerabilities require faster remediation than lower-severity vulnerabilities. For
example, vulnerabilities classified as Critical should generally have shorter remediation
periods than those classified as High, Medium, or Low. If this ordering is violated, the cor-
responding severity instances are automatically classified under the LogicalError class,
indicating a potential inconsistency within the SLA knowledge base.

The second consistency verification rule examines the consistency of severity assign-
ments using CVSS scores. According to standard vulnerability assessment practices, higher
severity levels should be associated with higher CVSS values. Therefore, the rule com-
pares CVSS scores assigned to different severity categories and identifies situations where
lower-severity categories are associated with higher risk scores than more critical cate-
gories. When such inconsistencies are detected, the corresponding ontology entities are
automatically classified as instances of the LogicalError class.

The proposed SWRL-based verification mechanism provides an additional semantic
validation layer. On the other hand, no logical consistency rules are defined for the Vulnera-
bility Ontology. This decision is based on the fact that vulnerability information is obtained
directly from Amazon Inspector, a validated cloud security assessment platform that pro-
vides quality-controlled vulnerability data. Therefore, logical inconsistencies are primarily
expected to originate from SLA-derived knowledge rather than vulnerability findings.
Through the integration of automated reasoning and consistency verification mechanisms,
the SLAVUL Ontology supports both semantic interoperability and trustworthy security
knowledge representation.
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4. Results and Discussion
The primary objective of the proposed approach is not only to represent SLA secu-

rity knowledge in a machine-readable format but also to automatically identify semantic
inconsistencies that may affect vulnerability management and compliance assessment
processes. To evaluate the effectiveness of the proposed ontology-driven reasoning mech-
anism, SLA-specific ontologies are generated from the question–answer pairs produced
during the knowledge acquisition stage. Subsequently, the SWRL rules described in the
previous section are executed using the Pellet reasoner to identify logical inconsistencies
and automatically classify erroneous ontology entities under the LogicalError class.

The experimental evaluation is conducted on 26 SLA documents containing at least
one incorrectly generated answer. For each SLA document, the developed ontology is
populated with the corresponding question–answer pairs and subjected to consistency
verification through the proposed SWRL rules. The reasoning mechanism successfully
detected logical inconsistencies in 19 out of 26 SLA documents, yielding a detection rate of
73%. The remaining 7 cases are not flagged by the ontology-based validation process. The
overall distribution of detected and undetected errors is presented in Figure 7.

Figure 7. Logical inconsistency detection results.

A detailed investigation of the undetected cases revealed a fundamental characteristic
of ontology-based consistency verification. In all seven instances, the generated answers
were factually inconsistent with the original SLA content, yet remained logically coherent
within the semantic constraints encoded in the ontology. Consequently, the SWRL rules
could not classify these instances as logical errors, as no structural or constraint-level
violation was present. This finding highlights an inherent limitation of rule-based reason-
ing: the mechanism is capable of detecting violations of explicitly encoded constraints,
but cannot identify factual deviations that do not result in logical inconsistencies within
the ontology.

A detailed investigation of the undetected cases revealed an important characteristic
of ontology-based consistency verification. In all seven cases, the generated answers are
inconsistent with the original SLA content but remained logically coherent within the
semantic constraints encoded in the ontology. As a result, the SWRL rules could not classify
these instances as logical errors.

Furthermore, the SLA document is queried using the questions “What is the remediation
timeframe for high-severity vulnerabilities?” and “What is the remediation timeframe for medium-
severity vulnerabilities?”. The SLA model generated the answers “1 business day” and
“5 business days”, respectively. From a logical reasoning perspective, these values satisfy the
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expected ordering constraints because higher-severity vulnerabilities are associated with
shorter remediation periods than lower-severity vulnerabilities. However, examination
of the original SLA document revealed that the correct remediation commitments are
“5 business days” and “10 business days”. Consequently, although the generated answers are
contractually incorrect, they did not violate any logical relationships represented within
the ontology. The representative example is illustrated in Figures 8 and 9, respectively.
Although the generated remediation timeframes satisfy the logical ordering constraint
encoded in the ontology (high severity < medium severity), both values deviate from the
contractual commitments specified in the original SLA document.

 

Figure 8. A representative SLA example.

Figure 9. An example of semantically valid but contractually incorrect output.

This observation highlights a fundamental distinction between “logical consistency”
and “contractual correctness”. The proposed SWRL rules are designed to identify vi-
olations of semantic constraints and domain knowledge encoded within the ontology.
Therefore, the framework is highly effective in detecting reasoning-level inconsistencies,
such as incorrect severity ordering, invalid remediation commitments, and semantically
contradictory relationships. However, errors that preserve logical consistency while
deviating from the original contractual statements cannot be identified solely through
ontology-based reasoning.
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The obtained results demonstrate that ontology-driven validation can serve as an
effective quality assurance mechanism for SLA-derived security knowledge. The achieved
detection rate of approximately 73% indicates that a substantial portion of erroneous model
outputs can be identified through semantic reasoning without requiring manual inspection.
This capability is particularly important in large-scale cloud environments where hundreds
of SLA documents may need to be analyzed and continuously monitored.

The experimental findings also demonstrate the complementary nature of ontology-
based reasoning and NLP-based knowledge extraction. While the NLP component is
responsible for transforming unstructured SLA text into structured knowledge, the on-
tology layer provides semantic validation capabilities that assess the logical consistency
of the extracted information. The interaction between these two components reduces the
likelihood of propagating semantically invalid knowledge into downstream vulnerability
assessment and compliance management processes.

From a broader perspective, the results confirm the practical value of integrating ontol-
ogy engineering and rule-based reasoning for cloud security management. The proposed
SLAVUL Ontology not only enables semantic interoperability between SLA obligations
and vulnerability intelligence but also provides an automated mechanism for detecting
knowledge inconsistencies before they influence security decision-making processes. Such
capabilities are particularly valuable in environments where remediation commitments,
vulnerability severity levels, and compliance requirements must be continuously evaluated
in a consistent and machine-interpretable manner.

It should be noted that the experimental dataset is intentionally constructed to include
SLA documents containing at least one automatically generated incorrect answer. The
objective of this evaluation is to assess the effectiveness of the proposed ontology-driven
reasoning mechanism in identifying logical inconsistencies rather than to estimate their oc-
currence in real-world SLA documents. Since the ontology population, ontology alignment,
and SWRL-based reasoning processes are independent of the presence of logical errors, the
proposed framework is equally applicable to correctly drafted SLA documents, where no
inconsistency instances would be generated during reasoning.

In addition, the proposed solution is evaluated to validate the correctness of semantic
reasoning rather than the computational efficiency of the underlying ontology reasoner.
Therefore, metrics such as reasoning latency, memory consumption, and large-scale scal-
ability were not investigated in this study. Evaluating the computational performance
of different OWL reasoners under large-scale cloud vulnerability datasets constitutes an
important direction for future work.

Despite these promising results, the study also reveals an inherent limitation of rule-
based consistency verification. The effectiveness of SWRL reasoning is constrained by
the completeness of the semantic rules and domain constraints represented within the
ontology. Contract-specific inaccuracies that do not violate logical relationships remain
difficult to detect automatically and may require document-level verification or expert re-
view. Future research may address this limitation by combining ontology-based reasoning
with Large Language Model (LLM)-assisted semantic verification techniques capable of
directly comparing generated knowledge against the original contractual text. Another
limitation of the proposed knowledge acquisition process is that it assumes normalized
Q&A pairs generated from SLA documents. Consequently, errors introduced during the
knowledge acquisition stage may propagate to ontology population. Although the pro-
posed SWRL-based reasoning mechanism can identify semantic and logical inconsistencies
after ontology population, improving the robustness of the knowledge acquisition process
through more advanced semantic parsing techniques remains an important direction for
future work. Furthermore, although the proposed SWRL reasoning mechanism effectively
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detects violations of explicitly encoded semantic constraints, it cannot identify contractually
incorrect assertions that remain logically consistent with the ontology. Such cases originate
from inaccuracies introduced during knowledge acquisition rather than inconsistencies
within the ontology itself. A promising direction for future research is to complement
ontology-based reasoning with a contract verification module that compares extracted
ontology assertions against the original SLA text using semantic retrieval or advanced
language understanding techniques. This hybrid verification strategy would enable the
detection of both logical inconsistencies and factually incorrect contractual interpretations.
Therefore, the reliability of automated SLA knowledge acquisition would be improved.
Finally, while the experimental dataset is sufficient to validate the reasoning capabilities of
the proposed framework, a larger and more heterogeneous collection of SLA documents
would provide a more comprehensive assessment of its generalizability across different
cloud service providers and contractual writing styles.

5. Conclusions and Future Works
The increasing complexity of cloud service ecosystems has created a growing need

for machine-readable representations of security obligations, vulnerability information,
and compliance requirements. Although SLAs play a critical role in defining security
responsibilities between cloud providers and customers, most SLA documents remain
unstructured and difficult to integrate with operational security intelligence. Addressing
this challenge requires not only the formal representation of contractual security knowledge
but also mechanisms capable of linking SLA obligations with vulnerability management
processes through semantic reasoning.

This study presents an ontology-driven approach that integrates SLA security knowl-
edge and cloud vulnerability information within a unified semantic model. The proposed
approach combines an SLA Security Ontology, automatically constructed from SLA-derived
knowledge, with a Vulnerability Ontology generated from vulnerability findings obtained
through cloud security assessment processes. The integration of these ontologies enables
the establishment of machine-readable security semantics and provides a common se-
mantic foundation for vulnerability assessment, compliance monitoring, and security
governance activities.

The main contribution of the study is the semantic alignment between SLA obli-
gations and vulnerability intelligence through ontology integration mechanisms. The
proposed SLAVUL Ontology establishes interoperability between heterogeneous security
knowledge sources by aligning vulnerability findings, severity classifications, remediation
commitments, and security activities within a unified ontology structure. This integration
enables vulnerability information originating from operational cloud environments to be
interpreted in the context of contractual security requirements defined within SLAs.

Another important contribution of the study is the integration of SWRL-based rea-
soning mechanism to enable automated inference, remediation obligation alignment, and
consistency verification. The developed reasoning framework automatically propagates
remediation obligations, aligns vulnerability severity levels across ontologies, and infers im-
plicit security knowledge that cannot be explicitly represented through ontology structures
alone. In addition, a set of consistency verification rules is defined to identify logical in-
consistencies in SLA-derived security knowledge. Experimental evaluation demonstrated
that the proposed reasoning mechanism successfully detected logical errors in 73% of
the evaluated SLA documents. Detailed analysis revealed that the remaining undetected
cases primarily corresponded to contractually incorrect but logically consistent answers,
highlighting the distinction between logical consistency and contractual correctness in
ontology-driven validation environments.
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Consequently, the proposed study contributes to the literature in several ways. First,
it introduces an integrated ontology model that combines SLA security semantics and
vulnerability intelligence within a single knowledge representation framework. Second, it
demonstrates how semantic interoperability can be achieved between contractual security
requirements and operational vulnerability data through ontology alignment. Third, it
presents a practical application of SWRL-based automated reasoning for remediation obli-
gation alignment and consistency verification in cloud security management. Finally, the
study provides a mechanism for detecting semantic inconsistencies before they propagate
into security assessment and compliance decision-making processes.

The findings of this study also reveal several opportunities for extending the current
framework and enhancing its practical applicability. The current consistency verification
framework primarily focuses on logical constraints represented through manually defined
SWRL rules. In future studies, we will investigate the integration of LLMs and ontology-
based reasoning mechanisms to support contract-level semantic verification and improve
the detection of logically consistent yet contractually incorrect responses. In addition, the
use of transformer-based information extraction and domain-specific NER models will
be explored to improve the robustness of ontology population under heterogeneous SLA
writing styles and complex contractual language. Future work will also investigate comple-
mentary semantic verification mechanisms for validating extracted SLA knowledge against
the original contractual documents. Such mechanisms will enable the detection of factually
incorrect assertions that remain logically consistent within the ontology. Hence, more
advanced semantic parsing techniques will be investigated and a quantitative evaluation
of the knowledge acquisition component will be conducted to assess extraction accuracy
and further improve the robustness and generalizability of ontology population from cloud
SLA documents. In addition, the ontology will be extended to incorporate regulatory
compliance frameworks and industry-specific security standards, enabling broader com-
pliance assessment capabilities. Further, dynamic ontology updating mechanisms will be
developed to continuously incorporate newly discovered vulnerabilities and evolving SLA
requirements into the proposed SLAVUL Ontology. In addition, future work will focus
on extending the ontology generation module with robust API interaction mechanisms,
including pagination support, exception handling, and incremental ontology synchroniza-
tion to improve scalability and maintainability. Moreover, the proposed approach will be
evaluated using larger and more diverse SLA datasets obtained from multiple cloud service
providers, including correctly drafted SLA documents with varying contractual structures
and writing styles, to further validate its scalability, generalizability, and practical applica-
bility in real-world cloud security environments. Finally, future work will also include a
systematic performance evaluation of ontology reasoning under large-scale cloud security
datasets, including reasoning latency, memory consumption, and scalability analyses using
different OWL reasoners.

Future work will also investigate transformer-based information extraction and
domain-specific NER models to improve the robustness of ontology population under
heterogeneous SLA writing styles and complex contractual language.

In conclusion, the proposed study demonstrates that ontology engineering, semantic
interoperability, and rule-based reasoning can be effectively combined to bridge the gap
between contractual security obligations and operational vulnerability management. By
providing machine-readable security semantics, automated remediation obligation align-
ment, and logical inconsistency detection capabilities, the proposed approach establishes
a foundation for more intelligent, transparent, and semantically aware cloud security
management systems.
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