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Abstract

The safe operation of power battery systems relies on the dynamic symmetric equilibrium
of electrochemical distribution and thermal management states, whereas fault occurrence is
often accompanied by symmetry breaking. To achieve accurate fault diagnosis and symme-
try restoration, this study proposes a symmetrical closed-loop framework (DBP-KG-FBN)
that integrates digital battery passport (DBP) text mining, knowledge graph (KG), and
fuzzy Bayesian network (FBN). Power battery fault diagnosis is critical to new energy
vehicle (NEV) safety; however, conventional methods face two key limitations: (1) they
inadequately exploit multi-source heterogeneous textual data in DBPs; and (2) they fail to
handle uncertainty in fault propagation. The methodology proceeds as follows. First, a
BERT-BiLSTM-CRF model extracts fault-related entities and relations from unstructured
DBP text, which are structured into a Neo4j-based knowledge graph. Second, via rule-based
topological mapping, the KG topology is transformed into a Bayesian network through
structurally symmetric transformation between the semantic and probabilistic layers, with
cyclic dependencies resolved by introducing latent variables. Third, network parameters
are determined by integrating fuzzy set theory with game theory-based weighting to
quantify uncertainty and subjectivity in expert evaluations, thereby achieving symmetric
utilization of subjective and objective information. This enables bidirectional symmetric
reasoning for forward fault prediction and backward fault traceability. Experimental results
demonstrate that while maintaining symmetric stability of the diagnostic knowledge topol-
ogy, the proposed DBP-KG-FBN method achieves a diagnostic accuracy of 0.92 (Top-3).
This symmetrical closed-loop framework significantly outperforms fault tree analysis (FTA)
and event tree analysis (ETA) in diagnostic accuracy and reasoning efficiency. It transforms
unstructured DBP data into computable knowledge for intelligent battery diagnosis. Fu-
ture work will expand the corpus via transfer learning and optimize adaptive weighting
algorithms for expert evaluations.

Keywords: power battery; fault diagnosis; digital battery passport; knowledge graph;
fuzzy Bayesian network; named entity recognition; bidirectional symmetric reasoning

1. Introduction
With the rapid development of the global new energy vehicle industry, the safety and

reliability of its core power system—the power battery—have become a focus of attention
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for both academia and industry [1]. Statistics show that most electric vehicle safety inci-
dents are related to power battery faults [2]. These faults are often triggered by the coupling
of multiple factors, such as material aging, manufacturing defects, and complex operating
conditions, and are characterized by strong uncertainty and complexity. However, conven-
tional unidirectional diagnosis methods lack symmetric bidirectional reasoning capability
to simultaneously support fault prediction and traceability. Therefore, developing efficient
and accurate fault diagnosis technologies to achieve proactive management and early
warning of battery health is key to ensuring the safe operation of new energy vehicles.

Current mainstream fault diagnosis methods mainly fall into three categories. Model-
based methods, while having clear physical significance, rely heavily on model accuracy
and struggle to characterize complex nonlinear relationships. Data-driven methods can
mine features from data but require large amounts of high-quality labeled data and suffer
from poor interpretability. Knowledge-based methods offer strong interpretability and do
not rely on precise mathematical models, yet face challenges in knowledge acquisition and
dynamic updating.

In recent years, the digital battery passport (DBP), serving as a core digital carrier
recording the full life-cycle information of lithium batteries, has provided a data foundation
for addressing key issues such as battery traceability, reuse evaluation, and recycling
optimization [3–5]. The DBP contains not only manufacturing information, performance
parameters, and usage history but also a large amount of unstructured textual data, such
as fault reports, maintenance logs, and engineering experience records. These data may
contain critical information related to the degradation mechanisms and failure modes of
power lithium batteries. Existing knowledge-based fault diagnosis methods, limited by
their reliance on structured inputs and insufficient domain priors, struggle to fully exploit
the deep knowledge within such textual data. Moreover, the absence of symmetric mapping
between knowledge topology and probabilistic structure limits model transformation
consistency. Consequently, how to automatically extract interpretable fault knowledge
from unstructured DBP text and construct a computable diagnostic model possessing both
uncertainty modeling capability and intelligent reasoning ability has become a key scientific
challenge in the field of sustainable power battery management.

To address this challenge, this paper proposes a power battery fault diagnosis frame-
work (DBP-KG-FBN) based on the DBP. Its core innovation lies in combining the semantic
organization capability of KG with the probabilistic reasoning capability of FBN through
symmetric topological mapping and bidirectional inference. The main contributions of this
paper are as follows:

(1) A domain knowledge graph for power battery fault diagnosis was constructed, achiev-
ing automated extraction and structured representation of fault knowledge from un-
structured DBP text with symmetric structural correspondence to Bayesian networks;

(2) A method for constructing a Bayesian network based on knowledge graph mapping
was proposed, and fuzzy set theory and a symmetric combined weighting method
were introduced to balance the fuzziness and subjective uncertainty in expert evalua-
tions and determine the network parameters;

(3) Bidirectional probabilistic reasoning for both forward prediction and backward diag-
nosis was realized through a symmetric reasoning mechanism, and case experiments
were conducted to validate the significant advantages of the proposed method over
traditional methods (FTA, ETA) in terms of accuracy, efficiency, and interpretability.

The structure of this paper is as follows. Section 2 reviews related research work;
Section 3 elaborates on the overall framework and implementation steps of the DBP-KG-
FBN method; Section 4 verifies the effectiveness of the method through case experiments;
and Section 5 summarizes the full text and outlines future research directions.
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2. Literature Review
2.1. Digital Battery Passport (DBP) and Its Applications

The DBP serves as a core carrier for data transparency throughout the battery life
cycle. Current research primarily focuses on data modeling and value scenario mining.
Standardized data models have been proposed to support cross-system interoperability [6]
and end-of-life recycling optimization [7]. Value-oriented studies emphasize remaining
useful life indicators for resale and repurposing [8], life cycle assessment for environmental
impact quantification [9], conceptual frameworks for sustainable product management [10],
supply-chain carbon responsibility allocation [11], and AI-driven sustainability assessment
for greener batteries [12]. However, existing research predominantly concentrates on macro
frameworks and structured data, generally neglecting the diagnostic value of massive
unstructured textual data (e.g., fault reports, maintenance logs) contained within DBPs.
The failure modes and degradation mechanisms latent in such text remain unexploited as
computable diagnostic knowledge. To address this “text–knowledge–model” transforma-
tion bottleneck, this study proposes a modeling paradigm integrating natural language
processing, knowledge representation, and uncertainty reasoning.

2.2. Power Battery Fault Diagnosis Methods

Existing fault diagnosis methods mainly fall into three paradigms: model-based,
data-driven, and knowledge-based. Model-based methods construct equivalent circuit or
electrochemical models for residual analysis and state estimation [13–15], offering clear
physical significance. However, their performance strictly depends on model accuracy,
struggling to characterize the strong nonlinearity and time-varying characteristics of power
batteries [16,17]. Data-driven methods mine fault features directly from historical data
using neural networks and statistical approaches [18–23], or advanced architectures such
as spatio-temporal transformers [24–27]. While reducing reliance on physical models, these
approaches require large-scale, high-quality labeled data and suffer from poor interpretabil-
ity due to their “black-box” nature. Knowledge-based methods rely on domain expert
experience and historical cases to construct knowledge bases and reasoning rules, offering
strong interpretability without dependence on precise mathematical models or massive
labeled data. Nevertheless, research on knowledge-based battery diagnosis remains limited,
facing critical bottlenecks in automated knowledge acquisition and dynamic updating. The
systematic recording of unstructured textual fault data in DBPs provides a novel foundation
to overcome these limitations.

2.3. Diagnostic Modeling Methods Integrating NLP, Knowledge Representation, and
Uncertainty Reasoning

To achieve the transformation from unstructured DBP text to computable diagnostic
models, this study integrated named entity recognition (NER), knowledge graphs (KGs),
and fuzzy Bayesian networks (FBNs) to construct the technical chain of “information
extraction, knowledge representation, uncertainty modeling”.

NER constitutes the primary step for structured knowledge extraction from free text.
Deep learning-based NER methods have been successfully applied in specialized domains,
including pathology reports [28], construction safety [29], engineering geology [30], land-
slide disasters [31], and traditional Chinese medicine [32]. Specifically, the BERT-BiLSTM-
CRF architecture has demonstrated significant advantages in domain-specific applications
such as citrus pest identification [33], educational text analysis [34], biochemical NER [35],
lithium deposit knowledge graphs [36], and waterway transport accidents [37], providing
reliable technical assurance for automated fault knowledge extraction.
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KG provides a structured semantic representation framework for multi-source hetero-
geneous knowledge, supporting knowledge integration and associative reasoning. Appli-
cability in fault diagnosis has been explored through semi-supervised industrial adaptive
methods [38], large language model-assisted construction for CNC systems [39] and robotic
fault diagnosis [40], as well as integration with graph attention networks [41] and temporal
knowledge graphs [42].

BN is widely used in fault diagnosis and risk analysis due to its capability to ex-
press probabilistic relationships and handle uncertainty in fault propagation through
bidirectional reasoning [43–45]. Applications include hydrogen safety risk assess-
ment [43], construction robot safety analysis [45], human factor assessment [46], and
sensor configuration optimization [47].

While existing research has advanced independently in DBP frameworks, diagnostic
paradigms, and enabling technologies, a critical limitation persists: the lack of a systematic
solution to automatically transform unstructured textual fault knowledge embedded in
DBPs into computable diagnostic models supporting uncertainty reasoning. This study
proposes the DBP-KG-FBN framework to address this gap, automating knowledge extrac-
tion from unstructured DBP text and enabling dynamic, uncertainty-aware fault diagnosis.
Currently, existing KG-BN frameworks [48–50] predominantly rely on historical accident
or defect records, and adopt either pure data-driven estimation or simplified fuzzy ex-
pert evaluation with rigid structural mapping assumptions. In contrast, DBP-KG-FBN
leverages the full life-cycle unstructured text of the digital battery passport for knowledge
graph construction, introduces a structurally symmetric KG-to-BN transformation that
preserves semantic integrity via latent variables, and employs fuzzy set theory coupled
with game-theoretic combination weighting to systematically calibrate network parameters
under uncertainty. Furthermore, these methods rarely consider the symmetric structural
correspondence between knowledge representation and probabilistic inference, nor the
symmetric bidirectional reasoning capability for both prediction and diagnosis, leaving a
gap for integrated fault diagnosis frameworks.

3. DBP-KG-FBN Fault Diagnosis Methodology
This study proposes a power battery fault diagnosis method (DBP-KG-FBN) that

integrates digital battery passport, knowledge graph, and fuzzy Bayesian network to
address the bottlenecks of traditional methods in utilizing unstructured text and handling
uncertainty. This framework automates the construction of a computable knowledge system
from text and establishes a diagnostic model supporting uncertainty reasoning, thereby
achieving a closed loop from data to decision. As shown in Figure 1, the overall framework
consists of three core stages: (1) construction of the power battery fault knowledge graph
based on DBP; (2) generation of the power battery fault diagnosis FBN via KG mapping;
and (3) intelligent applications based on the diagnosis model.

 

Figure 1. DBP-KG-FBN overall workflow.
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3.1. Construction of Power Battery Fault KG Based on DBP

KG construction is the primary step of the DBP-KG-FBN fault diagnosis method,
aiming to transform the unstructured fault text in DBP into a structured, computable
semantic network. The specific process encompasses four key steps: corpus preparation,
ontology design, knowledge extraction, and knowledge storage.

In the corpus preparation stage, to simulate the unstructured fault text data contained
in real DBPs, this study integrated internal after-sales text data from Chinese power bat-
tery enterprises, supplemented by industry white papers and authoritative maintenance
manuals obtained from the CNKI platform, to construct a substitute corpus covering
comprehensive fault modes. Entity annotation was performed based on LabelStudio,
including two methods: long-entity and short-entity annotation. Long entities were an-
notated directly on the original sentence, with labels corresponding to long segments
spanning multiple words, used to test the model’s contextual understanding and boundary
recognition capability. Short entities were first segmented using Jieba, then annotated
with labels corresponding to words or short segments, and used to test the model’s local
feature capture and noise resistance performance; the comparison is shown in Figure 2.
The inter-annotator agreement between the primary annotator and the reviewer, measured
by Cohen’s Kappa coefficient, reached 0.85 (indicating substantial consistency), and the
annotated data were subsequently converted to BIO format for model training.

Figure 2. Comparison of long- and short-entity annotation strategies for DBP text.

In the ontology design phase, considering the strong domain specificity and complex
entity relationships, this study adopted a top-down approach to design the power battery
fault diagnosis ontology to achieve a standardized representation of fault knowledge. This
ontology is formally described using OWL-DL language, and its structure is shown in
Figure 3. This ontology passed consistency verification using the Pellet reasoner, providing
a solid semantic framework for knowledge extraction.

In the knowledge extraction stage, the BERT-BiLSTM-CRF model is employed to
achieve the transformation from text to structured knowledge. The overall architecture
of this model consists of three stages: the input text passes through the BERT model, gen-
erating contextual embedding vectors for each word. The embedding vectors output by
BERT, containing rich semantic information, serve as the input to the BiLSTM. The BiL-
STM captures forward and backward dependencies in the sequence through bidirectional
processing, outputting an enhanced feature sequence that better represents the context
in the text. The output of the BiLSTM serves as the input to the CRF layer. The CRF
layer performs global optimization on the label sequence. By learning the dependencies
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between labels, CRF ensures that the output label sequence is globally optimal, thereby
improving the accuracy of the NER task. Figure 4 illustrates the implementation process of
this framework.

Figure 3. Power battery fault diagnosis KG ontology structure.

Figure 4. BERT-BiLSTM-CRF model architecture for fault knowledge extraction.

In the knowledge storage phase, the extracted triple data are imported into the
Neo4j graph database, completing the persistent storage and visualization of knowledge.
Neo4j’s powerful graph structure query and traversal capabilities provide efficient sup-
port for subsequent graph querying, subgraph extraction, and topological mapping to
Bayesian networks.
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3.2. Generation of Power Battery Fault Diagnosis FBN Based on KG Mapping

To achieve uncertainty reasoning, the core task of this stage is to transform the con-
structed structured fault knowledge graph into a Bayesian network probabilistic graphical
model, primarily achieved through two steps: topological structure mapping and probabil-
ity parameter estimation.

3.2.1. Topological Structure Mapping

The study employs KG mapping to form the Bayesian network topological structure,
defining mapping rules: (1) Fault-related entities in the knowledge graph are mapped
to nodes in the Bayesian network; (2) Fault association relationships between entities are
mapped to directed edges between nodes. When the directionality of the edge is unclear,
domain knowledge of power battery fault propagation is combined for direction judgment;
(3) When cyclic associations exist in the knowledge graph, the cycles are broken by node
merging or introducing latent variables, ensuring that the Bayesian network satisfies the
directed acyclic graph property. For example, if a cycle A-B, B-C, C-A exists among entities
A, B, C, a latent variable L is introduced, transforming the cycle into L-A, L-B, L-C. The
state and conditional probability table of the latent variable are defined by experts based
on battery fault mechanisms. This latent-variable augmentation is theoretically grounded
in the standard technique for cyclic causal structures in probabilistic graphical models,
where the latent L represents an unobserved confounding mechanism (e.g., system-level
thermal runaway propensity) that simultaneously influences the cyclic entities, thereby
converting the cyclic dependency into a polytree without loss of generative semantics;
(4) Redundant or highly similar fault association edges are merged, ensuring that the
network structure aligns with the practical application scenarios of power battery fault
diagnosis. The mapping procedure described in rules (1)–(4) is formalized as Algorithm 1.

Algorithm 1. KG-to-BN Topological Mapping.

Input: Knowledge graph GKG, Ontology O
Output: Bayesian network DAG GBN
1. Initialize empty node set VBN and empty edge set EBN

2. for each entity v in knowledge graph GKG do
3. Map v to a corresponding BN node, with states defined by Ontology O
4. end for
5. for each relation (u, v) in knowledge graph GKG do
6. Determine edge direction u → v using battery fault propagation rules
7. Add the directed edge to BN edge set EBN

8. end for
9. if any cycle exists in EBN then
10. if cyclic nodes are semantically equivalent then
11. Merge cyclic nodes into a single composite node
12. else
13. Introduce latent variable L;
14. Replace cycle with edges from L to all cycle nodes
15. end if
16. end if
17. Merge redundant edges using similarity threshold θ

18. return Bayesian network GBN

Thus, the semantic topology of the KG is transformed into a probabilistic depen-
dency topology structure of a Bayesian network suitable for fault diagnosis. This
mapping establishes a structural symmetry between the semantic topology of the
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knowledge graph and the probabilistic dependency topology of the Bayesian network.
Formally, let the knowledge graph be GKG = (VKG, EKG) and the Bayesian network
be GBN = (VBN, EBN). The mapping ϕ : VKG → VBN preserves adjacency such that
(u, v) ∈ EKG ⇒ (ϕ(u), ϕ(v)) ∈ EBN , i.e., each KG entity maps to a unique BN node and
each KG relation maps to a unique directed edge.

3.2.2. Probability Parameter Estimation

This study employed the fuzzy Delphi method to obtain the prior probabilities of
symptom nodes (S) and the conditional probabilities of cause nodes (C).

To handle the uncertainty in fault probabilities and the subjectivity in expert eval-
uations, this study introduces fuzzy set theory for parameter estimation. Proposed by
Zadeh in 1965 [51], this theory describes the degree to which an element belongs to a set
via membership functions, breaking through the limitations of traditional binary logic.
This study selects the triangular fuzzy number (TFN), known for its high flexibility, strong
compatibility, and computational simplicity, to calculate fault node probabilities. A TFN is
typically defined by three parameters (l, m, u), where l is the left endpoint, m is the peak
value (location of maximum membership), and u is the right endpoint. The membership
function µ(x) is defined as follows:

µ(x) =


0 , x < l

x − l
m − l , l ≤ x < m
u − x
u − m , m ≤ x < u

0 , x ≥ u

(1)

This study used a seven-level expert evaluation scale to set up a questionnaire, inviting
5 experts to provide fuzzy evaluations for the prior probabilities and conditional proba-
bilities of fault nodes. The seven-level expert evaluation scale and corresponding TFNs
are shown in Table 1. The selection of Triangular fuzzy numbers (TFNs) over alternative
fuzzy representations is grounded in three key considerations: (1) Interpretability: the
triplet directly matches expert cognitive heuristics—pessimistic bound, most-likely esti-
mate, and optimistic bound—thus minimizing cognitive load during probability elicitation.
(2) Domain suitability: fault probabilities in power battery systems rarely approach ex-
treme values (near 0 or 1), so the compact support of TFN avoids over-allocating belief to
distribution tails. (3) Computational efficiency: TFNs support closed-form defuzzification
via the center-of-gravity method, whereas Gaussian or trapezoidal alternatives require
numerical integration or extra shape parameters. Given that the expert ratings in this study
are concentrated in mid-range intervals and historical fault frequencies are scarce, the
additional fourth parameter of a trapezoidal fuzzy number would not yield a measurably
different defuzzified outcome; TFN thus offers a parsimonious and sufficiently expressive
representation for this application.

In the context of power battery fault diagnosis, the TFN parameters (l, m, u) encode
the physical bounds of expert uncertainty. The lower bound l represents the conservative
floor of fault probability, reflecting the expert’s judgment based on historical maintenance
logs and normal operating conditions. The modal value m represents the most probable
estimate, corresponding to the dominant degradation pattern observed in field experience.
The upper bound u represents the prudent ceiling, accounting for unobserved stress
factors, measurement noise, and rare but non-negligible degradation pathways. Taking the
“Medium (M)” rating in Table 1 as an illustrative example, the TFN (0.3, 0.5, 0.7) physically
means that the expert judges the fault to have a minimum 30% chance of occurrence under
routine conditions, a most likely 50% chance based on typical empirical evidence, and a
maximum 70% chance when latent stressors not fully captured by historical data are taken
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into account. This three-point encoding therefore captures both epistemic uncertainty and
aleatory variability within a single fuzzy set.

Table 1. Seven-level expert evaluation scale and corresponding TFNs.

Possibility Level Triangular Fuzzy Number (l,m,u)

Very high (VH) (0.7, 0.9, 1)

High (H) (0.6, 0.7, 0.8)

Fairly high (FH) (0.5, 0.6, 0.7)

Medium (M) (0.3, 0.5, 0.7)

Fairly low (FL) (0.3, 0.4, 0.5)

Low (L) (0.2, 0.3, 0.4)

Very low (VL) (0, 0.1, 0.3)
Note: Similar TFN-based rating scales have been proposed in the literature [52].

To balance subjective and objective information, this study uses the analytic hierarchy
process (AHP) to calculate subjective weights and the entropy weight method (EWM) to
calculate objective weights. Then, a game theory model is used to solve for the optimal
combination coefficients, obtaining the comprehensive weights:

W∗ = α∗1WAHP + α∗2WEWM (2)

After aggregating the fuzzy evaluations from all experts, the center of gravity method
is used for defuzzification, converting the fuzzy numbers into precise probability values to
fill the conditional probability tables (CPT) of the Bayesian network. The center of gravity
method converts the triangular fuzzy number (l, m, u) into a crisp probability value by
calculating the weighted average over its support interval [l, u]. The specific formula is
as follows:

P =
∫ u

l x·µ(x)dx∫ u
l µ(x)dx

(3)

3.3. Intelligent Applications Based on the Power Battery Fault Diagnosis Model

The DBP-KG-FBN diagnostic model, constructed based on the aforementioned meth-
ods, is not a static analysis tool but a dynamic decision support system for power
battery full life-cycle fault diagnosis, possessing three key intelligent operation and
maintenance capabilities.

The model supports both fault warning and diagnosis through bidirectional proba-
bilistic reasoning. This constitutes an inferential symmetry: forward prediction estimates
the likelihood of symptoms given causes, P(S | C), whereas backward diagnosis recovers
the posterior probability of causes given symptoms, P(C | S). These two directions form a
dual pair linked by Bayes’ theorem:

P(C | S) = P(S|C) P(C)
P(S) (4)

This duality enables the same model to perform both proactive warning and retrospec-
tive traceability. Forward reasoning dynamically calculates the posterior probability of each
node based on prior probabilities and real-time inputs, quantifying fault risk. By setting
probability thresholds, the system automatically triggers graded alarms and generates
maintenance work orders. Backward diagnosis inputs observed phenomena as evidence,
calculates the probability distribution of cause nodes through Bayesian updating, and
outputs a list of possible faults sorted by probability, guiding on-site troubleshooting.
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The model supports a scenario-adaptive configuration based on subgraph extrac-
tion. For different operation and maintenance needs, predefined Cypher queries are used
to extract relevant entity and relationship subgraphs from the Neo4j knowledge graph,
which are then converted into dedicated Bayesian sub-networks according to the rules in
Section 3.2.1, achieving rapid and precise scenario adaptation. From a computational per-
spective, the core operations of the proposed framework exhibit efficient complexity. The
KG-to-BN topological mapping adopts graph traversal with linear complexity O(|V|+ |E|),
where |V| and |E| denote the number of fault entities and relations. For FBN probabilistic
reasoning, junction tree propagation is employed with complexity O(n · 2w), where n is
the number of network nodes and w refers to the treewidth. The overall computational
overhead is low and scalable, which supports the real-time requirements of online battery
fault diagnosis applications.

The model achieves closed-loop evolution based on knowledge increments. When new
fault cases or expert experience emerge, the new unstructured text is processed through
the BERT-BiLSTM-CRF model and rules described in Section 3.1 to extract entities and
relationships, which are transformed into structured triples and incrementally imported
into the Neo4j graph database. Knowledge base updates automatically trigger synchronous
adjustments of the Bayesian network, including topology expansion and parameter updates,
ensuring that the model continuously adapts to new environments.

4. Case Validation and Result Analysis
4.1. Experimental Setup

The original dataset used in the experiment came from the internal after-sales records
of a specific battery model from a Chinese power battery recycling company, supplemented
by relevant academic papers and professional fault repair manuals obtained from the
CNKI platform to cover a wider range of fault modes. To overcome the challenge of scarce
high-quality public data in this field, this study employed targeted text data augmentation
strategies based on 640 original data entries. By performing rule-based entity replacement,
semantic paraphrasing, and contextual perturbation on the original corpus, the effective
data size was expanded to 3219 entries. The augmented dataset did not show significant
overfitting during training, with the validation set loss decreasing steadily.

The current corpus was derived from Chinese enterprise records and CNKI technical
literature. While the fault mechanisms (e.g., relay damage, BMS connector looseness) are
generic to lithium-ion battery systems across regions, we recognize that regional regulatory
DBP schemas may differ in data fields. The proposed NLP-to-KG pipeline is adaptable to
different DBP schemas and can be re-targeted to any textual DBP format by retraining the
NER model and refining the ontology on a local corpus aligned with regional standards.

After data preprocessing, the augmented dataset was randomly split into a 70%
training set, 15% validation set, and 15% test set using the scikit-learn library. Regarding
the experimental environment, the GeNIe 2.4 tool was chosen for constructing the Bayesian
network, parameter learning, and probabilistic reasoning. Meanwhile, this study selected
traditional knowledge-based fault diagnosis methods, fault tree analysis (FTA) and event
tree analysis (ETA), as benchmark models for comparison. For a fair comparison, the fault
corpus and domain knowledge used to build the baseline FTA and ETA models were
sourced from the same origin as those used in this paper’s method and were established
by the same expert panel (Section 3.2.2). This design locks the root cause of performance
differences to the methodology itself, rather than knowledge quality.
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4.2. DBP-KG-FBN Construction Validation

Knowledge extraction is the foundation for building the diagnostic model. To validate
the knowledge extraction effectiveness, the performance of 7 NER models on the long- and
short-entity annotated datasets was compared. Although CRF can function as a standalone
NER model, it requires manually crafted feature templates. Given the limited dataset size
and relatively simple text structure in this study, designing such templates would introduce
subjective bias and likely result in poor generalization to new fault descriptions. Therefore,
it was not included separately in the comparison. The training epochs were uniformly
set to 100, and other parameters were adjusted to their optimal values. The performance
comparison of each model on the two entity annotation datasets is shown in Table 2.

Table 2. Evaluation scores of different NER models on long- and short-entity labeling sets.

NER Model
Long-Entity Labeling Short-Entity Labeling

P R F1 P R F1

HMM 0.8481 0.8442 0.8461 0.8576 0.8177 0.8372

BiLSTM 0.8987 0.9102 0.9044 0.8937 0.8914 0.8925

BiLSTM-CRF 0.9200 0.9209 0.9204 0.8950 0.8935 0.8942

BERT-CRF 0.8067 0.8384 0.8222 0.9094 0.9297 0.9194

BERT-BiLSTM-CRF 0.8066 0.8599 0.8324 0.9043 0.9361 0.9199

BERT-Softmax 0.0859 0.3799 0.1401 0.4491 0.8882 0.5966

BERT-BiLSTM-Softmax 0.0470 0.2795 0.0805 0.3270 0.6550 0.4362

Experimental results show that models based on Softmax decoding performed signifi-
cantly worse than those with CRF decoding across all compared models, validating the
irreplaceable role of the CRF layer in ensuring the structural integrity of the output sequence
by introducing label transition constraints in professional domain NER tasks. The BERT-
BiLSTM-CRF model demonstrated significantly superior comprehensive performance in
the short-entity labeling task (F1-score: 0.9199). This performance improvement is primarily
attributed to the deep semantic understanding capability provided by the BERT pre-trained
language model. Power battery fault text contains a large number of professional terms
and specific expressions. BERT, through its pre-training on large-scale corpora, can better
understand the contextual semantics of these professional terms, providing a high-quality
lexical representation foundation for sequence labeling. In the long-entity labeling task,
although the performance of the BERT-BiLSTM-CRF model decreased compared to the
short-entity task, it remained relatively high, indicating that BiLSTM’s sequence model-
ing capability can still effectively capture contextual dependencies for entities spanning
multiple words. Meanwhile, benefiting from the pure sequence modeling capability that
effectively captures long-range dependencies, the BiLSTM-CRF model also performed
excellently in the long-entity labeling task (F1-score: 0.9182).

The performance gap between short-entity (F1 = 0.9199) and long-entity (F1 = 0.8324)
labeling in the BERT-BiLSTM-CRF model arises from annotation granularity. Short entities
are segmented by Jieba prior to annotation, providing explicit boundary cues that assist CRF
transition learning. Long entities, annotated directly on raw sentences, span multiple words
with ambiguous boundaries (e.g., “severe module over-discharge”), demanding stronger
long-range dependency capture. Although BiLSTM mitigates this, the absence of explicit
word boundaries in long-entity labeling increases boundary-detection error. This trade-off
is acceptable because the downstream KG construction primarily relies on short-entity
precision, while long entities are subsequently disambiguated via ontology constraints.
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To quantitatively validate the impact of the augmentation strategy, we conducted a
controlled ablation using the already-determined optimal model (BERT-BiLSTM-CRF) un-
der identical configurations and a fixed random seed. Training solely on the 640 raw records
yielded a short-entity F1 of 0.8743 and a long-entity F1 of 0.7856, whereas the augmented
3219 entry dataset achieved 0.9199 and 0.8324, respectively. The absolute F1 improvements
of 0.0456 (short) and 0.0468 (long) confirm that the augmentation effectively mitigates data
scarcity beyond mere scale expansion.

However, considering the practical need to handle entities of different lengths si-
multaneously, the BERT-BiLSTM-CRF model offers a more balanced guarantee in overall
performance and generalization ability. This study employed the BERT-BiLSTM-CRF
model to complete knowledge extraction, effectively accomplishing the construction of
the structured knowledge graph from DBP text. The visualization result of the knowledge
graph is shown in Figure 5.

Figure 5. Visualized power battery fault KG.

Based on the knowledge graph, the Bayesian network topological structure was con-
structed through rule-based mapping. To address uncertainty in expert evaluations, fuzzy
set theory and the combined weighting method were used to determine probability parame-
ters. The weight allocation results in Table 3 show that Expert E received the highest weight
(0.5074) due to high evaluation stability and rich professional experience, while Expert
B received a relatively low weight (0.0293) due to large evaluation divergence, fully demon-
strating the effectiveness of this method in balancing subjective and objective information.

Table 3. Expert comprehensive weights.

Expert Subjective Weight Objective Weight Comprehensive Weight

Expert A 0.3155 0.3696 0.3696

Expert B 0.1002 0.0293 0.0293

Expert C 0.0918 0.0131 0.0131

Expert D 0.1206 0.0807 0.0807

Expert E 0.3719 0.5074 0.5074
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To validate the combined weighting approach, we compared the game-theoretic
solution against single-method alternatives using the same expert questionnaire data.
(1) Pure AHP (subjective weights) assigns Expert B a weight of 0.1002 despite its low
evaluation consistency, risking amplification of subjective bias. (2) Pure EWM (objective
weights) compresses Expert C to 0.0131, potentially over-penalizing low variance caused
by small-sample fluctuations and undervaluing domain expertise. (3) The game-theoretic
combination solves Nash-equilibrium coefficients that balance both information sources,
yielding a dominant weight for Expert E (0.5074), who exhibits both high subjective stability
and high objective consistency while appropriately suppressing outlier experts (B and
C). This comparison confirms that the combined method outperforms single-criterion
weighting in reconciling experiential knowledge with data-driven evidence.

To assess robustness against individual bias, we conducted a sensitivity analysis by se-
quentially excluding each expert and renormalizing the remaining comprehensive weights.
Excluding the lowest-weighted expert (C, 0.0131) altered the defuzzified probabilities of
key nodes by less than 1.5%: C6 shifted from 0.4113 to 0.4175 (+1.5%), C3 from 0.4414 to
0.4453 (+0.9%), and S2 from 0.1971 to 0.1978 (+0.4%). Simultaneously excluding the two
lowest-weighted experts (B: 0.0293 and C: 0.0131) changed these probabilities by less than
2.5%. The negligible impact of discordant evaluations is attributable to the game-theoretic
weighting mechanism, which inherently suppresses outlier opinions.

This study collected questionnaire survey results. Table A1 (Appendix A) shows the
fuzzy evaluations for each node entity, and Table A2 (Appendix B) shows the specific
probability values for each node entity. Based on the topology structure mapped from
the knowledge graph and the probability parameters calculated by the fuzzy Delphi
method, the final power battery fault diagnosis Bayesian network was constructed, as
shown in Figure 6.

Figure 6. Power battery fault diagnosis Bayesian network.

To validate the practical diagnostic performance of the constructed model, the system
was tested against objective fault ground truth from historical maintenance records. From
the original 640 after-sales logs, 50 cases were randomly selected where the actual fault
causes had been documented by field technicians. In a blind test scenario where only
observed symptoms (S1–S7) were input, the model correctly identified the actual root cause
within the top-3 predictions in 46 cases (92.0% accuracy), and within the top-1 prediction
in 38 cases (76.0% accuracy). This independent validation confirms that the probabilistic
reasoning aligns with practical fault diagnosis scenarios.
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The diagnostic results reported above were based on a dataset of 640 original after-
sales records. We acknowledge that this scale is modest; however, in the power battery
fault diagnosis domain, large-scale public datasets are inherently scarce due to commercial
confidentiality and safety regulations. The augmentation-driven expansion to 3219 entries,
combined with stable training dynamics and 92.0% top-3 accuracy on 50 held-out blind-test
cases, provides pragmatic evidence that the model generalizes to unseen fault descriptions
within the same technical domain. We explicitly recognize that this does not validate
cross-enterprise or cross-platform generalization, which remains future work.

4.3. Intelligent Diagnostic Application Case and Comparative Analysis

This section qualitatively evaluates the DBP-KG-FBN model against traditional safety
analysis methods. In accordance with the conventional methodological paradigm classi-
fication in the field of fault diagnosis, this study selected the classic benchmark methods
fault tree analysis (FTA) and event tree analysis (ETA), which belong to the knowledge-
based paradigm and are widely adopted in both industry and academia, for comparative
analysis. FTA excels at backward tracing from top events to basic causes via Boolean
logic, while ETA excels at forward projection from initiating events to consequences. How-
ever, both are static, offline tools requiring complete manual reconstruction when fault
knowledge updates.

Appendix C elaborates the definitions and computational methodologies of the six
quantitative metrics, and Table A3 presents the comparative results. As shown in Figure 7,
DBP-KG-FBN transcends these limitations through three core differentiators:

(1) Bidirectional Reasoning: Unlike FTA (purely backward) or ETA (purely forward),
the Bayesian network supports both predictive forward inference and diagnostic
backward inference within a unified framework.

(2) Dynamic Knowledge Evolution: When new fault cases emerge, FTA/ETA require
4–6 h of manual remodeling by safety engineers. In contrast, DBP-KG-FBN achieves
sub-second auto-synchronization via KG incremental updates (Section 3.3).

(3) Uncertainty Quantification: Traditional FTA relies on crisp probability importance
measures that cannot capture expert evaluation fuzziness. The integration of fuzzy
numbers and game-theoretic weighting in DBP-KG-FBN enables nuanced uncertainty
modeling during parameter elicitation.

Figure 7. Performance comparison between DBP-KG-FBN and traditional diagnostic methods.
Detailed definitions and computational methodologies of the metrics are elaborated in Appendix C.
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4.3.1. Bidirectional Probabilistic Reasoning Capability

This model overcomes the limitation of traditional diagnostic methods that only sup-
port unidirectional analysis by implementing a bidirectional probabilistic reasoning mecha-
nism, providing effective technical support for full-cycle management of fault diagnosis.

(1) Forward Reasoning and Predictive Maintenance

The forward reasoning results based on the general fault diagnosis network are shown
in Figure 8. The fault with the highest probability of occurrence for this type of power
battery is “Main relay damage (C6&C23)”, which requires key maintenance attention. Based
on the forward reasoning results of the Bayesian network, relevant warning thresholds
can be set to classify fault causes. For example, if the warning value for a certain cause is
less than 10%, it is considered normal; between 10% and 20%, it requires key maintenance,
where relevant maintenance measures can be designed to improve maintenance efficiency
and enhance user experience, such as designing easily replaceable compatible main relays;
greater than 20% requires recalling the relevant battery type for overall optimization and
upgrade, such as optimizing the battery structure design or trying new materials.

Figure 8. Forward reasoning result of the general fault diagnosis network.

The forward reasoning capability of this model can systematically identify weak links
in the operating system. The data-driven warning mechanism built upon this effectively
promotes the transformation of the operation and maintenance mode from passive response
to active prevention. This mechanism can significantly reduce the risk of sudden downtime
caused by high-frequency faults, optimize the priority of maintenance resource allocation,
thereby improving fault troubleshooting efficiency while systematically optimizing the
overall utilization rate of operation and maintenance resources.

(2) Backward Reasoning and Fault Traceability

The backward reasoning results based on the general fault diagnosis network are
shown in Figure 9. Assuming that the battery exhibits the phenomena “Battery system fails
to discharge (S2) and charge (S5)”, the more likely fault causes are “Main relay damage
(C6&C23)”, “Loose or detached BMS connector (C3)”, etc. Based on the backward reasoning
results of the Bayesian network, fault troubleshooting can be carried out sequentially accord-
ing to the probability ranking of the fault causes, improving troubleshooting efficiency.
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Figure 9. Backward reasoning result of the general fault diagnosis network.

When the system exhibits specific fault symptoms, the model generates a probability
ranking of possible causes through backward reasoning, providing a structured trou-
bleshooting path for on-site maintenance. This strategy changes the traditional experience-
based item-by-item troubleshooting mode, significantly compressing the diagnostic path
length and the number of operations required for fault localization, thereby greatly reduc-
ing the mean time to repair (MTTR). The significant improvement in diagnostic efficiency
effectively reduces labor input and operation and maintenance costs.

4.3.2. Dynamic Configurability Based on Scenarios

This framework, based on a unified knowledge graph, achieves the capability to
generate diagnostic sub-networks on demand, supporting the construction of dedicated di-
agnostic models for different application scenarios, significantly enhancing the applicability
and practicality of the diagnostic system.

(1) Maintenance-Oriented Diagnostic Sub-network

The diagnostic sub-network constructed for on-site maintenance needs can effectively
identify high-frequency fault types and their dominant causes. Figures 10 and 11 exem-
plify the forward and backward reasoning processes of a Bayesian network focused on
maintenance. According to the results shown in Figure 10, connection-related faults have
the highest probability of occurrence. This can be emphasized during maintenance per-
sonnel training, or specialized tools for easier troubleshooting of connection issues can
be developed for this battery type. According to the results shown in Figure 11, among
the connection faults, abnormal current sensing lines have the highest probability. The
connection structure and working environment of current sensing lines can be prioritized
for optimization and upgrade.

Integrating identified high-probability fault items into standard operating procedures
can significantly reduce the risk of missed detections during routine inspections. Develop-
ing specialized maintenance tools based on this model is expected to further improve work
efficiency, effectively reduce on-site workload, and achieve systematic optimization of the
maintenance process.

(2) Component-Level Decision Support Sub-network

The sub-network constructed for R&D and decision-making needs can accurately pin-
point key components affecting system reliability and their root causes. Figures 12 and 13

https://doi.org/10.3390/sym18050857

https://doi.org/10.3390/sym18050857


Symmetry 2026, 18, 857 17 of 28

exemplify the forward and backward reasoning processes of a Bayesian network focused
on components. According to the results shown in Figure 12, operational costs can be
calculated, such as procurement and assembly costs for hardware faults, upgrade and
debugging costs for software faults, etc., helping decision-makers make comprehensive
considerations. For this battery type, BMS faults have the highest probability and can be
a key R&D focus. According to the results shown in Figure 13, among the BMS faults,
uncalibrated current sensors have the highest probability of occurrence. Relevant software
vulnerabilities can be prioritized for fixes.

Figure 10. Forward reasoning result of the maintenance-oriented diagnostic sub-network. The red
frame highlights the fault type with the highest probability of occurrence in this sub-network.

 
Figure 11. Backward reasoning result of the maintenance-oriented diagnostic sub-network. The red
frame highlights the fault type with the highest probability of occurrence in this sub-network.

This functionality supports the concentration of testing resources on key modules,
thereby significantly improving R&D efficiency. The cost–benefit analysis module inte-
grated into the model can systematically evaluate the impact of various faults on total cost,
providing a quantitative basis for decisions such as software upgrades and component
improvements, effectively avoiding the misallocation of resources.

The flexible configuration capability of this framework ensures excellent system re-
sponsiveness. Experiments show that when new fault modes emerge, the system can
automatically complete the construction and update of the relevant diagnostic sub-network
within seconds, whereas traditional methods require engineers to invest 4–6 h in manual

https://doi.org/10.3390/sym18050857

https://doi.org/10.3390/sym18050857


Symmetry 2026, 18, 857 18 of 28

remodeling under the same scenario, representing an order of magnitude difference in
response efficiency. For quantitative real-time validation, runtime tests were conducted
on a standard workstation (Intel i7-12700, 32 GB RAM). For the constructed power battery
fault diagnosis network (n = 41 nodes, treewidth w = 3), the theoretical complexity
O(n · 2w)) translates to negligible computational overhead. The full subgraph-to-sub-
network conversion takes 45 ms on average (12 ms for Cypher subgraph extraction, 33 ms
for BN compilation and propagation), validating the high real-time performance of the
scenario-adaptive configuration mechanism.

 

Figure 12. Forward reasoning result of the component-level decision support sub-network. The red
frame highlights the fault type with the highest probability of occurrence in this sub-network.

 

Figure 13. Backward reasoning result of the component-level decision support sub-network. The red
frame highlights the fault type with the highest probability of occurrence in this sub-network.

4.3.3. Probability Parameter Estimation

This framework overcomes the rigidity and update limitations inherent in traditional
diagnostic models. By constructing a knowledge system that supports continuous evo-
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lution, it enables the diagnostic system to self-optimize through data accumulation and
business development.

(1) Continuous Expansion and Structured Integration of the Knowledge Base

The knowledge representation architecture, centered on the knowledge graph, con-
tinuously transforms new fault cases, maintenance records, and expert experience into
structured triples, thereby achieving seamless integration with the existing knowledge
system. This mechanism fundamentally shifts diagnostic knowledge from scattered and
heterogeneous states to systematic and computable forms. It drives continuous expansion
in both scale and quality of the knowledge base, providing an ever-expanding foundation
for diagnostic reasoning.

(2) Automatic Synchronization Mechanism of the Diagnostic Model

When the knowledge graph is updated based on predefined rules, such updates
automatically trigger synchronous adjustments to the topology and parameters of the
fuzzy Bayesian network. When new fault entities and relationships are integrated into
the graph, the system autonomously reconstructs diagnostic sub-networks within seconds
without manual intervention. This capability ensures rapid adaptation of the diagnostic
model to battery technology evolution and new fault modes, thereby maintaining its
technological advancement.

4.3.4. Ablation Study and Component Analysis

To quantitatively evaluate the contribution of each core component, we conducted an
ablation study on the same 50 blind test cases used in Section 4.2. As shown in Table 4,
removing any single component degrades diagnostic performance, confirming that the
proposed framework is an integrated system rather than a simple stacking of techniques.

Table 4. Ablation study on blind test cases.

Configuration Top-3 Accuracy Top-1 Accuracy Description

DBP-KG-FBN 0.92 0.76 Proposed framework

w/o DBP 0.84 0.68 Manual KG by experts

w/o KG 0.81 0.65 Expert-built BN without KG

w/o FBN 0.82 0.66 Crisp probabilities only

When DBP text mining was replaced by manual KG construction (w/o DBP),
top-3 accuracy dropped from 0.92 to 0.84. This 8% gap indicates that automated knowl-
edge extraction from unstructured text significantly expands fault coverage beyond expert
memory. Removing KG mapping and letting experts directly build the BN topology
(w/o KG mapping) caused an 11% top-3 accuracy drop (to 0.81), demonstrating that the
systematic semantic topology captured by the KG prevents the omission of latent dependen-
cies. Replacing the FBN with a crisp Bayesian network using only defuzzified point values
(w/o FBN) reduced the top-3 accuracy to 0.82, proving that fuzzy uncertainty quantification
and game-theoretic weighting are essential for model calibration.

5. Conclusions and Outlook
To address the challenges of insufficient knowledge utilization and difficulty in han-

dling uncertainty in power battery fault diagnosis, this paper proposed a symmetrical
closed-loop fault diagnosis method combining digital battery passport, knowledge graph,
and fuzzy Bayesian network (DBP-KG-FBN). This method establishes symmetric structural
correspondence between knowledge topology and probabilistic networks, achieving au-
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tomated construction of a power battery fault knowledge graph from unstructured DBP
text. Through fuzzy set theory and a symmetric combined weighting method balancing
subjective and objective information, effective quantification of expert evaluations and
determination of Bayesian network parameters were achieved. Furthermore, a diagnostic
model with symmetric bidirectional reasoning capability for both forward prediction and
backward diagnosis was developed. Empirical results demonstrated that the proposed
method significantly outperformed traditional fault tree analysis (FTA) and event tree anal-
ysis (ETA) in accuracy, efficiency, and flexibility, validating the effectiveness of symmetric
modeling in battery fault diagnosis.

Despite the promising diagnostic performance, this study acknowledges several limi-
tations and practical constraints that warrant transparent discussion. (1) The dataset scale
remained modest: the original 640 after-sales records, although augmented to 3219 entries,
were still confined to a single Chinese enterprise and battery model. Cross-enterprise
and cross-platform generalization was not statistically validated, and the current corpus
was predominantly Chinese-text, leaving multilingual DBP adaptation as future work.
(2) The framework relies on subjective fuzzy evaluations from domain experts. While
the game-theoretic weighting mitigates individual bias, the limited expert sample and
the a priori selection of triangular fuzzy numbers (TFNs) introduce inherent subjectivity
that cannot be fully eliminated without large-scale empirical calibration. (3) Although the
framework supports automated BN synchronization driven by KG incremental updates
(Section 3.3), the experimental validation in this study was based on a static corpus snap-
shot; the temporal evolution capability under continuous, real-time battery life cycle data
streams remains to be empirically validated in future work. (4) Regarding practical deploy-
ment, real-time subgraph extraction and probabilistic inference on resource-constrained
edge devices (e.g., onboard BMS microcontrollers) pose unresolved latency and memory
challenges. (5) The framework’s applicability to multilingual, cross-border battery passport
ecosystems has not been empirically tested. (6) Integrating the DBP-KG-FBN pipeline with
existing enterprise maintenance systems requires standardized API design, data-privacy
compliance (especially for cross-border battery passports), and sustained investment in
technician training to interpret fuzzy-probability outputs. These limitations delineate the
current applicability boundary and motivate the future research directions outlined below.

Future work will proceed in two directions: (1) introducing transfer learning and
active learning strategies to expand corpus scale and diversity, thereby enhancing knowl-
edge graph coverage and quality; and (2) developing adaptive probability parameter
learning algorithms with symmetric regularization constraints to reduce reliance on sub-
jective expert evaluations and maintain the symmetric equilibrium between data-driven
and knowledge-driven components, thereby improving model objectivity and robustness;
(3) cross-paradigm validation against sensor-based data-driven models (e.g., LSTM, Trans-
former) will be pursued as a priority, pending acquisition of aligned sensor time-series
data-text paired datasets. Such paired data would enable a rigorous comparison between
knowledge-driven probabilistic reasoning and end-to-end deep learning under identical
fault scenarios, clarifying the comparative advantages of each paradigm in battery fault
diagnosis. Additionally, the exploration of dynamic symmetric weighting mechanisms
under multi-source heterogeneous data fusion will be investigated to further enhance the
adaptability of the diagnostic framework.
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Appendix A

Table A1. Overview of fuzzy assessments for node entities.

No. Entity
Fuzzy Assessment

Expert A Expert B Expert C Expert D Expert E

S1 Abnormal battery system appearance VL VL L VL VL

C1 Collision during transportation or usage H M FH M H

S2 Battery system fails to discharge L VL L VL VL

C2 Severe module over-discharge M L VH L VL

C3 Loose or detached BMS connector FL FL L L M

C4 BMS in upgrade mode L L L VL VL

C5 Detached HV box connector M VL H L L

C6 Main relay damage FH VL H L L

C7 BMS standby self-protection FL M L VL VL

C8 BMS crash M L L VL VL
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Table A1. Cont.

No. Entity
Fuzzy Assessment

Expert A Expert B Expert C Expert D Expert E

C9 BMS code bug or data fluctuation FL VL FL VL L

C10 Module failure, over-discharge, or sensor fault H L H VL VL

C11 Disconnected/Abnormal temperature sensor wiring H VL VL VL VL

S3 Vehicle fails to power on L L L L VL

C12 Key output line misconnection/disconnection M VL L L VL

C13 Blown fuse M FH M FL VL

C14 Charger self-lock relay failure FL H L VL L

C15 Loose communication plug FL L L L VL

S4 Non-zero current during standby H VL VL L VL

C16 Abnormal current sensor wiring H VL FL L VL

C17 Uncalibrated BMS current sensor H L L VL VL

S5 Battery system fails to charge L L L L VL

C18 Abnormal 12V auxiliary power output M L L L VL

C19 Charging CAN communication error FL L L L VL

C20 Damaged CAN termination resistor L FL L VL VL

C21 Blown fuse M FL L L VL

C22 Abnormal charger output FH M FL VL VL

C23 Main relay damage FH FL VL L VL

C24 Broken 220V input plug pins L L VL VL VL

C25 Misaligned low-voltage communication port FL L FL VL VL

C26 Charger self-lock relay adhesion H L FH VL VL

S6 Vehicle alarm after power-on FL M FL L VL

C27 Battery system in Level 1 alarm state L H VL L VL

C28 Vehicle CAN communication error M M FH L VL

C29 Faulty vehicle controller program FH FH M L VL

C30 Incorrect controller handle settings FL L L VL VL

C31 Damaged vehicle controller L L FH VL VL

C32 Reversed CANH and CANL wiring FL FL VL VL VL

S7 Vehicle shuts down after startup L VL L VL VL

C33 Reversed shunt detector wiring L FL VL VL VL

C34 Abnormal BMS cell voltage detection M L VL VL VL

Appendix B

Table A2. Overview of node entity probability values.

No. Entity
Fuzzy Parameter

Defuzzified Value
l m u

S1 Abnormal battery system appearance 0.00262 0.10263 0.30134 0.1355

C1 Collision during transportation or usage 0.56575 0.67676 0.78777 0.6768

S2 Battery system fails to discharge 0.07654 0.17655 0.33830 0.1971
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Table A2. Cont.

No. Entity
Fuzzy Parameter

Defuzzified Value
l m u

C2 Severe module over-discharge 0.14205 0.28033 0.46804 0.2968

C3 Loose or detached BMS connector 0.29065 0.44140 0.59215 0.4414

C4 BMS in upgrade mode 0.08240 0.18241 0.34123 0.2020

C5 Detached HV box connector 0.23636 0.37333 0.51323 0.3743

C6 Main relay damage 0.31028 0.41029 0.51323 0.4113

C7 BMS standby self-protection 0.12229 0.22523 0.38698 0.2448

C8 BMS crash 0.11936 0.25633 0.45211 0.2759

C9 BMS code bug or data fluctuation 0.21629 0.31630 0.42731 0.3200

C10 Module failure, over-discharge, or sensor fault 0.23548 0.33549 0.49431 0.3551

C11 Disconnected/Abnormal temperature sensor wiring 0.22176 0.32177 0.48483 0.3428

S3 Vehicle fails to power on 0.09854 0.19855 0.34930 0.2155

C12 Key output line misconnection/disconnection 0.12964 0.26661 0.45725 0.2845

C13 Blown fuse 0.15367 0.29195 0.48097 0.3089

C14 Charger self-lock relay failure 0.23256 0.33257 0.44065 0.3353

C15 Loose communication plug 0.13550 0.23551 0.38626 0.2524

S4 Non-zero current during standby 0.23790 0.33791 0.49290 0.3562

C16 Abnormal current sensor wiring 0.24183 0.34184 0.49552 0.3597

C17 Uncalibrated BMS current sensor 0.23024 0.33025 0.48907 0.3499

S5 Battery system fails to charge 0.09854 0.19855 0.34930 0.2155

C18 Abnormal 12V auxiliary power output 0.13550 0.27247 0.46018 0.2894

C19 Charging CAN communication error 0.13550 0.23551 0.38626 0.2524

C20 Damaged CAN termination resistor 0.08533 0.18534 0.34416 0.2049

C21 Blown fuse 0.13843 0.27540 0.46311 0.2923

C22 Abnormal charger output 0.19752 0.30046 0.46221 0.3201

C23 Main relay damage 0.20973 0.30974 0.46180 0.3271

C24 Broken 220V input plug pins 0.07978 0.17979 0.33992 0.1998

C25 Misaligned low-voltage communication port 0.12067 0.22068 0.37950 0.2403

C26 Charger self-lock relay adhesion 0.23417 0.33418 0.49300 0.3538

S6 Vehicle alarm after power-on 0.13974 0.24268 0.39636 0.2596

C27 Battery system in Level 1 alarm state 0.10764 0.20765 0.35971 0.2250

C28 Vehicle CAN communication error 0.14236 0.28226 0.47290 0.2992

C29 Faulty vehicle controller program 0.21952 0.32084 0.47290 0.3378

C30 Incorrect controller handle settings 0.11936 0.21937 0.37819 0.2390

C31 Damaged vehicle controller 0.08633 0.18634 0.34516 0.2059

C32 Reversed CANH and CANL wiring 0.11967 0.21968 0.37981 0.2397

S7 Vehicle shuts down after startup 0.07654 0.17655 0.33830 0.1971

C33 Reversed shunt detector wiring 0.08271 0.18272 0.34285 0.2028

C34 Abnormal BMS cell voltage detection 0.11674 0.25371 0.45080 0.2738
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Appendix C

Table A3. Quantitative metrics results for comparative evaluation.

Metric ETA FTA DBP-KG-FBN Direction

Diagnostic Accuracy (Accuracy) 0.69 0.74 0.92 Higher is better

Ambiguity Resolution Rate (ARR) 0.52 0.61 0.91 Higher is better

Version Backward Compatibility (VBC) 0.58 0.65 0.94 Higher is better

Historical Knowledge Retention (HKR) 0.76 0.8 0.99 Higher is better

Knowledge Topological Entropy Increase (KTEI) 1.02 1.18 0.41 Lower is better

Expected Calibration Error (ECE) 0.28 0.26 0.06 Lower is better

(1) Diagnostic Accuracy (Top-3 Hit Rate)

Definition: Proportion of test cases where the ground truth fault cause is ranked within
the top 3 candidate causes.

Calculation formula:

Accuracy =
1
N

N

∑
i =1

I(Rank(Ctrue(i)) ≤ 3)

where N = 50 (blind test cases from anonymized industrial maintenance records), I(·) is
the indicator function, and Rank(Ctrue(i)) denotes the position in the model’s ranked
candidate list.

Experimental Protocol: Models output fully ranked lists of potential fault causes in
descending order of confidence. A valid hit is recorded if the ground truth falls within
positions 1–3. All cases are excluded from training sets to avoid overfitting bias.

Experimental Results: ETA: 0.69, FTA: 0.74, DBP-KG-FBN: 0.92.

(2) Ambiguity Resolution Rate (ARR)

Definition: Measures the model’s ability to resolve diagnostic ambiguity in high-
ambiguity scenarios where a single symptom triggers (Ncand ≥ 3) potential fault causes.

Calculation formula:
ARR = 1 − Ranktrue − 1

Ncand − 1

where Ranktrue is the exact ranking position of the ground truth, and Ncand is the total
number of candidates for that symptom.

Experimental Setup: From the 50 blind test cases, 18 high-ambiguity scenarios were
manually identified by domain experts (e.g., “Battery system fails to discharge” triggering
causes C3, C6, C10, etc.). DBP-KG-FBN uses posterior probability ranking; FTA and ETA
rely on static cut-set analysis and sequence probability analysis, respectively.

Experimental Results: ETA: 0.52, FTA: 0.61, DBP-KG-FBN: 0.91.

(3) Version Backward Compatibility (VBC)

Definition: Evaluates the stability of diagnostic conclusions for validated historical
cases after incremental knowledge base updates. Measures whether integration of new
fault knowledge disrupts previously reliable diagnostic paths—a critical capability for
long-term industrial deployment.

Calculation formula:

VBC =
1
M

M

∑
j =1

I
(
∆Rankj ≤ δ

)
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where M = 10 (pre-validated historical cases H1–H10), ∆Rankj is the absolute ranking shift
of the ground truth for case j before and after update, and δ = 1 (tolerance threshold
allowing maximum rank degradation of 1 position).

Experimental Setup: Initial models were built using 640 historical records and
achieved 95% top-1 accuracy on H1–H10 (baseline). Subsequently, 50 new fault cases
were added incrementally. FTA and ETA require manual tree structure extension (averag-
ing 2 h per update), whereas DBP-KG-FBN supports automated knowledge graph update
(Section 3.3). VBC is calculated as the proportion of baseline cases maintaining top-3 status
with ∆Rank ≤ 1.

Experimental Results: ETA: 0.58, FTA: 0.65, DBP-KG-FBN: 0.94.

(4) Historical Knowledge Retention (HKR)

Definition: Quantifies resistance to catastrophic forgetting—the model’s ability to
retain diagnostic performance on previously learned fault types after acquiring new knowl-
edge. Critical for evaluating lifelong learning capability.

Calculation formula:
HKR =

Accafter
Accinitial

where Accinitial is the top-1 accuracy on 20 test cases of Fault Type A (e.g., “Main relay
damage”) before learning Fault Type B, and Accafter is accuracy on the same 20 cases after
incremental learning of 50 distinct Fault Type B cases.

Experimental Setup: All models initially achieved >85% top-1 accuracy on Fault Type
A. After incremental training (manual logic branch addition for FTA/ETA; automated node
insertion for DBP-KG-FBN), models were re-tested on the original Type A cases without
retraining. Values closer to 1 indicate minimal catastrophic forgetting.

Experimental Results: ETA: 0.76, FTA: 0.80, DBP-KG-FBN: 0.99.

(5) Knowledge Topological Entropy Increase (KTEI)

Definition: Structural scalability metric measuring the growth rate of model complexity
relative to training data volume increase during incremental updates. Lower values indicate
better scalability (sub-linear growth).

Calculation formula:
KTEI =

∆C/C0

∆D/D0

where C = Nnodes · ln
(

Eedges

)
; C0 is the initial complexity with D0 = 600 historical cases;

∆C is the complexity increase after adding ∆D = 40 new cases; Nnodes and Eedges denote
the core nodes and logical edges, respectively.

Experimental Setup: Fifty new training cases were added in 5 equal batches (10 cases
per batch). After each batch, C is calculated from the Neo4j graph topology (DBP-KG-FBN)
or logic gate/event node counts (FTA/ETA). KTEI is the slope of linear regression between
the normalized data increment and normalized complexity increment.

Experimental Results: ETA: 1.02, FTA: 1.18, DBP-KG-FBN: 0.41.

(6) Expected Calibration Error (ECE)

Definition: Reliability metric quantifying the average absolute gap between the pre-
dicted confidence scores and actual empirical accuracy across confidence intervals. Lower
ECE indicates better calibration (predicted confidence aligns with real performance).

Calculation formula:

ECE =
M

∑
m =1

nm

N
|pm − am|
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where M = 5 equal-width confidence bins: [0, 0.2), [0.2, 0.4), [0.4, 0.6), [0.6, 0.8), [0.8, 1.0];
nm is the number of predictions in bin m (∑ nm = N = 50); pm and am are average
predicted confidence and actual accuracy in bin m, respectively.

Experimental Setup: For all 50 blind test cases, record the model’s predicted confidence
for the ground truth cause: DBP-KG-FBN outputs posterior probability P(C | S); FTA uses
minimal cut set importance scores or binary labels; ETA uses path probability or binary
labels. Predictions are binned by confidence score to compute ECE.

Experimental Results: ETA: 0.28, FTA: 0.26, DBP-KG-FBN: 0.06.
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