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Abstract

In the digital economy, information asymmetry among individuals, data users, and gov-
ernments limits the full realization of personal data value. To address this, “symmetry
enhancement” strategies aim to reduce information gaps, enabling more balanced decision-
making and facilitating efficient data flow. This study establishes a tripartite evolutionary
game model based on personal data collection and development, conducts simulations
using MATLAB R2024a, and proposes countermeasures based on equilibrium analysis
and simulation results. The results highlight that individual participation is pivotal, influ-
enced by perceived benefits, management costs, and privacy risks. Meanwhile, data users’
compliance hinges on economic incentives and regulatory burdens, with excessive costs po-
tentially discouraging adherence. Governments must carefully weigh social benefits against
regulatory expenditures. Based on these findings, this paper proposes the following recom-
mendations: use personal data application scenarios as a guide, rely on the construction of
personal trustworthy data spaces, explore and improve personal data revenue distribution
mechanisms, strengthen the management of data users, and promote the maximization of
personal data value through multi-party collaborative ecological incentives.

Keywords: personal data; value realization; stakeholders; evolutionary game

1. Introduction

With the vigorous development of emerging digital technologies such as the Internet
and cloud computing, data have become an important factor of production in modern
society. Personal data means any information relating to an identified or identifiable
natural person (data subject) [1], usually including names, phone numbers, ID card num-
bers, consumption records, location information, and so on. Because this information is
closely related to individual identity, it has a significant need for privacy protection. Com-
pared with corporate data, personal data have advantages in terms of subject relevance,
verifiability, and reusability. They can achieve efficient circulation and utilization across
different scenarios. By associating with identity identifiers, personal data can form a com-
prehensive individual information profile, thereby significantly improving the accuracy of
service decision-making [2]. The circulation and use of personal data help achieve social
sustainability by promoting public service optimization and spurring social innovation
and progress.

Balancing the maximization of personal data value with the protection of its security
has become a shared global goal. The UK’s Midata platform aggregates consumer data
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for individual use, empowering people to gain a comprehensive understanding of their
consumption behaviors and control access to their data by enterprises and institutions [3].
South Korea’s MyData model, initially launched in the financial sector, has gradually
expanded into healthcare, transportation, and other industries [4]. Although China has
made considerable efforts in developing and utilizing personal data, its actual circulation
rate remains low. The primary reasons are information asymmetry and value perception
asymmetry. This information asymmetry makes it difficult for data subjects to truly control
the value of their own data [5-7]. They cannot accurately assess the risks associated with
the use of their data, nor can they reasonably demand corresponding value in return.
This value perception asymmetry leads to conflicts in the data valorization process [8,9].
Data users may excessively exploit the commercial value of data, while data subjects may
resist reasonable data utilization due to privacy concerns. This asymmetry has made the
relationships among data subjects, data users, and government regulators both complex
and delicate, giving rise to a series of data-governance challenges—such as low data
circulation rates and difficulties in balancing data value—that urgently require thorough
investigation and resolution.

Currently, the academic community has conducted research on the value realization
of personal data from multiple perspectives, such as data trusts, revenue distribution,
and ownership allocation. However, there is a scarcity of literature that delves into the
decision-making behaviors of the main stakeholders in the process of personal data value
realization. In light of this, this paper attempts to utilize the theory of evolutionary game to
construct a dynamic game model involving the following three parties: individuals, data
users, and the government. Based on an analysis of the process of personal data collection
and development and utilization, this paper systematically examines the strategy choices
of each entity in the process of personal data value realization. It also explores ways to
alleviate the obstacles to symmetry in the process of personal data value realization. This
research aims to provide a reference for building a localized and sustainable model for
personal data management and utilization in China, in order to promote high-quality social
services and the continuous prosperity of the digital economy. Therefore, the focus of this
study is to explore strategies that alleviate information and value asymmetries among
stakeholders and accelerate the circulation of personal data value.

2. Literature Review
2.1. Personal Data Valuation

The market-oriented allocation process of personal data elements is accelerating. How
to promote the efficient circulation and application of personal data to maximize their value
has become a focal point for both the academic community and policy makers. Scholars
have conducted research on the connotation, pathways, and influencing factors of personal
data value realization.

In terms of the connotation of personal data value realization, scholars have argued and
emphasized the significant economic and social value of personal data. Sun et al. showed
through large-scale experiments that turning off e-commerce platforms’ personalized
recommendation features can cause an 81.1% drop in transaction volume, highlighting
personal data’s central role in platform economies [10]. Shen et al. argued that personal
data have huge commercial value and proposed a personal data pricing model based on
parameters like information entropy, weights, data reference indices, and costs to measure
the value of big personal data [11]. Based on Nancy Fraser’s “abnormal justice” theory,
Cinnamon et al. analyzed the unequal positions of individuals and companies in personal
data accumulation and said personal data have social value in promoting a more democratic
society [12].
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In terms of the pathways of personal data value realization, Jane¢ek conducted an
in-depth analysis of the entire process of personal data value realization. They comprehen-
sively expounded the mechanisms for the realization of personal data value from three
dimensions, which were theory, technology, and institutional logic [13]. Vandercruysse,
from the perspective of personal data protection, argued that personal data have both
personal and public attributes. He suggested that expanding the public nature of personal
data can achieve greater social value [14]. Radosevic believed that personal data trusts
can enhance the quality and reliability of data information and help to better realize value
during the collection, processing, and application of data by data controllers [15]. Asgarinia
argued that the data trust model can help address the imbalance of rights between data
controllers and data subjects, promote the realization of informed consent in personal data
use, and enhance trust between data subjects and data platforms [16].

In terms of the factors affecting the realization of personal data value, scholars have
conducted research from aspects such as data ownership, data governance, privacy tech-
nologies, and public attitudes. Burri analyzed the constraining role of exclusive property
rights on the realization of personal data value and proposed exploring a permissive per-
sonal data usage scheme [17]. Park et al. argued that the construction of a trustworthy
data space is key to empowering the real economy with the digital economy. However,
this cannot rely solely on technological support. It is necessary to build a commercial
data element ecosystem to explore the large-scale application of personal data [18]. Pena
et al. pointed out that the public’s concerns about data security and financial privacy
breaches have become a key barrier to bank data sharing. These concerns have significantly
weakened industry trust and constrained business expansion [19]. In summary, scholars
have conducted in-depth research on the value realization of personal data from multiple
dimensions, covering the connotation and pathways and influencing factors of personal
data value realization, providing rich references for related research and practice.

2.2. Application of Evolutionary Game Theory

Evolutionary game theory, based on the assumption of bounded rationality among
participants, is commonly used to study the mutual influence of strategic choices among
different actors. As a branch of game theory, it introduces concepts from biological evolution
into game-theoretic analysis. It primarily focuses on how individual (or group) strategies
evolve over time in response to environmental changes and interactions. This theory has
been widely applied in fields such as sociology and economics. In the specific domain of
data circulation and utilization, scholars have conducted research on issues such as privacy
disclosure, data governance, and value distribution.

With the rise of internet platforms, situations where users exchange personal data for
free services have become increasingly common, attracting the attention of researchers.
Scholars have explored the impact of privacy concerns on privacy disclosure. For example,
Xu et al. argued that, in online health communities, users’ privacy disclosure behaviors are
influenced not only by their own privacy awareness but also by external factors (such as
community rewards and privacy protection policies) [20]. Majeed et al. proposed using
methods like random forests and the Simpson index to assess the level of data privacy and
to quantify privacy risks during the anonymization of personally identifiable information
(PII) [21]. Wang et al. analyzed the strategic choices of information entities and information
operators from the perspective of personal information protection [22]. Dimodugno et al.
examined whether individuals would agree to share their data at different levels of data
sensitivity from the perspective of personal data consent mechanisms [23]. Wan used a
Stackelberg game model to analyze the impact of external attacks on large-scale genomic
data sharing [24].



Symmetry 2025, 17, 1069

4 0f 20

With the deepening application of evolutionary game theory in data governance
research, scholars have started to explore the regulatory mechanisms and guiding role
of governments. For instance, Zhu et al. proposed that, in response to the passive rights
protection issues faced by APP users, the government should improve incentive-based
regulatory measures that balance incentives and constraints, aiming to maximize the
effectiveness of personal information security supervision for apps [25]. Zhang pointed out
the regulatory challenges in the digital market, emphasizing that the government should
play a leading role by establishing legal frameworks for data privacy and security. This
would protect end-user rights while not hindering innovation, thereby addressing issues of
unfair competition in the digital market [26].

Data circulation is expected to generate tremendous value, and scholars have con-
ducted research on how to assess and distribute this value. For example, Cheong et al.
adopted a cost-based approach and applied differentiated valuation strategies based on
the characteristics of different types of data assets held by enterprises, effectively reduc-
ing repetition in the evaluation process and improving accuracy and applicability [27].
Li et al. proposed a blockchain-based multidimensional collaboration framework, which
utilizes a multi-attribute value assessment method to help enterprise collaborators reach
a consensus on shared data, providing a more comprehensive evaluation framework for
data circulation [28]. Lrina introduced a game-theory-based fair revenue model using
the Shapley value allocation principle to estimate the value generated by data providers,
encouraging cooperation and competition among data enterprises [29]. Zhu et al. used
evolutionary game theory to balance fairness and efficiency by adjusting privacy sensitivity
parameters and profit distribution coefficients, proposing a profit distribution strategy
between individuals and enterprises [8].

Scholars have deeply explored personal data governance in terms of the connotation,
path, and influential factors of personal data value realization, laying a theoretical founda-
tion for this paper. The wide application of evolutionary game theory studying in various
aspects of personal data value has also been verified to be suitable for this paper.

3. Model Construction
3.1. Problem Description

In Korea’s MyData model, personal data operators create authorization platforms
offering efficient management tools. Users first log in to an application system developed
by the operator to exercise their right to data portability. The operator then uses encrypted
API connections to securely and efficiently consolidate personal data that is dispersed
among various data controllers—such as medical and financial institutions. Users can
easily access basic data services through the platform and independently view and manage
their data, enhancing inquiry efficiency and service experience while enjoying value-added
services [30]. Data application organizations, like banks and insurance companies, obtain
data through APIs and provide users with personalized services such as credit, asset,
and health management by combining precise analysis. These organizations acquire the
required data resources to conduct related services and pay data controllers and operators
based on API calls. This payment model ensures that data controllers provide data resources
and compensate operators for their data integration and service efforts, guaranteeing the
sustainable realization of personal data value. Korea’s MyData model adopts an opt-out
mechanism, safeguarding users’ autonomy over data usage [31]. Personal data operators
must undergo strict government review and meet certain conditions to qualify. As a core
link in the data industry chain, operators collect scattered information to offer users one-
stop services. For instance, banks and other financial institutions can use user-authorized
data to provide individuals with higher loan limits or lower-interest loans if they have good
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credit ratings. This benefits users and helps banks expand their customer base and increase
market share. This mutually empowering model not only improves the user experience
but also creates stronger market competitiveness and profitability for data application
organizations, fully realizing the social benefits of personal data. The flowchart of personal
data collection and utilization is as shown in Figure 1.

A 4

Persons

Data Service 1

Data Users
Personal API— Personal Data [——API— Data Application
— Data Controller ; -
Data ¢—Pay Fee—— Operator t4—Pay Fee—{ Organization
[ [
Data Collection Phase Data Utilization Phase

Figure 1. Flowchart of personal data collection and utilization.

However, in real-world scenarios, there is a significant difference in the perception of
data value between data subjects and data users. For data subjects, they may focus more
on the privacy value of data and hope that their data will not be leaked or misused. For
example, users may believe that the health data they enter in a medical and health applica-
tion are valuable mainly for protecting personal privacy and health safety. In contrast, data
users place greater emphasis on the commercial value of data, such as analyzing this health
data to develop new medical products or formulate insurance strategies. Data users may
overlook the privacy value concerns of data subjects in pursuit of commercial benefits. In
addition, the government faces difficulties in supervision, as well as insufficient regulatory
guidance and safeguard measures for data circulation. We believe that individuals have
complex considerations when deciding whether to participate in personal data sharing.
Their decision to participate is influenced by factors such as the data services they obtain
through participation, the privacy invasion risks associated with personal data sharing,
and the development of the government’s privacy and security environment. Therefore,
the focus of this study is on how to mitigate information asymmetry, trust asymmetry, and
behavioral asymmetry among stakeholders and how to accelerate the flow of personal
data value.

3.2. Model Assumptions

The game-like relationships among individuals, data users, and the government are
shown in Figure 2. Meanwhile, the game tree is used to illustrate the specific process of the
game and consists of nodes and branches. The nodes represent the decision points of the
participants, with a total of seven decision points in this game. The endpoints of the game
tree represent the various strategy combinations. The game tree involving the individual,
data users, and the government is shown in Figure 3.

Individuals, as data owners, decide whether to participate in personal data aggrega-
tion. If they participate, then they can use basic services like data integration and inquiry, as
well as value-added services such as personalized loan recommendations and credit-score
improvement initiatives. However, this comes with privacy-breach-related risks. Non-
participation means no involvement in personal data development and utilization. Thus,
individuals can choose between “participate” and “not participate”.

Data users decide on compliant or non-compliant data usage. Compliant usage
requires investment in data-service development and necessary data-security technol-
ogy to guarantee legality and safety. Conversely, non-compliant operation means min-
imal investment in data-security technology and excessive data usage for more poten-
tial gains. Thus, personal data operators can choose between “compliant use” and
“non-compliant use”.
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Governments

high - investment regulation
/low — investment regulation

the Value
.. participate Realization compliant use
Individuals /not participate of Personal Jnon - compliant use Data Users
Data
Figure 2. Evolutionary game model of individuals, data users, and governments.
Individuals(A)
Participate Not Participate
Data Users(B Data Users(B)
Compliant use, on - Compliant use Compliant use on - Compliant use
Governments(C) Goverpments(C) Governents(C) Govermments(C)

regulation

high — investment

high — investment / 1qw — investment

lo — investment regulation regulation
regulation ) ) _
high — investment low\— investment high —investment  lqw — investment
regulation rogulation regulation regulation

6] 4]

Figure 3. Tripartite game diagram of individuals, data users, and governments. The numbers 1-8
represent all the combinations of behavioral strategies.

The government is responsible for overseeing data users’ actions to guarantee data-
usage compliance and safety. When choosing high-investment regulation, it increases the
budget for stricter compliance checks on data users. Total regulatory cost covers spending
on technology enhancement, personnel, equipment, etc. Conversely, low-investment
regulation means laxer oversight and reduced regulatory spending. Thus, the government
can choose between “high-investment regulation” and “low-investment regulation”.

Assumption 1. Individuals, data users, and the government are all bounded rational agents, each
holding different expectations regarding the short-term and long-term benefits of participation. In
the early stages, both individuals and data users primarily focus on short-term benefits, while the



Symmetry 2025, 17, 1069

7 of 20

government places more emphasis on long-term gains. In the short term, all three parties in the
game make decisions based on the goal of maximizing their own benefits, and their behavior choices
exhibit characteristics of probability distribution. However, in the long term, the three parties will
gradually establish a stable cooperative relationship through coordination and collaboration, actively
circulating and utilizing personal data to achieve greater social and economic benefits.

Assumption 2. Let x represent the proportion of individuals choosing to participate, and 1 — x rep-
resent the proportion choosing not to participate, x € [0,1]. Let y represent the proportion of
data users opting for compliant data usage, and 1 — y the proportion opting for non-compliant
usage, y € [0,1]. Let z represent the proportion of governments selecting high-investment
regulation, and 1 — z the proportion selecting low-investment regulation, z € [0,1].

Assumption 3. This assumption regards the benefits and costs for individuals. When an individual
participates, the total benefit they can obtain is Ry, which includes the benefits from basic data
services such as data inquiry and data invocation, as well as the benefits from value-added services
such as personalized recommendations and financial services. After participating, individuals need
to spend time and effort on data management, denoted as Cq. They also bear certain risks of data
leakage and abuse, which are L. When data users use data compliantly, the probability of an
individual suffering losses is a; when data users use data non-compliantly, the probability is b.
When personal data operators use data compliantly, they can somewhat lower data-leakage and
abuse risks. Hence, a < b.

Assumption 4. This assumption regards data users’ benefits and costs. If an individual participates,
then the data user’s total benefit is Ry, covering economic and social aspects. To uphold its image, the
data user will incur total costs of Cp, which include compliance and operational costs. Compliance
costs relate to expenses on equipment, technology, personnel, etc., while operational costs involve
data invocation fees, etc., all aimed at supporting personal data circulation and usage. The total cost
for compliant usage is Cs; for non-compliant usage, it is f. As non-compliant data usage involves
relatively lower safety and operational costs, Cy > Cs. Although non-compliant usage can generate
extra benefits of Rs, it also faces government regulatory risks. Under high-investment regulation,
the probability of being caught for non-compliant use is kq, with a fine of F,; under low-investment
requlation, the probability of being caught is k.

Assumption 5. This assumption regards the benefits and costs for the government. As the leading
entity in personal data development and utilization, the government bears the responsibility of
constructing an open, efficient, and secure environment for personal data utilization. It is in charge
of building a safety framework for personal data value realization and monitoring the compliance
of all data users. Therefore, it must invest in regulatory costs. When the government selects
a high-investment regulatory model, the requlatory cost is g1, it yields social benefits of Ry,
and the probability of detecting non-compliant data usage by enterprises is ky. Under a low-
investment requlatory model, the regulatory cost is g, it yields social benefits of Rs, and the
detection probability is ky. In the high-investment requlatory model, the government invests more in
regulation and is more likely to detect non-compliant behavior by data users; thus, g1 > g2, k1 > k.
The government imposes a penalty of F for non-compliant data usage by enterprises. The variables
and parameters related to the above model are presented in Appendix A.

3.3. Payoff Matrix

Based on the above basic assumptions, when the individual providing data chooses
to “participate”, the data user chooses “compliant use”, and the government chooses the
“high investment in regulation” strategy, the individual’s payoff is the sum of the trust
benefit from the individual (T) and the basic benefit obtained from providing personal data
(R1), minus the cost of managing the data (C1) and the privacy risk loss (a * L). Similarly,



Symmetry 2025, 17, 1069 8 of 20

the payoff formulas for the individual, data user, and government can be derived, as shown
in Table 1.

Table 1. The revenue matrices of the game stakeholders under each strategy combination.

G t
Individuals Data Users overnments
High-Regulation Low-Regulation
T+Ri—Ci+axL, T4+Ry—Ci+bxL,
compliance Ry — Gy, Ry — Gy,
Ry — Rs —
Participation 478 54
Ri—Ci+axlL, Ri—Cy+0bxL,
Non-compliance Ry+R3—C3—kyxF, Ry+R3—C3—ky«F,
R4—g1+k1*F R5—g2—|—k2*F
0, 0/
compliance —Cy, —Cy,
. —81 —&2
Non-Participation
0, 0/
Non-compliance —Cs, —Cs,
—81 —&2

4. Evolutionary Game Equilibrium Analysis
4.1. Expected Payoff Function Construction
Based on the payoff matrix of the game players in Table 2, the expected payoff function

of individuals can be constructed as follows:

Table 2. Stability analysis of equilibrium points in tripartite evolutionary games.

Equilibrium Point Eigenvalues A4 Eigenvalues A, Eigenvalues A3 Stability Analysis
E1(0,0,0) Ry —Cy—Lxb C; — (<0 -8 <0 Saddle OR ESS
E>(1,0,0) Ci—Ry+Lxb C3—Cyp— Ry + Fxky 82 —8 +Rs—Rs Saddle OR ESS

+F x (kg —kp)
E;3(0,1,0) Ri+T—-Cy—Lxb C,—C3>0 92 —81<0 unstable
E4(0,0,1) Ri—Cy—Lxa C3—Cr <0 g —g,>0 unstable
E5(1,1,0) Ci—T—Ry+Lxb Cp—C3+ Rz —Fxkp & —81+Rs4—Rs Saddle OR ESS
E¢(0,1,1) T—Ci+Ry—Lx*a C,—C3>0 g —8>0 unstable
E7(1,0,1) Ci—Ry+Lxa C3—Cy—R3z+Fxk 81— 8 +Rs—Ry Saddle OR ESS
—Fxki+ Fxky
Eg(l,l,l) Ci—T—Ry+Lxa Cy—C3+R3—Fxkq g1*g2*R4+R5 Saddle OR ESS

The expected payoff when individuals choose to participate is Uy1, and that when
they opt out is Uj,. The average expected payoff of individuals is U;, and the equations
used to obtain them are shown as follows:

Ujg=yxzx (R —Ci—axL+T)+(1—y)*xzx(Ry —C;—axL)+y=*(1—2z)*(Ry
—C—b*xL+T)+(1—y)*x(1—2)%x(Ry —b*xL—Cq)

Up =0 (2)

(1)

Uy =xxUp+(1—x)xUp=—x%x(Cy—Ry+Lxb—Txy+Lxaxz—Lxbxz) (3)

Similarly, according to the calculation formula of the replicator dynamic equation, the
replicator dynamic equations for individuals, data users, and the government are obtained
as follows:

fx)=x(Up—U) =x*(x—1)*(Cg—Ry+Lxb—Txy+Lxaxz—Lxbxz) (4)
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fly) =y(Uy —Up) =y*(y—1)*(C3—C4+Rz*x —Fxkyxx
—Fxkyxx*z+ Fxkyxxx*2z)

flz) =z(Us1 —U3) =z%(z—1) % (g1 — g2 — Raxx+ Rsxx —Fxkyxx+ Fxky*x
+Fxky*x*xy—Fxkyxxxy)

4.2. Stability Analysis

The strategy choices of individuals, data users, and the government are dynamic.
When their replicator dynamic equations equal zero, the game is stable. Setting
f(x) = f(y) = f(z) = 0yields the following nine potential equilibrium points: [E;(0,0,0),
E»(1,0,0), E3(0,1,0), E4(0,0,0), E5(1,1,0), E¢(0,1,1), Ez(1,0,1), Eg(1,1,1), Eo(x*, y*,2*)].
As stable points in evolutionary games must be strict Nash equilibria, only eight pure
strategy solutions are discussed.

Per evolutionary game stability theory, the Jacobian matrix studies the stability of
local equilibrium points in strategy space [32]. If all eigenvalues of the Jacobian matrix J,
constructed as follows, have negative real parts at a potential equilibrium point, then that
point is asymptotically stable:

[ [ flx)
x oy oz fir fiz fi3

J= 50 5 B = 2 fo )
fiz) %;) fz) fa1r f f

where

fii=02x—1)*(C;y—Ry+Lxb—Txy+Lxaxz—Lxbxz)
flo=-—T*xx*x(x—1)
fiz=xx(Lxa—Lxb)*(x—1)
for=y*(y—1)*(R3 —Fxky— Fxkyxz+ Fxkyxz)
fro=0Q2y—1)*«(Cp—C3+Ry*xx—Fxkpsxx —Fxky*xx*z+Fxky*xx%2z)
foz=—yx(Fxkpsx—Fxkyxx)*(y—1)
fs1=—z%(z—1)% (Ry— Rs+ Fky — Fxky — Fxkyxy + Fxkp x y)
fao=z% (Fxkyxx—Fxkyxx)x(z—1)
fizs=2z—1)% (g1 — g2 —Ry*xx+Rs*x —Fxkyxx+Fxkpsx+Fxkyxx*y—Fxkyxxxy)

Substituting all equilibrium points into the Jacobian matrix yields the eigenvalues
in Table 2. By Lyapunov’s indirect method, if all eigenvalues of the Jacobian matrix are
less than 0, then the equilibrium point is asymptotically stable. If at least one eigenvalue
is positive, then it is a saddle or unstable point. If eigenvalues are both 0 and negative,
then stability is indeterminate. Thus, potential stable points E3(0,1,0), E4(0,0,1), and
Eq(0,1,1) are unstable, while the other five (E;(0,0,0), E»(1,0,0), Es(1,1,0), Ez(1,0,1),
and Eg(1,1,1)) are stable.

Local stability analysis of the five stable points based on the above conditions and
assumptions is shown as follows:

Scenario 1: For E;(0,0,0) and E;(1,0,0), E;(0,0,0) is asymptotically stable when
Ry < Ci+Lxb, C3 < Cy, and g, < g;. Similarly, E»(1,0,0) is asymptotically stable
when C; + L*b < Ry, Fxky < R3+Cp—Cz,and Ry — Rs+ Fx (k1 —kp) < g1 — . If
an individual’s service revenue from participation is less than the sum of privacy loss
and data management costs, then they will refuse to participate. This leads to a (0, 0, 0)
equilibrium, reflecting the early stage of personal data value, where data infrastructure
is underdeveloped and participation enthusiasm is low. Conversely, if perceived benefits
exceed risks, then individuals will participate. However, the government may opt for
low-intensity regulation due to high additional regulatory costs, and data users may abuse
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personal data due to the high profits from data misuse, resulting in a (1, 0, 0) equilibrium.
This mirrors the “privacy paradox” [33], where people agree to privacy policies despite
knowing that data might be misused, turning a blind eye to potential risks.

Scenario 2: For E;(1,0,1) and Eg(1,1,1), E(1,0,1) is an asymptotically stable point when
Ci+L*xa<Ry, Fxki <R3+Cy—Cz,and g1 — g2 < Ry — Rs + F % (k1 —kz). Similarly,
Eg(1,1,1) is an asymptotically stable point when C; + L*a < Ry + T, R3 + C, — C3 < Fxky,
and g1 — g2 < R4 — Rs. In this case, if the individual net profit is positive, then participation
will be chosen rationally. The government will assess the long-term benefits based on the
additional social welfare generated by personal data development and utilization. If the
long-term benefits are high, then the government will be willing to invest extra regulatory
costs in maintaining data utilization order. Data users will weigh the benefits of misusing
personal data and the cost savings on security against the potential fines. If the potential
fines are high, then they will choose to use personal data in compliance, forming a (1,1,1)
game equilibrium. If the potential fines are low, then they will choose to misuse personal
data, forming a (1,0,1) game equilibrium. This corresponds to the stage of personal data value
development. The government fully recognizes the value of personal data development and
continuously invests in regulatory costs while providing more convenient infrastructure and
social services for individuals and strengthening the ongoing supervision of data users to
ensure personal data security.

Scenario 3: For E5(1,1,0), itis an asymptotically stable point when C; + L*b < T+ Ry,
R3+ Cy —C3 < Fxky,and Ry — Rs < g1 — g». Data users will opt for compliant personal
data usage if their improper gains plus cost savings are less than the penalty for violations. If
data users voluntarily comply, then the government, considering that additional regulatory
costs do not bring extra social welfare, will adopt a low-input regulatory strategy. This
leads to a (1, 1, 0) game equilibrium. Individuals participate if privacy risks are lower
than participation benefits. This scenario reflects the mature stage of personal data value
development. Data users recognize and exploit personal data value with high self-discipline.
With robust data infrastructure and systems, the government only needs low regulatory
costs to ensure proper personal data value development.

5. Simulation Analysis

To more intuitively show the dynamic process of the three-party strategy equilibrium
among individuals, data users, and the government, MATLAB (R2024a) is used for numerical
simulation. To pursue the ideal state of Eg(1,1, 1), the initial parameter values must meet the
constraints of C; + L*xa < R +T,Cy — C3+ R3 < Fxky, and g1 — g2 < Ry — Rs. The initial
values are assigned as follows: Ry = 50, C; =40, a = 03, b = 05, L =30, T = 10,
Ry = 130, Rz = 40, C; = 130, C3 = 80, ky = 08, k, = 05, F = 150, Ry = 200,
Rs =150, g1 = 80, o = 50, and x = y = z = 0.5. Based on this, we first investigate
the mutual influence of the three parties’ initial strategies. Then, we analyze the impact of
key parameters like authorization management costs, service revenue, and violation fines on
individual entities” behavioral strategy choices.

5.1. The Initial Willingness and Its Impact on the Strateqy Evolution of the Three Parties

As an important component of a dynamic game system, the strategy choice of any
one party will significantly affect the decision-making behavior of other relevant parties.
Based on the initial parameter values, by gradually adjusting the initial strategies of the
three parties (individuals, data users, and the government), the evolution trend of the
system is observed to study the interactive effects and influences of different initial strategy
combinations of the three parties on each other’s evolutionary paths.
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5.1.1. The Impact of Initial Willingness on the Evolution of Three Parties

As participants in the game, changes in the initial strategies of each party will influence
the strategy choices of the other parties. In this paper, the initial willingness of all three
parties is set to the same value (x = y = z), and three simulation runs are conducted
sequentially. The evolution results are shown in Figure 3. As seen in Figure 4, when
the initial willingness of all three parties is 0.2, the decisions of the three parties (x, y, z)
converge to 0, and the equilibrium point tends toward (0, 0, 0). When the initial willingness
of the three parties is moderate or high, the decisions of the three parties (x, y, z) all converge
to 1, and the equilibrium point tends toward (1, 1, 1). Overall, as the initial willingness
of all parties increases synchronously, the individual’s decision (x) rapidly converges to 1,
which accelerates the convergence of the decisions (y, z) of data users and the government
to 1, ultimately reaching the equilibrium point (1, 1, 1).

fime

Figure 4. The evolutionary trajectory of the three parties when the initial intention changes.

5.1.2. The Impact of Initial Willingness on the Evolution of Individual Strategies

From Figure 5a, it can be seen that only when individuals have low initial willingness
to participate will their strategy converge to the evolutionarily stable strategy of “non-
participation”. The stronger the initial willingness of individuals, the faster the evolution
from “non-participation” to “participation”; that is, initial willingness exerts an accelerating
effect in the evolutionary process.

As shown in Figure 5b, the evolution of individual strategies is influenced by both the
initial willingness of data users and the government. The initial willingness of data users
has a relatively small effect on the evolution of individual strategies, whereas that of the
government has a significant impact. When the government’s initial willingness is low,
individuals are more likely to adopt a “non-participation” strategy initially, but over time,
the strategy evolves towards “participation”. On the contrary, when the government’s
initial willingness is high, the evolution curve of individual strategies shows an upward
trend. This may be due to the fact that strict government regulation and enhanced legal
compliance by data users improve the security environment for personal data circulation,
thereby increasing individuals” willingness to participate and driving the strategy to evolve
towards “participation”.
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Figure 5. (a) The evolutionary trajectory of individuals when their initial willingness changes;
(b) the evolutionary trajectory of individuals when the initial willingness of data users and the
government changes.

5.1.3. The Impact of Initial Willingness on the Evolution of Data User Strategies

From Figure 6a, it can be observed that data users only evolve towards “non-compliant
use” when their initial willingness is low. This indicates that the stronger the initial
willingness of data users, the more effectively it can accelerate the convergence of their
strategy evolution, prompting them to more quickly converge to the evolutionarily stable
strategy of “compliant use”. In other words, the evolution speed of data users choosing
“compliant use” gradually increases with the enhancement of initial willingness.

— — 1 ——
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y=0.5 x=0.8,2=0.5
y=0.8 x=0.5,2=0.5

1 08r x=0.5,z=0.2 | 1
x=0.5,z=0.8
0.6t
0.4 |\
0.2
. 0 . . .
0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
time time
(a) (b)

Figure 6. (a) The evolutionary trajectory of data users when their initial intention changes;
(b) the evolutionary trajectory of data users when the initial intention of individuals and the
government changes.

From Figure 6b, the strategy selection of data users is influenced by the initial will-
ingness of both individuals and the government. The initial willingness of individuals
has a more significant impact on the evolutionary direction of data users than that of the
government. When the initial willingness of individuals is low, the rate at which data users
evolve towards “non-compliant use” increases. Conversely, when the initial willingness
of individuals is high, it accelerates the evolution of data users towards “compliant use”.
When the initial willingness of the government is high, the evolutionary curve of data users
takes on an inverted “U” shape. This shows that data users initially tentatively choose
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non-compliant strategies and then quickly shift to compliance, reflecting their speculative
psychology and sensitivity to regulation. When the initial willingness of the government is
low, data users rapidly evolve towards non-compliant strategies. This indicates that lax
regulation enhances their motivation to misuse data for profit, highlighting the critical role
of government regulatory intensity in the strategy selection of data users.

5.1.4. The Impact of Initial Intention on the Evolution of Government Policies

From Figure 7a, regardless of the government'’s initial intention, its final policy always
converges to the evolutionary stable strategy of “high-input supervision”. This shows
that a strong initial intention of the government can significantly accelerate the policy
evolution process, enabling the government to reach the high-input supervision stable state
more quickly.

z=0.2
z=0.5
z=0.8

x=0.2,y=0.5
0.

0.8

y=0.
x=0.5,y=0.8

0.6
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Figure 7. (a) The evolutionary trajectory of the government when its initial intention changes;
(b) the evolutionary trajectory of the government when the initial intention of individuals and data
users changes.

Figure 7b shows that the evolution of government policies is influenced by the initial
intentions of individuals and data users. The initial intention of individuals significantly
impacts the evolution of government policies, whereas that of data users has a minimal
effect. This suggests that the additional fines caused by strict government supervision play
a limited role in promoting active regulation. When individuals’ initial intention is low,
government policies rapidly evolve towards “low-input supervision”. In contrast, when
individuals’ initial intention is high, the evolution rate of government policies towards
“high-input supervision” speeds up. This might be because active individual participation
generates substantial social benefits for the government, significantly driving its shift from
passive to active regulation and accelerating the policy evolution process.

In conclusion, the initial willingness of the three parties has a significant impact on
their strategic choices. For individuals, the stronger their initial willingness, the faster they
shift from a “non-participation” to a “participation” state. Moreover, the government’s
initial willingness has a notable influence on the evolution of individual strategies; when the
government’s initial willingness is high, the individual’s strategy evolution curve shows an
upward trend. For data users, the stronger their initial willingness, the faster their strategies
evolve toward “compliant use”. The influence of individuals’ initial willingness on the
evolution of data users’ strategies is significantly greater than that of the government’s.
When individuals have low initial willingness, data users are more likely to evolve rapidly
toward “non-compliant use”. The government’s strategies eventually converge to the
evolutionarily stable strategy of “high-investment regulation”. Notably, individuals’ initial
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willingness significantly affects the government’s strategy evolution; when individuals
have high initial willingness, the government’s strategy evolves toward “high-investment
regulation” at a faster rate.

5.2. The Impact of Data Service Revenue and Authorization Management Costs on Individuals

The simulation results in Figure 8 reveal how data service revenue (R;) and au-

7 u 7

thorization management costs (C1) affect the evolution of individuals” “participation’
strategies. When data service revenue (R;) is fixed, rising authorization management
costs (C;) lower the adaptability of the “participation” strategy, reducing participation
probability. Conversely, when authorization management costs (C;) are fixed, increasing
data service revenue (R;) boosts the adaptability of the “participation” strategy, raising

participation probability.
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Figure 8. The evolution trajectory of individuals when the cost of authorization management and

service revenue Change.

From Figure 8, when data service revenue is high (R; = 80, R; = 110), the “participa-
tion” strategy always shows a stable evolutionary advantage, regardless of authorization
management cost changes. But when data service revenue is low (R; = 50), authorization
management costs become much more influential in strategy choice. Especially at high
costs (C1 = 50, C1 = 60), participation probability drops rapidly in a nonlinear way. This
shows that, in the adaptability trade-off between revenue and cost, if data service revenue
cannot meet individuals’ expected utility, lowering authorization management costs is key
to enhancing the evolutionary stability of the “participation” strategy.

5.3. The Impact of Data Abuse Profits and Violation Penalties on Data Users

The simulation results in Figure 9 show how data abuse profits and government pun-
ishments affect data users’ strategy choices regarding compliance. When data abuse profits
(R3) are fixed, the probability of compliance (y) rises as the penalty for non-compliance
increases. This indicates that a strict punishment (F) mechanism significantly encourages
compliance. Conversely, when penalties are fixed, the compliance probability (y) drops as
data abuse profits (R3) rise. Especially when penalties are low, if data abuse profits (R3)
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increase from 40 to 60, the user quickly evolves towards non-compliant strategies. This
reflects that lenient punishments can easily lead to a mentality where users are inclined
to violate rules to gain improper benefits. However, when penalties are high, even with
increasing data abuse profits, the compliance curve becomes flatter, indicating users” inde-
cision. In this case, high penalties effectively curb the impulse to choose non-compliance.

1
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o L 7 Il — — — -R3=40,F=175
iF f w0 R3=40,F=200
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Figure 9. The evolution trajectory of data users when the benefits of data abuse and fines for
violations change.

5.4. The Impact of Social Benefits and Regulatory Costs on the Government

Figure 10’s simulation shows how social benefits (R4) and regulatory costs (g1) in-
fluence the evolution of the government’s “high-input regulation” strategy. When social
benefits (R4) are constant, rising regulatory costs (g1) make the government less likely
to choose high-input regulation, showing that cost pressure can suppress regulatory en-
thusiasm. When regulatory costs (g1) are fixed, higher social benefits (R4) significantly
boost the evolution of the high-input regulation strategy, making the government more
inclined to adopt it. When social benefits (R4) are low (R4 = 200) and regulatory costs (g1)
rise from 80 to 120, the government’s strategy quickly moves toward low-input regula-
tion. In this case, social benefits cannot offset the negative effects of cost growth. When
social benefits (R4) are medium and regulatory costs (g1) are high (g; = 150, g1 = 120), the
government’s evolution curve fluctuates, but under ongoing cost pressure, the govern-
ment will eventually choose “low-input regulation”. When social benefits (R4) are high
(R4 = 300), changes in regulatory costs (g1) no longer affect the government’s final strategy
choice. The government remains stable in its high-input regulation strategy, showing path
dependence. Driven by significant social benefits, the government will maintain an active
regulatory stance to maximize public interest as long as regulatory costs are within the
acceptable threshold.
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Figure 10. The evolution trajectory of the government when social benefits and regulatory
costs change.

6. Conclusions
6.1. Summary and Conclusions

This study applies evolutionary game theory to explore the decision-making interac-
tions among stakeholders in the personal data value creation process. It identifies individu-
als, data users, and the government as the three key players. After establishing a payoff
matrix and an evolutionary game model, numerical simulations using MATLAB (R2024a)
are conducted to analyze parameter impacts. The following are the key conclusions:

1.  In the game process, an individual’s choice to participate is the fundamental driving
force behind the formation of the optimal evolutionary path. Once an individual’s
initial willingness to participate is low, the choices of data users and the government
will inevitably be (illegal use, low investment in regulation). Only when individuals
choose to participate can the personal data value chain be sustained. At the same
time, equilibrium point analysis confirms the “privacy paradox” phenomenon; when
individuals perceive that the social environment is unable to protect their data rights
and interests, they will still choose to participate in order to gain certain benefits to
offset the losses from personal data leakage.

2. For individuals, the main factors influencing their strategic behavior are the benefits
of data services, participation costs, and the risks of privacy leakage. As the bene-
fits of data services increase, individuals are more likely to participate. However,
when participation costs and privacy leakage risks rise, individuals tend to choose
“non-participation”. The trust benefits that data users bring through compliance are
secondary factors influencing individuals’ strategic choices. This is likely because,
compared to explicit benefits like data service rewards, the implicit trust benefits have
less appeal for individuals.

3.  For data users, the economic benefits derived from utilizing personal data, the ad-
ditional costs of compliant use, the profits from data abuse, and the fines for non-
compliance are the key factors affecting their strategy choices. Data users are driven
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to develop data services to maximize economic benefits, and the greater the potential
profits, the stronger their motivation to provide personal data services. Nevertheless,
when the costs of compliant use are excessively high, data users may be tempted to
use data non-compliantly due to speculative psychology. At this point, increasing the
penalties for data abuse can encourage them to revert to compliant use.

4. For the government, the primary factors influencing its strategy choices are social
benefits and the additional costs of high regulatory investment. Achieving greater
social benefits is not only the government’s ultimate goal, but it also enhances the
expectations and positivity of individuals and data users regarding future gains,
thereby boosting their enthusiasm. However, the higher the government’s regulatory
costs, the lower its willingness to continue investing such high costs. The government
needs to dynamically balance the regulatory costs with the social benefits achieved.

6.2. Policy Recommendations

Based on the above research findings, this paper puts forward the following suggestions:

Enhance the Guiding Role of Application Scenarios: The realization of personal data
value depends on data classification, grading governance, and improved standardization
in specific scenarios. This meets user needs and boosts data utilization and industrial
development. Measures like data catalogs and sandbox testing can enhance standardization
and test application scenarios. Data catalogs, listing shareable data metadata, help users
understand data for better decision-making and reduced error risks. Sandbox testing allows
for trial-running data in controlled environments before real-world application. Financial,
medical, and other data-rich institutions should collaborate, with government support, to
build platforms similar to South Korea’s MyData. This expands personal data circulation,
enriches application scenarios, and benefits people.

Advance the Construction of Trustworthy Personal Data Spaces: High privacy risks
can hinder data sharing. Trustworthy data spaces, with integrated systems like technology
and standards, lower leakage and abuse risks. Technically, blockchain and privacy com-
puting are vital for secure data transmission and use. Legally, laws like the Cybersecurity
Law and the Personal Information Protection Law regulate data handlers, ensuring data
security and reasonable utilization. This also facilitates supervision, reduces regulatory
costs, and effectively manages data risks through full-lifecycle oversight.

Explore and Improve Personal Data Revenue-Sharing Mechanisms: Personal data
revenue sharing is crucial for data value realization. Personal benefits are key to ensuring
sustainable data value chains. Offer free basic data services like queries and management.
Economically, investigate personal needs for value-added services to boost their income.
Data users can profit from technical charges or ads, like API development or personalized
financial services. In the initial stage, the government can cover fees. Later, charge based
on data flow and API calls, with regular cost updates.

Strengthen the Management of Data Users: Data abuse can lead to non-compliance. A
closed-loop governance with rules, technology, supervision, and punishment is needed.
Promote data-usage transparency via blockchain for data security and operation recording,
reducing illegal gains. Given numerous data users, establish public supervision with
whistleblower systems and rewards for reported cases. Penalize data abuse by listing
violators in public blacklists linked to central bank credit systems, affecting loans and
bids. This deters violations and promotes the healthy development of industries related to
personal data.
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6.3. Limitations and Further Research

Based on the analysis of the personal data collection and development process, this
study abstracts three main stakeholders—individuals, data users, and the government—and
establishes a tripartite evolutionary model. It provides valuable insights into the mutual influ-
ence of decision-making behaviors among relevant parties in the circulation and utilization of
personal data, also offering theoretical support for government decision-making. However,
this paper primarily concentrates on theoretical exploration, and the recommendations of-
fered serve mainly as theoretical guidance for personal-data-sharing practice. Future research
will adopt a data-value-chain perspective and, drawing on both the current state of personal
data value realization and empirical cases, gather firsthand evidence through interviews with
the public and personal-data-sharing platforms, as well as through questionnaire surveys.
Based on the interview transcripts, grounded theory and other qualitative approaches will
be applied, complemented by the quantitative analysis of the survey data. These steps will
enable us to refine and validate the parameters and strategies within the game model, thereby
further optimizing the strategic recommendations.
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Appendix A

Table Al. Parameter Symbols and Their Meanings.

Parameter Meaning

X The probability of an individual choosing to participate, 0 < x <1
Ry The service benefits an individual gains when choosing to participate, Ry > 0

C1 The time and effort costs of managing data when an individual chooses to participate, C; > 0

a The probability of personal privacy leakage when data users choose to use data in compliance, 0 < a < 1

b The probability of personal privacy leakage when data users choose to use data in violation, 0 < a < b <1
L The losses caused to individuals by privacy leakage during personal data circulation and use, L > 0

T The trust benefits brought to individuals when data users use data in compliance, T > 0

y The probability of data users choosing to use data in compliance, 0 <y <1
R, The total economic benefits data users gain from participating in personal data development and utilization,

Ry >0

R3 The improper benefits data users gain from overusing personal data, R3 > 0

Cy The total costs data users incur when choosing to use data in compliance, C, > 0

Cs The total costs data users incur when choosing to use data in violation, C3 > 0

ky The probability of data users’ non-compliant use being detected, 0 < k; < 1

ko The probability of data users” non-compliant use being detected, 0 < kp < 1

F The fine paid to the government when a data user’s non-compliant use is detected

z The probability of the government choosing high-input regulation, 0 <z <1

R The total social benefits the government gains under a high-input regulation strategy when individuals choose

4 to participate, R4 > 0
R The total social benefits the government gains under a low-input regulation strategy when individuals choose
5 to participate, Rs > 0
g1 The regulatory costs incurred when the government chooses high-input regulation, g; > 0

The regulatory costs incurred when the government chooses low-input regulation, g» > 0
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